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or transmitted in any form or by any means, electronic, mechanical, photocopying, recording, 

or otherwise, without the prior permission in writing of the author/publisher. 

 

Disclaimer 

Neither the author nor the publisher makes any representation or warranty of any kind with 

regard to the information contained in the book. No liability shall be accepted for any actions 

caused, or alleged to have been caused, directly or indirectly from using the information 

contained in this book.  
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About Labris Networks Inc. 

Since 2002, Labris Networks Inc. has been an R&D focused and rapidly-growing provider of 

network security solutions through its globally-proven products. Labris ensures ultimate network 

security through its extensive product line including Firewall/VPN, Web Security, E-Mail Security, 

Lawful Interception and Availability Protection solutions on Labris UTM, Labris LOG and Harpp 

DDoS Mitigator appliances. Next-generation solutions are developed to detect, identify all kinds 

of real-time threats, applications providing a smart shield against intrusions, viruses, spam, 

malware and availability attacks. 

Labris products protect networks of all sizes with a variety of topologies and deployment 

scenarios. Through Labris FLEX firmware options, the customers have privileges to get the 

security software they need as well as extra modules such as Wireless Guest Authentication, 

Detailed Internet Reporting, Lawful Interception and Logging. Having a customer-focused, future-

oriented and flexible approach, Labris also offers its state-of-the-art security software as a Cloud 

Service. 

Having operations in a rapidly growing global network of more than 20 countries, Labris products 

protect enterprises, brands, government entities, service providers and mission-critical 

infrastructures. 

Labris with its worldwide partners is committed to the highest levels of customer satisfaction and 

loyalty, providing the best after-sales support by the multilingual Global Support Center. Being 

one of the Common Criteria EAL4+ certified security gateway brands in the world and rapidly 

growing global player, Labris provides its customers the top-level security with optimum cost. 

Labris, headquartered in Ankara, Turkey, has offices serving Europe, Middle East, North Africa, 

Caucasus and Southeast Asia. 
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About HARPP DDOS Mitigator 
 

Most business today depend on internet for Revenues, Customer access, Employee engagement 

and Every day business operations including voice over IP, email system. Without internet 

business quickly grains to halt. Today DDOS protection is a critical requirement in most of the 

organizations. 

Harpp DDOS mitigator appliance is the first level of protection for your entire network against 

cyber attacks ensuring online business continuity. Harpp DDOS mitigator appliance provides best 

functionality in detecting and defeating the attacks completely. Harpp DDOS mitigator is purpose 

build for wide range of organizations including online money making operations, Critical public 

infrastructure, Enterprise networks, E-government operations and agencies. 

Harpp DDOS mitigator is available for Small Enterprises, Medium Enterprises as well as Large 

Enterprises. 

 

 

 

How to Purchase DDoS Mitigator? 

To purchase DDoS Mitigator, Visit - http://www.harppddos.com/contactus/ 

 

 

 

 

 

 

 

 

 

http://www.harppddos.com/contactus/
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Connecting Appliance 

Accessing the Web Admin Console 
 

Labris Default Management Port = enp11s0f0/enp0s3/Port1/Net0/Mgt (first port to device) 

Labris Default IP Address: 169.254.1.1 

Labris Default Username: labris 

Labris Default Password: labris 

Step-1: Connect your computer to the first port on the Labris and then open computer's network 

settings section and assign IP address 169.254.1.2 and subnet 255.255.0.0.  

Step-2: Open your browser and browse https://169.254.1.1:8888(Here IP address is the IP address 

of your device) to access Harpp DDoS Web Console (GUI).  

Step-3: Login page is displayed and you are prompted to enter login credentials. Use default 

username and password to log on. 

 

 

 

 

 

 

 

 

 

 

 

https://169.254.1.1:81/
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Login in to DDOS Mitigator 

DDOS ς Distributed Denial of service 

Once you set DDOS Mitigator properly this is how you will login in to the Appliance. 

It has a login screen. 

 

These are the inputs for DDOS Login screen 

1 Username Type in your valid Default username. 
This username is the one which you 
have given during the installation 

2 Password Type in your valid Default password. 
This password is the one which you 
have given during the installation. A 
good password is a mix of 
alphabets, numerical, special 
characters with a minimum length 
of 8  

3 Log-in Click on ά[ƻƎ-ƛƴέ button to enter into 
the appliance 
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1. User Interface Settings 

1.1 Accessing DDoS Mitigator 

 

Once the default user name and password are provided for the first time, we will be automatically 

redirected to the licensing interface.  

 

1.1.1 Harpp Licensing Interface 

 

License interface is used to install license files which are provided by Labris Networks as specific for your 

device. As other usages of license interface; monitoring current license status, updating installed license 

can be aimed.    

The first usage screen is as follows: 

 

 

HARDWARE INFO Unique id number of the device 

LICENSE START DATE Start date of the license 

CUSTOMER ID Unique customer id 

LICENSE STATUS Current status of the license. The status can be "Active" or 
"Passive".  
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Copy: Copy hardware info to clipboard 

Select Files: To select license files on opening file selector dialog box 

 

 

Start: Apply the selected license files 

Cancel: Cancel installing the selected license files 

 



 

HARPP DDoS Mitigator 10 
 

Administration Guide for Harpp DDoS Mitigator 

Version 2.2.0 

 

 

After license activation you should make settings by setup wizard. In setup wizard you can configure 

your HARPP device in six steps. 

 

1.1.2 Harpp Setup Wizard 

 

Installation wizard enables simple configuration of Harpp DDoS Mitigator products by users in just a few 

steps.  

Installation wizard can be accessed via ǇǊƻŘǳŎǘΩǎ ǿŜō ƛƴǘŜǊŦŀŎŜΦ ¢ƘŜ ǿƛȊŀǊŘ ƛǎ ŦƛȄŜŘ ŀǘ ǘƘŜ ǘƻǇ ǊƛƎƘǘ 

corner of the web interface. 

 

 

1.1.2.1 Step 1: Host Settings 

In this step we can configure hostname and timezone. 
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Hostname:  Hostname of the device should be a fully qualified domain name. 

Timezone: Timezone of the device. Reports will also be shown according to this time zone. 

 

1.1.2.2 Step 2: Admin Settings 

In this step, we can configure password, admin email and IP addresses, relay host that alert mails are 

send through. 

 

 

Password: Password must contain 8 to 32 characters and at least one letter and one number. 
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!ŘƳƛƴ LtΩǎΥ IP or subnet list that are allowed to connect to the user interface of HARPP DDoS Mitigator. 

Admin Email: List of admin email addresses. Reports will be sent to these addresses. 

NTP Server: Set ip address of NTP server. Date/time will be synchronized with this NTP server. 

Relay Host: Alert and report emails will be send by using this host. Note that mail server should be 

configured accordingly. 

Relay Port: This is the port that will be used to connect relay mail host.  

1.1.2.3 Step 3: Protection Zone Definition  

Lƴ ǘƘƛǎ ǎǘŜǇ ǿŜ ŎƻƴŦƛƎǳǊŜ ǇǊƻǘŜŎǘƛƻƴ ȊƻƴŜ LtΩǎΦ Lǘ ƛǎ ŀƴ Lt ƻǊ ǎǳōƴŜǘ ƭƛǎǘ ǘƘŀǘ 55ƻ{ aƛǘƛƎŀǘƻǊ ǇǊƻǘŜŎǘǎΦ 

 

 

1.1.2.4 Step 4: Working Mode  

In this step, we configure whether Harpp will run in bridge mode or in gateway mode. If bridge mode is 

selected, then the bridge configuration is done on this page. See the 1.1.2 Multiple  Bridge section for 

more information. 
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1.1.2.5 Step 5: Network Settings  

In this step default gateway, interface settings, dns server and the static route settings can be 

configured.  

 

Default Gateway: Default gateway of the device. Any packet that does not match any other routes will 

be sent to this address.  

DNS Server: DNS server that HARPP will use for DNS lookups.  

Interface List: In order to make HARPP work, interface types should be configured correctly. You should 

set at least one interface of each type. 

Static Routes: Static routes can be defined here. 
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1.1.2.6 Step 6: High Availability (HA) Settings  

 

To configure HA, first we need to assign an interface that HARPP machines (master and slave) will 

communicate on each other. If this interface is not configured, wizard will skip HA configuration step. In 

the figure below, it is shown a simple cascade HA topology. The HA port must be one of the non-bypass-

available ports. 
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Below screen shows configuration for master machine.  

 

 

Topology: This is the topology for HA configuration. Right now only cascade topology is supported.  

Protocol: Protocol that HARPP machines will communicate. Heartbeat is only supported protocol. 

Device Role: Device role can be master or slave. Choose device role according to given network 

topology. 

HA Priority: This is the priority of that node. For master it cannot be changed and it is 1000.  For a slave 

node, it is in range 1-1000. 
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If a node is configured as a slave, we also need to provide IP address of HA interface of master node and 

root password and set priority a value between 1 and 1000. 

After configuration done, complete wizard on master firstly. Master node will wait for slave to complete. 

Go to slave and complete wizard on slave also.   

 

1.1.2.7 Step 7: Summary and Completion  

In this step we can observe a summary of all steps and complete installation. 
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After completion a result will be shown for each step. 
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1.1.3 Multiple Bridge  
HARPP DDoS Mitigator supports multiple bridge and asymmetric traffics. With multiple bridge 

configuration, traffic will be divided into bridges so that performance of HARPP will increase.  

Note that currently multiple bridge can not work with syn proxy. If you use this feature you need to 

disable syn proxy mitigation.  

 

1.1.4 Command line Login Details using PuTTY 

Default Username: root 

Default Password: labris 

Port: 22 

Open Putty and give the default username, password, Portnum and click on connect. 
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Edit/Add/Delete Interface, Default Route and Static Route 

Interfaces to the ip is carried out via the CLI definitions. SSH login with root user and password 

by making a connection. 

Interface and route information is kept in the /etc/sysconfig/network-scripts/* files.  

 

1.2 General View of DDoS Mitigator Dashboard 

  

Understanding your landing page or home screen  

In this section you will understand various sections of Harpp DDoS Mitigator home screen after 

the initial login.   

 

 

 

1 Page Header 
Section 

In this section, you will find links to Wizard, Help and Logout. Notice 
the right hand top corner for Wizard, Help and Logout. 

2 Tab Section  You can navigate to various sections such as Dashboard, 
Management, Status and Reports. In addition to these you will also 
find option to Auto refresh. 

3 DDOS Cumulative 
attack, bps and 
pps graph 

DDOS cumulative field in the dashboard displays information on 
Attack, pps and bps ,drop and passed count in pictorial format for 
every 10 mins, 1hour, last day which makes us to understand easily.  
 

 
1 

2 

3 

4 

5 

6 
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4 System 
Information and 
Mitigation Action 

System Information field in the dashboard displays information on 
the CPU Usage, RAM Usage and Threat Level. 

5 Packet Flow 
Information 

List of senders and receivers for the last 60 minutes.  
 

6 Attacks Map Attack map that displays the city and country information of the 
attackers.  

1.3 Management 

Management tab in DDOS mitigator helps us to manage different things which are associated with it. 

Management tab consists of seven sub fields as mentioned below. 

i) System Wide Settings  

ii) White lists and Black lists 

iii) Mitigator Actions 

iv) Backup 

v) LNADS Config  

vi) User Settings 

vii) Report Settings 

 

1.3.1. System Settings (System wide Settings) 

All the system related settings like operating system settings, ports numbers etc can be edited 

or changed with the help of system wide settings tab. 

In the management section, select Systemwide Settings tab. 

In Systemwide Settings we can find three types of settings Firewall Settings, OS settings and 

Hardware Settings 
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1.3.1.1 Firewall  Settings 

We can change the required fields with appropriate values and click on Save Settings tab to 

save the changes made to the Firewall Settings. 

If Only Allow Admisnistrators List to Manage is checked, device will not accept any other 

connection but only connections from Administrator IP addresses defined in Whitelist and 

Blacklist section. 

Success tab appears stating Configuration saved successfully, click OK 

 

 

1.3.1.2 OS settings 

On Os settings tab, we can change OS related settings. 

After selecting the desired configuration, click on Save Settings tab to save the changes. 
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Table 1: System Settings 

LƴǘŜǊŦŀŎŜ bŀƳŜ tŀǊŀƳŜǘŜǊ LƴŦƻǊƳŀǘƛƻƴ 

aŀȄƛƳǳƳ {ǘŀǘŜǎ ǎŜǘ ƭƛƳƛǘ ǎǘŀǘŜǎ The system determines the maximum 

number of open connections. 

¦5t CƛǊǎǘ ¢ƛƳŜƻǳǘ ǎŜǘ ǘƛƳŜƻǳǘ ǳŘǇΦŦƛǊǎǘ When using the UDP protocol determines 

the timeout the request packet. 

¦5t aǳƭǘƛǇƭŜ ¢ƛƳŜƻǳǘ ǎŜǘ ǘƛƳŜƻǳǘ 
ǳŘǇΦƳǳƭǘƛǇƭŜ 

When using the UDP protocol source 

determines the length of time to wait before 

the connection with the original author 's. 

¢/t CƛǊǎǘ ¢ƛƳŜƻǳǘ ǎŜǘ ǘƛƳŜƻǳǘ ǘŎǇΦŦƛǊǎǘ TCP protocol when using the triple 

handshake that specifies the timeout for the 

second package during the process. 

¢/t 9ǎǘŀōƭƛǎƘŜŘ ¢ƛƳŜƻǳǘ ǎŜǘ ǘƛƳŜƻǳǘ 
ǘŎǇΦŜǎǘŀōƭƛǎƘŜŘ 

When using the TCP protocol specifies how 

much time will be with a link table. 

¢/t hǇŜƴƛƴƎ ¢ƛƳŜƻǳǘ ǎŜǘ ǘƛƳŜƻǳǘ 
ǘŎǇΦƻǇŜƴƛƴƎ 

When using the TCP protocol that specifies 

the timeout for future target computer 

package. 

¢/t /ƭƻǎƛƴƎ ¢ƛƳŜƻǳǘ ǎŜǘ ǘƛƳŜƻǳǘ ǘŎǇΦŎƭƻǎƛƴƎ When using the TCP protocol that specifies 

the timeout of the connection close FIN 

packet. 

¢/t Cƛƴǿŀƛǘ ¢ƛƳŜƻǳǘ ǎŜǘ ǘƛƳŜƻǳǘ ǘŎǇΦŦƛƴǿŀƛǘ When using the TCP protocol FIN/fin-ACK 

and the connection closed after a series of 

delayed that specifies the timeout for 

packets. 
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¢/t /ƭƻǎŜŘ ¢ƛƳŜƻǳǘ ǎŜǘ ǘƛƳŜƻǳǘ ǘŎǇΦŎƭƻǎŜŘ When using the RST packet is sent, the 

TCP protocol then specifies the timeout for 

future package. 

hƴƭȅ !ƭƭƻǿ !ŘƳƛƴƛǎǘǊŀǘƻǊ [ƛǎǘ ǘƻ 
aŀƴŀƎŜ 

Cн ƴǳƳōŜǊ ǊǳƭŜ F2 numbered rule active. This rule with the 

main interface or provided access to the ip 

addresses specified only as admin console. 

This list is created in the White and black 

lists. 

²ŀǊƴƛƴƎΗΥ LŦ ȅƻǳ ǳǎŜ ƛǇ ŀŘŘǊŜǎǎ ŀŘƳƛƴ ƛŦ ȅƻǳ Řƻ 
ƴƻǘ ƘŀǾŜ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ƳŀŎƘƛƴŜ ƛǎ ƴƻǘ ƛƴ ǘƘŜ ƭƛǎǘ 
ǿƛƭƭ ōŜ Ŏǳǘ ƻŦŦ ǘƘƛǎ ƻǇǘƛƻƴ ǿƘƛƭŜ ǘƘŜ ǊŜƎƛǎǘǊŀǘƛƻƴΦ 
¢ƻ Řƻ ǘƘƛǎΣ ŦƛǊǎǘ ȅƻǳ ƴŜŜŘ ǘƻ ŀŘŘ ŀǘ ȅƻǳǊ ƻǿƴ 
ŀŘŘǊŜǎǎ ƛƴ ǘƘŜ ŀŘƳƛƴ ƭƛǎǘΦ 

9ƴŀōƭŜ [ƻƎƎƛƴƎ CƻǊ !ŎŎŜǇǘŜŘ 
tŀŎƪŜǘǎ 

 When this control is checked, the accepted 

packets are logged. 

9ƴŀōƭŜ [ƻƎƎƛƴƎ CƻǊ 5ŜƴƛŜŘ 
tŀŎƪŜǘǎ 

 When this control is checked, the denied packets 

are logged. 

wŜǾŜǊǎŜ tŀǘƘ /ƘŜŎƪƛƴƎ ǊǇψŦƛƭǘŜǊ When this control is checked, if the reply to a 

packet wouldn't go out the interface this packet 

came in, then this is a bogus packet and should 

be ignored. 

{ŜƳŀǇƘƻǊŜ L5 [ƛƳƛǘ ƪŜǊƴΦƛǇŎΦǎŜƳƳƴƛ Semafor id limit 

{ŜƳŀǇƘƻǊŜ [ƛƳƛǘ ƪŜǊƴΦƛǇŎΦǎŜƳƳƴƛ Semafor limit 

IŀǎƘ ¢ŀōƭŜ [ƛƳƛǘ  Rate limit working by hash algorithms. This is the 

limit of hash table that will be used for these 

mitigations. 

/ƻƴƴŜŎǘƛƻƴ tƻǊǘ  Webgui listening port on HARPP device. 
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1.3.1.3 Hardware  settings  

 

In this section we can enable/disable hardware bypass service. If the machine corrupts somehow such as 

power down, hardware bypass will be activated so that there will be no connection lost.  

 

1.3.2. Whitelists and Blacklists 

In the management section, select WhiteLists and BlackLists tab.  

 

1.3.2.1 Whitelist (7 days)  

Temporary white list 

All the IP Addresses added to the "Whitelist (7 days)" are allowed to have a limited access to 

resources. The IP addresses which are added to this list are not blocked completely. All the 

required / known IP addresses can be added to the "Whitelist (7 days)". 

In "Whitelist (7 days)" section give the IP Address and description which we wanted to add to 

this list and click on ADD tab. 
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In the below screen, we can notice that IP Address is added to Systemwide Whitelist. Search 

box can be used to filter added IP addresses. 

 

Select the IP Address and click on Delete tab to delete it from this list. 

 

In the below screen, we can notice selected IP Address is deleted from the Systemwide 

Whitelist. 
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1.3.2.2 Whitelist (Always)  

Permanent White list 

All the IP Addresses added to the "Whitelist (Always)" list will have limited access to resources. 

¢ƘŜ LtΩǎ ŀŘŘŜŘ ǘƻ ǘƘƛǎ ƭƛǎǘ ŀǊŜ ƴƻǘ ōƭƻŎƪŜŘ ŎƻƳǇƭŜǘŜƭȅΦ "Whitelist (Always)" is like long term 

Whitelist. 

In "Whitelist (Always)" section give the IP Address and description which we want to add to this 

list and click on Add tab. 

 

 

1.3.2.3 Administrator List  

Lt !ŘŘǊŜǎǎŜǎ ŀŘŘŜŘ ǘƻ ǘƘƛǎ ƭƛǎǘ ǿƛƭƭ ƘŀǾŜ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ǊŜǎƻǳǊŎŜǎΦ ¢ƘŜ ŜƴǘƛǊŜ ŀŘƳƛƴƛǎǘǊŀǘƻǊΩǎ Lt 

Addresses can be ŀŘŘŜŘ ǘƻ ǘƘŜ ŀŘƳƛƴƛǎǘǊŀǘƻǊΩǎ ƭƛǎǘΦ 



 

HARPP DDoS Mitigator 27 
 

Administration Guide for Harpp DDoS Mitigator 

Version 2.2.0 

In Administrator list section give the IP Address and description which we wanted to add to this 

list and click on Add tab. 

On this tab, the following illustration shows the IP addresses contained in the website. 

 

 

1.3.2.4 Blacklist (7 days)  

IP Addresses added to the "Blacklist (7 days)" are restricted to access the resources. All these IP 

!ŘŘǊŜǎǎŜǎ ǎǇŜŎƛŦƛŜŘ ƛƴ ǘƘƛǎ ƭƛǎǘ ŀǊŜ ōƭƻŎƪŜŘΦ !ƭƭ ǘƘŜ ŀǘǘŀŎƪŜǊǎ ƻǊ ƛƴǘǊǳŘŜǊΩǎ Lt !ŘŘǊŜǎǎŜǎ Ŏŀƴ ōŜ 

added to the "Blacklist (7 days)". 

 

1.3.2.5 Blacklist (Always) 

IP Addresses added to the "Blacklist (Always)" are restricted to access the resources for 

ƭƛŦŜǘƛƳŜΦ !ƭƭ ǘƘŜǎŜ Lt !ŘŘǊŜǎǎŜǎ ǎǇŜŎƛŦƛŜŘ ƛƴ ǘƘƛǎ ƭƛǎǘ ŀǊŜ ōƭƻŎƪŜŘΦ !ƭƭ ǘƘŜ ŀǘǘŀŎƪŜǊǎ ƻǊ ƛƴǘǊǳŘŜǊΩǎ Lt 

Addresses can be added to the "Blacklist (Always)". 
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In "Blacklist (Always)" section give the IP Address and description which we wanted to add to 

this list and click on Add tab. 

 

 

1.3.3. Prevention Methods (Mitigator Actions) 

 
In the mitigator actions tab we can change all the firewall rules which are defined into active / 
passive mode. 
 
Red color indicates ï OFF 

Green color indicates ïON 
 

1.3.3.1 Protection Zone Definition  

 
List of IP/ subnet provided under protection zone definition is used to protect IP /subnets within 

the network. All IP addresses that you want to protect in your network should be defined under 

this tab. 

 
Protection Zone Definition helps to protect all the IP Addresses which are in our network. The IP 
Addresses which are important / critical for your business environment can be added to this 
list. 
Give the IP subnet to the IPs of Zone field and click on Add tab. 
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We can notice IP Sub net added in the list of Protection Zone.  

 

 

Select the IP Subnet and click on Delete tab. 

 

In the below screen, we can notice of IP Subnet is deleted from the list Protected Zone. 
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To Exclude IP / Subnet addresses from protection Zone, give the IP/Subnet in specific tab as 

click on Add tab.  

 

In the below screen we can notice IP/Subnet added to the List of Excluding IP/Subnet addresses 

from protection. 

 

To delete IP/Subnet from the list, select the IP/Subnet and click on Delete tab. 
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In the below screen, we can notice IP/Subnet deleted from the list. 

 

 

1.3.3.2 Packet Normalization  

Rule F3: Packet Normalization active/passive. 

In Packet Normalization tab we have an option to Enable / Disable the option. 

We can notice Packet Normalization Action is enabled, it is in ON state. 
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Click on the same action tab to disable the option. 

Packet Normalization Action is Disabled, it is in OFF state. 

 

1.3.3.3 Spoofed IP and SYN Flood Prevention 

Rule F25: SYN proxy Active/Passive 

 

In Spoofed IP and SYN Flood Prevention tab we have an option to Enable / Disable the option. 

Spoofed IP and SYN Flood Prevention Action is Enabled, it is in ON state. 

 

Click on the same action tab to disable the option. 

Spoofed IP and SYN Flood Prevention Action is Disabled, it is in OFF state. 
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1.3.3.4 SYN Rate Limiting for popular TCP protocols  

Rule F35: SYN package speed limitation is active/passive. This is a list of the port you want the 

block period to apply, you can change the maximum number of connections the speed ratio, and 

through the interface. 

In SYN Rate Limiting for popular TCP protocols tab we have an option to Enable / Disable the 

option. 

Other options in SYN Rate Limiting for popular TCP protocols, we can add the popular port 

number so that restrictions are applied to the port list. 

Using TCP rate tab we can change the speed ratio and also the number of connections can be 

changed using TCP Maximum Favorite Connections. 

SYN Rate Limiting for Popular TCP Protocols Action is enabled, it is in ON state. 

Mention popular port number and click on Add tab. There are other options like TCP Rate and 

TCP Maximum Favorite Connections options. Click on Change to apply the changes. 
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In the below screen we can notice popular port number added. 

 

Select the Port and click on Delete tab to delete popular port. 
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Click on the same action tab to disable the option. 

SYN Rate Limiting for Popular TCP Protocols Action is disabled, it is in OFF state. 

We can notice selected port number got deleted in the list of popular ports.  

 

1.3.3.5 SYN Rate limiting for other TCP Action  

Rule F36: The SYN packet to speed limit outside the popular ports can be active/passive. This Ķs 

the maximum number of connections the speed ratio of the block period to apply and you can 

modify through the interface.  

In SYN Rate Limiting for other TCP Action tab we have an option to Enable / Disable the 

option. 
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SYN Rate limiting for other TCP Action is enabled, it is in ON state. There are other options like 

Other TCP Rate and Other TCP maximum Favorite Connections .Enter the values and click on 

change to apply the changes. 

 

Click on the same action tab to disable the option. 

 

SYN Rate limiting for other TCP Action is disabled, it is in OFF state. We can also notice the 

Changes in Other TCP Rate and Other TCP maximum Favorite Connections. 

 

 

1.3.3.6 SYN Rate Limiting for TCP HTTP Action 

Rule F26: The SYN packet to the HTTP ports speed limitation is active/passive. This is a list of 

the port you want the block period to apply, you can change the maximum number of 

connections the speed ratio, and through the interface. 
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In SYN Rate Limiting for TCP HTTP Action tab we have an option to Enable / Disable the 

option. 

SYN Rate Limiting for TCP HTTP Action is Enabled, it is in ON state. 

Mention HTTP Port number and click on Add tab. 

We can change Http TCP rate which defines SYN per second and Http TCP Maximum Favorite 

Connections which defines Connections count. Enter the values and click on change to apply 

the changes. 

 

 

 

We can notice Http Port added in the list of Http Ports. And also Http TCP Rate and Http TCP 

Maximum Favorite Connections is also changed in the below tab. 
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Select Http port and click on Delete tab. 

 

 

Click on the same action tab to Disable the option. 

SYN Rate Limiting for TCP HTTP Action is disabled, it is in OFF state. 

We can notice selected Http Port deleted in the list of Http Ports. 
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1.3.3.7 Http GET Root Page Flood Detection 

Rule 32: HTTP GET/Flood prevention can be active/passive. 

In Http GET Root Page Flood Detection tab we have an option to Enable / Disable the option. 

Http GET Root Page Flood Detection and blocking Action is Enabled, it is in ON state. 

 

Click on the same action tab to disable the option. 

In the below screen, we can notice Http GET Root Page Flood Detection and blocking Action is 

Disabled, it is in OFF state. 
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1.3.3.8 HTTP GET Generic Detection Action 

Rule F31: HTTP GET Generic can be active/passive. 

In HTTP GET Generic Detection Action tab we have an option to Enable / Disable the option. 

HTTP GET Generic Detection and Blocking Action is Enabled, it is in ON state.  

 

Click on the same action tab to disable the option. 

HTTP GET Generic Detection and Blocking Action is Disabled, it is in OFF state.  

 

 

1.3.3.9 HTTP Header Anomaly Detection  

Rule F33: This system is activated; the system prevents the abnormal sees http requests. 

In HTTP Header Anomaly Detection tab we have an option to Enable / Disable the option. 

HTTP Header Anomaly Detection and Blocking Action is Enabled, it is in ON state.  
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Click on the same action tab to disable the option. 

HTTP Header Anomaly Detection and Blocking Action is Disabled, it is in OFF state.  

 

1.3.3.10 Bad Agent Flood  

In Bad Agent Flood tab we have an option to Enable / Disable the option. 

Flood black list agent blocking Action is Enabled, it is in ON state. 
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Click on the same action tab to disable the option. 

Flood black list agent blocking Action is Disabled, it is in OFF state. 

 

1.3.3.11 Application Detection  

Rule F16: Application Detection is used to prevent attacks from application like juno. 

In Application Detection tab we have an option to Enable / Disable the option. 

Application Detection Action Enabled for blocking according to DoS/DDoS tool characteristics, it 

is in ON state. 

 

Click on the same action tab to disable the option. 

Application Detection Action is Disabled, it is in OFF state. 
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1.3.3.12 Block Tor Exit Nodes 

Rule F8: Tor Exit Nodes * servers. This list is kept in/etc/pf/tables/db/tor_exit_nodes. 

In Block Tor Exit Nodes tab we have an option to Enable / Disable the option. 

Block Tor Exit Nodes Action is Enabled for blocking of Tor Exit nodes IPs, it is in ON state. 

 

 

Click on the same action tab to disable the option. 

Block Tor Exit Nodes Action is Disabled, it is in OFF state. 
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1.3.3.13 Block Russian Business Networks  

Rule F9: RBN servers. This list is kept in/etc/pf/tables/db/rbn_servers. 

In Block Russian Business Networks tab we have an option to Enable / Disable the option. 

Block Russian Business Networks (RBN) Action is Enabled for blocking of RBN Server, it is in ON 

state. 

 

Click on the same action tab to disable the option. 

Block Russian Business Networks (RBN) Action is Disabled, it is in OFF state. 
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1.3.3.14 Block Bogon and Unused IP Subnets 

Rule F10: Provides the IP addresses be blocked unused and bogon. This list is kept 

in/etc/pf/tables/db/bogon_nets. 

In Block Bogon and Unused IP Subnets tab we have an option to Enable / Disable the option. 

Block Bogon and Unused IP Subnets Action is Enabled for blocking of Bogon Unused Subnet IPs, 

it is in ON state. 

 

Click on the same action tab to disable the option. 

Block Bogon and Unused IP Subnets Action is Disabled, it is in OFF state. 
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1.3.3.15 Block Internet Allocated Subnets  

Rule F11: On the internal network with the IP address used in the attack. This list is kept 

in/etc/pf/tables/db/internal_nets. 

In Block Internet Allocated Subnets tab we have an option to Enable / Disable the option. 

Block Internet Allocated Subnets Action is Enabled for IPs defined in non public internal IP 

subnets, it is in ON state. 

 

Click on the same action tab to disable the option. 

Block Internet Allocated Subnets Action is disabled, it is in OFF state. 
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1.3.3.16 Reverse Path Checking 

Rule F29: Followed by the path to the package that came with the package, followed by 

the same way whether the monitoring. 

In Reverse Path Checking tab we have an option to Enable / Disable the option. 

Reverse Path Checking Action is Enabled to enforce the ingress path of packets, it is in ON state. 

 

Click on the same action tab to disable the option. 
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Reverse Path Checking Action is Disabled, it is in OFF state. 

 

 

1.3.3.17 Trap Connection Detection  

Rule F6: Trap port to capture the active/passive. This is a list of port and IP interface can 

change through the block period to apply. 

In Trap Connection Detection tab we have an option to Enable / Disable the option. 

Trap Connection Detection Action is enabled for making DDOS Mitigator monitoring for a trap 

network Zone on a trap destination port which is unused in normal conditions, it is in ON state. 

Mention Trap port number and click on Add tab. 

TCP port numbers between numbers (1-65535) are only valid. 
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In the below screen, we can notice Trap port number added in the list of Trap Ports. 

 

Select the Port number and click on Delete tab. 
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Mention Subnet/Network IP and click on Add tab. 

 

In the below screen, we can notice Subnet IP in the list of Trap Nets. 
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Select the Subnet IP and click on Delete tab. 
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In the below screen, we can notice Subnet IP deleted. 

 

Click on the same action tab to disable the option. 

Trap Connection Detection Action is Disabled, it is in OFF state. 
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1.3.3.18 Application Level IPS  

Rule F15: The Ramada provides specific applicationôs IP be blocked. 

In Application Level IPS tab we have an option to Enable / Disable the option. 

Application Level IPS Action is Enabled for blocking of IPs detected by embedded DDoS specific 

IPS, it is in ON state. 

 

Click on the same action tab to disable the option. 

Application Level IPS Action is Disabled, it is in OFF state. 
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1.3.3.19 Drop DNS Packets 

Rule F17: Provides DNS packets falling rate entered.  

In Drop DNS Packets tab we have an option to Enable / Disable the option. 

Drop DNS Packets Action is Enabled for mitigation of DNS, it is in ON state. There is another 

option Probability. Enter the value and click on change to apply the changes. 

 

 

Click on the same action tab to disable the option. 

Drop DNS Packets Action is Disabled, it is in OFF state. 
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1.3.3.20 DNS Spoof Prevention 

 

In DNS Spoof Prevention tab we have an option to Enable / Disable the option. 

DNS Spoof Prevention Action is Enabled to use TCP packets for DNS, it is in ON state. 

 

Click on the same action tab to disable the option. 
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DNS Spoof Prevention Action is Disabled, it is in OFF state.

 

1.3.3.21 UDP SPOOF PREVENTION 

 

UDP Spoof Prevention feature provides "drop first accept second" functionality for udp packets. 

If any exception ports are specified, then UDP Spoof Prevention is not performed on udp 

packets that are destined for the specified exceptional ports. 

 

1.3.3.22 Drop UDP Packets 
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Rule F23: Provides UDP packets from falling significantly Entered. 

In Drop UDP Packets tab we have an option to Enable / Disable the option. 

Drop UDP Packets Action is Enabled for Mitigation of some highly used UDP Packets protocols, 

it is in ON state. 

We can change probability number of packets. Enter the value and click on change to apply the 

changes. 

 

Click on the same action tab to disable the option. 

Drop UDP packets Action is Disabled, it is in OFF state 
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1.3.3.23 ICMP Flood Mitigation  

Rule F24: ICMP Flood attacks. 

In ICMP Flood Mitigation tab we have an option to Enable / Disable the option. 

ICMP Flood Mitigation Action is Enabled for mitigation of ICMP floods, it is in ON state. 
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Click on the same action tab to disable the option. 

ICMP Flood Mitigation Action is Disabled, it is in OFF state. 

 

1.3.3.24 Block IPv6  

Rule F28: Prevents the IPv6 addresses. 

In Block IPv6 tab we have an option to Enable / Disable the option. 

Block IPv6 Action is Enabled for Blocking IPv6 completely, it is in ON state. 
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Click on the same action tab to disable the option. 

Block IPv6 Action is Disabled, it is in OFF state. 

 

1.3.3.25 Bypass DDOS Mitigator Completely  

Rule F30: DDoS prevention system disables. 

In Bypass DDOS Mitigator Completely tab we have an option to Enable / Disable the option. 

Bypass DDOS Mitigator Completely Action is Enabled, it is in ON state. 
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Click on the same action tab to disable the option. 

Bypass DDOS Mitigator Completely is Disabled, it is in OFF state. 

 

1.3.3.26 Geographic Blocking   

In Geographic Blocking tab we have an option to Enable / Disable the option. 

Geographic Blocking Action is Enabled for Allowing or Blocking selected list of Countries, it is in 

ON state. 

Choose one of the preferred radio buttons for the selected countries and click on Save tab.  
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Click on the same action tab to disable the option. 

Geographic Blocking Action is Disabled, it is in OFF state. 
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1.3.3.27 Protocol Management   

In Protocol Management tab we have an option to block specified protocols. To activate, 

choose protocols to be allowed and click Enable/Disable button. If action is already enabled, 

clicking to Save button will be enough. 

 

 

1.3.3.28 Custom Rules 

 

Custom rules tab can be used to create advanced rules that monitor the environment 

and perform actions when the specified conditions are met. ON/OFF button is used to start or 

stop all the custom rules that have been created. Filter control can be used to search custom 

rules. Settings window can be used to specify the log level of the running custom rules. A new 

custom rule can be added to the system by clicking the Add Rule button. Currently, there are 9 

custom rule types:  
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1.3.3.27.1 Repeater Blocking  

Repeater Blocking rule monitors the network traffic on the specified interface and 

ŘƛǊŜŎǘƛƻƴΦ LŦ ƛǘ ŘŜǘŜŎǘǎ ŀƴȅ LtΩǎ ǿƘƛŎƘ ŀǊŜ ǎŜƴŘƛƴƎ ǇŀŎƪŜǘǎ ǘƻ ŀ ǎǇŜŎƛŦƛŎ LtΣ ǇƻǊǘ ǇŀƛǊ ŀǘ ŀ ǊŀǘŜ 

which is above the specified Activation Threshold, the sender IP is blocked. 
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1.3.3.27.2 Evidence Collector  

Evidence Collector rule monitors the network traffic rate on the specified interface and 

direction. If the network traffic rate exceeds the specified Activation Threshold, the traffic is 

recorded into the pcap files based on the specified filter. It's also possible to trigger this rule in 

case the network traffic rate is below the specified Activation Threshold. 

  

1.3.3.27.3 Email Notification  

Email Notification rule monitors the network traffic rate on the specified interface and 

direction. If the network traffic rate exceeds the specified Activation Threshold, an email will be 

sent to the Receiver email address. It's also possible to trigger this rule in case the network 

traffic rate is below the specified Activation Threshold. 
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1.3.3.27.4 Disk Check 

Disk Check rule monitors the used disk space percentage on the specified Mount Point. 

If the used disk space percentage exceeds the specified Activation Threshold, pcap recording 

will be stopped on the specified network interface. In addition, optionally, the pcaps already 

created by LNADS will be removed from the system. 

 

  

1.3.3.27.5 SynFlood Detector  

Syn Flood Detector rule monitors the Syn flood rate. If Syn attack with a rate bigger than 

the specified threshold is detected, this attack is reported on the Reports page. 
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1.3.3.27.6 Country Blocking  

Country Blocking rule monitors the network traffic rate on the specified interface and 

direction. If the traffic rate exceeds the specified Activation Threshold, either the selected 

countries are blocked or only the selected countries are allowed based on user's selection. If 

the Target Based Detection is enabled, country blocking/allowing action will only be performed 

on the specific source IP that attacks a target IP instead of all the source IP's. 

  

1.3.3.27.7 Port Abuse Detection  

Port Abuse Detection rule monitors the number of connections between the external 

IPs and the specified internal IP/subnet and port. If the number of connections exceeds the 

ǎǇŜŎƛŦƛŜŘ !ŎǘƛǾŀǘƛƻƴ ¢ƘǊŜǎƘƻƭŘΣ ǘƘŜ ŜȄǘŜǊƴŀƭ LtΩǎ ŀǊŜ ōƭƻŎƪŜŘΦ 
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1.3.3.27.8 IP Blocking  

IP Blocking rule monitors the network traffic rate on the specified interface and 

direction. If the network traffic rate exceeds the specified Activation Threshold, the specified 

IP/subnet is blocked for the given time interval. If Record Pcap By Activation is enabled, a pcap 

file is created from the network traffic. 

 

 

 

1.3.3.27.9 Generic Action  

Generic Action rule monitors the network traffic rate on the specified interface and 

direction. If the amount of traffic exceeds the specified Activation Threshold, the selected 
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anchor file is activated during the given time duration. If Record Pcap By Activation is enabled, a 

pcap file is created from the network traffic. 

 

1.3.3.27.10 TTL Detection Action  

TTL Detection rule monitors the network traffic rate on the specified interface and 

direction. If the amount of traffic based on TTL values exceeds the specified Activation 

Threshold, the packets which have the same TTL value is blocked during the given time 

duration. If Record Pcap By Activation is enabled, a pcap file is created from the network traffic. 
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1.3.4. Backups 

Back up tab in DDOS mitigator provides us with options like Restore, Download, Upload & 

Restore the files from / to the DDOS mitigator. 

After each change, device will backup automatically. 

In management section, select backup tab. 
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If we want to restore any back up file select the file from the list and click on Restore Backup 

option. 

 

After few seconds Success screen is displayed stating that Backup file successfully Restored. 

Click Ok  

Refresh the screen to find the restored file. 
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Select a backup file from the list and click on Download option to download the file in to our 

local machine. 

 

In the below screen you can find the downloaded file. 

 

If we want to upload or restore any files in to this list we can choose the file and upload it using 

the upload & restore option. 

Click on Choose File option to select the file. 
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Now browse to the location where your file is located. 

In the below screen, we have navigated to downloads folder and selected the .bak file. 

Click on Open 

 

 

 

ωThe files with the extension of .bak  only can be uploaded.
Note



 

HARPP DDoS Mitigator 74 
 

Administration Guide for Harpp DDoS Mitigator 

Version 2.2.0 

In the below screen you can find the file is selected. 

Click on Upload & Restore option to Upload the file in this list. 

 

You can find the selected file is successfully uploaded. 

 

1.3.5. LNADS Settings 

 

For LNADS settings please refer section 2 (Labris Network Anomaly Detection System) 
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1.3.6. User Settings 

 
User Settings tab consists of four fields, which are Add New 

User, Change Current  User Password, Modify User, Modify User 

Information.  
 
It enables us to add new user, changing Current User password, 

Modifying Users which are existing and also Modifying User 

Information.  
 

 
 
 
Adding New User  
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These are the inputs to add New User.  
 
1 New User 

ID  
Type the New User ID  

2 Cell phone  Give the mobile number 

of the User  
3 E- mail 

Address  
Give the E - mail Address 

of the User  
4 New User 

Password  
Type the Password of the 

User  
5 Confirm 

New User 

Password  

Retype the Password of 

the user  

6 New User 

Role  
Select one of role of 

the New User from the 

drop down menu.  

 
Admin role is selected for the new User. Click on Add New User  

tab.  
 

2 

3 

4 

5 

6 

1 
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Success tab appears Stating New User created successfully , click 

on OK. 

 
 
 
 
Change Current User Password  

 
For changing Password of the User we find three fields.  
 

 

1 2 3 
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These are the inputs to change current User Password.  
1 Old Password  Type the Old password of 

the User  
2 New Password  Type the New Password  
3 Confirm New 

Password  
Confirm New Password  

 
Modify User  

 
We can notice Users list under Modify User tab.  
Select the User to Modify User Information.  
 

 
 
After click on Select tab we can notice User details appearing 

in the Modify User Information tab.  
If necessary make changes to the User and click on Save tab to 

apply changes made to the User.  
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Success tab appears stating User Updated, click Ok.  

 
 
Select the User and click on Delete tab.  
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Success tab appears stating User account deleted, click on OK.  
 

 

1.3.7. Report Settings 

In Report Setting pane, we can configure contents of daily weekly and monthly reports separately. 
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1.3.8. Network Settings 

In Network Setting pane, we can modify working mode, network details.  

 

 

Working mode configuration here is same configuring with wizard. Choose working mode. If we choose 

bridge mode, configure bridge interfaces and click Next button. 
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Default Gateway: This is default gateway of HARPP.  

DNS Server: This is DNS to HARPP use it to resolve servers such as mail server or NTP server. 

Static routes can be defined to a gateway or device or both. To add static route provide destination and 

one or both of gateway and device.  

 

 

1.4 Status 

In Status section we can notice General and Graphs Information.  

 ¦ƴŘŜǊ tǊƻǘŜŎǘƛƻƴ ½ƻƴŜΣ [ƛǎǘ ƻŦ !ƭƭ .ƭƻŎƪŜŘ LtΩǎ ŀǊŜ ŘƛǎǇƭŀȅŜŘΦ 
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1.4.1 General Statistics 

 
In the below screen we can notice General statistics.  
Information regarding Protection zone and U ptime is being 

displayed in the below screen .  

 

 
 

1.4.2 Graphics 

In Graphs section click on packets to view and analyze Graphical representation regarding 

Packets information with different types of Interfaces.  
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From the above Graphs we can notice below Points  
 
1 enp0s8 Total  We can monitor the data transfer rate from 

enp0s8 interface.  
2 enp0s9 Total  We can monitor the data transfer rate from 

enp0s9 interface.  
3 enp0s8 IN  We can monitor the INPUT data transfer rate 

from enp0s8 IN interface.  
4 enp0s9 IN  We can monitor the INPUT data transfer rate 

from igb4 IN interface.  

 
Bandwidth  

In Graphs section click on Bandwidth to view and analyze Graphical representation regarding 

Bandwidth information with different types of Interfaces.  

1 2 

4 3 
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Session  
In Graphs section click on Session to view and analyze Graphical representation regarding 
Session count. 
 

 
 
HTTP 
In Graphs section click on HTTP to view and analyze Graphical representation regarding HTTP 
information with different types of interfaces. 
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Client  
In Graphs section click onClient to view and analyze Graphical representation regarding Client 
(ACK, DNS) information with different types of interfaces. 
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CPU 

In Graphssection click on CPU to view and analyze Graphical representation regarding USER and 
NICE, System, Interrupt, Idle CPU information. 
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Memory 

 
In Graphs Section click on Memory to view and analyze Graphical representation regarding 
ACTIVE, FREE and Cached Memory information. 
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1.5 Report Settings 

 
Report Settings contains fields such as Report Contents .  

 
In which we can choose a specific time period as Daily or Weekly 

or Monthly for certain contents to generate reports accordingly.  
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After selecting appropriate options click on Save tab .  

 

 
 

1.5.1 Attacks 

 
Under Reports Tab we can notice Attacks with the fields ID, 

Interface, Attack Type, Duration, Start Date and Stop Date.  
 
To search any specific Attack give the details of that 

particular Attack in the specific fields and click on Search  

tab.  
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Click on Clear  tab to clear all the fields in the Attacks 

section.  
 

 
 
I n the below screen, we can notice all the before entries in the 

fields are clear.  
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Select the particular field and click on Show Info  tab.  
 

 
Show Info tab appears displaying Attackers information such as 

Attack type, IP and Alarm timing.  
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Click on Show IP Info  tab.  

 

 
 
It helps us to Download Evidence File and Pcap File Preview .  
Click on Pcap File Preview  tab.  
 

 
 
Pcap File Preview tab appears displaying information regarding 

the Attack.  
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1.5.2 Logs 

 
Under Reports tab, we can notice Logs with the fields ID, Attack 

IP, Country, Attack Type, Block start date and Block end date.  
 

 
 
 
To search any specific Log give the details of that particular 

log in the specific fields and click on Search  tab.  
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We can notice no logs available relate to our search criteria.  

 
 
Click on Clear  tab to clear all the fields in the Log section.  

 

 
 
 
I n the below screen, we can notice all the before entries in the 

fields are clear.  
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Select the particular log and click on Block Reports  tab.  
 

 
 
Block Log tab is appeared with the Log details such as Blocked 

IP Number, Blocked IP Country, Blocked Start Time, Blocked End 

Time and Remove Type.  
 

 

1.5.3 Report List 

 








































