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About Labris Networks Inc.

Since 2002, Labris Networks Inc. has been an R&D focused and-gapidligg provider of
network security solutions through its globaflyoven products. Labrisnsures ultimate network
security through its extensive product line including Firewall/VPN, Web Secukitgil Security,

Lawful Interception and Availability Protection solutions on Labris UTM, Labris LOG and Harpp
DDoS Mitigator appliances. Nexéneiation solutions are developed to detect, identify all kinds

of reattime threats, applications providing a smart shield against intrusions, viruses, spam,
malware and availability attacks.

Labris products protect networks of all sizes with a variety ofokogies and deployment
scenarios. Through Labris FLEX firmware options, the customers have privileges to get the
security software they need as well as extra modules such as Wireless Guest Authentication,
Detailed Internet Reporting, Lawful Interceptiondanogging. Having a custorfiecused, future
oriented and flexible approach, Labris also offers its stditthe-art security software as a Cloud
Service.

Having operations in a rapidly growing global network of more than 20 countries, Labris products
protect enterprises, brands, government entities, service providers and missiical
infrastructures.

Labris with its worldwide partners is committed to the highest levels of customer satisfaction and
loyalty, providing the best aftesales support by thenultilingual Global Support Center. Being
one of the Common Criteria EAL4+ certified security gateway brands in the world and rapidly
growing global player, Labris provides its customers theléwpl security with optimum cost.
Labris, headquartered in Aara, Turkey, has offices serving Europe, Middle East, North Africa,
Caucasus and Southeast Asia.
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About HARPRDDGS Mitigator

Most business today depend on internet for Revenues, Customer access, Employee engagement
and Every day business operatiomeluding voice over IP, email system. Without internet
business quickly grains to halt. Today DDOS protection is a critical requirement in most of the
organizations.

Harpp DDOS mitigator appliance is the first level of protection for your entire netvgaikst

cyber attacks ensuring online business continuity. Harpp DDOS mitigator appliance provides best
functionality in detecting and defeating the attacks completely. Harpp DDOS mitigator is purpose
build for wide range of organizations including onlinermay making operations, Critical public
infrastructure, Enterprise networks;@vernment operations and agencies.

Harpp DDOS mitigator is available for Small Enterprises, Medium Enterprises as well as Large
Enterprises.

How to Purchase DDoS Mitigat@r
To purchase DDoS Mitigator, Visitttp://www.harppddos.com/contactus/

HARPP DDoS Mitigator 5
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Connecting Appliance

Accessing the Web Admin Console

Labris Default Management Port enp11s0f0/enp0s3/Portl/NetO/Md(first port to device)
Labris Default IP Addres69.254.1.1

Labris Default Usernaméabris

Labris Default Passwordabris

Step-1: Connect your computer to the first port on the Labris and then open computer's network
settings section and assign IP aelek169.254.1.2and subne255.255.0.0

Step-2: Open your browser and browgetps://169.254.1.1:888Here IP address is the IP address
of your device}o accesdHarpp DDoWeb Console (GUI).

Step-3: Login page is displayed and you are prompted to enter login credentials. Use default
usernameand passwordto log on.

HARPP DDoS Mitigator 6
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Logn in to DDCS Mitigator
DDOS; Distributed Denial of service

Once you set DDOS Mitigatmroperly this is how you will login in to the Appliance.

It has a login screen.

HARPP Console Login

These are the inputs for DDOS Login screen

1| Username

Type in your valid Defaultsername.
This username is the one which yol
have given during the installation

2 | Password

Type in your valid Defauttassword.
This password is the one which you
have given during the installation. A
good password is a mix of
alphabets, numerical, special
characters with a minimum length
of 8

3| Login

Click ona [ 2 Jbatton to enter into
the appliance

HARPP DDoS Mitigator



Administration Guide for Harpp DDoS Mitigator

1. User InterfaceSettings

1.1 Accesing DDoS Mitgator

Once the default user name and password are provided for the first time, we will be automatically
redirected to the licensing interface.

1.1.1 Harpp Licensing Interface

License interface is used to install license files which are provided by Labris Networks as specific for your
device. As other usages of license interface; monitoring current license status, updating installed license
can be aimed.

The first usage screds as follows:

License Information

License Overview Install License
HARDWARE INFO : b27, 00%e214cad 49544 LICENSE FILES :

@ You do not have valid license

LICENSE START DATE :
CUSTOMER ID :
LICENSE STATUS : [

License Details

MODULES DESCRIPTION EXPIRATION

HARDWARE INFO Unique id number of the device

LICENSE START DATE Start date of the license

CUSTOMER ID Unique customer id

LICENSE STATUS Current status of the license. The status can Aetive' or
"Passivé

HARPP DDoS Mitigator 8
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License Information

License Overview Install License
HARDWARE INFO : h27c5e16e9096214ca487677328d33d542049544 LICENSE FILES :

© You do not have valid license

CUSTOMERID :

LICENSE STATUS : [ESSEE) Hardware info is successfully

License Details

MODULES EXPIRATION

Copy:Copy hardwarénfo to clipboard

Select FilesTo select license files on opening file selector dialog box

License Information

License Overview Install License
HARDWARE INFO : | 214 LICENSE FILES :

© You do not have valid license
license-harpp tar.gz.sig 0.07 KB

LICENSE START DATE : -

CUSTOMER ID :

LICENSE STATUS : (i) license-harpp tar.gz

License Details

MODULES DESCRIPTION EXPIRATION

Start: Apply the selected license files

CancelCancel installing the selected license files

HARPP DDoS Mitigator
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License Information

License Overview Install License
HARDWARE INFO : b66588154d83cd3775533240a%c354e7b59131d a LICENSE FILES :

LICENSE START DATE : 02/11/2015
CUSTOMER ID : ibhr10

LICENSE STATUS : -

License Details
MODULES DESCRIPTION EXPIRATION
DDoS Base DDoS Main License 02/12/2015
DDos Report DDos Report Module License 02/12/2015
DDoS SoC DDoS Security Operation Center License 02/12/2015

DDoS Throughput 500 DDoS License for throughput 500 02/12/2015

After license activation you should make settings by setup widarsetup wizard you can configure
your HARPP device in six steps.

1.1.2Harpp Setyp Wizard
Installation wizard enables simple configuration of Harpp DDoS Mitigator products by users in just a few
steps.

Installation wizard can be accessedv#B RdzOi Qa 6S06 AYOGSNFIF OSd ¢KS GAT |
corner of the web interface.

DASHBOARD MANAGEMENT STATUS REPORTS

1.1.2.1 Step 1: Host Settings
In this step we can configure hostname and timezone.

HARPP DDoS Mitigator 10
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HARPP Setup Wizard

)

Europe/lstanbul

Hostname: Hostname of the device should be a fully qualified domain name.

TimezoneTimezone of the device. Reports will also be shown according to this time zone.

1.1.2.2 Step 2: Admin Settings
In this step, we can configure password, admin email and IP addresses, relay host that alert mails are

send through.

HARPP Setup Wizard

Admin Settings

192.168.0.0/16 Add IP/Subnet
admin@labrisnetworks.com Add email

128.138.141.172

192.168.1.2

<« Previous Next »»

PasswordPassword must contain 8 to 32 characters and at least one letter and one number.
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I RY A Yy IPbrtsubdevlist that are allowed to connect to the user interface of HARPP DDoS Mitigator.
Admin EmailList of admin email addresses. Reports will be senhés¢ addresses.
NTP ServerSet ip address of NTP server. Date/time will be synchronized with this NTP server.

Relay HostAlert and report emails will be send by using this host. Note that mail server should be
configured accordingly.

Relay PortThis ighe port that will be used to connect relay mail host.

1.1.2.3 Step 3: Protection Zone Definition
Ly GGKA&a aGSL) 6S O2yFAIdNBE LINRGSOGA2y 12yS LtQad L

HARPP Setup Wizard

Admin Settings Protect Zone

10.0.10.4 Add IP/Subnet

<« Previous Next »»

1.1.2.4 Step 4: Working Mode

In this step, we configure whether Harpp will run in bridge mode or in gateway mode. If bridge mode is
selected, then the bridge configuration is done on this page. Se#.fh2 Multiple Bridgesection for

more information.

HARPP Setup Wizard

Admin Settings Protect Zone Working Mode

Bridge

00

Bridge1 enp10s0f0,enp10s0f1

Bridge2 enp9s0f0,enp9s0f1

<« Previous Next -+

HARPP DDoS Mitigator 12



Administration Guide for Harpp DDoS Mitigator

1.1.2.5 Step 5: Network Settings
In this step default gateway, interface settings, dns server and the static route settings can be
configured.

HARPP Setup Wizard

Admin Settings Protect Zone Working Mode Network Settings
o o

192.168.0.1

enp10s0f1 External
enp10s0f0 Internal
enp11s0f0 Management v 192.168.0.212 255.255.0.0

enp9s0f0 External

enp9s0f1 Internal

Choose Device v

<« Previous Next -

Default GatewayDefault gateway of the device. Any packet that does not match any other routes will
be sent to this address.

DNS ServeDNS server that HARPP will use for DNS lookups.

Interface Listin order to make HARPP work, interface types should be configured correctly. You should
set at least one interface of each type.

Static RoutesStatic routes can be defined here.

HARPP DDoS Mitigator 13
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1.1.2.6 Step 6: High Availability (HA) Settings

HARPP Setup Wizard

Admin Settings Protect Zone Working Mode Network Settings

192.168.0.1 °

enp0s3 Management 192.168.0.19 255.255.255.0
enp0s10 HA .0.0. 255.255.255.0

enpls8 External

enp0s9 Internal

Choose Device v

«« Previous Next »»

To configure HA, first we need to agsian interfacehat HARPP machinésaster and slaveyill
communicateon each other If this interface is not configured, wizard will skip HA configuration $tep.
the figure below, it is shown a simple cascade HA topolblgg.HA port must be one of the ndaypass
available ports.

Protected
Network

External
Network
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Below screen shows configuration for master machine.
HARPP Setup Wizard

Admin Settings Protect Zone Working Mode Network Settings HA Settings

:

Cascade Bridge

Heartbeat

Master

1000

<« Previous Next -

Topology:This is the topology for HA configuration. Right now only cascade topology is supported.
Protocol: Protocol that HARPP machines will communicate. Heartbeatlyssupported protocol.

Device RoleDevice role can be master or slave. Choose device rolerdirg to given network
topology.

HA Priority. This is the priority of that node. For master it cannot be changed and it is TG slave
node, it is in range-1000.

HARPP DDoS Mitigator 15
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HARPP Setup Wizard

Admin Settings Protect Zone Working Mode Network Settings HA Settings

°

Cascade Bridge

Heartbeat

Slave

222

<« Previous Next -

If a node is configured as a slave, we also need to provide IP address oéifseendf master nodand
root password and set priority a value between 1 and 1000.

After configuration done, complete wizard on master firstly. Master node will wait for slave to complete.
Go to slave and complete wizard on slave also.

1.1.2.7 Step 7. Summary and Completion
In this step we can observe a summary of all steps and complete installation.

HARPP DDoS Mitigator 16
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HARPP Setup Wizard

Admin Settings Protect Zone Working Mode MNetwork Settings Summary

harpp3

Europe/istanbul
admin@Ilabrisnetworks.com
192.168.0.0/16

10.0.10.4

Bridge

External Interface: enp11s0f1
Internal Interface: enp10s0f0
Bridge Ip: 11.1.1.1

Bridge Netmask: 255.255.255.0

Interface: enpl0s0f0, Type: Internal, IP: , Netmask:
Interface: enp10s0f1, Type: Management, IP: , Netmask:

Interface: enp11s0f0, Type: Management, IP: 192.168.0.216, Netmask: 255.255.255.0
Net: , Router:

« Previous

After completion a result will be shown for each step.

HARPP DDoS Mitigator 17
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Install Report ®

Step Result
Host v
Admin Settings v
Praotect Zone v
Network Settings v
Apply Changes v

Back to wizard Go to dashboard

4.

1.1.3Multiple Bridge
HARPP DDoS Mitigateupports multiple bridge and asymmetric traffics. With multiple bridge
configuration traffic will be divided into bridges so that performancéHARPH®Vill increase.

Note that currently multiple bridge can not work with syn proxy. If you use this featon need to
disable syn proxy mitigation.

1.1.4Command line Login Details using PuTTY
Default Usernameroot

Default Passwordlabris
Port: 22

Open Putty and give the defaulsername, password, Portnurand click orconnect

.L'."_j 10.11.12.230 - PuTTY
i =: root

vhoard-interactive authentication.
for rDDtEddus.lahrisnetwurks.:um:l

HARPP DDoS Mitigator 18
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Edit/Add/Delete Interface, Default Route and Static Route

Interfaces to the ip is carried out via the CLI definitions. SSH login with root user and password
by making a connection.

Interface and route information is kept in fe&c/sysconfig/networkscripts/* files.

1.2 General View of DDoBlitigator Dashboard

Understanding your landing page or home screen

In this section you will understand various sectionslafppDDoS Mitigatothome screen after
the initial login.

HARPP

Spoofed IP and SYH Flood Prevention
@/ SN Rate Limiting for Other TCP
@/ HTTP GET Root Page Fload Detection

ization
. 1 i or Poj
Bad Agent Fiood
3 Block Tor Exit Nodes
[ nused 1P Subnets
e ——— """ " o

1
aooooooEoA:

$333383383°

-1}
1| Page Header In this section, you will find links ¥izard, Helpand Logout Notice
Section the right hand top corner fowizard, Helpand Logout
2 | Tab Section You can navigate to various sections sucbashboard

Management Statusand Reports In addition to these you will also
find option to Auto refresh.

3 | DDOS Cumulative DDOS cumulative field in the dashboard displays information on
attack, bps and Attack, pps and bps ,drop and passed count in pictorial format fo
pps graph every 10 mins, lbur, last daywhich makes us to understand easil
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4 | System System Information field in the dashboard displays information o
Information and | the CPU Usage, RAM Usage and Threat Level.
Mitigation Action

5 | Packet Flow List of senders and receivers for the last 60 minutes.
Information
6 | Attacks Map Attack map that displays the city and country information of the
attackers.

1.3 Management
Management tab in DDOS mitigateelps us to manage different things which are associated with it.

Management tab consists of seven sub fields as mentioned below.

i) System Wide Settings

i) White lists and Black lists
i) Mitigator Actions

iv) Backup

V) LNADS Config

Vi) User Settings

Vi) Report Settings

1.3.1. System Settings (System wide Settings)
All the system related settings like operating system settings, ports numbers etc can be edited
or changed with the help of system wide settings tab.

In the management section, seleBystemwde Sttingstab.

In Systemwide Settings we can fithdee types of settinggirewall Settings OS settingsand
Hardware Settings

HARPP DDoS Mitigator 20
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DASHBOARD MANAGEMENT STATUS REPORTS

WhiteLists and BlackLists | Mitigator Actions | Systemwide Settings | LMADS Config | Backup | User Settings | Report Settings | Network Settings

Firewall Settings 05 Settings Hardware Settings

¥ Only Allow Administrators List to Manage
20000000 Maximum States

UDP First Timeout

UDP Multiple Timeout
TCP First Timeout

86400 TCP Established Timeout
TCP Opening Timeout

TCP Closing Timeout

Enable Logging For Accepted Packets
Enable Logging For Denied Packets
Reverse Path Checking

Semaphore ID Limit
512 Semaphores Limit
185 Keep Logs

2000000 Hash Table Limit

Use Relay Host to Send Alert E-Mails

m Hardware Bypass Status

[ Jreayron
BEs8 Connection Port

TCP Finwait Timeout

[ =]1= ][ =
||| =D al|S||o

TCP Closed Timeout

Save Settings

1.3.1.1 Firewall Settings
We can change the required fields with appropriate values and cliG&ave 8ttingstab to
save the changes made to tierewallSettings.

If Only Allow Admisnistrators List to Manage is checked, device will not accept any other
connection but only connections from Administrator IP addresses defined in Whitelist and
Blacklist section.

Suwccess tab appears statif@pnfiguration saved successfullglickOK

Configuration saved succesfully.

ok

1.3.1.2 OS settings
On Os settings tab, we cahangeOS related settings.

After selecting the desired configuration, click®ave Settingsab to save the changes.

HARPP DDoS Mitigator 21
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Table 1: Syster8ettings

LYGdSNFIOS t I NI YSG¢ LYFT2NXYIGAZ2Y
al EAYdzy {GFGS&daSd € AYAQ |Thesystemdeterminesthe maximum
number of open connections.
'5t CANRG ¢AYSaSih A YS2 diWhen using the UDP protocol determines
the timeout the request packet.
'5t adzZ GALX S ¢aSG GAYS2 diWhen usingthe UDP protocol source
dzR LJ® Y dzf U A L{determines the length of time to wait before
the connection with the original author 's.
¢/t CANRBRG ¢AYSaSid (A YS2 diTCP protocol when using the triple
handshake that specifies the timeout for the
second package during the process.
¢/t 9adGlrofAakKSasSid GAYS2 diWhen usingthe TCP protocol specifies how
G OLI®Sall of|muchtime will be with a link table.
¢/t hLSYAy3dI ¢AasSid GAYS2 diWhen usingthe TCP protocol that specifies
U OLJP2Z2 LISY A Y the timeout for future target computer
package.
¢/t /t2aAiAy3a ¢AaSaG GAYS2 diWhen using the TCP protocol that specifies
the timeout of the connection close FIN
packet.
¢/t CAYslAG ¢AaSU & S8 When using the TCP protocol FIN/fin-ACK
and the connection closed after a series of
delayed that specifies the timeout for
packets.

HARPP DDoS Mitigator
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¢/t /f2aSR

GAYS2d

When using the RST packet is sent, the
TCP protocol then specifies the timeout for
future package.

hyte 1tt2¢

al yl 38

y dzY' 6 S NJ

F2 numbered rule active. This rule with the
main interface or provided access to the ip
addresses specified only as admin console.
This list is created in the White and black
lists.

NY ALyFa Y dz dza S A LI I F
K A A % e

<, N
N >N =
@)

@)

w
Qx
Q
c
No
c

s

~—

- e 8
¢ ™
No

—+ O
- <,

O™
—~ O
[atN (V)

w —

a

[ 20

When this control is checked, the accepted
packets are logged.

—+ O
- <,
w —

i

—~ O

S [233Ay13
i

When this control is checked, the denied pac
are logged.

O™

=
u»

SNES tI (K NLIPFAL GSNJ

When this control is checked, if the repdya
packet wouldn't go out the interface this pack
came in, then this is a bogus packet and sho
be ignored.

{ SYI LIK2 NB

1 SNY ®A LIOd A

Semafor id limit

{ SYI LIK2NB

1 SNY ®A LIOD A

Semafor limit

|l FaK ¢l of$S

Rate limit working byash algorithms. This is the
limit of hash table that will be used for these
mitigations.

| 2yySOiGAzy

Webgui listening port on HARPP device.
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1.3.1.3 Hardware settings

In this section we can enable/disable hardware byassice. If the machine corrupts somehow such as
power down, hardware bypass will be activated so that there will be no connection lost.

1.3.2.Whitelists and Blacklists
In the management section, select WhiteLists and BlackLists tab.

DASHBOARD MANAGEMENT STATUS REPORTS

WhitelLists and BlackLists | Mitigator Actions | Systemwide Settings | LNADS Config | Backup | UserSettings | Report Settings

Whitelists and Blacklists Whitelist { 7 days )
Write an IP or subnet to add. Choose IP/IPs to delete from list.
hitelist ( 7 days )
Whitelist { Always ) ‘ | | | m
Administrator List I:I

Blacklist { 7 days )
Blacklist { Always )

1.3.2.1 Whitelist (7 days)
Temporary white list

All the IP Addresses added to the "Whitelist (7 days)" are allowed to have a limited access to
resources. The IP addresses which are added to this list are not blocked completely. All the
required / known IP addressecan be added to the "Whitelist (7 days)".

In "Whitelist (7 days)'section give théP Addressanddescriptionwhich we wanted to add to
this list and click oADDtab.

DASHBOARD MANAGEMENT STATUS REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LMADS Config | Backup | User Settings | Report Settings

Whitelists and Blacklists Whitelist ( 7 days )
Write an IP or subnet to add. Choose IP/IPs to delete from list.
hitelist ( 7 days ) 8.8.5.8 DNS Server Add
Whitelist { Always ) | | | """"" | -
Administrator List l:l

Blacklist ( 7 days )
Blacklist ( Always )

Delete

HARPP DDoS Mitigator 24
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In the below screen, we can notice that IP Address is added to SysteMihitielist. Search
box can be used to filter added IP addresses.

DASHBOARD MANAGEMENT

REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LMNADS Config | Backup | User Settings | Report Settings

Whitelist { Always )
Administrator List
Blacklist { 7 days )
Blacklist ( Always )

Write an IP or subnet to add. Choose IP/IPs to delete from list.

N

Whitelists and Blacklists Whitelist { 7 days )

8.8.8.8 { DNS Server )

Select the IP Address and click@eletetab to delete it from this list.
DASHBOARD MANAGEMENT REPORTS
WhiteLists and BlackLists | Mitigator Actions | Systemwide Settings | LMNADS Config | Backup | User Settings | Report Settings
Whiteists and Blackist
Write an IP or subnet to add. Choose IP/IPs to delete from list.
Add
Whitelist ( Always ) | | | ‘ -
Administrator List l:l
Blacklist ( 7 days ) 8.8.8.8 ( DNS Server )
Blacklist ( Always )

Delete I

In the below screen, we can notice selected IP Addresdslésed from the Systemwide

Whitelist.
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DASHBOARD MANAGEMENT STATUS REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LMNADS Config | Backup | User Settings | Report Settings

Whitelists and Blacklists Whitelist ( 7 days )
Write an IP or subnet to add. Choose IP/IPs to delete from list.
hitelist ( 7 days )| Add
Whitelist ( Always ) | | | | -
Administrator List l:l

Blacklist ( 7 days )
Blacklist ( Always )

1.3.2.2 Whitelist (Always)
Permanent White list

All the IP Addresses added to the "Whitelist (Always)" list will have limited access to resources.
¢KS LtQa IRRSR G2 KA a"WhifelstiAways)s liké g teont 2 O1 SR O
Whitelist.

In "Whitelist (Always)"section give thdéP Addressanddescriptionwhich we want to add to this
list and click orAdd tab.

DASHBOARD MANAGEMENT STATUS REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LMWADS Config | Backup | User Settings | Report Settings

Whitelists and Blacklists Whitelist { Always )
Write an IP or subnet to add. Choose IP/IPs to delete from list.
Whitelist ( 7 days ) 8888 DNS Server| Add
hitelist ( Always ) ‘ ‘ | """ | -
Administrator List l:l

Blacklist ( 7 days )
Blacklist ( Always )

Delete

1.3.2.3 Administrator List
Lt ' RRN’aasSa | RR
AddressescanHe RRS R (i 2

R G2 GKAA fAad gAtft KIF@S 0O
KS FTRYAYAAGNI 02NRa tAado

o
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In Administrator list section give tH® Addressanddescriptionwhich we wanted to add to this
list and click orAdd tab.

On this tabthe following illustration shows the IP addresses contained in the website.

DASHBOARD MANAGEMENT STATUS REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LMADS Config | Backup | User Settings | Report Settings

Whiteliss and Blacist
Write an IP or subnet to add. Choose IP/IPs to delete from list.
Whitelist (7 days ) 192.168.1.4 admin-ip| Add
Whitelist ( Always ) ‘ | | ‘ -
Administrator Lis l:l
Blacklist ( 7 days ) 192.168.0.0/16 ( Added-by-wizard )

Blacklist ( Always )

Delete

1.3.2.4 Blacklist (7 days)

IP Addresses added to the "Blacklist (7 days)" are restricted to access the resources. All these IP

| RRNBaasSa ALISOATASR Ay GKA&a tAad INB o0f201SR®
added to the "Blacklist (7 day's

DASHBOARD MANAGEMENT STATUS REPORTS

WhiteLists and BlackLists | Mitigator Actions | Systemwide Settings | LMADS Config | Backup | UserSettings | Report Settings

Whitelists and Blacklists Blacklist ( 7 days )
Write an IP or subnet to add. Choose IP/IPs to delete from list.
Whitelist ( 7 days ) 100.123.321.40 | [attacker
Whitelist ( Always ) | | | | m
Administrator List l:l

Blacklist { 7 days )|

Blacklist { Always )

1.3.2.5Blacklist (Always)

IP Addresses added to the "Blacklist (Always)" are restricted to access the resources for
fATSGAYSD 1 ff (GKSaS Lt ! RRNFaasSa aLISOATASR Ay
Addresses can be added to tiglacklist (Always)".
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In "Blacklist (Always)section give théP Addressanddescriptionwhich we wanted to add to
this list and click oAddtab.

DASHBOARD MANAGEMENT STATUS REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LNADS Config | Backup | User Settings | Report Settings

Whitelists and Blacklists Blacklist ( Always )
Write an P or subnet to add. Choose IP/IPs to delete from list.
Whitelist (7 days ) 100.123.321.40 | [attacker
Whitelist ( Always ) | | | | m
Administrator List I:I

Blacklist ( 7 days )
Blacklist ( Always )|

1.3.3. Prevention Methods (Mitigator Actions)

In the mitigatoractions tab we can change all the firewall rules which are defined into active /
passive mode.

Red color indicates OFF
Green color indicates ON

1.3.3.1 Protection Zone Definition

List of IP/ subnet provided under protection zone definition is tsedotect IP /subnets within
the network. All IP addresses that you want to protect in your network should be defined under
this tab.

Protection Zone Definition helps to protect all the IP Addresses which are in our network. The IP
Addresses which anenportant / critical for your business environment can be added to this

list.

Give the IP subnet to the IPs of Zone field and clickduhtab.
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DASHBOARD MANAGEMENT

Whitelists and Blacklists |

Mitigator Actions

STATUS REPORTS

| Systemwide Settings | LMADS Config | Backup | User Settings | Report Settings

Protection Zone Defi
B Packet Normalization
l Spoofed IP and SYN Flood Prevention
B 5N Rate Limiting for Popular TCP Prot
B 5N Rate Limiting for Other TCP
B 5N Rate Limiting for TCP HTTP
[l HTTP GET Root Page Flood Detection
[l HTTP GET Generic Detection
[ HTTP Header Anomaly Detection
Il Bad Agent Flood
B Application Detection
[l Block Tor Exit Nodes
| B Block Russian Business Metwork

Protection Zone Definitian

Protected IP/Subnet addresses

192.168.0.1] m

10.0.0.0/24
20.20.20.0/24
30.30.30.0/24

Exclude IP/Subnet addresses from protection

10.0.0.5

ocols

We can notice IP Sub n

DASHBOARD

MANAGEMENT

et added in the list of Protection Zone.

STATUS

|Whitelists and BlackLists |

Mitigator Actions

| Systemwide Settings | LNADS Config | Backup | User Settings | Report Settings

Protection Zone Definition
B Packet Normalization
B Spoofed 1P and SYN Flood Prevention
B SYN Rate Limiting for Popular TCP Protocols
B SYN Rate Limiting for Other TCP
B SYN Rate Limiting for TCP HTTP
[ HTTP GET Root Page Flood Detection
[l HTTP GET Generic Detection
[l HTTP Header Anomaly Detection
1 Bad Agent Flood
B Application Detection
[ Block Tor Exit Nodes

Protection Zone Definition

Protected IP/Subnet addresses

— o |

Exclude IP/Subnet addresses from protection

[10.0.0.0/24 10.0.0.5
[192.168.0.1

20.20.20.0/24
30.30.30.0/24

Select the IP Subnet and click Daletetab.

DASHEOARD MANAGEMENT

Whitelists and BlackLists |

Mitigator Actions

STATUS

REPORTS

| Systemwide Settings | LMNADS Config | Backup | User Settings | Report Settings

B Packet Normalization

l spoofed IP and SYM Flood Prevention
B 5vN Rate Limiting for Popular TCP Protocols|
B 5YN Rate Limiting for Other TCP

B 5N Rate Limiting for TCP HTTP

[l HTTP GET Root Page Flood Detection
[l HTTP GET Generic Detection

[l HTTP Header Anomaly Detection

B Bad Agent Flood

B 4pplication Detection

[l Block Tor Exit Nodes

Protection Zone Definition

Protected IP/Subnet addresses
10.0.0.0/24
192.168.0.1

20.20.20.0/24
30.30.30.0/24

Exclude IP/Subnet addresses from protection

10.0.0.5

WMo o o

In the below screen, we can notice of IP Subnet is deleted from the list Protected Zone.
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DASHBOARD MANAGEMENT 5 REPORTS

‘Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LMNADS Config | Backup | User Settings | Report Settings

Protection Zone Definition Sl cHuspae ki

B Packet Normalization

Protected IP/Subnet addresses Exclude IP/Subnet addresses from protection
] fed d lood i
Spoofed IP and SYN Flood Prevention
l SYM Rate Limiting for Popular TCP Protocols l:l l:l
B 5YN Rate Limiting for Other TCP 10.0.0.0/24 10.0.0.5
B 5YN Rate Limiting for TCP HTTP 20.20.20.0/24
[l HTTP GET Root Page Flood Detection 30.30.30.0/24

[l HTTP GET Generic Detection

[l HTTP Header Anomaly Detection
[l Bad Agent Flood

B ~pplication Detection

[l Block Tor Exit Nodes

LB clocl Duccion Duci NP

To Exclude IP / Subnet addresses from protection Zone, give the IP/Subnet in specific tab as
click onAddtab.

DASHBOARD MANAGEMENT STATUS REPORTS

Whitelists and Blacklists | Mitigator Actions | Systemwide Settings | LNADS Config | Backup | User Settings | Report Settings

Protection Zone Definition iatchoap/ R 4

B Packet Normalization

Protected IP/Subnet addresses Exclude IP/Subnet addresses frofl protection
] fed d lood
Spoofed IP and SYM Flood Prevention
[l SYN Rate Limiting for Popular TCP Protocols l:l 11111 Add
l SYN Rate Limiting for Other TCP 10.0.0.0/24 10.0.0.5
[l 5YN Rate Limiting for TCP HTTP 20.20.20.0/24
l HTTP GET Root Page Flood Detection 30.30.20.0/24

B HTTP GET Generic Detection

[l HTTP Header Anomaly Detection
l Bad Agent Flood

B ~pplication Detection

l Block Tor Exit Nodes

|| M Block Russian Business Networks

In the below screen we can notice IP/Subadted to the List of Excluding IP/Subnet addresses
from protection.

DASHEOARD 5 5 REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LNADS Config | Backup | UserSettings | Report Settings

Protection Zone Definition| Protection Zone Definition

[l Packet Normalization

Protected IP/Subnet addresses Exclude IP/5ubnet addresses from protection
B Spoofed IP and SYN Flood Prevention
B SYN Rate Limiting for Popular TCP Protocols l:l l:l
I SN Rate Limiting for Other TCP 10.0.0.0/24 [10.0.0.5
l SYN Rate Limiting for TCP HTTP 20.20.20.0/24 m
[l HTTP GET Root Page Flood Detection 30.30.30.0/24

[l HTTP GET Generic Detection

[l HTTP Header Anomaly Detection
l Bad Agent Flood

B ~pplication Detection

I Block Tor Exit Nodes

LM Block Russian Business Networks

To delete IP/Subnet from the list, select tiSubnetand click orDeletetab.
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DASHEOARD MANAGEMENT STATUS REPORTS
Whitelists and Blacklists | Mitigator Actions | Systemwide Settings | LMWADS Config | Backup | UserSettings | Report Settings

Protection Zone Definition HrEEETLD M LT e

[l Packet Normalization

. Protected IP/Subnet addresses Exclude IP/Subnet addresses from protection
l spoofed IP and SYN Flood Prevention
[l 5YN Rate Limiting for Popular TCP Protocols
B SYN Rate Limiting for Other TCP 10.0.0.0/24 m
B SYN Rate Limiting for TCP HTTP 20.20.20.0/24 11.11.11.1
[l HTTP GET Root Page Flood Detection 30.30.30.0/24

[l HTTP GET Generic Detection

[l HTTP Header Anomaly Detection
l Bad Agent Flood

Il Application Detection

[ Block Tor Exit Nodes

| Ml Block Russian Business Networks

In the below screen, we can notice IP/Subnet deleted from the list.

DASHEOARD MANAGEMENT STATUS REPORTS

Whitelists and BlacklLists | Mitigator Actions | Systemwide Settings | LNADS Config | Backup | UserSettings | Report Settings

Protection Zone Definition| ntacHEnpenelie inikon

[l Packet Normalization

Protected IP/Subnet addresses Exclude IP/Subnet addresses from protection
l Spoofed IP and SYN Flood Prevention
[l SYN Rate Limiting for Popular TCP Protocols l:l m l:l m
[l SYN Rate Limiting for Other TCP 10.0.0.0/24 111111
B SYN Rate Limiting for TCP HTTP 20.20.20.0/24
[ HTTP GET Root Page Flood Detection 30.30.30.0/24

l HTTP GET Generic Detaction

[l HTTP Header Anomaly Detection
[l Bad Agent Flood

B ~pplication Detection

I Block Tor Exit Nodes Delete

Delete

1.3.3.2 Packet Normalization
Rule F3PacketNormalization active/passive.

In Packet Normalization tab we have an optiorEtmable / Disable the option

We can notice Packet Normalization Action is enabled, it@Nstate.
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DASHBOARD MANAGEMENT STATUS REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LMADS Config | Backup | UserSettings | Report Settings

Packet Normalization

Protection Zone Definition

. Action iz Enabled
[l Spoofed IP and SYN Flood Prevention

[ SYM Rate Limiting for Popular TCP Protocols “

[l SYM Rate Limiting for Other TCP

SYM Rate Limiting for TCP HTTP

Click on the same action tab tlisable the option

Packé Normalization Action is Disabled, it isOfFstate.

DASHBOARD MANAGEMENT STATUS REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LMADS Config | Backup | User Settings | Report Settings

Packet Normalization

[ Protection Zone Definition
I Action is Disabled
[l Spoofed IP and SYM Flood Prevention OFF
l YN Rate Limiting for Popular TCP Protocols
[l 5YN Rate Limiting for Other TCP
] S¥N Rate Limiting for TCP HTTP

1.3.3.3 Spoofed IP and SYN Flood Prevention
Rule F25SYN proxy Active/Passive

In Spoofed IP and SYN Flood Preventtab we have an option t&nable / Disable the option

Spoofed IP and SYN Flood Prevention Actieimabled it is iInONstate.

DASHEOQARD MANAGEMENT STATUS REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LMADS Config | Backup | UserSettings | Report Settings

Spoofed IP and SYM Flood Prevention

Protection Zone Definition
[ Packet Normalization Action is Enabled
| fspoofed IP and SYN Flood Prevention “

[l YN Rate Limiting for Popular TCP Protocols
B SYN Rate Limiting for Other TCP

Click on the same action tab tlisable the option

Spoofed IP and SYN Flood Prevention Actibisabled it is inOFFstate.
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DASHEOARD MANAGEMENT

STATUS

REPORTS

Whitelists and BlackLists | Mitigator Actions

Protection Zone Definition
[l Packet Mormalization

| Jspoofed IP and SYN Flood Prevention|

| Systemwide Settings | LMADS Config | Backup | UserSettings | Report Settings

Spoofed IP and SYN Flood Prevention

Acton is Disabled
OFF

[ 5N Rate Limiting for Popular TCP Protocols
[l 5YM Rate Limiting for Other TCP
SYM Rate Limiting for TCP HTTP

1.3.3.4 SYN Rate Limiting for popular TCP protocols

Rule F35SYN package speed limitation is active/passive. This is a list of the port you want the
block period to apply, you can change the maximum number of connections the speed ratio, and
through the interface.

In SYN Rate Limiting for populdrCP protocolsab we have an option t&nable / Disable the
option.

Other options iNSYN Rate Limiting for popular TCP protocel® can add the popular port
number so that restrictions are applied to the port list.

Using TCP rate tab we can changedpeed ratio and also the number of connections can be
changed using TCP Maximum Favorite Connections.

SYN Rate Limiting for Popular TCP Protocols Action is enabled, it is in ON state.

Mention popular port number and click ogkddtab. There are other optionlikeTCP Ratand
TCP Maximum Favorite Connectioaptions. Click oi€hangeo apply the changes.
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DASHBOARD MANAGEMENT STATUS REPORTS

Whitelists and Blacklists | Mitigator Actions | Systemwide Settings | LMADS Config | Backup | User Settings | Report Settings

Protection Zane Definition SYN Rate Limiting for Popular TCP Protocols

[ Packet Normalization Action is Enabled
[l Spoofed IP and SYN Flood Prevention

| YN Rate Limiting for Popular TCP Protocol m

[ 5YN Rate Limiting for Other TCP
B SN Rate Limiting for TCP HTTP

Popular Ports

, 2081 Add

[l HTTP GET Root Page Flood Detection _—

[l HTTP GET Generic Detection 22

| HTTP Header Anomaly Detection 33

[l Bad Agent Flood 80

[ Application Detection 443

I Block Tor Exit Nodes 1433

[ Block Russian Business Metworks
I Block Bogon and Unused IP Subnets TCP Rate

B Block Internal Allocated Subnets 15043
[l Reverse Path Checking
l Trap Connection Detection TCP Maximum Favourite Connections

B Application Level IPS 200

| Ml Drop DNS Packets

In the below screen we can notice popular port number added.

DASHBOARD MANAGEMENT STATUS REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LMADS Config | Backup | User Settings | Report Settings

SYM Rate Limiting for Popular TCP Protocols

Protection Zone Definition
[ Packet Normalization Action is Enabled
 Spoofed IP and SYN Flood Prevention
| 5N Rate Limiting for Popular TCP Protocols
B 5N Rate Limiting for Other TCP Popular Ports

[ s¥M Rate Limiting for TCP HTTP I:I Add
] HTTP GET Root Page Flood Detection

[l HTTP GET Generic Detection 3389

[l HTTP Header Anomaly Detaction 4899

J Bad Agent Flood 5900

B ~pplication Detection

[ Block Tor Exit Nodes 8443

| ll Block Russian Business Networks

Select the Port and click dpeletetab to delete popular port.
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DASHBOARD

MANAGEMENT

Pratection Zone Definition
[ Packet Normalization
[l Spoofed IP and SYN Flood Prevention
| JSYN Rate Limiting for Popular TCP Protocol
[l 5YH Rate Limiting for Other TCP
[ 5¥N Rate Limiting for TCP HTTP
[l HTTF GET Root Page Flood Detection
| HTTP GET Generic Detection
[} HTTP Header Anomaly Detection
[ Bad Agent Flood
[l 2pplication Detection
[ Block Tor Exit Nodes
|l Block Russian Business Networks

STATUS

Whitelists and Elacklists | Mitigator Actions

REPORTS
| Systemwide Settings | LMADS Config | Backup | User Settings | Report Settings

SYN Rate Limiting for Popular TCP Protocols

Action is Enabled

Popular Ports

Click on the same action tab tlisable the option

SYN Rate Limiting for Popular TCP Protocols Action is disabled, it is in OFF state.

We can notice selected port nu

DASHEOARD

MANAGEMENT STATUS

mber got deleted in the list of popular ports.

REPORTS

Whitelists and Blacklists | Mitigator Actions

Protection Zone Definition
[l Packet Normalization
[l Spoofed IP and SYN Flood Prevention
N
B 5N Rate Limiting for Other TCP
[l YN Rate Limiting for TCP HTTP
[ HTTP GET Root Page Flood Detection
[l HTTP GET Generic Detection
[l HTTP Header Anomaly Detection
[l Bad Agent Flood
B 2pplication Detection
[ Block Tor Exit Modes
[l Block Russian Business Metworks

| Systemwide Settings | LMNADS Config | Backup | UserSettings | Report Settings

S5YN Rate Limiting for Popular TCP Protocols

Action is Disabled
OFF

Popular Ports

1R
22
33
80
443
1433

1.3.3.5 SYN Rate limiting for other TCP Action
RuleF36The SYN packet to speed |l imit outside t

the maximum number of connections the speed ratio of the block period to apply and you can
modify through the interface.

he

In SYN Rate Limiting for other TCP Actiaib we have an option t&nable / Disable the
option.
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SYN Rate limiting for other TCP Action is enabled, itOdistate. There are other options like
Other TCP Ratand Other TCP maximum Favorite ConnectioEfterthe values and click on

changeto apply the changes.

DASHEOARD

MANAGEMENT

Whitelists and BlackLists | Mitigator Actions

Protection Zone Definition
B Packet Normalization
[l Spoofed IP and SYN Flood Prevention
B 5YN Rate Limiting for Popular TCP Protocols
i
[ 5N Rate Limiting for TCP HTTP
] HTTP GET Root Page Flood Detection
[l HTTP GET Generic Detection
[l HTTP Header Anomaly Detection
[l Bad Agent Flood

STATUS

REPORTS

| Systemwide Settings | LMADS Config | Backup | UserSettings | Report Settings

SYM Rate Limiting for Other TCP

Action is Enabled

Other TCP Rate
15043

|

Other TCP Maximum Favourite Connections

Click on the same action tab tlisable the option

SYN Rate limiting for other TCP Actiogissibled it is inOFFstate. We can also notice the
Changes iOther TCP Ratand Other TCP maximum Fasite Connections.

DASHEOARD

MANAGEMENT

Whitelists and BlackLists | Mitigator Actions

Protection Zone Definition
[ Packet Normalization
B Spoofed P and SYM Flood Prevention
] YN Rate Limiting for Popular TCP Protocols
|
[ 5N Rate Limiting for TCP HTTP
[l HTTP GET Root Page Flood Detection
[l HTTP GET Generic Detection
[ HTTP Header Anomaly Detection
[ Bad Agent Flood

STATUS

REPORTS

| Systemwide Settings | LMNADS Config | Backup | User Settings | Report Settings

SYM Rate Limiting for Other TCP

Action is Disabled
OFF

Qther TCP Rate

Other TCP Maximum Favourite Connections

|150

1.3.3.6 SYN Rate Limiting for TCP HTTP Action

Rule F26The SYN packet to the HTTP ports speed limitation is active/passive. This is a list of
the port you want the block period to apply, you can change the maximum number of
connections the speed ratio, and through the interface.
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In SYN Rate Limiting for TCP HTTP Adianwe have an option t&nable / Disable the

option.

SYN Rate Limiting for TCP HTTP Actiénabled it is inONstate.

Mention HTTP Port number and click Add tab.

We can changelttp TCP ratevhich defines SYN per second ditith TCP Maximum Favorite
Connectionsvhich defines Connections count. Enter the values and clidhangeto apply

the changes.

DASHBOARD

MANAGEMENT

STATUS

REPORTS

Whitelists and Blacklists | Mitigator Actions

Protection Zone Definition
[ Packet Normalization
[l Spoofed IP and SYN Flood Prevention
[ 5YM Rate Limiting for Popular TCP Protocols
[l 5YN Rate Limiting for Other TCP
|
[l HTTP GET Root Page Flood Detection
[l HTTP GET Generic Detection
[l HTTP Header Anomaly Detection
[l Bad Agent Flood
[ ~pplication Detection
[ Block Tor Exit Nodes
[ Block Russian Business Metworks
[ Block Bogon and Unused 1P Subnets
B Block Internal Allocated Subnets
[l Reverse Path Checking
[l Trap Connection Detection
[l ~pplication Level IPS
| M Dron DMS Backats

| Systemwide Settings | LMADS Config | Backup | User Settings | Report Settings

SYN Rate Limiting for TCP HTTP

Action is Enabled

Http Ports

8082

80
443
3128
8080

|

Http TCP Maximum Favourite Connections

|

Http TCP Rate
60/3

150

We can notice Http Port added

in the list of Http Ports. And Higp TCP RatandHttp TCP

Maximum Favorite Connections also changed in the below tab.
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DASHEOQARD MANAGEMENT STATUS REPORTS

Whitelists and Blacklists | Mitigator Actions | Systemwide Settings | LMADS Config | Backup | User Settings | Report Settings

Protection Zone Definition

[ Packet Normalization Action is Enabled

[l spoofed P and SYN Flood Prevention

B 5YN Rate Limiting for Popular TCP Protocols m

B SN Rate Limiting for Other TCP Http Ports

| ]

[l HTTP GET Root Page Flood Detection

[ HTTP GET Generic Detection 80

[l HTTP Header Anomaly Detection 443

B Bad Agent Flood 3128

[l ~pplication Detection 8080

[ Block Tor Exit Nodes

[ Block Russian Business Networks

[ Block Bogon and Unused IP Subnets Http TCP Rate

[ Block Internal Allocated Subnets | 6074

B Reverse Path Checking

[l Trap Connection Detection Http TCP Maximum Favourite Connectons

B ~pplication Level IPS 200
L[ Drop DNS Packets

Select Http port and click dbeletetab.

DASHEOARD MANAGEMENT STATUS REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LNADS Config | Backup | UserSettings | Report Settings

Protection Zone Definition SYN Rate Limiting for TCP HTTP

[ Packet Normalization Action is Enabled
B Spoofed (P and SYN Flood Prevention “

[l YN Rate Limiting for Popular TCP Protocols

B 5YN Rate Limiting for Other TCP Http Ports

| J5YN Rate Limiting for TCP HTTP I:I m
] HTTP GET Root Page Flood Detection

[l HTTP GET Generic Detection 80

] HTTP Header Anomaly Detection

[ Bad Agent Flood 3128

[ ~pplication Detection 8080

[ Block Tor Exit Nodes 8082
|| Ml Block Russian Business Networks

Click on the same action tab Risable the option
SYN Rate Limiting for TCP HTTP Actisabled it is inOFFstate.

We can notice selected Http Port deleted in the list of Http Ports.
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DASHBOARD MANAGEMENT STATUS REPORTS
Whitelists and Blacklists | Mitigator Actions | Systemwide Settings | LNADS Config | Backup | User Settings | Report Settings

Protection Zone Definition S [ (T TR AT

[ Packet Normalization

[l Spoofed IP and SYM Flood Prevention

[ 5YM Rate Limiting for Popular TCP Protocols
J 5YM Rate Limiting for Other TCP Http Ports

| 5N Rate Limiting for TCP HTTP |:|
[l HTTP GET Root Page Flood Detection

Action is Disablagd
OFF

[l HTTP GET Generic Detection 80

[} HTTP Header Anomaly Detection 3128
[ Bad Agent Flood 8080
[l ~pplication Detection 808z

[ Block Tor Exit Modes

M Block Russian Business Metworks

1.3.3.7 Http GET Root Page Flood Detection
Rule 32.HTTP GET/Flood prevention can be active/passive.

In Hitp GET Rat Page Flood Detectiotab we have an option t&nable / Disable the option

Http GET Root Page Flood Detection and blocking Actiemailsled it is inON state.

DASHEOARD MANAGEMENT STATUS REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LNADS Config | Backup | User Settings | Report Settings

HTTP GET Root Page Flood Detection

Protection Zone Definition
B Packet Normalization
B Spoofed IP and 5YM Flood Prevention
B SYN Rate Limiting for Popular TCP Protocols
B 5YH Rate Limiting for Other TCP
B 5YM Rate Limiting for TCP HTTP
HTTP GET Root Page Flood Detection|
B HTTP GET Generic Detection

Action is Enabled

Click on the same action tab to disable the option.

In the below screen, we can notice Http GET Root Page Flood Detection and blocking Action is
Disabled it is inOFFstate.

DASHBOARD MANAGEMENT 5 5 REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LMADS Config | Backup | UserSettings | Report Settings

Protection Zone Definition RGE I HE s o elect i

B Packet Mormalization

B Spoofed IP and SYN Flood Pravention

B SYN Rate Limiting for Popular TCP Protocols
B 5YN Rate Limiting for Other TCP

B 5YM Rate Limiting for TCP HTTP

| [HTTP GET Root Page Flood Detection|

Action is Disabled
OFF
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1.3.3.8 HTTP GET Generic Detection Action
Rule F31HTTP GET Generic can be active/passive.

INHTTP GET Generic Detection Actiah we have an option t&nable / Disable the option

HTTP GET Generic Detection and Blocking Actifimaisled it is inONstate.

DASHEOARD MANAGEMENT STATUS REPORTS

Whitelists and Blacklists | Mitigator Actions | Systemwide Settings | LMADS Config | Backup | User Settings | Report Settings

Protection Zone Definition P GET Generic Detection

[ Packet Normalization Action is Enabled
B Spoofed P and SYM Flood Prevention “

[l 5YN Rate Limiting for Popular TCP Protocols

B SYN Rate Limiting for Other TCP

[l YN Rate Limiting for TCP HTTP
[ HTTP GET Root Page Flood Detection

| JHTTP GET Generic Detection

| Ml HTTP Header Anomaly Detection

Click on the same action tab to disable the option.

HTTP GET Generic Detection and Blocking Actidisabled it is inOFFstate.

DASHEOARD MANAGEMENT STATUS REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LMADS Config | Backup | User Settings | Report Settings

Protection Zone Definition P GET Generic Detection

[ Packet Normalization Action is Disabled
B Spoofed P and SYNM Floed Prevention

[l 5YN Rate Limiting for Popular TCP Protocols
B S¥N Rate Limiting for Other TCP

[ 5YN Rate Limiting for TCP HTTP

[l HTTP GET Root Page Flood Detection

| JHTTP GET Generic Detection

[l HTTP Header Anomaly Detection

OFF

1.3.3.9 HTTP Header Anomaly Detection
Rule F33This system is activated; the system prevents the abnormal sees http requests.

INnHTTP Header Anomaly Detectitab we have an option t&nable / Disable the option

HTTP Header Anomaly Detection and Blocking Actiénabledt is inONstate.
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DASHEOARD MANAGEMENT STATUS REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LNADS Config | Backup | UserSettings | Report Settings

Protection Zone Definition P Header Anomaly Detection

[ Packet Normalization Action is Enabled
[l Spoofed P and SYN Flood Prevention

[ 5YM Rate Limiting for Popular TCP Protocols m

[ 5YN Rate Limiting for Other TCP

[l 5YM Rate Limiting for TCP HTTP

] HTTP GET Root Page Flood Detection
] HTTP GET Generic Detection

| JHTTP Header Anomaly Detection|

[ Bad Agent Flood

Click on the same action tab to disable the option.

HTTP Header Anomaly Detection and Blocking ActiDrsabled it is iInOFFstate.

DASHBOARD MANAGEMENT STATUS

Whitelists and Blacklists | Mitigator Actions | Systemwide Settings | LMADS Config | Backup | User Settings | Report Settings

Protection Zone Definition P Header Anomaly Detection

[ Packet Normalization

[l spoofed 1P and SYNM Flood Prevention

[ YN Rate Limiting for Popular TCP Protocols
B 5YN Rate Limiting for Other TCP

[l YN Rate Limiting for TCP HTTP

] HTTP GET Root Page Flood Detection

| HTTP GET Generic Detection

| JHTTP Header Anomaly Detection

B Bad Agent Flood

Action is Disabled
OFF

1.3.3.10 Bad Agent Flood
In Bad Agent Floodab we have an option t&nable / Disable the option

Flood black list agent blocking ActiorkEisabled it is inONstate.

DASHEOARD MANAGEMENT STATUS REPORTS

Whitelists and Blacklists | Mitisator Actions | Systemwide Settings | LMNADS Config | Backup | User Settings | Report Settings

Protection Zone Definition HadiiveniElnd

[ Packet Normalization

[l Spoofed IP and SYN Flood Prevention

[ 5YN Rate Limiting for Popular TCP Protocols
[ 5N Rate Limiting for Other TCP

[l 5YM Rate Limiting for TCP HTTP

[l HTTP GET Root Page Flood Detection

[l HTTP GET Generic Detection

[l HTTP Header Anomaly Detection

| Bad Agent Flood
I Application Detection

Action is Enabled
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Click on the same action tab to disable the option.

Flood black list agent blocking ActiorDisabled,it is inOFFstate.

DASHBOARD MANAGEMENT STATUS REPORTS

Whitelists and Blacklists | Mitigator Actions | Systemwide Settings | LMADS Config | Backup | User Settings | Report Settings

Protection Zone Definition Bl enHEi

[ Packet Normalization Action is Disabled
[l Spoofed IP and SYN Flood Prevention

[ 5¥M Rate Limiting for Popular TCP Protocols
[l 5YN Rate Limiting for Other TCP

B SN Rate Limiting for TCP HTTP

[l HTTP GET Root Page Flood Detection

[ HTTP GET Generic Detection

[l HTTP Header Anomaly Detection

| JBad Agent Flood

| Wl Application Detection

OFF

1.3.3.11 Application Detection
Rule F16Application Detection is used to prevent attacks from application like juno.

In Application Detectiontab we have an option t&nable / Disable the option

Application Detection Action Enabled for blocking according to DoS/DDoS tool characteristics, it
is inONstate.

DASHEOQARD MANAGEMENT STATUS REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LMNADS Config | Backup | User Settings | Report Settings

Protection Zone Definition Application Detection

B Packet Normalization Acton is Enabled
[l Spoofed IP and SYN Flood Prevention

B 5¥N Rate Limiting for Popular TCP Protocols “

[l YN Rate Limiting for Other TCP

[l YN Rate Limiting for TCP HTTP

[ HTTP GET Root Page Flood Detection
] HTTP GET Generic Detection

[l HTTP Header Anomaly Detection

[l Bad Agent Flood

| JApplication Detection

Click on the same action tab to disable the option.

Application Detection Action Bisabled it is inOFFstate.

HARPP DDoS Mitigator 42



Administration Guide for Harpp DDoS Mitigator

DASHBOARD MANAGEMENT STATUS REPORTS

Whitelists and Blacklists | Mitigator Actions | Systemwide Settings | LNADS Config | Backup | User Settings | Report Settings

Protection Zone Definition A tinnliels o

[ Packet Normalization Action is Disabled
[l Spoofed 1P and SYN Flood Prevention

] 5¥M Rate Limiting for Popular TCP Protocols
J 5YM Rate Limiting for Other TCP

[l 5¥M Rate Limiting for TCP HTTP

] HTTP GET Root Page Flood Detection

[l HTTP GET Generic Detaction

| HTTP Header Anomaly Detection

J Bad Agent Flood

| JApplication Detection

OFF

1.3.3.12 Block Tor Exit Nodes
Rule F8Tor Exit Nodes * servers. This list is kept in/etc/pf/tables/db/tor_exit_nodes.

In Block Tor Exit Nodetab we have an option t&nable / Disable the option

Block Tor Exit Nodes ActiorEieabledfor blocking of Tor Exit nodes IPs, it i©OiNstate.

DASHEOARD MANAGEMENT STATUS REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LNADS Config | Backup | UserSettings | Report Settings

Protection Zone Definition Block Tor Exit Nodes

[ Packet Normalization Action is Enabled
B Spoofed P and SYN Flood Prevention m

[l YN Rate Limiting for Popular TCP Protocols

B 5YN Rate Limiting for Other TCP

[ YN Rate Limiting for TCP HTTP

[ HTTP GET Root Page Flood Detection
] HTTP GET Generic Detection

] HTTP Header Anomaly Detection

[l Bad Agent Flood

B ~pplication Detection

| Block Tor Exit Node:

| Ml Block Russian Business Networks

Click on the same action tab to disable the option.

Block Tor Exit Nodes ActionDssabled it is inOFFstate.
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DASHEOQARD MANAGEMENT STATUS REPORTS

WhiteLists and BlacklLists | Mitigator Actions | Systemwide Settings | LMADS Confiz | Backup | User Settings | Report Settings

Protection Zone Definition Block Tor Exit Nodes

B Packet Normalization Action is Disabled
[l spocfed 1P and SYN Flood Prevention

[l 5N Rate Limiting for Popular TCP Protocols
B SN Rate Limiting for Other TCP

[l YN Rate Limiting for TCP HTTP

[l HTTP GET Root Page Flood Detection

[l HTTP GET Generic Detection

] HTTP Header Anomaly Detection

B Bad Agent Flood

[l ~pplication Detection

i

I Block Russian Business Networks

OFF

1.3.3.13 Block Russian Business Networks
Rule FORBN servers. This list is kept in/etc/pf/tables/db/rbn_servers.

In Block Russian Business Netwottieh we have an option t&nable / Disable the option

Block Russian Business Networks (RBN) Actemaisledfor blocking of RBN Server, it iSOiN
state.

DASHEOARD MANAGEMENT STATUS REPORTS

Whitelists and Blacklists | Mitigator Actions | Systemwide Settings | LMADS Config | Backup | User Settings | Report Settings

Protection Zone Definition Block Russian Business Networks

B Packet Normalization Acton is Enabled
[l Spoofed IP and SYN Flood Prevention

[ 5vN Rate Limiting for Popular TCP Protocols ‘m

B 5YM Rate Limiting for Other TCP

[l 5N Rate Limiting for TCP HTTP

| HTTP GET Root Page Flood Detection
| HTTP GET Generic Detection

[l HTTP Header Anomaly Detection

[l Bad Agent Flood

[l 2pplication Detection

B Block Tor Exit Modes

| JBlock Russian Business Network

[ Block Bogon and Unused IP Subnets

Click on the same action tab disable the option.

Block Russian Business Networks (RBN) Actisabled it is inOFFstate.
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DASHEOARD MANAGEMENT STATUS REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LMNADS Config | Backup | UserSettings | Report Settings

Protection Zone Definition Blodk Russian Business Networks

[ Packet Normalization Action is Disabled
B Spoofed IP and SYM Flood Prevention

[ YN Rate Limiting for Popular TCP Protocols
[l 5YN Rate Limiting for Other TCP

B 5YN Rate Limiting for TCP HTTP

] HTTP GET Root Page Flood Detection

] HTTP GET Generic Detection

[ HTTP Header Anomaly Detection

[ Bad Agent Flood

[l ~pplication Detection

[ Block Tor Exit Modes

| JBlock Russian Business Network

[ Block Bogon and Unused IP Subnets

OFF

1.3.3.14 Block Bogon and Unused IP Subnets
Rule F10: Rvides the IP addresses be blocked unused and bogon. This list is kept
in/etc/pfitables/db/bogon_nets.

In Block Bogon and Unused IP Subntb we have an option t&nable / Disable the option

Block Bogon and Unused IP Subnets Acti@mabledfor blocking of Bogon Unused Subnet IPs,
it is inONstate.

DASHBOARD MANAGEMENT STATUS REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LNADS Config | Backup | User Settings | Report Settings

Protection Zone Definition Block Bogon and Unused IP Subnets

[ Packet Normalization Action is Enabled
[ spoofed IP and SYN Flood Prevention
[ 5N Rate Limiting for Popular TCP Protocols| | S
[l 5YM Rate Limiting for Other TCP

[ 5N Rate Limiting for TCP HTTP

[l HTTP GET Root Page Flood Detection
[l HTTP GET Generic Detection

] HTTP Header Anomaly Detection

[ Bad Agent Flood

[ Application Detection

[ Block Tor Exit Nodes

[ Block Russian Business Networks

| JBlock Bogon and Unused IP Subne:

[ Block Internal Allocated Subnets

Click on the same action tab to disable thaion.

Block Bogon and Unused IP Subnets Acti@isabled it is inOFFstate.
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DASHBOARD MANAGEMENT STATUS REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LMADS Config | Backup | UserSettings | Report Settings

Protection Zone Definition Block Bogon and Unused IP Subnets

[ Packet Normalization Action is Disabled
B Spoofed IP and SYN Flood Prevention ‘
[l 5YN Rate Limiting for Popular TCP Protocols

[ 5N Rate Limiting for Other TCP

[ SYN Rate Limiting for TCP HTTP

] HTTP GET Root Page Flood Detection
[l HTTP GET Generic Detection

] HTTP Header Anomaly Detection

[ Bad Agent Flood

[l 2pplication Detection

[ Block Tor Exit Modes

[l Block Russian Business Metworks

| JBlock Bogon and Unused IP Subne

[ Block Internal Allocated Subnets

1.3.3.15 Block Internet Allocated Subnets
Rule F110n the internal network with the IP address used in the attack. This list is kept
in/etc/pfitables/db/internal_nets.

In Block Internet Allocated Subnet®b we have an option t&nable / Disable the option

Block Internet Allocated Subnets ActiorEisabledfor IPs defined in non public internal IP
subnets, it is iMONstate.

DASHEQARD MANAGEMENT STATUS REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LMNADS Config | Backup | UserSettings | Report Settings

Protection Zone Definition Blodk Intemal Allocated Subnets

[ Packet Normalization Action is Enabled
[l Spoofed 1P and SYN Flood Prevention

[ 5YN Rate Limiting for Popular TCP Protocols “

[ 5N Rate Limiting for Other TCP

[l 5YM Rate Limiting for TCP HTTP

[l HTTP GET Root Page Flood Detection
[l HTTP GET Generic Detection

] HTTP Header Anomaly Detection

[ Bad Agent Flood

[ Application Detection

[ Block Tor Exit Nodes

[ Block Russian Business Networks

[ Block Bogon and Unused IP Subnets

| JBlock Internal Allocated Subne

I Reverse Path Checking

Click on the same action tab to disable thaion.

Block Internet Allocated Subnets Actiordisabled,it is inOFFstate.
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DASHBOARD MANAGEMENT STATUS REPORTS

Whitelists and BlackLists | Mitisator Actions | Systemwide Settings | LMNADS Confiz | Backup | UserSettings | Report Settings

Protection Zone Definition Block Internal Allocated Subnets

[ Packet Normalization Action is Disahled
[l spoofed 1P and SYN Flood Prevention

[l 5YN Rate Limiting for Popular TCP Protocols
[l 5YM Rate Limiting for Other TCP

[l 5YM Rate Limiting for TCP HTTP

] HTTP GET Root Page Flood Detection

] HTTP GET Generic Detection

] HTTP Header Anomaly Detection

[l Bad Agent Flood

[l ~pplication Detection

[l Block Tor Exit Modes

[ Block Russian Business Networks

[l Block Bogon and Unused IP Subnets

| JBlock Internal Allocated Subne
[l Reverse Path Checking

OFF

1.3.3.16 Reverse Path Checking
Rule F29Followed by the path to the package that came with the package, followed by
the same way whether the monitoring.

In Reverse PatlCheckingab we have an option t&nable / Disable the option

Reverse Path Checking ActioiEigabledto enforce the ingress path of packets, it i<ON state.

DASHEOARD MANAGEMENT STATUS REPORTS

Whitelists and Blacklists | Mitigator Actions | Systemwide Settings | LNADS Config | Backup | User Settings | Report Settings

Protection Zone Definition Reverse Path Cheddng

[ Packet Mormalization Action is Enabled
[ spoofed IP and SYN Flood Prevention m

l 5¥M Rate Limiting for Popular TCP Protocols

[ 5YN Rate Limiting for Other TCP

[ 5N Rate Limiting for TCP HTTP

[l HTTP GET Root Page Flood Detection
[l HTTP GET Generic Detection

| HTTP Header Anomaly Detection

[ Bad Agent Flood

[l Application Detection

[ Block Tor Exit Nodes

[ Block Russian Business Networks

[ Block Bogon and Unused IP Subnets
[ Block Internal Allocated Subnets

]

[l Trap Connection Detection

Click on the same action tab to disable the option.
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Reverse Path Checking Actioisabled it is iInOFFstate.

DASHEOQARD MANAGEMENT STATUS REPORTS

Whitelists and Blacklists | Mitigator Actions | Systemwide Settings | LMADS Config | Backup | User Settings | Report Settings

Protection Zone Definition Reverse Path Cheddng

B Packet Normalization AcHon is Disabled
[l spoofed IP and SYN Flood Prevention

[ 5YN Rate Limiting for Popular TCP Protocols
B 5YM Rate Limiting for Other TCP

[ 5N Rate Limiting for TCP HTTP

[l HTTP GET Root Page Flood Detection

[l HTTP GET Generic Detection

[ HTTP Header Anomaly Detection

[l Bad Agent Flood

[l Application Detection

[ Block Tor Exit Nodes

[l Block Russian Business Networks

[ Block Bogon and Unused IP Subnets

[ Block Internal Allocated Subnets

| JReverse Path Checking

j Trap Connection Detection

OFF

1.3.3.17 Trap Connection Detection
Rule F6Trap port to capture the active/passive. This is a list of port and IP interface can

change through the block period to apply.
In Trap Connection Detectiotab we have an option t&nable/ Disable the option

Trap Connection Detection Action is enabled for making DDOS Mitigator monitoring for a trap
network Zone on a trap destination port which is unused in normal conditions, it is in ON state.

Mention Trap port number and click gxdd tab.

TCP port numbers between numbersg8535) are only valid.
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DASHEOARD MANAGEMENT STATUS REPORTS
WhiteLists and BlacklLists | Mitigator Actions | Systemwide Settings | LMADS Confiz | Backup | User Settings | Report Settings

Protection Zone Definition Trap Connection Detection

B Packet Normalization Action is Enabled
[l spoofed 1P and SYN Flood Prevention m
[ YN Rate Limiting for Popular TCP Protocols

B SN Rate Limiting for Other TCP

Trap Ports
[l YN Rate Limiting for TCP HTTP ’22|— m‘
[ HTTP GET Root Page Flood Detection
[l HTTP GET Generic Detection a1

] HTTP Header Anomaly Detection
B Bad Agent Flood

[ ~pplication Detection

[ Block Tor Exit Nodes
[ Block Russian Business Networks Trap Nets
[ Block Bogon and Unused P Subnets

B Block Internal Allocated Subnets |:| m
[ Reverse Path Checking

| JTrap Connection Detection
B ~pplication Level IPS

[l Drop DNS Packets

[ NS Spoof Prevention

| Ml Drop UDP Packets

In the below screen, we can notice Trap port number added in the list of Trap Ports.

Trap Connection Detection

Action is Enabled

Trap Ports

Select the Port number and click Beletetab.
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'Trap Connection Detection

Action is Enabled

Trap Ports

| B Add

22

Mention Subnet/Network IP and click dwdtab.

Trap Connection Detection

Action is Enabled

Trap Ports
| W Add

iz

Trap Mets ‘/

755.255.255.0 |

In the below screen, we can notice Subnet IP in the list of Trap Nets.
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Action is Enabled

Trap Ports

Trap Connection Detection

2z

Trap Mets

255.255.255.0

| |

Select the Subnet IP and clickDaletetab.

Action is Enabled

Trap Parts

Trap Connection Detection

22

Delete

Trap Mets

| |
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In the below screen, we can notice Subnet IP deleted.

'Trap Connection Detection

Action is Enabled

Trap Ports

| |
22

Trap Hets

| L

Click on the same action tab to disable the option.

Trap Connection Detection ActionDésabled it is inOFFstate.

WhiteLists and BlackLists

DASHBOARD

MANAGEMENT

| Mitigator Actions

Protection Zone Definition
[l Packet Normalization
B Spoofed IP and SYN Flood Prevention
[ 5vN Rate Limiting for Popular TCP Protocols
[l 5N Rate Limiting for Other TCP
B 5YM Rate Limiting for TCP HTTP
| HTTP GET Root Page Flood Detection
[l HTTP GET Generic Detection
[ HTTP Header Anomaly Detection
[l Bad Agent Flood
[l ~pplication Detection
[ Block Tor Exit Nodes
[ Block Russian Business Metworks
[ Block Bogon and Unused IP Subnets
[ Block Internal Allocated Subnets
B Reverse Path Checking
]
B Application Level IPS
[l Drop DNS Packets
[ oS Spoof Prevention

STATUS

REPORTS

| Systemwide Settings | LMADS Config

Trap Connection Detection

Action is Disabled

OFF
Trap Ports
—
22
Trap Mets

—]

255,255.255.0

| Backup | User 5ettings | Report Settings
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1.3.3.18 Application Level IPS
RuleF1I5The Ramada provides specific applicationd

In Application Level IP&b we have an option t&nable / Disable the option

Application Level IPS ActiorBrabledfor blocking of IPs detected by embedded DDoS specific
IPS, it is iONstate.

DASHEOARD MANAGEMENT STATUS REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LNADS Config | Backup | User Settings | Report Settings

Protection Zone Definition Application Level IPS

[ Packet Normalization Action is Enabled
B Spoofed P and SYM Flood Prevention [m—

[l YN Rate Limiting for Popular TCP Protocols m

B SN Rate Limiting for Other TCP

[l SN Rate Limiting for TCP HTTP

] HTTP GET Root Page Flood Detection
] HTTP GET Generic Detection

| HTTP Header Anomaly Detection

[ Bad Agent Flood

[ 2pplication Detection

[ Block Tor Exit Modes

[ Block Russian Business Networks

[ Block Bogon and Unused IP Subnets
[ Block Internal Allocated Subnets

[ Reverse Path Checking

[ Trap Connection Detection

| JApplication Level IP

Click on the same action tab to disable the option.

Application Level IPS ActiorDgsabled it is inOFFstate.

DASHBOARD MANAGEMENT STATUS REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LMNADS Config | Backup | User Settings | Report Settings

Protection Zone Definition Sippiicaleaiey el

B Packet Mormalization Action is Disabled
B Spoofed IP and SYMW Flood Prevention |

B &Y Rate Limiting for Popular TCP Protocols

B 5vH Rate Limiting for Other TCP

B 5YH Rate Limiting for TCP HTTP

B HTTP GET Root Page Flood Detection
B HTTP GET Generic Detection

B HTTP Header Anomaly Detection

B Bad Agent Flood

B 2pplication Detection

B Block Tor Exit Modes

B Block Russian Business Metworks

B Block Bogon and Unused IP Subnets
B Block Internal Allocated Subnets

B Reverse Path Checking

B Trap Connection Detection

| BApplication Level IP
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1.3.3.19 Drop DNS Packets
Rule F17Provides DNS packets falling rate entered.

In Drop DNS Packetab we have an option t&nable / Disable the option

Drop DNS Packets ActiorbBsabledfor mitigation of DNS, it is i@Nstate. There is another
option Probability. Enter the value and click amangeto apply the changes.

DASHBOARD MANAGEMENT REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LMADS Config | Backup | User Settings | Report Settings

Protection Zone Definition SRyl ackeT>.

B Packet Mormalization Action is Enabled
B spoofed IP and SYN Flood Prevention

B SYN Rate Limiting for Popular TCP Protocols “

B 5YN Rate Limiting for Other TCP
B SYN Rate Limiting for TCP HTTP Probability: | 30
] HTTP GET Root Page Flood Detection -
B HTTP GET Generic Detection

B HTTP Header Anomaly Detection

B Bad Agent Flood

B ~pplication Detection

B Block Tor Exit Modes

B Block Russian Business Networks

B Block Bogon and Unused IP Subnets
B Block Internal Allocated Subnets

B Reverse Path Checking

B Trap Connection Detection

B Application Level IPS

[ Jorop DHS Packe!

j DNS Spoof Prevention

Click on the same action tab to disable the option.

Drop DNS Packets ActiorDsabled it is inOFFstate.

DASHEOARD MANAGEMENT 5 us REPORTS
Whitelists and BlacklLists | Mitigator Actions | Systemwide Settings | LMADS Config | Backup | User Settings | Report Settings
Protection Zone Definition DopES el
B Packet Normalization AcHon is Disabled

B Spoofed IP and S¥M Flood Prevention |
B 5¥N Rate Limiting for Popular TCP Protocols

B 5¥N Rate Limiting for Other TCP
B 5¥N Rate Limiting for TCP HTTP Probability:
B HTTP GET Root Page Flood Detection
Bl HTTP GET Generic Detection

B HTTP Header Anomaly Detection

B Bad Agent Flood

B ~pplication Detection

B Block Tor Exit Modes

B Block Russian Business Metworks

B EBlock Bogon and Unused IP Subnets
B EBlock Internal Allocated Subnets

B Reverse Path Checking

B Trap Connection Detection

B Application Level IPS

| Jorop DNS Packe

| Ml DNS Spoof Prevention
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1.3.3.20 DNS Spoof Prevention

In DNS Spoof Preventiotab we have an option t&nable / Disable the option

DNS Spoof Prevention ActiorBsabledto use TCP packets for DNS, it i® Mstate.

DASHBOARD MAMAGEMENT STATUS REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LMADS Config | Backup | UserSettings | Report Settings

Protection Zone Definition DNS Spoof Prevention

B Packet Mormalization Acton s Enabled
[l Spoofed IP and SYN Flood Prevention

[ YN Rate Limiting for Popular TCP Protocols
B 5YM Rate Limiting for Other TCP

[l 5N Rate Limiting for TCP HTTP

[l HTTP GET Root Page Flood Detection

[ HTTP GET Generic Detection

| HTTP Header Anomaly Detection

B Bad Agent Flood

[l ~pplication Detection

[ Block Tor Exit Nodes

[ Block Russian Business Networks

[l Block Bogon and Unused IP Subnets

B Block Internal Allocated Subnets

B Reverse Path Checking

| Trap Connection Detection

B ~pplication Level IPS

[l Drop DNS Packets

" oS Spoof Prevention

| Il Drop UDP Packets

Click on the same action tab to disable the option.

HARPP DDoS Mitigator 55



Administration Guide for Harpp DDoS Mitigator

DNS Spoof Prevention ActiorDssabled it is inOFFstate.

DASHEOARD MANAGEMENT REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LMADS Config | Backup | UserSettings | Report Settings

Protection Zone Definition DNS Spoot brevention
B Packet Normalization Action is Disabled

B Spoofed IP and SYN Flood Prevention
B =YM Rate Limiting for Popular TCP Protocols
B 5YM Rate Limiting for Other TCP
B =Y Rate Limiting for TCP HTTP
B HTTP GET Root Page Flood Detection
B HTTP GET Generic Detection
B HTTP Header Anomaly Detection
B Bad Agent Flood
B Application Detection
B Elock Tor Exit Nodes
B Block Russian Business Metworks
B Block Bogon and Unused 1P Subnets
B Elock Internal Allocated Subnets
B Reverse Path Checking
B Trap Connection Detection
B Application Level IPS
B Drop DNS Packets
]
B Drop UDP Packets

OFF

1.3.3.21 UDP SPOOFPREVENTION

DASHBOARD MANAGEMENT REPORTS

WhiteLists and BlackLists | Mitigator Actions | Systemwide Seftings | LNADS Config | Backup | User Seftings | Report Settings

Protection Zone Definition UDP Spoof Prevention

B Packet Mormalization
H Spoofed IP and SYN Flood Prevention

Action is Disabled

B SYN Rate Limiting for Popular TCP Protocol OFF

B SYN Rate Limiting for Other TCP

W SYN Rate Limiting for TCP HTTP Exceptional Poris

W HTTP GET Root Page Flood Detection | | Add

W HTTP GET Generic Detection

l HTTP Header Anomaly Detection
H Bad Agent Flood

B Application Detection

W Block Tor Exit Modes

B Block Russian Business Metworks
N Block Bogon and Unused IP Subnets Delete
B Block Internal Allocated Subnets
B Trap Connection Detection

W Application Level IPS

H Drop DNS Packets

l DNS Spoof Prevention

| JUDP Spoof Prevention

UDP Spoof Prevention feature provides "drop first accept second" functionality for udp packets.
If any exception ports are specified, then UDP Spoof Prevention is not performed on udp
packets that are destined for the specified exceptionakgor

1.3.3.22 Drop UDP Packets
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Rule F23Provides UDP packets from falling significantly Entered.
In Drop UDP Packetsb we have an option t&nable / Disable the option

Drop UDP Packets ActiorEsabledfor Mitigation of some highly used UDP Packets protocols,
it is iInONstate.

We can change probability number of packets. Enter the value and cliclkamgeto apply the
changes.

DASHEOARD MANAGEMENT STATUS REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LMADS Config | Backup | UserSettings | Report Settings

Protection Zone Definition Drop UDP Packets

[l Packet Normalization Action is Enabled
B Spoofed 1P and SYN Flood Prevention “

[l 5YN Rate Limiting for Popular TCP Protocols

[ 5¥N Rate Limiting for Other TCP
[ S¥N Rate Limiting for TCP HTTP Probability: | 20
[l HTTP GET Root Page Flood Detection
[l HTTP GET Generic Detection

| HTTP Header Anomaly Detection

[ Bad Agent Flood

[l Application Detection

[ Block Tor Exit Modes

[ Block Russian Business Networks

[ Block Bogon and Unused IP Subnets
[ Block Internal Allocated Subnets

[l Reverse Path Checking

[l Trap Connection Detection

[ Application Level IPs

[l Drop DNS Packets

[l ONS Spoof Prevention

i

| ll ICMP Flood Mitigation

Click on the same action tab to disable the option.

Drop UDP packets Adti isDisabled it is inOFFstate
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DASHEOARD MANAGEMENT STATUS REPORTS

WhiteLists and BlackLists | Mitigator Actions | Systemwide Settings | LMADS Config | Backup | User Settings | Report Settings

Protection Zone Definition Drop UDP Packets

B Packet Normalization Acton is Disabled
B Spoofed 1P and SYN Flood Prevention |

B SYN Rate Limiting for Popular TCP Protocols

B SYN Rate Limiting for Other TCP
B SYN Rate Limiting for TCP HTTP Probability:
[ HTTP GET Root Page Flood Detection
[ HTTP GET Generic Detection

[ HTTP Header Anomaly Detection

B Bad Agent Flood

B 2pplication Detection

[l Block Tor Exit Nodes

B Block Russian Business Networks

B Block Bogon and Unused P Subnets
B Block Internal Allocated Subnets

B Reverse Path Checking

B Trap Connection Detection

B 2pplication Level IPS

[l Drop DNS Packets

[l DNS Spoof Prevention

]

|| ICMP Flood Mitigation

1.3.3.23 ICMP Flood Mitigation
Rule F24ICMP Flood attacks.

In ICMP Flood Mitigatiortab we have an option t&nable / Disable the option

ICMP Flood Mitigation Action Enabledfor mitigation of ICMP floods, it is (DN state.

DASHEOARD MANAGEMENT STATUS REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LMWADS Config | Backup | User Settings | Report Settings

Protection Zone Definition ICMP Flood Mitigation

B Packet Mormalization Action is Enabled
B Spoofed IP and SYM Flood Prevention

B SYN Rate Limiting for Popular TCP Protocols “

B 5¥M Rate Limiting for Other TCP

B 5N Rate Limiting for TCP HTTP

B HTTP GET Root Page Flood Detection
B HTTP GET Generic Detection

B HTTP Header Anomaly Detection

B Bad Agent Flood

B ~pplication Detection

B Block Tor Exit Nodes

B Block Russian Business Metworks

B Block Bogon and Unused IP Subnets
B Block Internal Allocated Subnets

B Reverse Path Checking

B Trap Connection Detection

B ~pplication Level IPS

B Drop DNS Packets

B DONS spoof Prevention

W Crop UDP Packets

| Jicmp Flood Mitigation|
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Click on the same action tab to disable the option.

ICMP Flood Mitigation Action Risabled it is inOFFstate.

DASHBOA MANAGEMENT STATUS REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LNADS Config | Backup | User Settings | Report Settings

Protection Zone Definition LA Pl ed A i

B Packet Normalization AcHon is Disabled
B Spoofed 1P and SYN Flood Prevention
B SN Rate Limiting for Popular TCP Protocols
B SN Rate Limiting for Other TCP

B SYN Rate Limiting for TCP HTTP

B HTTP GET Root Page Flood Detection
B HTTP GET Generic Detection

B HTTP Header Anomaly Detection

B Bad Agent Flood

B Application Detection

B Block Tor Exit Modes

B Block Russian Business Metworks

B Block Bogon and Unused IP Subnets
B Block Internal allocated Subnets

B Reverse Path Checking

B Trap Connection Detection

B Application Level IPS

B Drop DNS Packets

B DNS Spoof Prevention

B Drop UDP Packets

|

j Block IPvé

OFF

1.3.3.24 Block IPv6
Rule F28Prevents the IPv6 addresses.

In Block IPvGab we have an option t&nable / Disable the option

Block IPv6 Action Bnabledfor Blocking IPv6 completely, it is@Nstate.

DASHEOARD MAMAGEMENT REPORTS
Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LNADS Config | Backup | User Settings | Report Settings
Protection Zone Definition P D
B Packet Mormalization Action is Enabled

B Spoofed IP and SYM Flood Prevention e
B 5YN Rate Limiting for Popular TCP Protocols m
B 5YN Rate Limiting for Other TCP

B 5YN Rate Limiting for TCP HTTP

B HTTP GET Root Page Flood Detection
W HTTP GET Generic Detection

W HTTP Header Anomaly Detection

B Bad Agent Flood

B ~pplication Detection

B Block Tor Exit Modes

B Block Russian Business Metworks

B Block Bogon and Unused IP Subnets
B Block Internal Allocated Subnets

B Reverse Path Checking

B Trap Connection Detection

B Application Level IPS

B Drop DNS Packets

B DHNS Spoof Prevention

B Drop UDP Packets

Bl 'CMP Flood Mitigation

[ Betock IPv:
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Click on the same action tab to disable the option.

Block IPv6 Action Bisabled it is inOFFstate.

DASHBOARD MANAGEMENT STATUS REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LMNADS Config | Backup | User Settings | Report Settings

Protection Zone Definition e D

B Packet Normalization Action is Disabled
B Spoofed IP and SYM Flood Prevention
B 5YM Rate Limiting for Popular TCP Protocols

B 5YH Rate Limiting for Other TCP
B sYM Rate Limiting for TCP HTTP
B HTTP GET Root Page Flood Detection
B HTTP GET Generic Detection

B HTTP Header Anomaly Detection
B Bad Agent Flood

B ~pplication Detection

B Block Tor Exit Modes

B Block Russian Business Networks
B Block Bogon and Unused IP Subnets
B Block Internal Allocated Subnets

B Reverse Path Checking

B Trap Connection Detaction

B Application Level IPS

B Drop DNS Packets

B DNS Spoof Prevention

B Drop UDP Packets

B 1CMP Flood Mitigation

[ Jsiock ipve)

1.3.3.25 Bypass DDOS Mitigator Completely
Rule F30DDoS prevention system disables.

In Bypass DDOS Mitigator Completebb we have an option t&nable / Disable the option

Bypass DDOS Mitigator Completely ActidBriabled it is inONstate.

DASHEOARD MANAGEMENT STATUS REPORTS
WhiteLists and BlackLists | Mitigator Actions | Systemwide Settings | LMADS Config | Backup | User Settings | Report Settings
Protection Zone Definition HTeTes WS U aiie ErTr ety
B Packet Mormalization Acton is Enabled

B Spoofed IP and SYN Flood Prevention

B S¥M Rate Limiting for Popular TCP Protocols m
B SYH Rate Limiting for Other TCP
B s¥H Rate Limiting for TCP HTTP
Bl HTTP GET Root Page Flood Detection
B HTTP GET Generic Detection

B HTTP Header Anomaly Detection
B Bad Agent Flood

B ~Application Detection

B Block Tor Exit Modes

B Block Russian Business Networks
B Block Bogon and Unused IP Subnets
B Block Internal allocated Subnets

B Reverse Path Checking

B Trap Connection Detection

B ~Application Level IPS

B Drop DHS Packets

B OHS Spoof Prevention

B Crop UDP Packets

B 'CMP Flood mitigation

B Block IPve

| IBypass DDOS Mitigator Completel
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Click on the same actidab to disable the option.

Bypass DDOS Mitigator Completelisabled it is inOFFstate.

DASHBOARD MANAGEMENT STATUS REPORTS

Whitelists and Blacklists | Mitigator Actions | Systemwide Settings | LMADS Config | Backup | User Settings | Report Settings

Protection Zone Definition Bypass DDOS Mitigator Completely

B Packet Normalization Action is Disabled
B Spoofed IP and SYN Flood Prevention
[ 5YM Rate Limiting for Popular TCP Protocols
B 5YM Rate Limiting for Other TCP

B 5YM Rate Limiting for TCP HTTP

| HTTP GET Root Page Flood Detection
[ HTTP GET Generic Detection

[ HTTP Header Anomaly Detaction

[l Bad Agent Flood

B Application Detection

[l Block Tor Exit Nodes

[l Block Russian Business Metworks

[l Block Bogon and Unused IP Subnets
[ Block Internal Allocated Subnets

[ Reverse Path Checking

[ Trap Connection Detection

B Application Level IPS

[l Drop DNS Packets

[l DNS Spoof Prevention

[l Drop UDP Packets

B 'CMP Flood Mitigation

B Block IPve

| |Bypass DDOS Mitigator Completely

OFF

1.3.3.26 Geographic Blocking
In Geographic Blockintab we have an option t&nable / Disable the option

Geographic Blocking ActionEsiabledfor Allowing orBlocking selected list of Countries, it is in
ONstate.

Choose one of the preferred radio buttons for the selected countries and cliSaoetab.
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REPORTS

Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LNADS Config | Backup | User Settings | Report Settings

Protection Zone Definition EETRERINE Elve iy

[l Packet Normalization Action is Enabled
l spoofed IP and SYNM Flood Prevention |m
B 5YN Rate Limiting for Popular TCP Protocols
B SYN Rate Limiting for Other TCP * Allow Selected Countries| [ Block Selected Countries
B 5YN Rate Limiting for TCP HTTP
[l HTTP GET Root Page Flood Detection ! Anonymous Proxy ! Satellite Provider ! Europe
l HTTP GET Generic Detection ! Asia/Pacific Region #| Afghanistan ! Aland Islands
l HTTP Header Anomaly Detection | Albania | Algeria | American Samoa
[l Bad Agent Flood | Andorra | Angola | Anguilla
l Application Detection | Antarctica ! Antigua and Barbuda ! Argentina
Block Tor Exit Nodes
i . ) ! Armenia ! Aruba #| Australia
[ Block Russian Business Networks : .
l Block Bogon and Unused IP Subnets =t =T Bz
l Block Internal Allocated Subnets it pialadesh puaadis
[l Reverse Path Checking | Belarus | Belgium | Belize
[l Trap Connection Detection | Benin | Bermuda ¥/ Bhutan
l Application Level IPS ! Bolivia ! Bonaire, Saint Eustatius and Saba ! Bosnia and Herzegovina
[l Drop DNS Packets
[l DNS Spoof Prevention Save |

l Drop UDP Packets

B 'CMP Flood mitigation
Il Block IPve

[l Bypass DDOS Mitigator Completely
| §Geoeraphic Blocking]

Enables/Dizables geographic blocking.

Click on the same action tab to disable the option.

Geographic Blocking ActionDgsabled it is inOFFstate.

DASHBOARD MANAGEMENT STATUS REPORTS

‘Whitelists and BlackLists | Mitigator Actions | Systemwide Settings | LNADS Config | Backup | User Settings | Report Settings

Protection Zone Definition
B Packet Normalization Action is Disabked
[l Spoofed IP and SYM Flood Prevention OFF
B 5¥N Rate Limiting for Popular TCP Protocols
B 5¥N Rate Limiting for Other TCP ® Allow Selected Countries Block Selected Countries
l SYN Rate Limiting for TCP HTTP B Trrens i Trransey
[l HTTP GET Root Page Flood Detaction lceland !India !Indonesia
[l HTTP GET Generic Detection Iran, Islamic Republic of lraq !reland
[l HTTP Header Anomaly Detection Ele of Man ] Italy
l Bad Agent Flood Jamaica ! Japan ! lersey
Il Applization Detection Jordan ! Kazakhstan ! Kenya
: ::EEE ;Z:;:nt:;;:;s Networks Kiribati Korea, Democratic People’s Republic of Korea, Republic of
1 Block Bogon and Unused IP Subnets Kuwait ! Kyrgyzstan ! Lao People’s Democratic R
[l Block Internal Allocated Subnets Latvia ! Lebanon ! Lesotha
Il Reverse Path Checking Liberia Libyan Arab Jamahiriya Lischtenstein
l Trap‘ Col?nec“lon Detection Lithuania ! Luxembourg | Macao
l Application Level IPS Macedonia | Madagascar | Malawi
Il Orop DNS Packets
[l DNS Spoof Prevention Save
Il Drop UDP Packets
B 1CMP Flood Mitigation
I Block IPve
B Bypass DDOS Mitigator Completely
l Enables/Disables geographic blocking.
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1.3.3.27 Protocol Management

In Protocol Managementab we have an option tblock specified protocols. To activate,
choose protocols to be allowed and cliekable/Disablebutton. If action is already enabled,
clicking toSavebutton will be erough.

DASHBEOARD MANAGEMENT REPORTS

WhiteLists and BlackLists | Mitigator Actions | Systemwide Settings | LNADS Config | Backup | User Settings | Report Settings

Protection Zone Definition Protocol Management

[l Packet Normalization

l Spoofed IP and SYN Flood Prevention

W SYN Rate Limiting for Popular TCP Protocols
B SYN Rate Limiting for Other TCP

B SYN Rate Limiting for TCP HTTP

[l HTTP GET Root Page Flood Detection

W HTTP GET Generic Detection %x 1-ICMP | = 6-TCP
B HTTP Header Anomaly Detection
[l Bad Agent Flood

B Application Detection 2 - IGMP
B Block Tor Exit Nodes 3-GGP | ‘
M Block Russian Business Networks .
[l Block Bogon and Unused IP Subnets
M Block Internal Allocated Subnets 5-ST

B Reverse Path Checking

[l Trap Connection Detection
B Application Level IPS 8 - EGP
[l Drop DNS Packets

Action is Enabled

Allowed Protocols

x 17-UDP | |

7-CBT

B DNS Spoof Prevention 9-l6P

[l Drop UDP Packets 10 - BBN-RCC-MON |,
B ICMP Flood Mitigation

B Block IPvB

B Bypass DDOS Mitigator Completely
B Geographic Blocking
| JProtocol Management
B Custom Rules

Allow only selected protocols for the traffic on protection zone

1.3.3.28 Custom Rules

Custom rules tab can be used to create advanced rules that monitor the environment
and perform actions when the specified conditions are met. ON/OFF button is used to start or
stop all the custom rules that have been created. Filter control can be ussshtch custom
rules. Settings window can be used to specify the log level of the running custom rules. A new
custom rule can be added to the system by clicking the Add Rule button. Currently, there are 9
custom rule types:
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Protection Zone Definition
[l Packet Normalization
Hl Spoofed IP and SYN Flood Prevention
B SYN Rate Limiting for Popular TCP Protocols
B SYN Rate Limiting for Other TCP
B SYN Rate Limiting for TCP HTTP
[l HTTP GET Root Page Flood Detection
Il HTTP GET Generic Detection
W HTTP Header Anomaly Detection
Hl Bad Agent Flood
B Application Detection
B Block Tor Exit Nodes
B Block Russian Business Networks
B Block Bogon and Unused IP Subnets
B Block Internal Allocated Subnets
B Reverse Path Checking
B Trap Connection Detection
B Application Level IPS
[l Drop DNS Packets
[l DNS Spoof Prevention
[l Drop UDP Packets
B ICMP Flood Mitigation
B Block IPv6
H Bypass DDOS Mitigator Completely
B Geographic Blocking
Bl Protocol Management

Action is Enabled

All Rules

Active Rules

|Filter

|Filter

Settings Add Rule Apply

—

CP-UDP Block CPICMP Block
CP-TCP-227123 CP-TCP_53

I

- Drag items to the ri%m panel to activate
- Drag them to the left panel to deactivate.
- Drag an item 1o trash icon to remove

- Double click on an item to edit a rule.

- Use Apply button to apply changes.

1.3.3.27.1 Repeater Blocking
Repeater Blocking rule monitors the network traffic on the specified interface and

RANBOGA2Yy® LT Al

RSGSOGa

Fye Lt Qa

which is above the specified Activation Threshold, the sender IP is dlocke

Repeater Blocking v
Action Name* :
Interface” :

Listen Direction® :

Time Window (seconds) :
Filter :
Activate after creation :

* Required fields.

Activation Threshold (pps)* :

External w/
'® Incoming "’ Outgoing ' All
4]
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1.3.3.27.2 Evidence Collector

Evidence Collector rule monitors the network traffic rate on the specified interface and
direction. If the network traffic rate exceeds the specified Activation Threshold, the traffic is
recorded into the pcafiles based on the specified filter. It's also possible to trigger this rule in
case the network traffic rate is below the specified Activation Threshold.

Evidence Collector r

Action Name* :

Interface® : External T
Listen Direction® : * Incoming "' Outgoing "' All
Threshold Unit* : bps * pps

Activation Threshold* :

Deactivation Threshold :

Time Window (seconds) :

Activation Condition® : * Over threshold ' Under threshold
Duration (sec.) :

Filter :

Record Interface® : External v
Record Direction® : * Incoming "' Qutgoing "' All
Record Filter :

Record Duration (seconds) :

Record Packet Count (packet) :

Activate after creation : Ld

* Required fields.

1.3.3.27.3 Email Notification

Email Notification rule monitors the network traffic rate on the sified interface and
direction. If the network traffic rate exceeds the specified Activation Threshold, an email will be
sent to the Receiver email address. It's also possible to trigger this rule in case the network
traffic rate is below the specified Aeaition Threshold.
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Email Notification T
Action Mame” :
Receiver* :
) Use admin’s e-mail address
Interface* : External v
Listen Direction® : * Incoming '’ Qutgoing - All
Threshold Unit* : bps '® pps

Activation Threshold* :
Deactivation Threshold :
Filter :

Time Window (seconds) :

Activation Condition® : ® over threshold ' Under threshold

Activate after creation : ¢

* Required fields.

1.3.3.27.4 Disk Check

Disk Check rule monitors the used disk space percentage on the specified Mount Point.
If the used disk space percentage exceeds the specified Activation Thresholdepaating
will be stopped on the specified network interface. In addition, optionally, the pcaps already
created by LNADS will be removed from the system.

Disk Check r
Action Name* :
Activation Threshold (%)* :
Interface® : External v
Mount Point* :
Duration (seconds)* :

Remove LNADS pcaps : * Yes ' No

Activate after creation :

* Required fields.

1.3.3.27.5 SynFlood Detector
Syn Flood Detector rule monitors the Syn flood rate. If&tack with a rate bigger than
the specified threshold is detected, this attack is reported on the Reports page.
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SynFlood Detector L
Action Name* :
Threshold Value {pps)* :
Time Window (seconds) :
Activate after creation :

* Required fields.

1.3.3.27.6 Country Blocking

Country Blocking rule monitors the network traffic rate on the specified interface and
direction. If the trafficrate exceeds the specified Activation Threshold, either the selected
countries are blocked or only the selected countries are allowed based on user's selection. If
the Target Based Detection is enabled, country blocking/allowing action will only bempedor
on the specific source IP that attacks a target IP instead of all the source IP's.

Country Blocking r

Action Name* :

Interface* : External =
Listen Direction® : * Incoming ' Outgeing "' All
Threshold Unit* : bps *® pps

Activation Threshold* :

Deactivation Threshold :

Activation Condition® : ® Over threshold ' Under threshold
Time Window (seconds) :

Duration (seconds) :

Filter :

Countries® :

Action on Countries* : Allow selected '® Block selected
Target Based Detection® : Yes ® No

Block Ports :

Block Protocols :

Record Pcap By Activation*: ' Yes ® No

Activate after creation : 54

* Required fields.

1.3.3.27.7 Port Abuse Detection

Port Abuse Detection rule monitors the number of connections between the external
IPs and the specified internal IP/subnet and pdrthé number of connections exceeds the
ALISOATASR ' OGADIGA2Y ¢KNBaK2f R (KS SEGSNYI ¢
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Port Abuse Detection ¥
Action Name* :
Activation Threshold (connection count)* :

Listen IP/Subnet* :

Listen Port® :

Listen Direction® : # To given IPs and ports '/ From given IPs and ports
Activate after creation : I«

* Required fields.

1.3.3.27.8 IP Blocking

IP Blocking rule monitors the network traffic rate on the specified interface and
direction. If the network traffic rate excesdhe specified Activation Threshold, the specified
IP/subnet is blocked for the given time interval. If Record Pcap By Activation is enabled, a pcap
file is created from the network traffic.

IP Blocking T

Action Name® :

Interface* : External v
Listen Direction® : * Incoming "' Outgoing ' All
Threshold Unit* : bps '® pps

Activation Threshold® :
Deactivation Threshold :
Time Window (seconds) :

Activation Condition* : ® Over threshold ‘' Under threshold

Duration (seconds) :
Blocked IP or Subnet® :
Filter :

Activate after creation : ¥

* Required fields.

1.3.3.27.9 Generic Action
Generic Action rule monitors the network traffic rate on the specified interface and
direction. If the amount of traffic exceeds the specified Activation Threshold, the selected
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anchor file is activated during the given time duration. If Record Pcap Bsa#at is enabled, a
pcap file is created from the network traffic.

Generic Action ¥

Action Name* :

Interface® : External v
Listen Direction™ : * Incoming -’ Outgoing "' All
Threshold Unit* : bps ® pps

Activation Threshold® :

Deactivation Threshold :

Time Window (seconds) :

Activation Condition™ : * gver threshold “~' Under threshold

Duration (seconds) :

Anchor File* : empty_anchor ¥
Filter :

Activate after creation : |+

* Reguired fields.

1.3.3.27.10 TTL Detection Action

TTL Detection rule monitors the network traffic rate on the specified interface and
direction. If the amount of traffic based on TTL values exceeds the specified Activation
Threshold, the packets which have the same TTL value is blocked during thergren ti
duration. If Record Pcap By Activation is enabled, a pcap file is created from the network traffic.
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TTL Detection r
Action Mame* :
Interface* : External v
Listen Direction* : '®/Incoming'-'Outgoing' Al
Threshold Unit* : 'bps'"*'pps

Activation Threshold* :

Deactivation Threshold :

Activation Condition® : * gver threshold'-'Under threshold
Time Window (seconds) :

Duration (seconds) :

Block Ports :

Block Protocols :

Filter :

Record Pcap By Activation* :'_) Yes®'No

Activate after creation : [+
* Required fields.

1.3.4. Backups
Back up tab in DDOS mitigator provides us with optionsRié&tore, Download, Upload &
Restorethe files from / to the DDOS mitigator.

After each change, device will backup automatically.

In management section, selelshckuptab.
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HARPP

DASHBOARD MANAGEMENT STATUS REPORTS

WhiteLists and BlackLists | Mitigator Actions | Systemwide Settings | LNADS Config \g | User Settings | Report Settings

Backup Operations

Backup Files
ddos-mitigator-20150416190847 bak
ddos-mitigator-20150416191040.bak
ddos-mitigator-20150416191048.bak
ddos-mitigator-20150416191105 bak
ddos-mitigator-20150416191114.bak
ddos-mitigator-20150416191128 bak
ddos-mitigator-20150416191137 bak
ddos-mitigator-20150416181204.bak
ddos-mitigator-20150416191237 bak
ddos-mitigator-20150416191314 bak
ddos-mitigator-20150416192341 bak
ddos-mitigator-20150416192833 bak

Choose a file to upload:
Choose File | No file chosen

If we want to restore any back up file select the file from the list and clidRestore Backup
option.

HARPP

DASHBOARD MANAGEMENT STATUS REPORTS

‘WhiteLists and BlackLists | Mitigator Actions | Systemwide Settings | LNADS Config | User Settings | Report Settings

Backup Files

ddos-mitigator-20150416190847 bak
ddos-mitigator-20150416191040 bak
ddos-mitigator-20150416191048 bak
ddos-mitigator-20150416191105 bak
ddos-mitigator-20150416191114 bak
o i lanaiaioion Lo

= OIS O Io 1200 Dan
ddos-mitigator-20150416191237 bak
ddos-mitigator-20150416191314.bak
ddos-mitigator-20150416192341 bak
ddos-mitigator-20150416192833 bak

Restore Backup

Choose a file to upload: ckup file can be cho
Choose File | No file ¢f ore, you should refl g
. restored configuration.

After few seconds Success screen is displayatihg thatBackup file successfully Restored
ClickOk

Refresh the screen to find the restored file.
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Backup file succesfully restored.

| ok

A

Select a backup file from the list and clickownloadoption to download the file in to our
local machine.

In the below screen you can find thewnloaded file.

HARPP

MANAGEMENT

WhiteLists and BlackLists | Mitigator Actions | Systemwide Setings | LNADS Config || User Settings | Report Settings

Backup Operations

Backup Files
ddos-mitigator-20150416190847 bak
ddos-mitigator-20150416191040 bak
ddos-mitigator-20150416191048. bak
ddos-mitigator-20150416191 105 bak
ddos-mitigator-20150416191114.bak

= Ei it ey
ddos-mitigator-20150416191237 bak
ddos-mitigator-20150416191314.bak
ddos-mitigator-20150416192341 bak

\WIQCISDHBI‘JES:B bak

5

—
Download
—

Choose and download a backup File

Choose a file to upload
Choose File | No file chosen

If we want to upload or restore any files in to this list we can choose the file and upload it using
the upload & restore option.

Click onrChoose Fil®ption to select the file.
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HARPP

DASH! ] MANAGEMENT STATUS REPC

WhiteLists and BlackLists | Mitigator Actions | Systemwide Setiings | LNADS Config

User Settings | Report Settings

Backup Files

ddos-mitigator-20150416190847 bak
ddos-mitigator-20150416191040 bak
ddos-mitigator-20150416191048 bak
ddos-mitigator-20150416191105.bak
ddos-mitigator-20150416191114. bak
ddos-mitigator-20150416191128 bak
ddos-mitigator-20150416191137 bak
ddos-mitigator-20150416191204. bak
ddos-mitigator-20150416191237 bak
ddos-mitigator-20150416191314 bak
ddos-mitigator-20150416192341 bak
ddos-mitigator-20150416192833 bak

Choose a file to upload:

ose a backup file to upload. If itis already in the list,
it will be renamed by putting
“uploaded_" at the beginning of file name

Now browse to the location where your filelecated.
In the below screen, we have navigated to downloads folder and selectethdkdile.

Click orOpen

oY he files with the extension dfak onlycan be uploaded.

- Open
@ . | 4 » Computer ¢ Local Disk (C:) » Users

-1 ¢y | Seorn Downioads o
- Ml @

Organize « Mew folder

Il Mame Date modified Type Size

| »

4 Favorites

Bl Desktop 22 Beom_LAN_17.64.2_Windows_3217.612 22

013 10:48 AM  Application 28,827 KB

& Downloads ] Data stores 25/2/2014 5:05 PM Microsoft Office P... 650 KB |
1 Recent Places @_1 DDOS new document (1) 4/3/2014 8:35 AM Microsoft Office ... 6,552 KB
4] DDOS new document 4/3/2014 8:26 AM Microsoft Office ... 6,552 KB

m

= Libraries E __| ddos-mitigator-20140124095235.bak /2014 2:24 PM BAK File & KB
3 Documents ] docl /3/2014 9:42 AM Microsoft Office ... 12 KB
J‘- Music B DownloadManagerSetup 22/7/201310:23 AM  Application 688 KB
le=| Pictures
B Videos B

1M Computer
&L Local Disk ()
—a Local Disk (D) = =

File name: | ddos-mitigator-20140124095235 bak ~| [AnFiles -

| open |+] [ cance |

—_—— = S— y
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In the below screen you can find the file is selected.

Click onUpload & Restoreption to Upload the file in this list.

HARPP

DASHBOARD MANAGEMENT STATUS REPORTS

‘WhiteLists and BlackLists | Mitigator Actions | Systemwide Settings | LNADS Config User Settings | Report Settings

Backup Op

Backup Files

ddos-mitigator-20150416190847 bak
ddos-mitigator-20150416191040 bak
ddos-mitigalor-20150416191048 bak
ddos-mitigator-20150416191105 bak
ddos-mitigator-20150416191114 bak
ddos-mitigator-20150416191128 bak
ddos-mitigator-20150416191137 bak
ddos-mitigator-20150416191204 bak
ddos-mitigator-20150416191237 bak
ddos-mitigator-20150416191314 bak
ddos-mitigator-20150416192341 bak
ddos-mitigator-20150416192833 bak

Choose a file to upload:

\ Choose File fddos-mitiga... 195555.bak

Upload & Restore

Upload and restore a downloaded backup File. After
restore, you should reflesh page to see
ored configuration.

You can findhe selected file is successfully uploaded.

HARPP

DASHBOARD MANAGEMENT STATUS REPORTS

‘WhiteLists and BlackLists | Mitigator Actions | Systemwide Settings | LNADS Config | Backup User Settings | Report Setiings

Backup Operations

Backup Files

ddos-mitigator-20150416190847 bak
ddos-mitigator-20150416191040 bak
ddos-mitigator-20150416191048 bak
ddos-mitigator-20150416191105 bak
ddos-mitigator-20150416191114 bak
ddos-mitigator-20150416191128 bak
ddos-mitigator-20150416191137 bak
ddos-mitigator-20150416191204 bak
ddos-mitigator-20150416191237 bak
ddos-mitigator-20150416191314 bak
ddos-mitigator-20150416192341 bak
ddos-mitigator-20150416192833 bak

Choaose a file to upload:
Choose File | ddos-mitiga. 195555 bak

Upload & Restore

load and restore a downloaded backup file. After

paget
ored configuration.

1.3.5 LNADS Settings

For LNADS settings please refer sectighabris Network Anomaly Detection System)
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1.3.6. User Settings

User Settings tab consists of four fields, which are Add New
User, Change Current User Password, Modify User, Modify User
Information.

It enables us to add new user, changing Current User password,
Modifying Users which are existing and also Modifying User
Information.

HARPP

DASHBOARD MANAGEMENT STATUS REPORTS

WhiteLists and BlackLists | Mitigator Actions | Systemwide Settings | LMADS Config | Backup | User Settings | Repori Setlings

User Settings

Change Current User Password

Add New User Modify User
New User ID Select User abris
Cellphone
User ID No user selected
E-Mail Address
User cellphone number
Password

Confirm Password

New User Role

Read Only User

User E-mail address

New User Role

Read Only User

Adding New User

75

HARPP DDoS Mitigator




Administration Guide for Harpp DDoS Mitigator

Add New User

New User ID

Celiphone

E-Mail Address

Password

Confirm Password

Mew User Role

=)

NS

N

JIBEETS

]

ddosEMabrisnebworks. com

N

o]

AbrEidiEeE

Admin v @

Add New User

These are the inputs to add New User.

1 New User Type the New User ID
ID
2 Cell phone Give the mobile number
of the User
3 E- mail Give the E - mail Address
Address of the User
4 New User Type the Password of the
Password User
5 Confirm Retype the Password of
New User the user
Password
6 New User Select one of role of
Role the New User from the
drop down menu.

Admin role is selected for the new User. Click on

tab.
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Add New User

New User ID labins

Celiphone JIBEETS

E-Mail Address ddosHabrisnetworks.com
Pasowosd | smemes
Confirm Password Akrari e
New User Role Admin ¥ /
Add New User
Success tab appears Stating New User created successfully , click

on OK.

Mew user created successfully.

Change Current User Password

For changing Password of the User we find three fields.

Change Current User Password /
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These are the inputs to change current User Password.

1 Old Password Type the Old password of
the User
2 New Password Type the New  Password
3 Confirm New Confirm New Password
Password
Modify User

We can notice Users list under Modify User tab.
Select the User to Modify User Information.

.

Select User labris L

Modify User

User ID Tabris” Account info

User cellphone number 9986875
User E-mail address ddosflabrisnetworks.com
New User Role Admin v

After click on Select tab we can notice User details appearing

in the Modify User Information tab.

If necessary make changes to the User and click on Savetab to
apply changes made to the User.
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Modify User
Select User labris A
User D  labris’ Account info:
User cellphone number S9B6ETE
User E-mail address ddos@labdisnetworks. com
N r Role Admin v
| save user |

Success tab appears stating User Updated, click Ok.

User Updated.

A

4

Select the User and click on Delete tab.
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Modify User

Select User @A v
=

User ID Salih’ Account info

User celiphone number 9986875

User E-mail address salh ucpinas @ labrisnetworks. cor
New User Role Admin v
Success tab appears stating User account deleted, click on OK.

User account deleted.
L

1.3.7. ReportSettings
In Report Setting pane, we can configure contents of daily weekly and monthly reports separately.
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DASHBOARD MANAGEMENT STATUS REPORTS

WhiteLists and BlackLists | Mitigator Actions | Systemwide Settings | LNADS Config | Backup | User Settings | Report Settings | Metwork Settings

Report Settings

Report Contents Daily Weekly Monthly

Attacks e v v
Bandwidth 4 ' '
Client Count

CPU & Disk Usage

HTTP Requests 4 rd
White and Black Lists v v
FPS rd 4 d
Session Count v i o+

1.3.8 Network Settings
In Network Setting pane, we camodify working mode, netwrk details

DASHBOARD MANAGEMENT STATUS REPORTS

WhiteLists and BlackLists | Mitigator Actions | Systemwide Settings | LNADS Config | Backup | User Settings | Report Settings | Metwork Settings

Working Mode Network Detail

Working Mode Bridge v
Bridge Name Interfaces Bridge IP Bridge Netmask [+ ]
Bridge0 enp0s8,enp0s9

Working mode configuration here is same configuring with wizard. Choose working mode. If we choose
bridge mode, configure bridgetirfaces and click Next button.
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WhiteLists and BlackLists | Mitigator Actions | Systemwide Settings | LNADS Config | Backup | User Settings | Report Settings | Network Settings

Working Mode Network Detail

Default Gateway 192.168.0.1

Interface

enp0s3
enp0s8

enp0s9

Destination

e DNS Server 8.8.8.8
Type IP
Management v 192.168.0.17
External v
Internal v
Gateway Device

Choose Device v

Save Network Settings

Default Gateway This is default gateway 6fARPP

Netmask (+X:]

255.255.255.0

(1)

DNSServer:This is DNS to HARPP iide resolve severs such as mail server or N3é?ver.

Static routexcan be defined to a gateway or device or both. To add static route provide destination and
one or both of gateway and device.

1.4 Status

In Status section we can notice General and Graphs Information.

'YRSNI t N2PGSOGAZY

B2y Ss

[ A&l

2T It
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DASHBOARD MANAGEMENT STATUS REPORTS

General Statistics Protection Zone

Protection Zones: 1
Uptime: 1:36 1 user Blocked IP Adresses A

List All Blocked 1F°s Mo [P in Black List
EBlocked by LM.AD.S.

Blocked by Favarite Ports TCP Rate Limiting
EBlocked by Other TCP Rate Limiting

Blocked by HTTP TCP Rate Limiting

Elocked by HTTP GET / Flood Detection
Elocked by HTTP GET Generic Detection
Blocked by HTTP Header Anomaly Detection
Elocked by Trap Ports

Elocked by Black Listed Agent

1.4.1 General Stastics

In the below screen we can notice General statistics.
Information regarding Protection zone and U ptime is being
displayed in the below screen

General | Graphs |

General Statistics

Protection Zones: 1
Uptime: 1:33 1 user

1.4.2 Graphics
In Graphs section click on packets to view and analyze Graphical representation regarding
Packets information with different types of Interfaces.
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DASHBOARD MANAGEMENT STATUS REPORTS

General | Graphs |
Packet | Bandwidth | Session | HTTP | Clent | Cpu | Memory

enp0ss TOTAL enp0s9 TOTAL

ve K I, Interf; Period: 1 hour ype:Pack I, Interf; , Period: 1 hour
" .
- | M |
W | W |
¥ 1| ¥ 1]
@ | L3 1
o [ I ol 1
08: 10 08: 20 08: 30 08: 40 08:50 09:00 0B:10 0a8: 20 08: 30 08: 40 08:50 29: 00
0 Alert B Oota B Average 0 Alert H Oota B Average
ENPOSE IN ENPOSD IN

Type:Packet, Sensor:in, Interface:enp0s8, Period: 1 hour Type:Packet, Sensor:n, Interface:enp0s9, Period: 1 hour @

UUUUU LU L[“ Jl bl LA %J

0O Alert H Cata B Average 0O Alert H Cata B Average

Packets/s

Packets/s
o - "
1 . S
el LLLLL
p—
| EERS
= m—
— —
-
|
_—
B —

From the above Graphs we can notice below Points

1 | enp0s8 Total We can monitor the data transfer rate from
enp0s8 interface.

2 | enp0s9 Total We can monitor the data transfer rate from
enp0s9 interface.

3 | enp0s8 IN We can monitor the INPUT data transfer rate
from enp0s8 IN interface.

4 | enp0s9 IN We can monitor the INPUT data transfer rate
from igb4 IN interface.

Bandwidth
In Graphs section click on Bandwidth to view and analyze Graphical representation regarding

Bandwidth information with different types of Interfaces.
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General | Graphs |
Packet | Bandwidth | Session | HTTP | Client | Cpu | Memaory
enposs I enposs 1N
o Period: 1 hour dwidth of. Period: 1 hour

4nt saf

3a] 4n
- E
" 2w -
¥ 2 2n

im 1.

o e o820 o8- 40 08:50 o8- 00 a9:10 L : o: 30 o8: 40 08:50 o8- 00 0%:10

O alert H bata @ average O Alert H Data @ Average
enposs OUT enpss OUT
dth of, Period: 1 hour dth of, Period: 1 hour
1f 1
£ £ |
a a
£ £
o8 20 oa 30 o840 08130 o300 0310 o8 20 oa: 30 o8 40 0830 o300 0310
O Alert H Dota B Average O Alert H Dota B Average

In Graphs section click on Session to view and analyze Graphical representation regarding
Ses®n count.

General | Graphs |
Packet | Bandwidth | Session | HTTP | Client | Cpu | Memory

SESSION_COUNT

SESSI0ON COUNT GRAPH

200 1
4 |
c
=
‘3 1
£ 100 |
2 |
(%)
Ll
& |

o -
08: 20 08: 30 08 40

B Session Count

HTTP
In Graphs section click on HTTP to view and analyze Graphical representation regarding HTTP
information with different types of interfaces.
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General | Graphs |
Packet | Bandwidth | Session | HTTP | Client | Cpu | Memory
enposs GET
Type:Hitp, Sensor:Get, Interface:enp0sd, Period: 1 hour
1f

(L]
-
L]
7
=

w

=]
.

o 08 20 08: 30 0E: 40 G- 50 05 0d 0610 =

O Alert H Cota O Average

enposg POST
Type:Http, SensorPost, Interface:tenp0s9, Period: 1 hour
it

W

ey

®

o

&

Twm 08: 30 03 40 08: 50 a5 00 0810 =
O Alert H Cata B Average
Client

In Graphs section click onCligntview and analyze Graphical representation regarding Client
(ACK, DNS) information with different types of interfaces.
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General | Graphs |
Packet | Bandwidth | Session | HTTP | Client | Cpu | Memory
Enposs ACK enpos9 ACK
Type:Client, Sensor:hck, Interface:enp0s8, Period: 1 hour Type:Client, Sensor:ick, Interface:enp0s9, Period: 1 hour
1t 1f
" | " |
= =
W W
E E
< <
- -
C C
L 08: 20 0830 08: 40 08: 50 o9: 00 09:10 L 08:20 08: 30 08 40 o830 @900 09:10
0 Alert H Data @ Average 0 Alert H Data @ Average
enposs DNS enpos9 DNS
Type:Client, Sensor:Dns, Interface:enp0ss, Period: 1 hour Type:Client, Sensor:Dns, Interface:enp0s9, Period: 1 hour
1t 1%
" | " |
I I
E E
5 =
1] 1]
0820 o8:30 08 40 03:50 0900 09:10 08:20 o8:30 08 40 08:30 0900 09:10
O Alert H bata B Average O Alert H bata B Average

CPU

In Graphssection click on CPU to view and analyze Graphical representation regarding USER and
NICE, System, Interrupt, Idle Cformation.

General | Graphs |
Packet | Bandwidth | Session | HTTP | Client | Cpu | Memory
USER
Type:Cpu, Sensor:User, Period: 1 hour
sot
£ 40|
o |
o) (il
Z 111
5 20 |
hd |
g 10
Ly 08:20 08: 320 08: 40 08:50 09:00 09:10
0 Alert B Data @ Average
NICE
Type:Cpu, Sensor:Nice, Period: 1 hour
w0t
z |
© 30 |
o |
" |
| ﬂllll I
¢ I
< 10|
a |
0~ o H =
08: 20 08: 30 08: 40 08:%0 09:00 039:10
0 Alert H Data B Average
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SYSTEM
Type:Cpu, Sensor:System, Period: 1 hour
gt
E |
v
=}
-]
4
E
w
(T}
4
&
O alert H Cata B Average
INTERRUPT
Type:Cpu, Sensorinterrupt, Period: 1 hour
1t
E
o
=]
o)
E
o
2
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[
& »
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O Alert B Cata B Average
IDLE
Type:Cpu, Sensor:ldle, Period: 1 hour
]
w
o
-]
+
E
w
i
1
&
16:1a
0 Alert B Data B Average
Memory

In Graphs Section click on Memory to view and analyze Graphical representation regarding
ACTIVE, FREE and Cached Memory information.
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General | Graphs |
Packet | Bandwidth | Session | HTTP | Client | Cpu | Memory

ACTIVE

Type:Memory, Sensor:Active, Period: 1 hour

14k
12k
1.0k
08k
08k
0.4k
0.2k
e : : ; [ oG- 10

0d:- 20
O Alert H Data B Average

Hegabytes

FREE

Type:Memory, Sensor:Free, Period: 1 hour

Megabytes

o9:10

O alert B Data O Average

CACHED

Type:Memory, Sensar:Cached, Period: 1 hour

2k
&k
4k

Megabytes

2k
L 3 E B = 1e:10
0O Alert H Data B Average

1.5 Report Settings
Report Settings contains fields such as Report Contents

In which  we can choose a specific time period as Daily or Weekly
or Monthly for certain contents to generate reports accordingly.
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After selecting appropriate options click on Savetab .

HARPP

DASHBOARD MANAGEMENT STATUS REPORTS

WhiteLists and BlackLists | Mitigator Actions | Systemwide Settings | LNADS Config | Backup | UserSettings | Report Settings

Report Contents Daily Weekly Monthly
Attacks v v rd
Bandwidth v v i

Client Count

CPU Usage

HTTP Requests i rd
White and Black Lists v i
PPs i i rd
Session Count v v i

1.5.1Attacks

Under Reports Tab we can notice Attacks with the fields ID,
Interface, Attack Type, Duration, Start Date and Stop Date.

To search any specific Attack give the details of that
particular Attack in the specific fields and click on Search
tab.
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REPO!

Attacks | Logs | Reportlist | Instant Report

D | [interface ¥ | [Cattack Type ¥] [rowpuration | [migh puration | [pate stan |[ pate stop | I I

[1:] Interface Type Duration Stant End ‘Subattacks

& Extint SYNFloodDetect_AP 124 20/04/2015 20:13:34 20/04/2015 20:15:38 [ s¥NFloodDetect_aP_Extint_2015-04-20_z0:13:34 ¥ |m
] Extint SYNFloodDetect_AP 111 20/04/2015 20:11:43 20/04/2015 20:13:34 [ S¥NFloodDetect_aP_Extint_2015-04-20_20:11:43 ¥ |m
4 Extint SYNFloodDetect_AP 234 20/04/2015 20:11:41 20/04/2015 20:15:35 [ s¥NFloodoetect_aP_Ewtint_2015-04-20_z0:11:41 ¥ |m
3 Extint SYNFloodDetect_AP 34 20/04/2015 20:10:19 20/04/2015 20:10:53 [ s¥NFlcodoetect_aP_Extint_2015-04-20_zo:1o1 ¥ |m
2 Extint SYNFloodDetect_AP 34 20/04/2015 20:10:17 20/04/2015 20:10:51 [ sYNFloodDetect_AP_Extint_2015-04-20_20:00:17 ¥ |m
1 wlanllg Generic_Get_flood 2 20042015 18:33:57 20M04/2015 18:33:59 | Generic_Get_flood_vlan119_2015-04-20 18:33:57 ¥ |m

Click on Clear tab to clear all the fields in the Attacks
section.

Attacks | Logs | Reportlist | Instant Report

D | [interface ¥ | [Cattack Type ¥] [rowpuration | [migh puration | [pate stan |[ pate stop | I

[1+] Interface Type Duration Start End Subattacks

[ Extint SYNFloodDetect_AP 124 20/04/2015 20:13:34 20/04/2015 20:15:38 [ s¥NFlodoetect_aAr_Ewtint_2015-04-20_20:13:34 v |m
5 Extint SYNFloodDetect_AP 111 20/04/2015 20:11:43 20/04/2015 20:13:34 [ s¥NFlodDetect_AP_Eswtint_2015-04-20_20:11:43 v |m
1 Extint SYNFloodDetect_AP 234 20/04/2015 20:11:41 20/04/2015 20:15:35 [ S¥NFlodDetect_aAP_Ewtint_2015-04-20_20:11:41 v |m
3 Extint SYNFloodDetect_AP 34 20/04/2015 20:10:19 20/04/2015 20:10:53 [ sYNFlodDetect_ap_Extint_2015-04-20_20:10:19 v |m
z Extint SYNFloodDetect_AP 34 20/04/2015 20:10:17 20i04/2015 20:10:51 | SYNFloodDetect_AP_Extint_2015-04-20_20:10:17 ¥ | Show Info
1 wlanllg Generic_Get_flood 2 20i04/2015 18:33:57 20MD4/2015 18:33:59 | Generic_Get_flood_vian1l9_2015-04-20 18:33:57 v |m

| n the below screen, we can notice all the before entries in the
fields are clear.
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DASHBOARD MANAGEMENT STATUS REFPORTS

Attacks | Logs | Reportlist | Instant Report

ID | [merface v | [AnackType ¥] [Lowpuaton | [High Duration | [oate stan |[pate stop

[1+] Interface Type Duration Start End Subattacks

Select the particular field and click on Show Info  tab.

REPORTS

Altacks | Logs | Report List Instant Repor

m | | Intarface W I I Attack Typa v | | Low Duration | ||—|g|r| Duraton | lD.\If‘ Start ” Date Siop
5] Interface Type Duraticn Stant End Subattacks
[ Exting SYWRodDeect_AP 124 2042015 3001334 2042015 20015:36 | SyhFlpodDetect_AF_Exiini_2015-04-20_H0-13:34 v |m
Extint SYNFlcodDetee_AP 1 20i04/2015 20011:43 200042015 20:13:34 [EvnrlodDetecs AP _Pxunt_2015-04-20 2001143 ¥ |m
a Exting S¥NFlcadDetect_AP 234 20/04/2015 20:11:41 200412015 20:16:35 | s¥reFloodDetect AP Extine_2015-04-20_20-11:41 W |m
3 Extint SYNFicodDetec_AP 34 20/04/2015 20:10:19 20004/2015 20:10:53 [5¥MFloodDetect_AP_Extint_2015-04-20_20-10:19 ¥ |m
2 Exting SYNFRpodDeect_AP 34 20/04/2015 20010017 2000412015 20:10°51 | SYNFloodDetect AP_Exting_2015-04-20_20-10-17 m
.m-m E— ﬂ

Show Info tab appears displaying Attackers information such as
Attack type, IP and Alarm timing.

Show Info x

Generic_Get flood vlan119 2015-04-20 18:33:57

Attacker:
|— T |

Alarms:

[~]
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Click on Show IP Info tab.

Show Attacker IP Info ®

lagent|\Wget/1.11.4 Red Hat modified|
}Cnunt”ls |
Host | |
Fate ”95 |

|

pm |PGetMsi5un

It helps us to Download Evidence File and Pcap File Preview
Click on Pcap File Preview tab.

Show Info *®

Generic_Get_flood vlan119 2015-04-20 18:33:57

Attacker:
|— r |

Alarms:

[~]

Pcap File Preview tab appears displaying information regarding
the Attack.
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PCAP File Preview x

Fs
2815-84-28 18:33:48.535245 IP (tos @xB, ttl 64, id 8, offset @, flags [DF], proto TCP (6), length 68)
I 55154 - N Nttp: top @
axeeea 4568 983c 0008 4868 4806 e64a S5fee f3da E..<..@.8..3_..27
8x@818: c3f4 3e32 §03e 6658 T814 5028 42ac cTed ..>2.>.P..."B...
axea2e: aBB2 0@s5 54af BBE8 BZB4 85ba B402 BEOA D
8x@838: cfdb alza @ead 7fd7 8183 @387 Soo™cooooooc
2015-84-20 18:33:48.535664 IP (tos exe, ttl 64, id 8, offset @, flags [DF], proto TCP (6), length 52)
5151 > [ http: tcp @
BxEBEa 45688 9834 0008 4808 4BBE 652 S5Tfee f3sa E..4..98.8..R_..J7
Bx@818: c3f4 3e32 503e BE50 814 B02b 224e bBfd ..22.>.P...+"N..
axea2e: 86818 98s5 5493 86868 8181 @88a cfdb alza D
Ox@e36: 0887 9488 “na
NOAE Of @ 10T AR COANAA TN {fnr Owd =1 £E2 id gaon AFFrnr o Flame Fnril nArAars TR FSY Trmatrh aTml Té

1.5.2Logs

Under Reports tab, we can notice Logs with the fields ID, Attack
IP, Country, Attack Type, Block start date and Block end date.

REPORTS
Attacks | | Reportlist | Instant Report

| [s] | | Attacker IP | | Country | | Attack Type v Block Start | | Block End | :] D

[1+] Attacker IP Country Attack Type Block Start Block End

331 ] TR TCP Other 5¥N Rate Limiting 2015/04/22 13:52:25 2015/04/22 13:57:26
330 | ™ TCP HTTP S¥N Rate Limiting 2015/04/22 12:50:18 2015/04/22 12:55:19
329 I R TCP HTTP SYN Rate Limiting 2015/04/22 12:43:47 2015/04/22 12:48:48
328 — " TCP HTTP SYN Rate Limiting 2015/04/22 12:35:47 2015/04/22 12:40:47
327 | TR TCP HTTP SYN Rate Limiting 2015/04/22 12:35:16 2015/04/22 12:40:17
326 I ™ TCP HTTP S¥N Rate Limiting 2015/04/22 12:30:46 2015/04/22 12:35:47
325 L] TR TCP HTTP SYN Rate Limiting 2015/04/22 12:30:16 2015/04/22 12:35:16
324 I " TCP HTTP SYN Rate Limiting 2015/04/22 12:27:45 2015/04/22 12:32:46
323 | TR TCP HTTP S¥N Rate Limiting 2015/04/22 12:23:45 2015/04/22 12:28:46
322 | ] TR TCP HTTP S¥N Rate Limiting 2015/04/22 12:22:45 2015/04/22 12:27:45

To search any specific Log give the details of that particular
log in the specific fields and click on Search tab.
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REPORTS

Attacks | Reportlist | Instant Report
| [[s] | | Attacker IP | | Country | | Attack Type hd Block Start | | Block End | | | || |
[1+] Attacker IP Country Attack Type Block Start Block End
331 ] R TGP Other S¥N Rate Limiting 2015/04/22 13:52:25 2015/04/22 13:57:26 Block Reports
330 [ ] TR TCP HTTP S¥N Rate Limiting 2015/04/22 12:50:18 2015/04/22 12:55:19 Block Reports
329 I ™ TCP HTTP S¥N Rate Limiting 2015/04/22 12:43:47 2015/04/22 12:48:48
328 — ™ TCP HTTP S¥N Rate Limiting 2015/04/22 12:35:47 2015/04/22 12:40:47 Block Reports
327 | TR TCP HTTP S¥N Rate Limiting 2015/04/22 12:35:16 2015/04/22 12:40:17 Block Reports
326 I ™ TCP HTTP S¥N Rate Limiting 2015/04/22 12:30:46 2015/04/22 12:35:47 Block Reports
325 | TR TCP HTTP S¥N Rate Limiting 2015/04/22 12:30:16 2015/04/22 12:35:16 Block Reports
324 I ™ TCP HTTP S¥N Rate Limiting 2015/04/22 12:27:45 2015/04/22 12:32:46 Block Reports
323 | TR TCP HTTP SYN Rate Limiting 2015/04/22 12:23:45 2015/04/22 12:26:46 Block Reports
322 [ ] TR TCP HTTP SYN Rate Limiting 2015/04/22 12:22:45 2015/04/22 12:27:45 Block Reports

We can notice no logs available relate to our search criteria.

STATUS REPORTS

Attacks | Logs | Reportlist | Instant Report

[1s] i I | Atacker 1P |i |Country | I | Attack Type v | I Block Start | |Blnck End | | |. |
|| | l_

[1+] Attacker IP Country Attack Type Block Start Block End

Click on Clear tab to clear all the fields in the Log section.

DASHEOARD MANAGEMENT STATUS REPORTS

Attacks | Logs | Reportlist | Instant Report

[1s] | | Atacker 1P | | Country | | Attack Type v Block Start | | Block End | | || |

[1+] Attacker IP Country Attack Type Block Start Block End

| n the below screen, we can notice all the before entries in the
fields are clear.
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Attacks | Logs | Reportlist | Instant Report

o | [muecerr]| [coumy | [Auackree v T R ET T B <=vcii | cuea |
[1+] Attacker IP Country Attack Type Elock Start Block End
Select the particular log and click on Block Reports tab.

Attacks | Logs | Reportlist | Instant Report

o) | [pmackere ] [counry | [AmackType v Block Start |\Laluck End

[1+] Attacker IP Country Attack Type Block Start

2 | TR TCP Other SYN Rate Limiting 2015/04/20 19:10:44

1 L] TR Get Flood Generic 2015/04/20 18:34:00 2015/04/20 18:39:10

Block Log tab is appeared with the Log details such as Blocked
IP Number, Blocked IP Country, Blocked Start Time, Blocked End
Time and Remove Type.

1.5.3Report List

HARPP DDoS Mitigator 96




























































