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About Labris Networks Inc.

Since 2002, Labris Networks Inc. has been an R&D focused and rapidly-growing provider of network
security solutions through its globally-proven products. Labris ensures ultimate network security
through its extensive product line including Firewall/VPN, Web Security, E-Mail Security, Lawful
Interception and Availability Protection solutions on LABRIS UTM, Labris LOG and Harpp DDoS Mitigator
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appliances. Next-generation solutions are developed to detect, identify all kinds of real-time threats,
applications providing a smart shield against intrusions, viruses, spam, malware and availability attacks.

Labris products protect networks of all sizes with a variety of topologies and deployment scenarios.
Through Labris FLEX firmware options, the customers have privileges to get the security software they
need as well as extra modules such as Wireless Guest Authentication, Detailed Internet Reporting, Lawful
Interception and Logging. Having a customer-focused, future-oriented and flexible approach, Labris also
offers its state-of-the-art security software as a Cloud Service.

Having operations in a rapidly growing global network of more than 20 countries, Labris products protect
enterprises, brands, government entities, service providers and mission-critical infrastructures.

Labris with its worldwide partners is committed to the highest levels of customer satisfaction and loyalty,
providing the best after-sales support by the multilingual Global Support Center. Being one of the
Common Criteria EAL4+ certified security gateway brands in the world and rapidly growing global player,
Labris provides its customers the top-level security with optimum cost. Labris, headquartered in Ankara,
Turkey, has offices serving Europe, Middle East, North Africa, Caucasus and Southeast Asia.
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ST AT, R
About LABRIS LOG

Labris LOG ensures compliance to logging regulations and that network logs are kept without needing to
change the network topology. Labris LOG also keeps additional data like web access logs, which are not
enforced by the law, but provides an insight about the network and its security. But before using this
feature, do not forget to have your users sign an agreement by consulting your legal adviser which
informs that the network traffic is logged. Labris Networks does not accept any responsibility or liability
with regard to the usage of this product.

How to Purchase LABRIS LOG
To purchase LABRIS LOG, Visit - http://labrisnetworks.com/products/product/lbrlog-series

You can purchase through authorized distributors http://labrisnetworks.com/authorized-distributors/
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I T &, - YR S
LABRIS LOG Appliance Deployment Architecture

Labris LOG is designed to keep network logs and differently from many other products it does not need
any configuration changes in third party systems to sniff the network and get the logs. With this
capability it can also function as a sensor collecting network logs for SIEM product families.

Providing a logging and reporting structure for itself, Labris LOG also provides multiple methods for
retrieving logs from other third party systems and acts as log storage. Labris LOG product family is
categorized by network traffic size and log record count.

Plug And Play

Labris LOG is ready for operation when out of box. Logging settings are already configured. This way,
without the need of additional configuration changes, logging process starts immediately in bridge and
port mirroring modes.

For bridge mode, eth2 and eth3 ports comes configured on default. Sensor is active on eth2 port.

For mirror mode, after an ethernet cable is plugged to the eth2 port and the switch is configured for port
mirroring, logging process will start.
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Traffic sniffing and Logging Methods

Bridge Mode

In this configuration the device logs the needed data by intercepting the traffic on the cable. Usually the
cable connecting the network firewall to the switch is the cable where users' traffic flows, so Labris
LOG can be placed here between the switch and the firewall.

Firewall

Router
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Port mirror/Span port mode
This configuration uses the port mirroring capability on configurable switches. Switches provide methods
with the names “port mirror”, “port monitor” or “span port” which are used to transfer a copy of the
traffic on a port/ports to another listening port. With this way, a copy of the traffic from the uplink port
of a firewall/router is transferred to a listening port of the network switch and Labris LOG is connected

to this port of the switch.

Firewall

Managemen

t
Switch =,
>

S
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Router mode

In this configuration Labris LOG can take on the routing responsibility and easily log the traffic directed
to it. For example, in Wauth configurations, Labris LOG will log the Wauth traffic with this method.

External
Network

—e—

Router ’

)

-?1 -
= Labris

#Labris

Local Network

Server Segment

Logging with Syslog
With the de facto log sending and receiving protocol syslog, Labris LOG can receive the logs generated
by third party systems over TCP or UDP and store each of them in different storage locations.

Logging with SNMP
With the standard information sending and receiving protocol SNMP, Labris LOG can receive the logs
generated by third party systems and store each of them in different storage locations.

Receiving logs from Windows based systems via Labris Log Sender

With this method the logs are transferred to Labris LOG via the Labris Log Sender tool which is created
for Windows systems which do not support syslog. Labris Log Sender periodically checks for log files
under user defined folders and sends them. Thus it is possible to capture IS, Exchange, and Windows
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DHCP logs and send them to Labris LOG.

Connecting Appliance

Connect appliance to a management computer’s Ethernet interface. You can use a cross-over Ethernet
cable to connect directly or use straight-through Ethernet cable to connect through the hub or switch.
Both the cables are provided along with the appliance. Connect Ethernet cable one end to Labris LOG
device in ethO and other end to computer.

eLabris LOG Device will provide default IP address

Accessing the Web Admin Console
Labris Default Management Port = ethO/Port1/Net0/Mgt (first port to device)

Labris Default IP Address: 169.254.1.1
Labris Default Username: admin
Labris Default Password: labris

Connect your computer to the first port on the Labris and then open computer's network settings section
and assign IP address 169.254.1.2 and subnet 255.255.0.0. Open your browser and browse
https://169.254.1.1:81(Here IP address is the IP address of your device) to access LABRIS LOG Web Console
(GUI). Login page is displayed and you are prompted to enter login credentials. Use default username

andpassword to log on.

eLatest versions of Browsers like Internet Explorer or Mozilla Firefox are required
to access web Admin Console
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LRMS into the LABRIS LOG Appliance

LRMS — Labris Report and Monitoring Service

Once you set and install LABRIS LOG Appliance properly this is how you will login in to the LABRIS LOG
Appliance

It has a login screen as well as languages selection screen

These are the inputs for LABRIS LOG Login screen

Labns 1 | Username Type in your valid Default username.This username
NETWORKS is the one which you have given during the
Labris Central Authentication installation
Service - - -
2 | Password Type in your valid Default password. This password

is the one which you have given during the
installation.A good password is a mix of alphabets
, humericals , special characters with a minimum

Username:

Password: Iength of 8
3 | Warm Me Warm Me before logging me into other sites.
T (3 4 | Clear Clear all Input
a a [LoT 5 | Login Click on “Login” button to login to your appliance
6 | Languages Select your prefered language before logging into
e e T your appliance .Currently available languages are
e English and Turkish

ﬂ] English | Turkish

*You can also change your prefered language even after you login to the appliance
as shown in following image

Closed Windows

Network Inferfaces [ ] -
Mage Tt POWER
[ ]
<" strilethiathZethiatndatns Comsole ¥ Labris
T
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Understanding your landing page or home screen

In this section you will understand various sections of LABRIS LOG appliance’s home screen after the
initial login.

Labﬂs LBRLOG Detailed Logging and Reporting Series

NETWORKS

LBRLOG LOGVIEW LMC VISIBILITY WAUTH Helio, admin | [

#& Dashboard DaShbDard Closed Windows|
Wi Interface Statistics
> L Download Log Files System Information ] ] Network Interfaces [_] <]
‘& Repors Current Number of Users: 2 — P
) BEmmhems Hostname: logtest &
[ui] Scheduled Report Orders Labris Version 3.0 1-18.devel / ethtethisthasthiethdeths Consale L abris
A Attack Warnings System time: Oct 2, 2014 2:39:46 PM S
4 23 System Information Uptime: 0 days 3 hours 42 minutes
[ui] Load Average
[l Bandwidth Usage eth2
4 @ Web Reports a0
> ] Overview Reports Processor: || |
> [ul] Near Past Reports Memory: EI General Information Error Information
> [ii] Summary Reports Network Interface eth2 Dropped Packets(Receive) 1358
fa Z Mﬂy_R .?m Disk [ 0.0.00 Error Packets(Receive) 0
Ll fer ] Netmask 0.0.0.0 Dropped Packets(Transmit) [
i) Timechart Reports Link up Error Packets(Transmit) 0
g @ Detailed Listings Status Up Collided Packets(Transmit) ]
[4 32 IP-MAC Usage Reports Empty Bytes Received 742941866
i) Listing: IP-MAC Used Bytes Sent 4986077
1 | Page Header In this section, you will find links to Help and Logout. Notice the right hand top corner for Help and
Section Logout.
2 | Tab Section You can navigate to various sections such as Authentication, LMC, SSLVPNConfig and Reporting. In
additionto these you will also find options to change your preferred language.
3 | Main After the initial login, you will be landed on to yourLabris Security Gateway Software Dashboard.
Dashboard Main dashboard will show you SystemInformation and various historical & real time statistics.

On Dashboard, You will find widgets such as System Information, Network Interfaces, Resources,
Protection Informationand Signature Databases.

Dashboard Closed Windows
System Information [ %] Network Interfaces (-] %]
Current Number of Users: 1 .

[ POWER
Hostname: logtest
Labris Version: 3.0.1-18. devel .~  ethdethieth2eth3ethdeths Consale E.I'-“a-bi“li%
System time: Oct 2, 2014 2:52:28 PM
Uptime 0 days 3 hours 57 minutes
eth2
Processor: | |
General Information Error Information
Hmony: (— |
Network Interface eth2 Dropped Packets(Receive) 1433
Disk: P 0.0.00 Error Packets(Receive) 0
Netmask 0000 Dropped Packets(Transmit) o
Link Up Error Packets(Transmit) 0
Status Up Collided Packets(Transmit) 0
Empty Bytes Received 798767403
Used Bytes Sent 10217541
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1 | System Information | System Information field in the dashboard displays information on the No.of users , Host
Name , Labris Version , System Time and Uptime

2 | Resources Resources field displays information on resources(Processors , Memory , Disk) and their
utilization levels with diagrams which makes us to understand easily.

3 | Network Interfaces General Information field displays information like Ip Address , NetMask , Status and Error

Information. We can also find a chart which gives pictorical representation of the Ethernet
utilization.

How to delete / Enable widgets on the Main Dashboard
You can delete and redisplay these widgets on the main dashboard based on your need.

To delete the widget click on the “X” icon on each widget as show below.

Current Mumber of Users: 1

Hostname: logtest

Labris Version: 3.0.1-18.devel

System time: Oct 2, 2014 2:56:42 PM
Uptime: 0 days 4 hours 2 minutes

To re-display, you can always click on the <“Closed windows” > Choose the widget you would like to
see on Dashboard again.

Step1l: Click on the “Closed Windows”

0 ®

Help Logout

Hello, admin |
> Closed Windows

Step2: Select the widget again, which you would like to see on the main dashboard.

Closed Windows

Switch Services
System
Information
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Accessing LABRIS LOG through LMC
Click on LMC tab (Labris Management Console) from the Dashboard.

’n Lath LBRLOG Detailed Logging and Reporting Series

I NETWORHKS

LERLOG LOGVIEW LMC VISIBILITY WAUTH

o MC requires JAVA addon. While opening the LMC, you will be offered certifcate
and security related information. Please accept the information and proceed as
appropriate

After all the validation and verification, the following LMC screen appears.

[;nﬂ Labris Management Console - |[gx
Device File Edit Wiew About Help
4
" =
Bl Device List

Flease fill in the fields according to the device you want to connect:
IP 10.11.12.226
User Mame admin

Passward

S Advanced | | L Lagin

| Welcome to Labris... Labris Teknoloji

Now, we are ready to get connected to our appliance for further activities.
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Labris Management Console (LMC)
This is the default LMC interface we get when we connect to the Labris Management Console

4 Labris ManagementConsofe.
Device File Edit View About | 1
= -
el Device List z
-3

In Labris Management Console we will find three sections.

Section 1 Menu Tab Menu Tab is a horizontal strip that contains lists of
available menus
Section 2 Module Module Tab consists of three short cut icons for Change
view, Add module, Delete Module
Section 3 Server List Server List consists of list of servers added to LMC
Menu

A Menu Tab is a region of a screen or application interface where drop down menus are displayed. A
Menu tab is an integral graphical user interface (GUI) component in LMC.

In Menu Tab we will find Device, File Menu, Edit Menu, View Menu and About Menu.

Device File Edit View gbautl

T

@] Device List

Menu Tab
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Brief Summary about each of the parameters in Menu tab:

1 Device Device helps to manage the server with different options
File Menu offers commands for closing windows and exiting

2 File Menu the current program. It contains commands relating to the
handling of files, such as New, open, save, exit

3 Edit Menu Edit Menu consists of LMC options and Certificates. We can
manage Certificates by using this Menu

4 View Menu View Menu provides two different options like Sort and GUI
templates to view the content in different modes

5 About About Menu gives information about LMC

File Menu

File Menu enables us to connect to new LMC, Open a file, save a file and Exit from the LMC

Under File Menu we find the following options

1 | New This option enables to connect to the New LMC

2 | Open This option enables to open an existing document which
is located in the local machine

3 | Save This option enables to save the contents of a Files

4 | Exit This option enables to close and exit from the LMC

To open New Labris management console

1. Goto File>New
2. New Options helps us to connect to the New Labris Management Console (LMC).
When we click on New the following screen appears.

:" EaOnE N anaqemeniiEonsole

Qevicegdit View About
:
G

Open Al-O

= E:]D Save Alt-s

5@ — 4000

Exit ARE  Soement
& System
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Opening an existing file using LMC

1. Goto File>Open

2. Using Open option we can open an existing file in LMC

Epe -
Devicel File |Edit View About

B fen 1

= E:]D Save Ak-S
4000

Emt ARE  Saement
& System

3. Browse the path of the file, Select the File and click Ok

HORUSAVITE RTS8

Lookln: i Imc vil@||&lcr s m

Enter file name.  Testim

Files: LIC Modute List Files v

Saving the files in LMC

1. Go to File>Save

De ‘u’ICEI File |Edit View About

% Mew AN

Open At-O

= B0l save ms ]
= 4000

Exit AYE  Spement
= System

2. Using Save option we can save the files in LMC
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Exiting from LMC console

1. Go to File>Exit
2. When we click on Exit it prompts us with a message “Do you really want to exit?”
3. Click on “Yes” to exit, or click on “No” to remain in the same LMC

glildnagementl-onsale

Device Edit View About EXIL X
e M (
; - = 4 O Do you really want to exit?
Open At-C \$ 0 you really want to exit’

= E:]D Save Al-S

= A000
N ]

& System

Edit Menu
Edit Menu helps us to manage LMC options like change of Language (English & Turkish), settings etc.
Certificate details can also be viewed and managed from Edit Menu

Under Edit Menu we find the following options

1 | Options This option helps us manage LMC options
2 | Certificates This option helps us to View details and manage
certificates in LMC

Editing options in LMC

1. Go to Edit>Options
2. Using Options we can view settings and select interface language in LMC and click “Ok” to apply

settings.

1 | View settings View Settings consists of show button bar and
open module list on start. Choose appropriate
option

2 | Language This option enables us to choose preferred

options language either English or Turkish

3 | OK Select OK to apply the settings

4 | Cancel Select Cancel if we don’t want to apply these
settings

5 | Help Help options gives the related information
about LMC options. It provides online help.
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Device File Eiew About

% | Options  At0 |
[

Certificates AC [
=] Device List
=™ 10.11.12.221:4000
-??} Lser Management
E. System

LG OPLons X|

View Settings

+/| Show Button Bar

Open recent module list on start

Language Options

Interface Language English v
ish

=

\ 2 Cancel @& Help

Certificates details in LMC

1. Go to Edit>Certificates
2. When we click on “Certificates” the Certificate manager console gets opened, where we can
manage the Certificate using options like Delete, View Details, Close, Help

Device File View About
% Options Alt-Or
[

| Certificates Alt-C |'

=i Device List
= 10.11.12.221:4000
lﬂ‘* ser Management
E. System
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=

You have trusted to the following certificates

Certificate Name Subject (CN) Expires on
[78.188:50 48 statictinetcomtr labrs securlty.gateway Tue Nov2017:12231ST2018 |

3. If we want to view the certificate details click on “View Details”. A screen appears as below with all
necessary details of the certificate

1 Delete Delete options helps us to delete the
selected certificate from LMC

2 | Close Close option helps us to close the
Certificate manager window

3 | Help Help Options gives information about the
certificates and its related options

sentificale) ;{
Cerificate; 78.188.50 48 static.ttnet. com.ir

Subject
Mame: labris. security.gateway
Organization: Labris Teknoloji
Crganization Unit: RaD
Country: TR
State: AMK
Issuer
MName: labris.security. gateway
Organization: Labris Teknoloji
Organization Unit: Ral
Country: TR
State: AMK
Serial. d96e87T2D4667601

View Public Key CancelJl

1 | View public Key This option helps us to view the public key
2 | Cancel This option helps us to close the Certificate details window

25 Labris Networks



Administration Guide for Labris LOG
Version 3.4.2

View Menu

View Menu is one of the option in Menu Tab. View Menu helps us to view the contents in different
modes depending on the options available in LMC.

Under View Menu we find the following options

1 Sort This option helps to sort by server or
module

2 GUI Templates | This option helps to change the view of
LMC to Aero mode or MacWin mode

Sorting Labris management console

1. Go to View>Sort> By Server

Device File Edit About
<-. L |l Sort M| By Server Al-S
i

GUI Templates #| By Module At-M
= S8 Module
+ "‘i‘* Lser Management
+ E. System

2. When we sort By Module the view of the LMC appears as below

Device  File Edit View About

= 2 =

+- B8 Module

1. Go to View>Sort> BY Module
2. When we sort by module the view of the LMC changes as below

evice File Edit About
© L I Sart »| By Server Alt-S
e

=

= | GUI Templates P |By Module Al-M |

= B8 Module
+ "i\ User Management
+ .f.’. System
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View using GUI Templates option in Aero Mode

1. Go to View>GUI Templates> Aero
2. When we click on Aero the view of the LMC appears as below

5 | 0 R

NI MENLLONSOIE.

Device File Edit About
I
- | GUI Templates M Aero

+ &8 Module MacWin

View using GUI Templates option in MacWin Mode

1. Go to View>GUI Templates>MacWin
2. When we click on MacWin the view of the LMC appears as below

Lo AN JEMENELONSOIE.

Device File Editﬂbnut

LaliSlyl

I —
- | GUI Templates M Aero
+ S8 Module Mac\Win
Device Menu

Device Menu provides us with different options like Add, Remove, Connect, Disconnect server from
LMC. We can manage the server using the options in Device Menu

Under Device Menu we find the following options

1 Add Server This option helps to Add server to the LMC
2 Remove Server | This option helps us to Remove server from the LMC
3 Connect This option helps to Connect the server to the LMC
4 Disconnect This option helps to Disconnect the server from LMC
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Add Modules from Server Menu

To manage and configure the appliances we will add Server to the LMC.

1. Go to Device>Add server

“___ Eabnshanagemensonsole

[Device | File Edit View About
IAdd Server Alt-A

Remove Server AR

Connect Alt-C
Disconnect Alt-D

e We can even choose a short cut icon under Module to Add server

After clicking on the “Add Server”, you will see the “Add Devices from Server” menu.. Type in
the appropriate Default Username and Default Password and click on “Authenticate” button.
Notice & verify your appliance’s IP address in the “Add Devices from Server” menu and click on
the “Login” button as shown below

:_-l; Labris Management Console - x
Device File Edit View About Help
& "
=
84 Device List
Labris f;F)Jmuemeu! Cansole. x
Please fill in the fields according to the device you want to connect:
P 10.11.12.221

User Mame admin

Password |

& Advanced | I Login
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2. After successful authentication process, you will notice your new appliance appearing on

LMC’s Server list as shown in the following images.

AL S RS s M AT AU EMEN RGOS O1E
Device File Edit \Miew About Device File Edit Wiew shout
5 -
. = B:
=] Device List = i) Device List
+ = 10.11.12.226:4000 =9 10.11.12.226:4000
—",‘:*'} Lser Management
E System
| Metwork Settings
= Log Settinas
B Firewall
. IDsiPsS
B License
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User Management
User Management system providing administrators with the ability to effectively manage users on the

network. It is an authentication feature that provides administrators with the ability to identify and
control the state of users logged into the network.

It is not limited to, the ability to query and filter users that are currently logged into the network, but
also manually log out users, and control users login counts and login times.

b s ana e e R s

Device File Edit Wiew About

{_l "
3
= el Device List
= E 10.11.12.226:4000

‘:-’\ Lser Managm

£
System ]
&
| Metwark Settir Discannect

%. Log Settings Properties
BE Firewall
| IDSIPS
B License

—

Viewing Options in User Management

When we Right click on “User Management Tab” we find following options

1 | Connect It enables Users, Groups & WAUTH to connect
to the LMC

2 | Disconnect It enables Users, Groups & WAUTH to
disconnect from LMC

3 | Properties It helps us to view properties of User
Management in LMC

Users
Users Tab in LMC enables us to Add new User, Edit existing Users, Delete User in User Management

Section in LMC.

When we click on Users tab all the existing Users are displayed with fields User Name, Name Surname,
Source, Domain, Global and Note

Adding User
Add tab in user management helps us to Add a new user to the LMC Appliance
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Click on Add tab to add a New User

Iﬁlﬁroups WAUTH \
SelectAll| | | # Delete | | 7 Edit | oA Add | 2\, Filter
User Name MName Surname » Source Domain Global MNote
testuseri2 test labris slave v -
labris technologies labris slave sample £
sam sam labris slave L
zalih Salih Ucpinar labris slave v sample
useri labris labris slave v sample
sohale loak labris slave v sample user
honey hai labris slave L
fatihssl Fatih labris slave
atos Atos labris slave
FASREIAGR() FARE3I405]) lahii lave

1 UserName |sam ]

ZJdame Sumame |sam
3 IIFassword oo |

‘j’assmrd Again |reeeee

5 fDomain |slave -|

6
?J | Comment

/| SelectGroup |istpaz

H‘*—' oK Cancel

oo
1

These are the inputs for adding New User

1 | User Name Type the name of the new User
Name Type the Surname of the new User
Surname

3 | Password Type Password of the new User s

4 | Password Re type the same Password for confirmation
Again

5 | Domain By default Slave is being selected in Domain
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6 | Global It is deemed central management. In the case of the device is the
same as the firm’s global projects marking more than one user is
deemed to be used every time a user was created in the location is
achievable LOG device.

7 | Comment Type reason for the User creation (Optional)
8 | Select Group You can make a user, member of a group

Global, Comment and Select Group fields can be selected according to the User requirement and click
on OK to apply these settings.

Labpshetworkse B

Applying Changes...

Type the name of the User in the Filter Tab to check whether the user is added to the list or not. If the
user is not added click on Refresh button.

Uzzrz  Groups WAUTH \‘:.r
Select All # Delete 7 Edit 4P Add |san" | ~\ Filter I
User Name Mame Surname Source Domain Global MNote I
krbtat ad labtest.local v -
SEeven ad labtestlocal v =
fatin3 ad labtestlocal L
labris ad labtestlocal b
zalih Salih Ucpinar labris slave v sample
atos Atos labris slave
426834950 426834950 labris slave
administrator ad labtest.local v
guest ad labtest.local v
fatih ad labtestlocal v
test10 ad labtestlocal v
fatihss! Fatih labris slave
zalih ad labtest.local b
testuser22741 ad labtestlocal b
testuser22743 ad labtestlocal L
testuser22740 ad labtestlocal b
testuser22v4s ad labtestlocal v
testuser227v42 ad labtest.local v
testuser22747 ad labtest.local v
testuser22744 ad labtest.local v
testuser22749 ad labtestlocal v
testuser22746 ad labtestlocal v
testuser23298 ad labtestlocal v
testuser22748 ad labtest.local v
testuser13z22s ad labtest.local b =
\ @ Refresh
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Below screen appears stating that it takes some time to Refresh, click OK to continue the Refresh
process

.LE;H;EEJ— X
This will take some time depending on your user and group count, so it will run as a background process. Do you want to proceed 7

\ |
Cancel

After completing Refresh process type the name of the User in the Filter tab, then you can notice the
New User displaying in the User’s list

Iﬁl_Groups WAUTH
Select Al | # Delete 7 Edit 4P Add san'4 ., Filter
User Mame Mame Surname Source Domain Global MNote
\A salih Salih Ucpinar labris slave + sample
1= sam | sam | labriz | slave | |+ | |
7 usert ' labris ' labris ' slave [ [+ ' sample |
sohale loak labris slave ' sample user
labris technologies labris slave sample

Deleting User

Delete Tab in user management helps us to delete the user permanently from the LMC Appliance

Type the name of the User which you want to delete in the Filter tab, Select the User and click on

Delete Tab
Us=rs | Groups | WAUTH _\—\‘_
Select All & Delete || 7 Edit | | 4P Add Samplelser |2 Filter |
UserMame Mame Surname Source Damain Global Mote
Vi SampleUser ! Sample ! labris ! slave ! ™~ ! |

Then the below screen appears, Click OK to delete a User in User Management in LMC
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[P
@ Selected users will be deleted. Are you sure ?

\.e ‘ Cancel |

It takes some time to delete a User from User’s list

LS

Selected users are being deleted...

Below screen gives information that the selected User is deleted successfully. Click OK

[ |

@ Selected users are deleted successfully.

\ DK

Changing password / Editing User
Select a User from the User’s list and click on Edit Tab

| Uz2= ] Groups | WAUTH
Selectall| | | # Delgt?ﬂ _/ Edit | [ &2 Add 2\, Filter
User Name " Name Surname Source Domain Global MNote
krbtgt ad labtestlocal v -~
SEVEn ad labtestlocal v =
fatin3 ad labtestlocal v
labris ad labtestlocal v
E salih " salih Ucpinar labris [ slave [ E f sample |
= atos ' Atos [ labris ' slave ' = [ |
5426834950 5426834850 labris slave
administrator ad labtestlocal v
guest ad labtestlocal v

Edit option helps us to change the password of the existing User and edit the comment.
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Editdise: X

User Name salih

Name Surname |Salih Ucpinar

[P Password == 1
IPasswordAgain e 2
Domain v
v/ Global
[ Comment  sample| 3 |
-

_ Cancel

1 | Password Type new Password of the User

2 | Password Re Type new Password again for confirmation
Again

3 | Comment Type reason for the User creation (Optional)

Click OK to apply these settings.

DTN

Applying Changes...

Groups

Groups permit us to easily assign to all members of a group abilities in a space that are specified to that
Group. After creating a Group we are able to manage its membership by adding or deleting Users to
that Group. All the created Users may be a member of any Group with Guest abilities. We can have
same Users in multiple Groups.

Groups Tab in LMC enables us to Add New Group; Edit existing Groups, and Delete Groups in User
Management Section in LMC.

35 Labris Networks



Administration Guide for Labris LOG
Version 3.4.2

When we click on Groups Tab all the existing groups are displayed with the fields Group Name, Source,

Domain.
Users | WAUTH
Select All # Delete 7 Edit YA Add 2\, Filter
Group Mame Source Diomain
test1-1 ad labtestlocal -
dnsupdateproxy ad labtest.local =
cloneable domain controllers ad labtestlocal
enterprise read-only domain controllers ad labtest.local
dnsadmins ad labtestlocal
group policy creator owners ad labtest.local
domain guests ad labtest.local
domain users ad labtestlocal
domain admins ad labtestlocal
denied rodc password replication group ad labtest.local
Adding Group

Click on Add Tab to add New Group to the Groups in User Management

Users WAUTH \-_
Select Al 3 Delete | | 7 Edit | | {2 Add 2 Filter
Group Name Source Diomain
domain computers ad labtestlocal -
domain controllers ad labtestlocal =
schema admins ad labtestlocal
test ad labtestlocal
enterprise admins ad labtestlocal
cert publishers ad labtest local

Below screen appears with Group Name & Group Configuration.
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Group Mame

|Gr0up Name : |lbakUsers I |D0main: |slave 'VI

Group Configuration

All Users and Groups u Group Components 2 |
labris |12, Filter 3 | | |12 Fiter |

Mame Type Source Domain MName Type Source Domain
labris user ad labtestlocal o labris user ad labtestlocal
salih user labris slave honey user labris slave
atos user labris slave sam user labris slave
5426834950 user labris slave sohale user labris slave
fatihssl user labris slave 3
sam user labris slave
honey user labris slave
testuseriz user labris slave
user user labris slave
sohale user labris slave - ﬂ_
\ Cancel

Group Name consists of two fields Group Name & Domain.

1 Group Name | Type name of the New Group
Domain In this field slave is selected by default

Group Configuration consists of two fields All Users and Groups and Group Components.

1 All Users and | All the users and groups are displayed in this
Groups field
2 Group Users in specific Group are displayed in this
Components | field
3 3‘ Click this icon to add Users in to Group
Components
4 { Click this icon to delete Users from the
Group Components

Click OK to add New Group to the Group’s list.

It takes some time to apply changes.
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Applving Changes...

Type the New Group name in the Filter tab and click Refresh to find out the New Group in the Group’s
list is added or not.

Users | Grolins | WAUTH \“""'-5_
Select Al 5 Delete | | 7 Edit | | 47 Add [loakuzers] | 2 Fitter |
Group Name Source Diomain ‘
domain computers ad labtest.local -
domain controllers ad labtestlocal =
schema admins ad labtestlocal
testt ad labtestlocal
enterprise admins ad labtest.local
cert publishers ad labtest.local
test1-1 ad labtestlocal
dnsupdateproxy ad labtestlocal
cloneable domain controllers ad labtestlocal
enterprise read-only domain controllers ad labtest.local
dnsadmins ad labtest.local
group pelicy creator owners ad labtestlocal
domain guests ad labtestlocal
domain users ad labtestlocal
domain admins ad labtest.local
denied rodc password replication group ad labtestlocal
read-only domain controllers ad labtestlocal
ras and ias servers ad labtest.local
allowed rodc password replication group ad labtest.local
test2 ad labtestlocal
istpaz labris slave
testgroup3 ad labtestlocal
testgroup2 ad labtestlocal
testgroupd ad labtest.local
testgroup ad labtest local =
\ @ Refresh

Now you can notice the newly added Group in the Group’s list. Right click on the Group and select
Show Group.

Users | Sruuns WAUTH

Select Al 3¢ Delete | | 7 Edit | | 49 Add 2 Filter

Group Name Source « Domain

istpaz \ labris slave
loakUsers labris slave
- Show Group |
domain computers ad labtestlocal

|2

domain controllers ad labtestlocal
schema admins ad labtestlocal

test ad labtestlocal

" R L Leoda odl L

38 Labris Networks



Administration Guide for Labris LOG
Version 3.4.2

When you click on Show Group, Users in that group are displayed. Click OK to close the current tab.

Mame Type Source Domain
gam Luser labris slave
zohale user labris slave
honey user labris slave
labris user ad labtestlocal

OK

Deleting Group
Select the Group from the Group’s list and click on Delete Tab.

Users @ Srudus WAUTH

Select All |§£De|ete| 7 Edit | | 47 Add . Filter
/ Group Mame Source Domain

testgroup1079 ad labtest.local -
testgroup1078 ad labtest.local
testgroup2091 ad labtest.local
testgroup1077 ad labtest.local
testgroup1076 ad labtest.local
testgroup1946 ad labtest.local
loakUsers labris slave

NewsampleGroup labris slave
testgroup1865 ad labtestlocal

KN
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Warning screen is displayed; Click OK to delete a Group from the LMC.

[

@ Selected groups will be deleted. Are you sure 7

QK Cancel

Deleting process is in progress.

EINTOTHS

Selected groups are being deleted...

Below screen appears stating that the selected Group is deleted successfully & click OK to close the

current tab

Eo ]

@ Selected groups are deleted successfully.

\DK

Editing Group
Select the Group which you want to edit from the list and click on Edit Tab.

Users Sruuns WAUTH
Select All # Delete | [ P Edit] | <7 Add 2\, Filter
Group Mame Source = Domain
istpaz. labris slave -
[+] ' loakUsers ' labris ' slave I_E
= domain computers [ ad ' labtestlocal |
domain controllers ad labtestlocal
b o deoain = 1okt 11 1

Select the User from the Group components list and click on the icon 1to remove User from the Group

Components and click OK
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Select the User from All Users and Groups field and click on the icon 2 to add Users in to Group
Components list and click OK

[Editaromnp) X

Group Name

Group Name : |loaklUsers Domain : hd

Group Configuration

All Users and Groups Group Components
., Filter 2 I ., Filter

Mame Type Source Domain \ MName Type Source Domain
krbtgt user ad labtestlocal - sam user labris slave
seven user ad labtestlocal E honey user labris slave
fatih3 user ad labtestlocal labris \ user ad labtestlocal
labris user ad labtestlocal sohale user labris slave
salih user labris slave
atos user labris slave

5426834950 user labris slave

administrator user ad labtest.local ‘\
guest user ad labtestlocal 1 I
fatin user ad labtest.local -

Cancel

It takes some time to apply the changes.

Apphying Changes...

To notice changes made to the Group right click on the User and select Show Group

Users | Sruuns WAUTH

Select Al 3¢ Delete | | 7 Edit | | 49 Add 2 Filter

Group Mame Source - Domain
istpaz \ labris slave
loakUsers labris slave
- Show Group |
domain computers ad labtestlocal

|2

domain controllers ad labtestlocal
schema admins ad labtestlocal

test ad labtestlocal

R L Labi

"

Then information about Group Components is displayed and click OK to close the current tab.
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oz X

Mame Type Source Domain
5am Luser labris slave
honey user labris slave
labris Luser ad labtestlocal
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. & - I A
Wauth

WAuth is the module used for user authentication and guest authentication. WAuth is enabled by interface and
supports specific exceptions.

WAuth (Wireless Authentication) in LMC enables us to Add New WAuth Interface, Edit existing
WAuth Interface, and Delete WAuth Interface in User Management Section in LMC.

Your device configuration for WAUTH
First Step:

Add a separate Network for WAuth in the Network settings module. Select Network settings for
selected interface.

Choose the interface you want to choose for enabling WAuth.

|mimm]ﬁouting
Interfaces
Active Device Name Type IP
v tun0 Tunnel 10.8.3.1
v eth0 Ethernet 169.254.1.1
v eth1 OUTSIDE Ethernet 10.11.14.221
v eth2 INSIDE Ethernet 192.168.20.1
| V] eth3 WAUTH Ethernet 10.1.0.1 |
il ethd OUTSIDE2 Ethernet 10.11.12.231
v eth5 INSIDE2 Ethernet 192.168.168.1

e Edit Interface IP address or Name;

ENMELEIOPENIES:
se dynamic IP configuration

Static IP Configuration

Mame WALUTH
IP Address 10.1.0.1
Mask 255.255.255.0

Save ||| Apply ||| Cancel
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Second Step:

Create a DHCP Server for WAUTH;

Click for DHCP configuration.

Third Step:

Create a Network object in firewall for WAUTH host and Network WAUTH_Net. (For Creating Network
Object, please refer to Hosts under Network Objects section in Make a new Firewall object)

- B %
B Halp
‘ oy & Object @ Insert Fule B install Connections IP-MAC Matcher
s
] objects Ng. Source Destination Senice Action Schedule  QoS/Ban.. Applications Securl.. Options:

= 3 Network Objects

= Hosts

& § INSIDE
x NewHostsObject
QUTSIC nhﬂps
B o
1
[] %& eg:mae:e 1 EP WUTH_Net B any B pops @ accept [ Any B any Doy D any Fid
T rd B stp
i Standal
= (4 User Defined (@ HewSanicetroup DNS

# (§) Address Ranges
& g Object Groups
& Jp Users

+ [ Sendces

& [N DoS & DDos

+ @ QoSBandwidth

& [@n Schedule

# (@ apphcation Control
= [ Firewall

= B NewFirewallObject | [ Proparbas of WALTH Met (Hetmork

@ Glabal Policy g
& NAT Policy [gEidril]| Notes |

Fourth Step:

Add a policy (For Creating a new policy firewall object please refer to Labris Firewall Management)

& Policy ) Object © insert Rule B instan Connections IP-MAC Matcher
onfiguration NenFrenalObuct
] Objects No. Destination Service Action Schedule QoS/Ban... Applications Securi.. Options
= Network Objects -
= (§ Hosts
@ [ INSIDE
# B NewtHostsObject
e 8)

= & WAUTH
+ @ interfacel

B heeps
+ [ WebServer
= (J Ne ®

3 hep
1| P WAUTH Net |D Any B pop3 @accopt Dary Dany Dany  Dany Bl
one B smtp
® Standard

= Q User Defined @& NewseniceGroup_DNS

A

# @B Address Ranges
& @3 Object Groups =
. Users

* @) Sensaces

# @ DoS & DDoS

* @ QoS/Bandwidth
# @ Schedule

# @ Application Control
= Q Firewall
= [ NewFirewaliObject Propertas of WAUTH_Net (Network)

Global Policy 7= 3
 NAT Policy Fgulicrdl| Notes
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Fifth Step:

Enable Wauth for the selected interface by configuring in interface WAUTH tab in Firewall module.

= X
ut Help
‘ (= Policy & ovjeat & InsertRule P instanl Connections IP-MAC Matcher
oo O
ﬁ Objects Mo Source Destination Senice Action Schedule | QoS/Bandwidth Applications — Security Policy Options
i g :e“‘m”‘mlms 0 ™ any & ouTSIDE2 B SSLVPN @ Accept [ Any ™ any ™ any ™ Any oy
e3 envices
@) DoS & DDoS 1 & oursibE D any ™ any @ accept [ Any O any ™ any [ any =
#-El) QoS/Bandwidth B WAUTH
@) Schedule 121 nttps
& ) Application Control
= 4 Firewall m i
= B NewFirewallObject 2 R wautH__ [ Any & popz @ Accept [ Any ™ any ™ Any ™ Any =y
@B clobal Policy
@ NAT Palicy B smtp
s gtunn NewSenvice
- [ eth0
& eth1
- eth2
. |
Interface Policy
Internal Networks
IP-1 Froperties of eth3 (Firewsll Interface)
% 8 eths General | Settings Notesl WALITH |
WAUTH
Use 83L Connection
| Use Default Gateway IP
Listening IP Address:
~/ Apply + Cancel
Sixth Step:
Add a user for WAUTH.
Click for User Management.
Configuring WAUTH policy
Click on Add Tab to add Interface to the WAUTH in User Management.
Users | Groups |'-:H;1I_JT}I |_ 4
Select All % Delete || 7 Edit | <A Add |"( =, Filter
Mame IPMIP - Range / MAC ad... Interface Policy Statement State
Wa 10.0.0.1 eth0 Require Authentication Active
Wauthinterface 169.2541.2 eth0 Require Authentication |new Wauth interface to... Active
WALTH Interface 10.1.0.1 eth3 Require Authentication Active
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Below screen appears.

puthentication Policy] x
']
|Policy '@ Require Authentication| EJ Doesnt Require Authentication
[intertace etno(1so2541.1) 2 F T+
| Name |Wauthinterface1 4 r |
—
|Type IP Adress 5 r I'l
—F
| 1P adress |169.252.1.2 6l |
—
L
|Statement |new Wauth interface to the LMC 7 [ I

Cancel

These are the inputs for the Authentication Policy.

1 Active Enable this option to activate the interface

2 Policy Choose required Policy

3 Interface Choose interface from the drop down list

4 Name Type name of the Interface

5 Type Choose type of Interface from drop down list

6 IP Address Give the IP Address

7 Statement Type the Statement if any required (Optional)
Click Ok.

Notice Interface added to the WAUTH in the below screen.

Users  Groups |“:'J’}EUJ’} r_
Select All # Delete ./ Edit 4 Add '-\-_ Filter
MName IPIIP - Range ' MAC ad... Interface Palicy Statement State
Wa 10.0.01 etho Require Authentication Active
| Wadthinterface1 169.254.1.2 ' eth0 | Require Authentication new Wauth interface to... Active |'
I Wauthinterface?2 | 169.254.11 | eth0 | Require Authentication | | Active |
WAUTH Interface 10.1.01 etha Require Authentication Active

Deleting WAUTH policy
Select the Interface from the WAUTH list and click on Delete Tab
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Users | Groups | U/ H

Select All | # Delete ]D Edit | | 42 Add ~, Filter

MName & IPIIP - Range { MAC ad... Interface Palicy Statement State

Wa 10.0.01 eth0 Require Authentication Active

WALITH Interface 10.1.0.1 eth3 Require Authentication Active
Wauthinterface 16825412 eth Require Authentication 'new Wauth interface to... Active

| v wauthinterface2 169254 1.1 atho " Require Authentication | | Active

Warning screen is displayed, Click OK to delete the Interface

X

@ Selected rules will be deleted. Are you sure?

K l Cancel

Deleting process is in progress.

Selected users are being deleted. .

Below screen appears stating that Deleted successfully & click OK to close the current tab.
[F
@ Deleted successfully

Ok
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Editing WAUTH Policy

Select the Group which you want to edit from the list and click on Edit Tab.

Users | Groups _
Select All # Delete || 7 Edit | | ¢2 Add 2 Filter
Name IPIIP - Range ' MAC ad... Interface Palicy Statement State
w 192.168.0.1 etho Require Authentication Active
[ v wauthinterface1 169.254.0.1 ! ethl _ Require Authentication new WAuth interface in... Active |
WAUTH Interface | 10.1.0.1 ' eth3 | Require Authentication | ' Active |

We can edit any of the fields in the Authentication policy.

\Authentication|Policy; X

|F'0Iicy ® Require Authentication Doesn't Require Authentication

[ intertace leth3(10.1.0.1) '~ |

IName |Wauthinterface |

| Type IIFl Adress ' vI

| 1P Adress [169.254.0.1 |

IStatement Inews Wauth interface in User management section I
\* Gancel
Click Ok.
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Wauth Web Admin Portal

Lath LBRLOG Detailed Logging and Reporting Series

HETWORKS

LBRLOG LOGYIEW LMC LSRR WAUTH

Network Authentication System

Create User
Oinline Users
Al Users

Settings

Settings
Click on WAUTH tab from the dashboard and select Settings

Subnet Rules

Select Subnet Rules tab to view and change Subnet Rule specific settings. You can use subnet rules to
enable/disable specific settings for specific networks. To illustrate, your internal network may not offer any sign
up methods in Wauth Welcome screen but your guest network may offer TCKN Sign Up method. You can also
set how the login screen should look using for different networks (different Company Logo's etc.). Combined
with Access Control List (ACL) you can allow only specific users/groups to login from your internal network.

Note: Subnet independent configurations (like Hotel and AD configuration). Should be made on Default subnet
rule.

Subnet Rules - Adding New Subnet Rule
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Settings - Default

Setting Rule: Default 4 |
Q
Default

Subnetlist: 19.0.0.0/0.0.0.0

Subnet Rules - Editing Subnet Rule

Settings - subnet-based-rule 2
Setting Rule: | subnet-based-rule 2 v 1

General Ul ACL
Rule name: Isubnet-based-rule 2 | 2
Subnet list: |192.168.0.08,/255.255.255. 3
0

Ea) 4 Em s

1 Setting Rule Current subnet rule choice. This affects all configuration
data in all tabs (General, Ul, ACL)
Rule Name Welcome message is displayed in English
Subnet List Comma separated list of networks that this subnet rule
should apply to.
Save Save changes to subnet rule.
5 Delete Delete this subnet rule.
Warning: This also deletes all configuration choices for this
rule on other tabs (General, Ul, TCKN, SMS, ACL etc.)

Subnet Rules - Default
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Default subnet rule can't be deleted and its networks can't be edited. This ensures that if no other subnet rules
matches the user, Default subnet rule will be applied for user.

Settings - Default

Setting Rule: Default v

CETI O CN

Rule name: |Defau|t

Subnet list: 16.0.0.6/0.0.0.0

General Settings
Select General tab to view and change the General settings.

Authentication methods in WAUTH is configured in General tab.
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LSGS LOGVIEW Lmc LR WAUTH
Network Authentication System

Settings - Default

Setting Rule: Deatault

anling Users

all Users
a ul ACL TCKN Wauth

Senings

Welcome Messalel Sjcteme erlsiminiz kabul
edildi. Tarayicinizain
adres qubudunu 1
kullanarak gezintinlze
baglayabilirsiniz.

[ Welome message (ENJ: |[Your access to the
system 1s granted. By 2
using the address bar of
your browser, you can
now Start surfing.

| Local Authent Format: | - oo T 3 |
SMS Wauth: | peopie v 4 |
| Active Directary Autnens, 5
| Hotel Integrasan: oo 6 |
TC Idenfity NI Confimation: | = 7 |
Passport Wauth: a |
Agreement Enable/Disable: g
| RLLSUS R Show Agreement 10 |
| LR Sy Agreament (EN) ﬁ
[ Timeout Enable/Disable; # 12 ]
| Timeout Penod: 2—| [irinules) 13 |
| Aushentication TyBe: . | 14
Ingress Session Enable/Disable: : 115
Reterence Emalls/Domains: |
16
Reference Timeout (seconds): 7200 | 17
Smitp Server Address: —| 18 |
FT — 19 |
Smip Port: [ 20
Smip Username: | 21 |
Smip Password: 22
Smip Mail From: | 23
These are the inputs for the General Settings.
1 Welcome message Welcome message is displayed in Turkish
2 Welcome message (EN) Welcome message is displayed in English
3 Local Authent format Choose Authentication format from the drop down list
4 SMS Wauth We can enable or disable this option
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5 Active Directory Authent We can enable or disable this option
6 Hotel Integration We can enable or disable this option
7 TC Identity NVI We can enable or disable option
Confirmation
8 Passport Wauth We can enable or disable option
9 Agreement We can enable or disable this option
10 Agreement [TR] This option displays information regarding agreement in Turkish.
11 Agreement (EN) This option displays information regarding agreement in English
12 Time out We can enable or disable this option
13 Time period Mention time period in minutes
14 Authentication Type Choose Authentication type from the drop down list
15 Ingress session We can enable or disable this option
16 Reference We can add or delete reference emails/domains from this
Emails/Domains field
17 | Reference Timeout We can set reference email timeout (seconds)
18 | Smtp Server Address We can set smtp server address
19 | Smtp Mode We can choose smtp mode (TLS, SSL, Normal
20 | Smtp Port We can set port number for smtp protocol
21 Smtp Username We can set username for smtp server
22 | Smtp Password We can set password for smtp server
23 Smtp Mail From We can set mail from field in sent mail

Click on Save to save the changes

Settings of Hotel Authentication
Select Hotel tab
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Settings
General SMSWauth AD ul

| Default: [Defautt v | 1_|

2_' |H:|tel Meme: [HOTEL1 |

| Prosuct Type: [Fidelio (OracleDB) v (3]

4 |MF~C Address: (112233445580 |

:[E | Username Field Name: |

| Password Field Name: |

1£| | Mame Field Mame: |

| Suwname Field Mame: |

1_4_] | Departure Date: |

|Mac:hi"|e Port: | | 5_|
E;l | Resl Name: |DB_HU1EI ‘
|Hegl MName: [BE_Users | ?_l
3;| | Username: |dbac:mir' |
| Password: |-|-|--|--|-|--ll-l-l | | El
1
=
| Timeout: |.:| (min5]| 1£|

i

(et ]

Test
Save

These are the inputs for the Hotel Authentication.

1 Default Select User Group
2 Hotel Name Type the Name of the Hotel
3 Product type Choose product type
4 MAC Address Type MAC Address (optional)
5 Machine Port Type Machine port (optional)
6 Real Name Type the name of the Database
7 Real Name Type the name of the table (optional)
8 User Name Type the Username
9 Password Type the password
10 User Name Field Name Type Username Field Name (optional)
11 Password Field Name Type Password Field Name (optional)
12 Name Field Name Type Name of the Field Name (optional)
13 Surname Field Name Type Surname of the Field Name (optional)
14 Departure Date Departure Date (optional)
15 Timeout Timeout in minutes
16 Infinite timeout We can enable or disable this option
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‘ 17 ‘ Multiple Login ‘ We can enable or disable this option ‘

Click on Test tab to test the details and then select save to save the changes

Settings of SMS Authentication
Select SMS Authentication

These are the inputs for the SMS Authentication.
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Settings

General

| Defauit: [Defautt ]| 1|

[Acezunt Quets: 1240 (mins)| 2 |
| Account Expiration Date: [24 (hcuurs}| 3]
[Timecut [1240 (mirs) | | 4]
| Cust. Serv. Tel: [osanocoo00 | 5]
|Comp. Mobile*** : (5426534250 | 6 |

|CL-5'-- Serv. Email: |destek@labrisnatworks.c | H
|Curr'rr'u:-n Key EnablaDizable: IE‘ | ﬂ
| CH Option: Im‘ | ﬂ

|CK Perind: [1440 (mins) | 10|
|CD"n"nc-nKE§.r:|'_:— 2 | :l_]l
|CH Username: |1.e5t | H

|CH Password: [eess | | lﬂ
TC Identification: [zM3 ile kayit

olabilmek iginm ldtfen lﬂ
danigmadan ortak
anahtar: temin edinis.

TC Igentificstion: [Fox ragistering with

SM3, plea=s g=t the ]j
common key from
advi=oxry.

SM3 sending will be afforded by the [T]
| COMpPanmy™: |—| lﬂ

| Help page for M5 suthenticstion: ||:|| lﬂ

ITiT.E of M5 authentication help page: |Lg:|r5, MNetworks | :ﬂ
| Subdifle of SMS suthentication help [wauth A3 “retkilendirme | | 13
EadE.
Message of SME suthentication help Girisx igin Fullanica
PE0E |adys we =ifreniz wazx L Zﬂ

ize <b>Zifrem Var</b>
butonuna basip
bilgilerinisi girip
internette gezinmeye W
ha;layahili::sin.i.z bz

Remained Token*: O

"t anly corports and forgn sumbss (rembsn, wiich are not perestted o use Mobils Sul) SMS peyments wested 1o be sfiorded, B optcn whould nat
e chacied

F=When remened tohen w20 or 25, a0 SAS will be weed bo compsny mobie shose, which wil be sugsesting bo buy Sk,

=="A phoss number, hit o permeSed for Se use of Mobils Sule, which will be ussd tor Euying Sckena.

Fo s bokes purchesing Semesd, plesss chok hers

56 Labris Networks



Administration Guide for Labris LOG

Version 3.4.2

1 Default Select User Group

2 Account Quota Mention Account Quota

3 Account Expr. Date Mention Account expiration date

4 Timeout Mention Timeout Period

5 Cust. Serv. Tel Type Customer Service Telephone number

6 Comp. Mobile Type Company Mobile Name

7 Cust. Serv. Email Type Customer Service Email address

8 Common Key We can enable or disable Common Key

9 CK Option We can Automatic or Manuel Common Key
10 | CK Period Expiration time for common key

11 Common Key Mention Common Key

12 CK Username Type Common Key Username

13 CK Password Type Common Key Password

14 CK Instructions Common Key Instructions displayed in Turkish
15 CK Instructions (EN) Common Key Instructions displayed in English
16 SMS Enable or disable SMS sending.

17 Help Enable or disable Help page for SMS authentication
18 Title Title of SMS authentication help page

19 Subtitle Subtitle of SMS authentication help page

20 Message Message of SMS authentication help page

21 Buy Tokens Buy Tokens web page to open

22 Show Common Key Common Key web page to open

Click on Buy tokens and select Save to save the changes.

Active Directory Authentication
Labris LOG should be integrated with Active Directory before using Wauth AD Authentication mode.
Use this document’s NTLM Authentication AD Configuration part for this configuration. Follow the

steps below after integration:

Select AD (Active Directory tab)

Domain name and authenticating account information configuration is done in this tab.
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Settings
SMSWauth
| AD Domain Name: | | 1|
| Disate Group Name: [ | 2|
| AD Workgroup: | | 3|
| AD Group Name: | | ﬂ
| Timeout: | imurg}| 5]
| Infinite timecut: |IE‘I|| 6|
|ADQuu:da:| imurs}| H
y
| AD Expire After: | U‘our51 g
| Irifinite Expr Time: |IE|| lﬂ
Tost
Save

These are the inputs for Active directory Authentication.

1 AD Domain Name Type Active Directory Domain Name

2 Disable Group Name Choose this option to Disable Group Name

3 AD Work Group Type Active Directory Work Group Name

4 AD Group Name Type Active Directory Group Name

5 AD Timeout Mention Active Directory Timeout period

6 Infinite Timeout We can enable or disable this option

7 AD Quota Mention time period of Active Directory Quota

8 Infinite Quota We can enable or disable this option

9 AD Expire Date Mention time period of Active Directory Expire Date
10 Infinite Expr time We can enable or disable this option

User Interface Customization
Select Ul (Active Directory tab)

Ul tab is used for customization of guest and user welcome screens.
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Subnet Rules General

| Logo i Choose File | No file chosen ‘ | 1
|De|er.e Logo | 2
| Logo URL: | | | 3
| Background Image i Choose File | No file chosen ‘ | 4
|De|er.e Background Image | 5
Background Image Position Default | + | 6
Background Image Repetition Default | + 7
| Page Title | 8
|Page Title: | | (eng) | 9
Login Page Header
10
Login Page Header
11
- (eng)
Login Page Footer
12
z
Login Page Footer
13
= (eng)
|Usemame Caption: | | | 14
|Usemame Caption: | | (eng) | 15
|Password Caption: | || 16
|I'—‘assw0rd Caption: | | (eng) | 17
|Login Button Caption: | | | 18
|Login Button Caption: | | (eng) | 19
|Lngnut Button Caption: | | | 20
| Logout Button Caption: | | (eng) | 21
| Backgroud Color |FFFFFF | | 22
|Header.fFooter Font Color m | 23
| Page Title Background Color: [EEEEEE | | 24
| Page Title Font Color: [BED128 | | 25
Default Domain Choice w |y 2 6
\ J
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1 Logo Add a company logo
2 Delete Logo Delete default logo
3 Logo URL Add a company logo on the web
4 Background Image Add an image for background
5 Delete Background Image | Delete default background image
6 Background Image Select position for background image
Position
7 Background Image Select repetition for background image
Repetition
8 Page Title Page Title Instructions is displayed in Turkish
9 Page Title-Eng Page Title Instructions is displayed in English
10 Login Page Header Login Page Header Instructions is displayed in
Turkish
11 Login Page Header-Eng Login Page Header Instructions is displayed in
English
12 Login Page Footer Login Page Footer Instructions is displayed in
Turkish
13 Login Page Footer-Eng Login Page Footer Instructions is displayed in
English
14 Username Caption Username Instructions is displayed in Turkish
15 Username Caption-Eng Username Instructions is displayed in English
16 Password Caption Password Instructions is displayed in Turkish
17 Password Caption-Eng Password Instructions is displayed in English
18 Login Button Caption Login Button Caption Instructions is displayed in
Turkish
19 Login Button Caption-Eng | Login Button Caption Instructions is displayed in
English
20 Logout Button Caption Logout Button Caption Instructions is displayed in
Turkish
21 Logout Button Caption- Logout Button Caption Instructions is displayed in
Eng English
22 Background Color Select Background
23 Header/Footer Font Select Header/Footer font color
Color
24 | Page Title Background Select Page Title background color
Color
25 | Page Title Font Color Select Page Title font color
26 | Default Domain Choice | Select default domain choice for login screen

Turkish Citizen ID Number Authentication

Select TCKN Wauth tab (Turkish Citizen ID Number Tab)

You can set configuration options for Turkish Citizen ID Number authentication method in this tab.

60

Labris Networks



Administration Guide for Labris LOG
Version 3.4.2

Labns Labris Giivenlik A

NETWORKS

LSGS LOGVIEW LMC VISIBILITY BEING I SSLVPN AVAS

Network Authentication System
Create User

Online Users Setting Rule: Default
All Users
Subnet Rules General ul ACL
Settings
| Default Group: Default | » 1
Multiple Login: 2_ |
Infinite Quota: 3 J
[ Account Quota: 1440 (mins) 4__]
| Infinite Account: 5
‘ Timeout: 1440 (mins) 6 |
Account Expiration Date: 24 |(hours) T |
Cust Serv. Tel: 3122101490 | 8 |
| s |
| Relference Approval: @ 10|
‘ Request Mobil Number: 2 11
Use GSM Number for Username: @ 12 |
| Send Password With SMS: (¢ 13 |
[ Comman Key Enable/Disable: 14 ‘
‘ CK Opfion: [ ) somatic | v 15 ‘
| CK Petiod: | |tmins) 16 ]
| Common Key: [None 17 |
| CK Username: [Nope | 18 |
CK Password: [oes 1 19 |
CK Instructions: |Te No fle Kaylt
olablilmek 1q{n litfen 20
danismadan ortak
anahtari temin ediniz.
i
CK Instructions (EN): |For registering with Tc 21
No, please get the
common key Trom
advisory.
e
1 Default Group User signed up with this method will be a
member of this group
2 Multiple Login We can enable or disable option
3 Infinite Quota We can set enable or disable infinite quota
4 Account Quota We can set time quota for user
5 Infinite Account We can set enable or disable infinite account
time
6 Timeout We can set time for login time
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7 Account Expiration We cat set time to delete user account
Date

8 Cust. Serv. Tel Type customer service telephone number

9 Cust. Serv. Mail Type customer service mail

10 | Reference Approval We can enable or disable reference approval

11 | Request Mobile We can require user's gsm no with this field.
Number

12 | Use GSM Number for Checking this option will generate username
Username from gsm no (instead of TCKN)

13 | Send Password With Activating this will generate a random
SMS password for user and send it to user's mobile

phone.

14 | Common Key We can enable or disable common key
Disable/Enable configuration

15 | CK Option We can automatic or manual common key

16 | CK Period Expiration time for common key

17 Common Key Password Instructions is displayed in English

18 CK Username Type common key username

19 | CK Password Type common key password

20 | CKInstruction Common key instructions displayed in Turkish

21 | CK Instruction (EN) Common key instructions displayed in English

Passport Number Authentication

Select Passport Wauth tab (Turkish Citizen ID Number Tab)

You can set configuration options for Passport Number authentication method in this tab.
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Settings - Default

Setting Rule: Default

1

| Default Group: Default |

Multiple Login: 2 |

Infinite Quota: 3 |

Account Quota: (1440 (mins) 4 |

Infinite Account: 5 |
‘ Timeout: ,1440—|(min3) 6 ‘
| Account Expiration Date: (hours) 7 |
| Cust. Serv. Tel: 3122101430 | 8 J
| Cust. Serv. Email: [support@labrisnetworks.cof 9

‘ Reference Approval: & 10 |

| Request Mobil Number: (¢ 1 1 |

| Use GSM Mumber for Usemame: (¢ 12 ‘

‘ Send Password With SMS: (¢ 13 |

‘ Common Key Enable/Disable: 14 |

‘ CK Option: Automatic | ¥ 15 ‘

| CKPeod: [ |(mins) 16 ‘

‘ Comman Key: 'NOI‘IE—| 17 |

| K vsomane 18 |
| CK Password: (ses 19 |
CK Instructions: |pasaport numarasi ile 20
kayit olabilmek igin

litfen danismadan ortak
anahtari temin ediniz.

CK Instructions (EN): [For registering with
Passport Number, please 21
get the common key Trom

advisory.

Show Commen Key

Save

1 Default Group

User signed up with this method will be a
member of this group

2 Multiple Login We can enable or disable option
3 Infinite Quota We can set enable or disable infinite quota
4 Account Quota We can set time quota for user
5 Infinite Account We can set enable or disable infinite account
time
6 Timeout We can set time for login time
7 Account Expiration We cat set time to delete user account
Date

8 Cust. Serv. Tel

Type customer service telephone number

9 Cust. Serv. Mail

Type customer service mail

10 Reference Approval

We can enable or disable reference approval

11 Request Mobile
Number

We can require user's gsm no with this field.
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12 Use GSM Number for Checking this option will generate username
Username from gsm no (instead of TCKN)

13 | Send Password With Activating this will generate a random
SMS password for user and send it to user's mobile

phone.

14 | Common Key We can enable or disable common key
Disable/Enable configuration

15 | CK Option We can automatic or manual common key

16 | CK Period Expiration time for common key

17 Common Key Password Instructions is displayed in English

18 CK Username Type common key username

19 | CK Password Type common key password

20 | CKInstruction Common key instructions displayed in Turkish

21 | CK Instruction (EN) Common key instructions displayed in English

Access Control List
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Select which users/groups/ip's are allowed to (or not allowed to) login Wauth.

Subnet Rules General ul
IP Addresses:
4
Rule choice:
Only allow given IPs,users and groups
2 *' Deny given IPs,users and groups
Select Members: Members All Users
testuser3129@labristeknoalgji.com
testuser2754@labristeknoloji.com
3 testuser7a27@labrsteknoloji.com
testuser5861@labristeknoloji.com
testuser7071@labristeknoloji.com
testuserd161@labristeknoloji.com
testuser2547 @labristeknoaloji.com
testuserd7 28@labristeknoloji.com
testuser7669@labnsteknoloji.com
-
MNext »
Select Groups: Member Groups All Groups
testgroup98@labristeknoloji.com
4 testgroup78@labristeknoloji.com
testgroupg6@labristeknoloji.com
testgroup 70{@labristeknoloji.com
testgroup31@labristeknoloji.com
testgroupg6@labristeknoloji.com
testgroup29@labristeknoloji.com
hasanlar@u®
enterprise admins@labristeknoloji.com
-
MNext »

‘ 1 | Ip Addresses Comma separated list of ips
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2 Rule choice Allow or deny these ip's, users and groups
Select Members Choose users to apply this rule
4 Select Member Groups | Choose groups to apply this rule

Creating WAUTH User

User for WAUTH may be created in two ways. First is LMC. Local users can be created in LMC User
Management module and directly be used in Wauth. Second is Wauth web based simple management
screens. By Wauth web screen, one can create Wauth users.

Select WAUTH tab from the dash board and click on Create User tab

Create User

|U5'E'"E'""E: TestUser || H
| Diornain: lm | EJ
| @oue: [Demut v |3

|REEI| Mame: || ahris Test User || H

iration Date:
Expiration Date: 2014-D4-30 | Today E] ﬂ
v (120538 now ]

|Q.JI:I|:E [minj: | | ﬂ
|Inﬁ"|itequms: [ | ?J

|'l.-'IAC.~'-.ddrE55:Dp1jnnaI]: 112233445564| xl | EJ

| Allow Multiple Logins: | ] | 9|

Motes: [Lobzriz Tes=t Usez

9

Password: sessssss jﬂ-l

These are the inputs to Create User.

User Name Type name of the User

Domain Choose Domain Name

Group Select Group for User

Real Name Type Real Name of the User

Expiration Date Select Expiration Date and Time of the User
Quota Mention Quota

DN [W[IN|F=
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7 Infinite Quota We can enable or disable this option
8 MAC Address Type MAC Address (optional)
(optional)
9 Allow multiple Logins We can enable or disable this option
10 Notes Type any notes regarding User (optional)
11 Password Type Password of the User

Online Users
IP/MAC addresses and login time information is shown in Online Users screen. Also, this screen
provides a function to disconnect the user.

Online Users

Username Name Surname . Login Time Quota {min) Action

salih@slave | Salih Ucpinar 10.1.0.110 | bB:Ab:23:33:9%:13 | April 22, 2014, 10:52 2zm.  Unlimited

All Users ( User editing )
It is the screen that showing all users and information of users. Editing is easily done by clicking and
opening Edit User window.

Note: If a user is online and his account is deleted, the user will be disconnected.

All Users

Search Resulis

User Mame Real Name Account Expiration Date Expired In Creation Time MAC Address Multiple Login Quota {min) User Name Transaction

Sslin@slave | Salih Ucpinar | Unlimited Unlimitad | April 8, 2014, &:41 p.m. Active Unlimited minutes Local II
it

This edit window can also be used for just password changing without any account information editing.
If you do not touch any field other than password, no other information will be changed except for
password. In the same way, this editing window may be used for prolonging account lifetime.
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| Usemame: [Saiin@sizve || 1]

| Real Mame: |Salih Uepinar | | ZJ

Expiration Dste: o\ 000-0128 | Todsy | L) 5|

Time:|01:58:59 | Mow I:I

|u;~c Address{Optional): | | ﬂ

|Alnw Multiple Logins: E' | ﬂ

| Cluota: | | ﬂ
1
Motes: [zomes O==c ﬂ
| Password: IIIIIII'.I | y

1 User Name Show Username

2 Real Name Edit Real Name

3 Expiration Date Edit Expiration Date and Time of the User
4 MAC Address Edit MAC Address

5 Allow Multiple Login We can enable or disable this option

6 Quota Edit Mention Quota

7 Infinite Quota We can enable or disable this option

8 Notes Type any notes regarding User (optional)
9 Password Change User Password
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WAUTH Welcome Screen

The guest or user is expected to authenticate him/her to the system with given credential information
or credential information they get through SMS messages.

Also, the system provides function for authenticating users of Active Directory with their AD
credentials.

After account creation, user is expected to open an internet browser and will be welcomed with a
welcome screen. Guest or user should enter the credentials on this stage.

This welcome screen can be shown in different languages according to internet browser’s language
settings.

For obtaining passwords, please follow next parts of the document.
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! " !
A B AN
Sign In
) | 1
& 2
Domain:
us1 v 3
Reset Passworc ‘ :
6 |l~\eut'[ Pass Oflll Login 4
Sign Up 5
1 User Name Username Input
2 Password Password Input
3 Domain Select Domain Local or Domain Controller
4 Login Login Button
5 Obtain Password SMS Authentication Button
6 Reset Password Reset forgot password

Alternative Sign Up Methods
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Labris

W(IUlH

Sign In

Sign Up

T
T

B8 Passport Sign Up 3

1 SMS Sign Up Sign up using mobile number
TCKN Sign Up Sign up using your TC Identity Number
3 Passport Sign Up Sign Up using passport number

Login

Post-entry Screen
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©

WAUTH Network
Authentication System

Your access to the system is granted. By using
the address bar of your browser, you can now
start surfing.

Username salih
Mame Surname Salih Ucpinar
Expiration Date Unlimited

Logout ﬂ

Change Password

A

1 Logout Logout Button
Change Password Change Password Button

Change User Password
User can change his password with “Change Password” button and Change Password window shown.
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Change Password

}i:i urrent passworg

New password ﬂ

Al

Verify password ﬂ

Back

1 Current Password User Old Password
New Password User New Password
3 Verify Password New Password Again

Reset Password

Users who signed up with TCKN or Passport Number may reset their forgot passport.

Reset Password - Personal Info Validation Step

In this step, user provides the same information during sign up. This fields will be checked against the previous
information of user and if they match, user will be allowed to reset their password.
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L b .
s AL
e 1
e 2
B fE 5
E- 4
_ - 5
1 Name First Name
2 Surname Last Name
3 Year of Birth Year of birth
4 E-Mail Login Button
5 TC Identity Code TC Identity Number

Reset Password - Set new password step
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g U ULLE

Next

New Password

New password for user

2 Confirm Password

Confirm new password for user

Reset Password - Password Changed Screen

After completing all steps user will see the screen below.
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Labris

Password changed.

Click here to login with your new password.

SMS Sign Up
Click to “Obtain Password” button. If SMS authentication is disabled, obtain password choice will not be shown.
For enabling SMS authentication, enable SMS WAuth in WAuth General Settings tab.

GSM number and common key
Common key is a security solution for preventing unwanted guests to use the corporation’s Wi-Fi guest internet
access. This common key is enabled and set in SMSWauth screen. If CK is enabled, guest is wanted to enter it.
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o

WAUTH Network
Authentication System

Please enter your number in the box below for
network authenticating (ex: 5xx1234567 or
+6875554443322). After loggin in with the
username and password that will come to you
via SMS, you can start surfing.

Answer the SMS, which will come to you, as
'Evet".

R

@& Common Key

Continue
Back
Customer Services
Phone: 0500000000
E-Mail: destek@labrisnetworks.com
For registering with SMS, please get the commaon key from advisory.

1 Mobile Number Mobile Telephone Number
Common Key Company Common Key
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TCKN Sign Up

Users may sign up using their TC Identity Number. Validity of user-provided information (TC Identity Code,
Name, Surname, Year of Birth) is checked against the records.

Labris

I BN 1
;] 2
e 3
© 4
a 5
A 6
& 7
Back

Customer Services
Phone: 3122101490
E-Mail: support@|abrisnetworks.com

1 TC Identity Code TC Identity Number of user
2 Name Name of new user

3 Surname Surname of new user

4 Year of Birth Year of birth

5

Mobile Number Only visible if Request Mobile
Number is activated. Will be used
for sending password via sms if
Send Password with Sms is
activated.
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6 Reference Mail Mail of the person who will approve
this new user. This fields is visible if
Reference Approval is activated.
Reference mail should be one of the
mails or member of a domain
configured in General Settings-

>Reference Emails/Domains
7 Common Key We can fill common key

Passport Sign Up

Users may sign up using their Passport Number.
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Labris

sautii

2 | Passport Numbe 1
® | Name 2
o I 3
© | Year of Birth 4
0 | Mobile Number 5
A | Reference Ma 6
@ Common Key 7

Sign Up
Customer Services
Phone:
E-Mail:

1 TC ldentity Code TC Identity Number of user
2 Name Name of new user

3 Surname Surname of new user

4 Year of Birth Year of birth
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5 Mobile Number Only visible if Request Mobile
Number is activated. Will be used
for sending password via sms if
Send Password with Sms is
activated.
6 Reference Mail Mail of the person who will approve
this new user. This fields is visible if
Reference Approval is activated.
Reference mail should be one of the
mails or member of a domain
configured in General Settings-
>Reference Emails/Domains
7 Common Key We can fill common key

System
System Tab in the LMC provides us with different options like DHCP , DNS , Date / Time settings ,
Configuring backup’s , update , automatic updates, logs and general settings.
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4

I lI
Help

[

Device File Edit View About

% = om - TN

Login Mame Comment

= Device List . — S
=M 10.11.12.226:4000 1 admin Administrator administration account

# UsermManagement

Labris Management Console

Users

| Metwork Settings

& Log Settings DHCP

E'E.' Firenall Cached DNE Server
. IDEIPS

B License

Diagnostic Tools

System

Configuration Backup
Update

Automatic Update

Logs

DatefTime Settings
Console Access Settings
General Settings
Trusted Timestamping
Cettificate Management

uﬂ Reboot

(8] shutdown

Add || [ge Remove || ¥ Edit

=

| Lmc server address you are connected tois: 10.11.12.226 Lahriz Teknaloji

All the above mentioned options can be configured under System Module. When we are connected to

System Module below screen appears.

Users
In System Module on the right pane you can find Users tab in that click on Users
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Adding User

Click on Add Tab to add a New User in System Module.

x|

|Username:

'Systemu serl 1_r J

" Passward:

[Re-type:

e

IName:

|Uzert 4 F
—

|Cnmment:

Testlzer

—» | Add || cancel

_

These are the inputs for adding a New User

1 | Username

Type the name of the Username of the new User

Password | Type the Password of the new User
3 | Re-type Re-Type Password of the new User for
confirmation
4 | Name Type the Name of the new User

5 | Comment

Type reason for the User creation (Optional)

Below screen appears stating that User added successfully, click OK to close the current tab

[T E L]

@/ Jser added successfully

X

Ok

We can notice new User added in the User’s list of System Module

Users
Login Mame Comment
1 admin Administrator administration account
2 deneme deneme wauth deneme wauth
[2 SystemUser1 Usert Testlser |

83

Labris Networks




Administration Guide for Labris LOG
Version 3.4.2

Deleting User
Select User and click on Remove Tab to delete a User.

Users
Login Mame Comment
1 admin Administrator administration account
deneme deneme wauth deneme wauth
SystemUsert User Testlser
4 SampleUser User test |
|

add | | "4 Remove| | ‘¥ Edit

When the below screen appears, click Yes to remove User.

Hemove; x

@/ Samplelser Do you really want to remove user?

N\

Yes &[]

Alert screen appears displaying User removed successfully; click Ok to close the current tab.
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Px

@ SamplelUser User removed successfully!

\DK

Change Password / Editing User
Select the user from the list and click on Edit

Users

Login Mame Comment
1 admin Administrator administration account
2 deneme deneme wauth deneme wauth
3 SystemUser User TestUser |

“Gadd | | Sf Remove || 527 Edit

Viewing options in Edit User

1 | Module Displays all the Modules in LMC
Access level Displays access level of each Module
3 | Set Password | This option helps to Set Password to the User

Select the Module and choose Access level from the drop down menu as shown below

85 Labris Networks



Administration Guide for Labris LOG
Version 3.4.2

Ediplise) ;’

Lsername: |SystemUsert

Mame: Usert

Comment. |TestUser

1 — |
] 2
1™ Module | Access Level

T
jusers |read v .
system none \
iproute read 3
firewall write
VRN none
filter none
spam none

o
e P

3

Set Password Save Close

When we click on Set Password, below screen appears.

x|

2 |

=L St

I New Password.  esssssss

[Re-type password: [essssses

\l Set HCanceu

1 | New Password Type password of the User
Re-type Re-type Password of the User for
Password confirmation

Click on Set Tab to set New Password

Below screen appears stating that password is changed successfully, Click OK to close the current tab.
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SEW oI x

Click on Save Tab to save changes. @ Password changed successfully.

\ DK
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Username: |S'_.rstemUs.er1 |

Mame: |U5&r1 |

Comment |T&5tU5&r |

Module Access Level
Users read o
system read
iproute none
firewall nane
vpn none
filter nane
spam none
il Py i

N [E] e

When the below screen appears, click Ok.

Username: |5'_.-'5temUs.er1 |

Mame: |U5&r1 |

Click on Close Tab Comment |TestUser |

Modula Access Level
Lsers read =
system read
iproute none
firewall nanea
vpn none
filter nanea
spam none
o

Set Password
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DHCP
DHCP: DHCP stands for Dynamic Host Configuration Protocol

DHCP server provides IP address and other related configuration information like subnet mask and
default gateway to the host systems within a LAN network. For every computer it will provide unique IP
to identify the system.

By our configuration settings IP address will change certain period of time for the host systems

DHCP is useful in extremely larger networks where we want to centralize the IP management to reduce
human errors.

ISP (Internet Service Provider)

Usually ISP’s implement DHCP servers

DHCP is a server which assigns IPs automatically to the clients requested from a range of IPs.
IP leasing process:

1. DHCP discover: The client machine when turned on, broadcasts the network id, broadcast id and
MAC address on Network for discovering DHCP server.

2. Offer: The DHCP server listening to the request made by the client offers a pool of IP addresses to
the client machine.

3. Selection: The client machine on receiving the pool of IP address selects an IP and requests the
DHCP server to offer that IP.

4. Acknowledgement: The DHCP sends a confirmation about the allotment of the IP assigned to the
client as an acknowledgement.

5. IP lease: If the client machine is not restarted for 8 days, exactly after 4days the client machine
requests the DHCP server to extend the IP lease duration, on listening to this the DHCP server adds 8
more days for existing 4 days which is 12 days

If the client machine is restarted again the DHCP lease process takes place and again the client gets an
IP for 8 days.
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Select DHCP option under services.

LCUgIT NAITTE AUTTITTIETIU
admin Administrator administration account Users

1
2 deneme deneme wauth deneme wauth
3 SystemUsert User1 TestUser
4 Testadmin Testing For Demo
| Ly DHCP
Select DHCP | = Cached DNS Server

Select Server tab to view the DHCP server details like Name, Subnet, Router, Type and Status.

[_' Server: |_Leases List | DHCP Relay | Global Settings _

Server
Select Al £ Delete || .7 Edit || 42 Add 2. Filter Users
Mame SubnetMetmask Router Type Status
WAUTH_DHCP 10.1.0.0/255.255.255.0 10.1.0.1 Dynamic |Active Services
labtest 192.168.20.0/255 255 255.0  [192.168.20.1 Dynamic |Active Siice
Cached DNS Server

Click on Add to Add the New DHCP Server details.

|'-_'-:'=r:r'=r |_Leases List | DHCP Relay @ Global Settings

Server
Select All # Delete || 7 Edit /
Mame SubnetMetmask Router
WAUTH_DHCFP 10.1.0.0/255.255.255.0 101.01
labtest 192.168.20.0/255 255 2550 192.168.20.1

Make DHCP scope Active by enabling the Active checkbox. Select the type of the scope from the
options mentioned here. In this screen we selected Dynamic option. Also Enable Use interface’s IP
address as router check box.

1 | Scope Name | Type Scope name
Interface Select Interface from drop down menu
3 | IP Range Mention Scope
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Click on Add Tab to add an IP Range

dd Dhcp Scope.

Settings -

| Scope Name * [TestScope ]

Type Static Ipsec

| Interface * [tund - 10.8.3.1

IP adaress * [#]] Use intertace's 1P address as subnet

Netmask * |/24 (255 255 255.0) -

[ip Range * [10z3.10 [-Ti0.z.2.20 |I b add |
[1o.z210-10.53.80 ]| .7 Edit
# Delete

Router * * Use interface’s IP address as router

Continuation to the above screen, choose Lease Time &Maximum Lease Time from the scope and type
Domain Name, Click on Save Tab.

| Lease Time* |1440

I 5-144000 Minutes (100 Days)

[Maximum Lease Time * |2330

| 5-144000 Minutes (100 Days)

| Domain Name

[loak.com

OMs = lse router's IP address as DMNS
Primary DMS

Secondary DMNS

B save

-1@ Advanced Settings
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Saving changes is in progress.

Saving...

Below screen appears stating that Changes are saved and applied, click Ok to close the current tab.

m_x

@ Changes are saved and applied.

N[

We can notice from the list that the Server is added

Zzry=r | Leases List DHCP Relay | Global Settings
Server
Select All # Delete || 7 Edit | | 42 Add 2 Filter
Mame SubnetMetmask Router Type Status
WALUTH_DHCP 10.1.0.0/255.255.255.0 10.1.0.1 Dynamic |Active
labtast 192.168.20.0/255.255 255.0 192.168.201 Dynamic |Active
[ | TestScope 110.8.3.0/255.255.255.0 10.8.3.1 Dynamic Active
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If we want to Edit the IP Range, Select IP Range and click on Edit Tab, modify the contents and Click Ok
to apply changes

Add Dhcp Scope

Settings -

| Active Type ® Dynamic Static lpsec

Scope Name * |TestScope
Interface * |tun0-10.8.3.1 hd

IP Address * |+ Use interface’s IP address as subnet

Metmask* |/24 (255.255.255.0) -
Ip Range * (10.8.2.10 - |10.8.3.80 5 Add
[70:83.10-1083.80 | | _” Edit I
Edits » #% Delete

@/ l10.8.3.10 H10.2.3.50] |

H""‘"‘t- Cancel

Router ** |« Use interface's IP address as router

Select the Server from the list and click on Edit Tab.

Zzrydr | Leases List | DHCP Relay  Global Settings
Server ‘hﬁ'l"
Select All #% Delete 52 Add 2, Filter
Mame SubnetMetmask Raouter Type Status
WALTH_DHCP 10.1.0.0/255.255.255.0 10.1.0.1 Dynamic  |Active
labtast 192.168.20.0/255.255.255.0 192.168.20.1 Dynamic  |Active
I[\/' TestZcope 110.8.3.0/255.255 255.0 10831 Dynamic  Active I'

We can Edit Scope Name, Interface and IP Range in Edit DHCP Scope. At the same time we can even
Add, Edit, Delete IP Rangefrom the same tab.Select IP Range and click on Deleteto delete the entire
range.
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EEE 1_; lilit{j::.;tiu,‘):;i
Settings -

v | Active Type ® Dynamic Static Ipsec

Scope Mame * [TestScope

Interface * tun0-10.8.3.1 -

IP Address ® |« Use interface’s IP address as subnet

Metmask* |24 (255.255.255.0) -
Ip Range * [10.8.3.10 -[10.8.3.80 Y Add
l10.8.3.10-10.8.3.80 || ./ Edt

Router** |« Useinterface’s IP address as router
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Adding IP Reservation to DHCP scope

Edit Dhcp Scope x
Settings - IF Reservations
Select All # Delete | 7 Edit 2, Filter
| Active Type ®) Dynamic Static Ipsec
Mac Address IP Address Hostname Status
09:2c:ad:4d:13:a9 192.168.20.111 Testhost Active
Scope Name * |iabtest 08:00:27:97:0e:4b 192.168.20.117 labtest_1 Active
d4:be:d9:58:d9:a5 192168.20.118 lablest_2 Active
Interface * |eth2Z - 192.168.20.1 A
IP Address * |+#| Use interface’s IP address as subnet
Metmask* /24 (255.255.255.0) IP Reseryation Add X
(2) i
- 2
Io Range * ~ Mac.ﬁddress |4d:8c:3c12:c3:a0 | (30CI000010010000)

9 |[IP Address 192.168.20.111

I
[Hostname oaknost | ﬂ
Cancel

159218820 110-152 188 20120

Router**  |v| Use interface’s IP address as router

B save
Close
These are the inputs for adding IP Reservation
1 Active We can enable or disable this option
2 Mac Address Give Mac Address of the Host
3 IP Address Give the IP Address within the scope of DHCP server
4 Hostname Type the name of the Host

Click on Ok
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In the below screen we can notice IP Reservation added to the DHCP Server

Select All || | # Delete | _? Edit | 42 Add 2, Filter
| Active Type #) Dynamic Static Ipsec
Wac Address IP Address « Hostname Status
09:2c.a3:4d.13:29 192.168.20.111 Testhost Active
Scope Name® [abtest 4dBcei2esan 19218820112 loakhost Active |'|
08:00:27:97:08:40 192.168.20.117 labtest_1 Active
REeR e ot - 192.168.20.1 A d4:ne:d9:58:09:a5 192.168.20.118 |abtest_2 Active
IP Address = || Use interface’s IP address as subnet
Netmask* /24 (255.265.255.0) -
Ip Range * - o4 Add
182.168.20.110-182.168 20120 / Edit
A Delete
Router == | Use interface’s IP address as router
B save
Clase J
Editing IP Reservation
Select IP and click on Edit tab
We can edit all the fields in the Edit tab and click Ok
Edit Dhcp Scope x
Settings a IP Reservations
Select All # Delete 2 Filter
| Active Type ® Dynamic Static Ipsec
Mac Address IP Address & Hostname Status
09:2c:a3:4d:13:20 192.168.20.111 Testhost Active
Scope Name * [lsbtest v 4d:6ci3c12:cdal 192.168.20.112 loakhost Active ”
i} 108:00:27:97:0e:40 |192.168.20.117 llabtest_1 |Active
interface * |tn2 - 182.168.20.1 h 4-De:00:50:09:a5 192166.20.118 labtest_2 Active
IP Address *  |+| Use interface’s IP address as subnet
Netmask* |24 (255.255.255.0) x
(2)
Ip Range * ~ |MacAddress |4d:8c3c12:c3:a0 I(’O‘ )
|iP Address 19216820112 |
192.168.20.110-1%2.168.20.120 T
|Hnstname loakhost |
Cancel
Router** |+ Use interface’s IP address as router
B save
-
Close
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Deleting IP Reservation

Select the IP and click on

Delete tab, Click Ok to delete.

Edit Dhcp Scope
| Active Type ® Dynamic Static Ipsec setect Al mﬂ,}ﬂ‘m — S
Ilac Address P Address « Hostname Status
v 00:2c.a%4d:12:a0 192.168.20.111 Testhost Active
Scope Name * [labtest ™ |4d:6c3c12:c3:a0 192 168.20.112 |loakhost |Active
08:00:27:97:0e:4b 192.168.20.117 labtest_1 Active
SUEREEER ofhd - 162 162201 hd d4:be-d9:58:d9-:a5 192 168.20.118 labtest_2 Active
IP Address * & Use interface’s IP address as subnet
Netmask* |/24 (255.255.255.0) -
x
Ip Range * @ Selected records will be deleted. Are you sure ?
192.168.20.110-192.168.20.120 Cancel
#% Delete
Router** || Use interface’s IP address as router
E Save
Close
Below screen appears stating that selected records have been deleted. Click Ok to close the current
tab.
Info, x
@ Selected records have been deleted
Ok
Select the Server from the list and click on Delete Tab to delete the DHCP Server.
Zzruzr Leases List | DHCP Relay Global Settings
Server
Select All #¢ Delete || 7 Edit || 42 Add ~, Filter
Mame SubnetMetmask Raouter Type Status
WALTH_DHCP 10.1.0.0/255.255.255.0 10.1.01 Dynamic |Active
labtest 192 168.20.0/255.255 2550 192 168.20.1 Dynamic |Active
||\/' TestScope 10.8.3.0/255.255 255 0 10831 Dynamic  Active
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Deleting process is in progress.

Labris Teknoloji b4

Deleting...

When the below screen appears, click Ok.

X

@ Selected records will be deleted. Are you sure 7

\ Cancel

We can notice that the selected Server is deleted from the Servers list.

sizryer | Leases List | DHCP Relay Global Settings
Server
Select All # Delete ./ Edit 4 Add “-1-_ Filter
Mame SubnetMetmask Raouter Type Status
WALTH_DHCP 10.1.0.0/255. 255 255.0 10.1.01 Dynamic | Active
labtest 192.168.20.0/255.255.255.0 192 .168.20.1 Dynamic | Active
Lease list options
Select Lease List to display the details of DHCP Lease List.
Server | Lazz25 Lise ' DHCP Relay | Global Settings
DHCP Leases
Select All #% Delete | | 1 Add Reservation | |All - 2 Filter
IP Address & | Physical Address— Start Date End Date Hostname Lease Status
10.1.0.110 18:67:00:34:0e... 2013112818 2013 129-18.... (Unknown Free Off
19216820117 (080027970 | 2013M2NM 317 | 2013121417 |Unknown Free Off
192 168.20.118 |dd:be:d9:58:d9.... 20131210513 |2013M12/06-13.... |Unknown Free Off
192 168.20.119 |08:00:27.db:94. . 2013112519 |2013M11026-19:.... |Unknown Free Off
19216820120 |08:00:27:f.dfdc |2Z0M13M2M317.. 2013121417 |Unknown Free Off
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Choose IP Address and click on Add Reservation Tab.

Server

Lesigas Lise

DHCP Relay | Global Settings

DHCF Leases

Select All # Delete | o~ Add Reservation | Al - 2, Filter
IP Address «  Physical Address Start Date End Date Hostname Lease Status

10.1.0.110 18:67:00:34:0e.... |201311/28-18.... |201311/29-18:... |Unknown Free Off
192 168.20.117 |08:00:27:97:0e... 20131 2M3-17.... | 201312M4-17.... |Unknown Free Off
192.168.20.118 |d4:be:d9:58:d9:... |201312/05-13.... | 201312/06-13.... |Unknown Free Off
192 168.20.119 |08:00:27:db:94:.. |201311/25-19:... | 201311/26-19:... |Unknown Free Off

||¢' 192168.20.120 08:00:27-f:dfdc 2013M2M3-17... 2013M2M14-17-.. Unknown Free Off ||

Click Ok to Add reservation for the selected IP Address.
X
@ Selected records will be reserved. Are you sure 7
\ oK Cancel
Select the IP Address and click on delete tab to delete the selected lease list.

Server Lzzzz2z Ljsf | DHCP Relay | Global Settings

DHCP Leases

Select Al #¢ Delete || <7 Add Reservation | |All - ., Filter

|IP Address « | Physical Address Start Date End Date Hostname Lease Status

10.1.0.110 18:67:00:34:0e:.. |2013M11/28-18... [201311/29-18:... |Unknown Free Off
192 168. 20117 08:00:27:.97:0e.. 201321317 (2013121417 \Unknown Free Off
192 16820118 |dd:be:d®:58:d9: . |201312/05-13... [201312/06-13:... |Unknown Free Off
192 168.20.119 |08:00:27:.db:04:.. |201311/25-19:.. [201311/26-19:... |Unknown Free Off

[ v 19216820120 08:00:27::df4c 201312/13-17. 2013112114-17. Unknown Free Off

Click Ok to delete the selected lease list

x

@/ Selected records will be deleted. Are you sure ?

N

OK

Cancel
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DHCP Relay options

Select DHCP Relay and click on Add Tab.

Server | Leases List | DrlC¥ 2[5y | Global Settings

DHCF Relay
Select Al # Delete || 7 Edit || 42 Add] 2 Filter
Interface Sernver
Give the server IP Address and click OK.

[HHEE Relay- Edil »
@, Arabirim®  tun0-10.8.31 -

[ Sunucu IP Adresi®  |192.188.0.10 |

—| 0K | Cancel

We can notice that Server is added in the DHCP Relay.

Server  Leases List | LiFlC2 fafay] '_Gluhal Settings
DHCP Relay
Select All # Delete 7 Edit S Add f—"_ Filter

Interface Sernver
tun0 192 168.0.10

Select the Server and click on Edit Tab.

Server Leases List | LFCF 25y Global Settings

DHCF Relay
Select Al # Delete | |7 Edit|| <2 Add ., Filter

Interface Server
v tuno 192168.0.10
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Edit the Server IP Address and click OK.

mm_— %
@ Arabirim®*  tun0-"10.8.3.1 -

|Sunucu IP Adresi*  152.168.0.11| |

—_— Ok, Cancel

Select the Server and click on Delete Tab to delete server from the DHCP Relay.

Server | Leases List LT H=lsiy Global Settings

DHCP Relay
Select All #¢ Delete | o~ Edit || £ Add ~, Filter

Interface Sener
v un0 192.168.0.11 |

X

@ Selected records will be deleted. Are you sure 7

Ny

Ok Cancel

Click OK to delete the server from DHCP Relay.

Below screen appears stating that Selected Records have been deleted, click Ok to close the current
tab.

m_x

@ Selected records have been deleted

\DK
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Global Settings options

When we click on Global Settings, below screen appears.

From the IPSec VPN Server | Leases List | DHCP Relay |'Glui;'uf Sptiingey |

Interface d r‘op IPSec Settings

dOWﬂ “St select the Activate IPSec Server

IPSec VPM Interface eth3 - 10.1.0.1/255 255 2565.0 -

tun0 - 10.8.3.1/255.255 255.0 .
v Activate Advanced Parameliaing - 169.254.1.1/255.255.0.0

eth1-10.11.12.221/255 255 2550 [

Ethernet adapter.

192.168.0.10 eth2 -/ |~ Add
eth3 - 10.1.0.1/255 255 255.0
7 Edit
# Delete

Enable Activate Advanced Parameters, give the IP Address and click on Add and then Save.

Server | Leases List | DHCP Relay  Sluizl S=tiings

IPSec Settings
Activate IPSec Server

IPSec VPN Interface eth3 - 10.1.0.1/255.255.255.0 -

Activate Advanced Parameters

|192.1828.0.10 T
7 Edit
#% Delete
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Select the IP Address and click on Edit tab to edit IP Address.

Server | Leases List | DHCP Relay | Sluus) Szeins

|IFSec Settings
Activate IPSec Server

IPSecVPM Interface eth3 - 10.1.0.1/255.255.255.0 hd

v | Activate Advanced Parameters

182.188.0.10 £ add
[isz 88010 | | _7 Edit |
# Delete

Edit the IP Address and click OK.

Edif: x

@ [192.165.0.11] |
Cancel

Select the IP Address and click on Delete button to delete the IP Address.

Server Leases List | DHCP Relay | Slvuzl St

IPSec Settings
Activate IPSec Server

IPSecVPM Interface eth3 - 10.1.0.1/255.255.255.0 hd

v | Activate Advanced Parameters

192.168.0.10 4 Add
[192.158.0.11 || .7 Edt
52 Delete
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We can notice that IP Address is deleted, click on Save Tab to save the changes.

Server lLeases List | DHCP Relay  Silubsl Si=irings

IFSec Settings
Activate IPSec Server

IPSec VPHM Interface eth3-10.1.0.1/255 255 2550 -
| Activate Advanced Parameters
182 168.0.10 <P add
=~ Edit

£ Delete

N\

| B save I|

Below screen appears stating that Changes are saved. Click OK to close the current tab.

104 Labris Networks



Administration Guide for Labris LOG
Version 3.4.2

DNS

Domain Name System (DNS) is the name resolution protocol for TCP/IP networks, such as the

Interne. DNS translates Internet domain and host names to IP addresses. DNS automatically converts

the names we type in our Web browser address bar to the IP addresses of Web servers hosting those

sites.

DNS is that it serves as the "phone book" for the Internet by translating human-friendly computer

hostnames into IP addresses.

In System Module, right pane click on Services tab and select Cached DNS Server to manage DNS

Server.
Services
ha DHCFP
Cached DMS Server

Click to manage

System

In the DNS Server Management tab we find different
options like Local Subnet, Real DNS Servers. In the
Real DNS Servers give the IP Address of the DNS
server and click on Add.

ODMNS Server Management

Local Domain =-1 @

lLocal subnet: — ||
Add Delete Ypdate

Real DNS Server @ 2_'3

[ons server: [1z11231 |

8.6.6.8

Add Delete Hedgie

Service Mansgement S 3 F
Start Restart Stop | Status:RUMNMNING
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Viewing fields in DNS

1 | DNS Server In this we can Add, Delete, Update Local Domain
Management

2 | Real DNS Server | In this we can Add, Delete, Update DNS server

3 | Service In this we can Start, Restart, Stop DNS Server and it also displays status of the
Management DNS Server

In the below screen we can notice DNS Server is added.

Real DMNS Servers

OMS Server: 121.1.2.31
2.883
“_
Add Celete Ipdate

Service Management

Start | | Eestart Stop | Status:RUMMING

Real DMS Servers

Select the server and click on Start tab to start the DNS Server 124 1.2.31
services of DNS Server. 5388
[121.1.2.31 ||

Add Delete Update

ice Management

[Eestart Stop | Status: RUMNMNING

Below screen appears stating that DNS Service Started, click Ok to close the current tab.
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mm— x
@/ OMS Service Started!
\A | 0K

In the below screen we can notice the Status of the DNS his Lk s

Server is shown as Started. SsiElE 121.1.2.31
5888
121.1.2.31

Add Celete pdate

Service Management

Select the Server and click on Stop button to stop the
services of DNS Server.

Start BEestart Stop || Status: Started

Real ODNS Servers

DMNS Server: 121.1.2.31

B288

f121.1.2.31 | |
Add Delete Lpdate

Service Management

Start || Restart || Stop | Status: Started
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In the below screen we can notice the status of the DNS Server is shown as Stopped.

Real DNS Servers

OME Server: 121.1.2.31
5.8.88
121.1.2.31

Add Delete

Service Management

Start Restart Stop

\U pdate

Status: Stopped

Select the Server and click on Restart button to restart the Services of DNS Server.

Resl ODNS Servers
DS Server: 121.1.2.31

8888

[121.1.2.31

Add Delete
Service Ma %Ent

Start || Restart || Stop

pdate

Status: Stopped

Below screen appears stating that DNS Service Restarted, click OK to close the current tab.

Infio.

@/ DMS Senvice Restarted!

\

X
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Select the Server and click on Delete button to delete a DNS Server.

Real ONS Servers

DMNE Senver: 121.1.2.31
3838
fi21.1.2.31 '
|
In the below screen we can notice newly added DNS \\*_

Sever got deleted. add || Delete || Update

Service Management

Real DNS Servers
DNS Server: Start | | Restart Stop | Status:RUNMMIMNG

&.8.0.8

Add Delete pdate
Service Management

Start Restart Stop | Status: Started
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Diagnostic Tools

Several diagnostic tools are provided in LMC GUI. Sample tools and their uses in shown in the following
screenshots.

Diagnostic Tools

Ping

Hifig) | Trace Route Arp | MTR | DNS Resolver | Service Monitor
Ping
P arameters

Destination Address #* www.google.com

Count 2 b
Packetsize(bytes)

Parameters

Source interface ethl (192.168.0.76)| =

*Fequired ficlds Run

Output

PING www.google.com (173.194.39.244) from 192.163.0.76 ethl: 56(84) bytes of data.
64 bytes from sof01s02-in-f20.1e100.net (173.194.39.244): icmp_seg=1 ttl=49 time=57.3 ms
64 bytes from sof01s02-in-f20.1e100.net {173.194.39.244): icmp_seq=2 ttl=49 time=21.0 ms

--- www.gooagle.com ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1001ms
rtt minfava/max/mdev = 21.040/39.178/%7.317/18.139 ms

1 | Destination IP address, computer name or domain name to be tested.
Address

2 | Count Packet count to be sent during ping test.

3 | Packet Packet size (in bytes) to be used in ping test.
Size(bytes)

4 | Parameters Other ping parameters. (GNU/Linux ping parameters)

5 | Source Interface | Ping packets are sent to the destination over given interface.

6 | Run Test is started with given options.

7 | Output Test result.
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Trace Route

Ping | Tracz fouiz Arp | MTR | DNS Resolver | Service Monitor
Trace Route

Parameters

Destination Address * www.google. com
Parameters

Source interface Automatic selection |«

+| Do not resolve addresses to host names

#Fequired ficlds Run

Output

traceroute to www.google.com (173.194.39.243), 30 hops max, 40 bvte packets
192.168.0.1 0489 ms 0.348 ms 0.313 ms

10.2.0.1 0.858 ms 0.562 ms 0.614 ms

192.168.1.11 0.987 ms 1.100 ms 0.794 ms

37.202.55.129 5173 ms 4.486 ms 4.417 ms

37.202.55.97 4455 ms 6.157 ms 5.973 ms

37.202.55.66 5698 ms 6.469 ms 6.9832 ms

213.74.194.253 7.25%4 ms 7.057 ms 6.330 ms

10.36.2.222 12.234 ms 10.36.1.61 12.019 m= 10.36.1.49 11.804 ms
9 10.36.2.93 11.532 ms 11.140ms 10.764 ms

10 10.36.1.118 9.854 ms 8.862 ms 8.636 ms

11 72.14.242.230 23.275 ms 23.028 ms 22.850 ms

12 72.14.235. 7% 20,803 ms 22.841 ms 20407 ms

13 173.194.39.243 22.046 ms 22452 ms 18.838 ms

[ TR s T W IS A WV S

1 | Destination IP address, computer name or domain name to be tested.
Address
2 | Parameters Other traceroute parameters. (GNU/Linux traceroute parameters)

3 | Source Interface | Traceroute packets are sent to the destination over given interface. If
“Automatic selection” is chosen interface is determined using routing table.
4 | Do Note Resolve | Do not resolve hostname of routers on the path to destination host. (Disable

addresses to reverse lookup)

host names
5 | Run Test is started with given options.
6 | Output Test result.

111 Labris Networks



Administration Guide for Labris LOG

Version 3.4.2

Arp
Ping | Trace Route  :iru  MTR | DNS Resolver | Service Monitor

Arp
F aramesters

IP Address#*
Mac Address*

FParameters
Source interface ethl (192.1628.0.76)|*
#Jutput can be filtered ip address or mac address Run
Output
Address Hwtype HWaddress Flags Mask Iface
192.168.0.63 ether 08:00:27:53:86:d9 C ethl
192.168.0.157 ether 4c:72:b9:7c:55:69 C ethl
192.168.0.1 ether 00:90:0b:2f:a9:09 C ethl
Entries: 3 Skipped: 0 Found: 3

1 | IP address IP address to be filtered.

2 | Mac Address MAC address to be filtered.

3 | Parameters Other arp parameters. (GNU/Linux arp parameters)

4 | Source Interface | ARP listing is done on given interface.

5 | Run Test is started with given options.

6 | Output Test result.
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Mtr
Ping | Trace Route | Arp | 4Tif  DNS Resolver | Service Monitor
MTR.
Parameters
Destination Address * www.google. com
Packet Size (bytes) 20
Interval Between ICMP Echo Request(sec) 2
Ping Count {max 100) 5
Source interface Automatic selection |+
v Do not resolve addresses to host names
#Fequired ficlds Run
Output
Host Loss% Last Avg Best Wrst StDewv
192.168.0.1 0.0% 0.5 0.5 0.5 0.8 0.0
10.2.0.1 0.0% 0.5 0.5 0.5 0.8 0.1
162.168.1.11 0.0% 0.8 0.8 0.8 1.1 0.1
37.202.55.129 0.0% 5.7 4.9 4.2 5.7 1.1
37.202.55.97 0.0% 5.0 5.8 3.8 10.1 2.5
37.202.55.66 0.0% 4.5 5.3 4.5 8.8 2.0
213.74.194,253 0.0% 5.5 5.5 5.6 7.8 0.9
10.36.1.48 0.0% 13.8 13.0 9.8 18.2 3.4
10.36.2.93 0.0% 18.4 15.3 10.2 22.2 5.1
82,222.224.81 0.0% 9.5 146.2 9.5 41.1 13.9
7214242230 0.0% 20.3 23.0 18,4 33.0 5.0
72.14,235.79 0.0% 22,2 20,9 19.3 24.0 2.1
173.194,39,242 0.0% 23.4 20.8 18.4 23.4 2.0
1 | Destination Address IP address, computer name or domain name to be tested.
2 | Packet size (bytes) Packet size (in bytes) to be used in ping test.
3 | Interval Between ICMP echo | Pause in seconds between two consecutively sent packets.
request (sec)
4 | Ping Count (Max 100) Count of packets to be sent for testing. After all packets are sent and test is done
results are shown.
5 | Source Interface MTR packets are sent to the destination over given interface. If “Automatic
selection” is chosen interface is determined using routing table.
4 | Do Note Resolve addresses Do not resolve hostname of routers on the path to destination host. (Disable
to host names reverse lookup)
5 | Run Test is started with given options.
6 | Output Test result.
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DNS Resolver

Ping | Trace Route | Arp | MTR | Lils f=saly=r | Service Monitor
DMS Resaolwer

Farameters

Destination Address/IP * www.google.com

Query Over Specific Nameserver

Query Type DEFALULT -
#Fequired fields Run
Output

--DMNS Resolver Results--

www.google.com has address 173.194.39.241
www.google.com has address 173.194.39.242
www.google.com has address 173.194.39.243
www.google.com has address 173.194 .39 244
www.google.com has address 173.194.39.240
www.google.com has IPv6 address 2a00:1450:4017:801::1012

--Farwarder DNS Health Check--

checking 8.8.8.8 195.175.35.40 DMNS Servers; against test domains www. labristeknoloji. com www. google. o
DMS 8.8.8.8 positive

DMS 195.175.39.40 negative

1 | Destination Address / IP IP address, computer name or domain name to be tested.
2 | Query Over specific name Name resolution test is done on given name server.
server
3 | Query Type Name resolution test's query type. By default A record lookup is done for test.
5 | Run Test is started with given options.
6 | Output Test result. DNS Resolver Results: Result got from remote name server. Forwarder
DNS Health Check: Health status of the name servers defined in Labris Log device.
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Service Monitor
Running state of Labris services are show on the table below.

Ping | Trace Route | Arp | MTR | DNS Resolver | S=rulcz Loplliny

Service Monitor
Services
Antivirus
Directory Service
SMTP Scanner
LMC Management Service
Syslog Server
Web Filter
IPS Service
MTA Service
IMAP Service
POP3 Scanner
Databases
AD Integration Services

Web Management Services

A AR LA TLABREARRERE

Log Processor

‘ﬁ Refresh
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Configuration Backup / Restore
In System module, right pane selects Configuration Backup

System

Configuration Backup
Lpdate

Automatic Update

Logs

DatefTime Settings
Caonsole Access Settings
General Settings
Trusted Timestamping
Cedificate Management
hﬂ Reboot

@ Shutdown

According to user requirement choose any one of the radio button in the below screen and click on
Backup Tab to start the Backup process.

Choose Configuration radio button and click on Backup button.

Backup

Choose backup type:

® Configuration

Lser Settings
Permanent Logs

Cperational Logs

Metwork Logs \

Backup '
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Click on Save tab to save the file with file name.bak extension in your local machine as in the below
screenshot.

x|

~| [@ ][] [cx| N

Save In:

I Documents

J. Blustooth Exchange Folder Q T8.188.50.48 slatic_tinet.com.tr_oper
J. Camiasia Studio || T8.188.50 48 static_tinet com.tr_user
& uy Shapes
J. New Folder .
|, Snagt ) LaBRis 1.doc
L_| T8.188.50.45. static tinet comtr_2013-12-27_1125 bak 1] Labris xisx
BB 75.185.50.48.static.ttnet com.tr_auditiog_2013-12-27_1110.tar.gz
BB 75.185.50.48 static tinet com tr_networkiog_2013-12-27_1118 tar.gz

<« H i »

|Enter file name: |

Files:

Save [ Cancel

Creating Backup process for Configuration is in progress.

Ereating Bachip

Please wait...

Below screen appears stating that Backup saved at the chosen location in your hard drive, click OK to
close the current tab.

According to user requirement choose any one of the radio button in the below screen and click on
Restore to start restore process
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Choose Configuration and click on Restore button.

- Restore

Choose backup type:

® Configuration

| I User Settings \

Restore

Choose the backup file from the local machine and click OK to Restore Backup

x|

v| I'a|[a] }I'E'HTI‘

LookIn: | )| Documents

Ju Bluetooth Exchange Folder 3 TE.188.50.48. static tinet. com.ir_oper
J. Camiasia Studio || TE.188.50.48. static.tinel.com.Ir_user
& 1y shapes

Ju Hews Folder

9] LABRIS 1.doc
3] Labris xisx

BB 75.188.50.48 static tinet com.tr_networkiog_2013-12-27_1118.tar.g2

4 i @ »

| Enter file name:  78.188.50.48 static ttnet com.tr_2013-12-27_1125 bak |

Files: : -

Restoring Backup process for Configuration is in progress.

Restonng Backip

Please wait...
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Below screen appears stating that Backup restored, click OK to close the current tab.

lessage. x

Choose User Settings and click on Backup Tab

Backup

Choose backup type:

Configuration

@ User Settings

Permanent Logs
Operational Logs

Metwork Logs

N\

| Backup

Click on Save tab to save the file with file name.bak extension in your local machine as shown in the

below screen.

Save In Documents - || 4 || cF| e m

Bluetooth Exchange Folder
Camtasia Studio
&) My Shapes
New Folder
Snagit

®) LaBRIS 1.doc
i3] Labris xisx

| Enter file name: /81885048 stafic tinet.com tr_User-settings_2013-12-27_1053.bak |

Files " v

\ Cancel_J
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Creating Backup process for User Settings is in progress.

Please wait...

Below screen appears stating that Backup Saved, click OK to close the current tab.

Choose User Settings and click on Restore button.

- Restore:

Choose backup type:

) Configuration

? User Settings
estore

Choose the backup file from the local machine and click Ok to Restore Backup

||

v @& _#"E"'H‘IT

I') Documents

Look In:

J. Bluetooth Exchange Folder @ LABRIS 1.doc
J. Camtasia Studio 5«;_1', Labris xisx
2} My Shapes

b New Folder

. Snagi

4 ™ ! »
@terﬂle name: [78.188.50.48.stalic tinel com.ir_user-settings_2013-12-27_1053.bak |
Files: -

\ | Cam:elJ
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Restoring Backup process for User Settings is in progress.

Please wait...

Below screen appears stating that Backup restored, click OK to close the current tab.
@ Backup restored!

a0k

Choose Permanent Logs and click on Backup button.

Backup

Choose backup type:

Canfiguration

User Settings

® Permanent Logs

Operational Logs

Metwork Logs

Delete logs after backups \

Backup
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Click on Save tab to save the file with file name. tar.gz extension in your local machine at your chosen
location as shown below.

x|

Save In: |} Documents v | @@ || &) cF FEEN W

|, Bluetooth Exchange Folder ) LagRIs 1.doc
). Camiasia Studio f"i] Labris. xlsx

2 uy Shapes
Js New Folder
J. Snagit
L TB.188.50 48 siatictnal.comtr_user-sattings_2013-12-27_1053.bak

4 o i »

@terﬂle name. 76.168
Files: '

Creating Backup process for Permanent logs is in progress.

Ereating BacKip

Please wait...

Below screen appears stating that Backup Saved, click OK to close the current tab.
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Choose Operational Logs and click on Backup Tab

Backup

Choose backup type:

Canfiguration
Lser Settings

Permanent Logs

\® Operational Logs

Metwork Logs

Delete logs after backups

Backup

Click on Save tab to save the file with file name .tar.gz extension in your local machine to save the
operational logs as shown below.

Documents

; Bluetooth Exchange Folder

, Camiasia Studio -'3_] LABRIS 1.doc
& wy Shapes 3] Labris xisx

, Hew Folder -

, Snagit

BB 75.185.50.48 static. tinet com tr_auditiog_2013-12-27_1110.tar.gz
L TB.188.50 48 siatictnal.comtr_user-sattings_2013-12-27_1053.bak

{ | b
[Enter file name:_78.185.50.48 static tinet.com.tr_operiog_2013-12-27_1114.tar.gz ]
Files: - -

o iy
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Creating Backup process for Operational logs is in progress.

Please wait...

Below screen appears stating that Backup Saved, click OK to close the current tab.
@/ Backup saved.
‘4_ OK

Choose Network Logs and click on Backup Tab.

If we want to delete logs after completion of Backups process for each log, Check the Delete logs after
backups check box.

Backup

Choose backup type:

Configuration
Lser Settings
Permanent Logs

Operational Logs

(® Network Logs |

v Delete logs after han:l-:upsl

Backup
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Click on Save tab to save the file with file name .tar. gz extension in your local machine as shown

below.
Save In: | F| Documents - o || O | PEEN ==
) Bluetooth Exchange Folder
| Camtazia Studio
My Shapes W | aBRIS 1.doc
| Mew Folder ril] Labris. xl=x
J Snagit

E 78.188.50 48 static ttnet. com.tr_auditiog_2013-12-27_1110.tar.qz
E 78.188.50 48 static.ttnet. com.tr_operlog_2013-12-27_1114.tar.g=
L_| 78.188.50.48 static.ttnet. com.tr_user-settings_2013-12-27_1053.bak

4 111 »

[Enter file name: _ 78.188.50.48 static.tinet. com.tr_networkiog_2013-12-27_1118.tar.0z |

Files: * -

D e

]

Creating Backup process for Network logs is in progress.

Please wait...

Below screen appears stating that Backup Saved, click OK to close the current tab.

EEEEE x

@ Backup saved.
‘4. OK
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Factory settings

Click on Factory to roll back Labris LOG the default settings.

Factory Settings

Return to factory default configuration: \!.

Update
In System module, Right Pane under system tab click on update tab

System

Configuration Backup

| Update |
Automatic Update
Logs
DateTime Settings
Console Access Settinos
General Settinns
Trusted Timestamping
Cedificate Management

hﬂ Rehboot

@ Shutdown

Note — In the below screen if any package is pending for upgrade, please request from the service provider
using the mail id or call.

When we click on Update Tab, below screen appears, Package of the Server version and Signature has
to browsed from local machine and click Install

LUM packet Manager

Server Version 2.2.0

.

| “l, Package | ||| Browse |
I- * Signature | I|| Browse |
| Install |
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Automatic Update

In System Module, right pane under System Tab click on Automatic Update Tab to get Updated
automatically

System

Caonfiguration Backup
Lpdate

| Automatic Update |
Logs
DataiTime Settings
Console Access Settings
General Settinns
Trusted Timestamping
Cedificate Management

hﬂ Rehboot

@ Shutdowen
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Logs

In System Module, right pane under System Tab click on Logs to view Logs of LMC

System

Configuration Backup
Lpdate
Automatic Update

Logs

DateiTime Settings

General Settinns
Trusted Timestamping
Cedificate Management

hﬂ Rehoot

@ Shutdown

Console Access Settinns

Below screen appears displaying all the Log Types in LMC.

Select any required log from the Log Types then the related information is displayed in the right pane.

% LMC Log Viewer
Log Types wiew (30| ¥ | per page
Acress Logs # Log Messages (network)
1 Oct 2 15.59.06 2014 kernel. [18384.595455] RO ACCEPT IM=br0 QUT= PHY SiN=eth2 MAC=F{f{ff /{11 ff.00 800k 22:71.71.08:00 SRC=10.11.12.221 DET=10.11.12.255 LEN=211 TCOE=0x00 PREC=0ix| &
Administrative Logs 2 Oct 2 15:59.06 2014 kernel: [18364 594484]) RO ACCEPT IM=hrD OUT= PHY SIR=gthi2 MAC= FR00:90:0k: 2a: 71 7F.08:00 SRC=10.11.12.221 DST=10.11.12.255 LEM=76 TOS=0000 PREC=0:x01
3 et 2 15:59.06 2014 kernel: [18354.534230) RO ACCEPT Ih=hr0 OUT= PHYSI=ethZ MAC= £.00:90:0k: 24 71: 71, 08:00 SRC=10.11.12.221 DST=10.11.12.255 LEN=95 TOS=0:x00 PREC=0:0(
Dhep 4 (Dot 2 15:59:06 2014 kernel [18354 554211] RO ACCEPT IN=htD OUT= PHY SIk=eth2 MAC=T1 i1 f1 11500 80Ok 20 7171 08:00 SRC=10.1112 221 DST=1011.12 255 | FN=86 TOS=0:00 PREC=0:01
S Oct 2 15.59.06 2014 kernel. [18384.594158] RO ACCEPT IM=br0 OUT= PHY SiN=eth2 MAC=F{f{ffffff ff.00 800k 22 71.71.08:00 SRC=10.11.12.221 DET=10.11.12.255 LEN=08 TCS=0:00 PREC=0::01
Ftp ] Oct 2 15:59.06 2014 kernel: [18364.593910] RO ACCEPT IM=hrD OUT= PHY SIh=ethi2 MAC= FR00:90:0h: 2a: 71 7F.08:00 SRC=10.11.12.221 DST=10.11.12.255 LEM=95 TOS=0000 PREC=0:x01
7 ot 2 15:59:06 2014 kernel: [18354.593851] RO ACCEPT IM=htD OUT= PHY SIk=eth2 MAC=TL i1 f1 1R 1100: 900 0k: 25 71: 71 08:00 SRC=10.11.12221 DET=10.11.12.255 LEN=05 TOS=0x=00 PREC =001
|map g (0ot 2 15:59:06 2014 kernel [18354 555455] RO ACCEPT IN=hrD OUT= PHY SIk=eth2 MAC=f 1 ff:ff1f:00: 80 0b: 2a 71:71:.08:00 SRC=101112 221 DST=1011 .12 255 [ FN=211 TOS=0x00 PREC=01
a (0ot 2 1:5:59.06 2014 kernel. [18354 584484] RO ACCEPT IMN=hr0 OUT= PHY SIN=eth2 MAC=F1 1 f1 11 7100, 80:0b: 2a 1. 71, 08:00 SRC=1011.12.231 DET=1011.12.255 LEN=78 TCOE=0:00 PREC=0x01
L2tp 10 Oct 2 15:59.06 2014 kernel: [18364.594230) RO ACCEPT IM=hrD OUT= PHY SIR=ethi2 MAC= FR00:90:0h: 2a: 71 7F.08:00 SRC=10.11.12.221 DST=10.11.12.255 LEM=95 TOS=0000 PREC=0:x01
11 (Dot 2 15:59:06 2014 kernel [18354 554211] RO ACCEPT IN=htD OLIT= PHY SIk=gthi MAC=T1 i1 f1 8 1500 A0 Ok 2a 71710800 SRC=101112 221 DST=1011.12 255 | =06 TOS=0x00 PREC=0:01
ail LDQS 12 (0ot 2 15:58:06 2014 kernel [18354 534158] RO ACCEPT IN=hr0 OUT= PHY SIk=eth2 MAC=f 1 ff:ff1f:00: 80 Ob: 22 71:7108:00 SRC=101112 221 DET=1011 .12 255 | FN=86 TOS=0:00 PREC=0:01
13 (Oct 2 1:5:59:06 2014 kernel: [18364.593910]) RO ACCEPT IN=hr0 OUT= PHYSIN=gth2 MAC= F1.00:90:0k: 24 71: 7£.08:00 SRC=10.11.12.221 DST=10.11.12.255 LEN=85 TOS=0:=00 PREC=0:01
\) 7 7 Network Logs 14 et 2 15:59.06 2014 kernel: [18354.533551] RO ACCEPT IM=hrD OUT= PHYSIh=gthz MAC= £.00:90:0k: 24, 71: 7. 08:00 SRC=10.11.12.231 DST=1011.12.255 LEN=95 TOS=0:000 PREC=0u0t
= 15 (Dot 2 15:59:04 2014 kernel [18352 550071] RO ACCEPT IN=htD OUT= PHYSIk=gth2 MAC=T1 i1 f1 161500 A0 0k 20 7171 08:00 SRC=10.1112 221 DST=1011.12 255 [ FN=7& TOS=0x00 PREC=0:01
Operational Logs 16 0ct 2 15.59.04 2014 kernel. [18352.590051] RO ACCEPT IM=br0 QUT= PHY Sit=eth2 MAC=Ff{ 111100800k 22 71.71.08:00 SRC=10.11.12.221 DET=10.11.12.255 LEN=08 TCE=0:00 PREC=0::01
17 Oct 2 15:59.04 2014 kernel: [18382.589740) RO ACCEPT IM=hrD OUT= PHYSIM=eth2 MAC= F1.00:90:0k: 24 71:7F.08:00 SRC=10.11.12.221 DST=10.11.12.255 LEM=85 TOS=0000 PREC=0:x01
Pop3 18 ot 2 15:59.04 2014 kernel: [18352.589716] RO ACCEPT IM=htD OUT= PHY SIk=eth2 MAC=TE A f1 15 00: 900 0k: 250 71: 71 08:00 SRC=1011.12221 DET=10.11.12.255 LEN=0E& TOS=0x=00 PREC =001
13 (Dot 2 15:59:04 2014 kernel [18352 589395] RO ACCEPT IN=ht0 OUT= PHYSIk=eth MAC=T1 i1 f1 161500 A0 0k: 20 7171 08:00 SRC=101112 221 DST=1011.12 255 [ FN=86 TOS=0:00 PREC=0:01
Slave_dhcp 20 0ct 2 15.59.04 2014 kernel. [18352.589377] RO ACCEPT IM=br0 QUT= PHY SiN=th2 MAC=F{f {161 100800k 24 71.71.08:00 SRC=10.11.12.221 DET=10.11.12.255 LEN=08 TCS=0:00 PREC=0::01
- 21 0ot 2 15:59.02 2014 kernel: [18380.577114] RO ACCEPT IM=hrD OUT= PHY SIN=gth2 MAC= F1.00:90:0k: 24 71:7.08:00 SRC=10.11.12.221 DST=10.11.12.255 LEM=75 TOS=0000 PREC=0:x01
Salvon 22 (Dot 2 15:55:02 2014 kernel [18350 572254] RO ACCEPT IN=htD OUT= PHYSIk=eth MAC=T1 i1 f1 161500 A0 Ok 28 7171 0800 SRC=101112 221 DET=1011.12 255 | Fi=241 TOS=0x00 PREC=01
23 (Oct 2 15:59:02 2014 kernel: [183580.554090] RO ACCEPT IN=hrD OUT= PHY SIk=eth2 MAC=f i ff:ff:1f:00: A0 0b: 2 71:71:08:00 SRC=101112 221 DST=1011 12 255 [ FN=86 TOS=0:00 PREC=0:01
24 0ot 2 1:5:58.02 2014 kernel. [18350.554068) RO ACCEPT IMN=hrD OUT= PHY SIN=eth2 MAC=F1 I f1 11 7700, 80:0b: 2a 1. 71 08:00 SRC=1011.12221 DET=1011.12.255 LEN=86 TCE=0:00 PREC=0x01
25 Oct 2 15:59.02 2014 kernel: [18380.553706]) RO ACCEPT IM=hrD OUT= PHY SIM=eth2 MAC= F1.00:90:0k: 24 71:7.08:00 SRC=10.11.12.221 DST=10.11.12.255 LEM=85 TOS=0000 PREC=0:x01
26 (Dot 2 15:59:02 2014 kernel [18350 553655] RO ACCEPT IN=htD OUT= PHYSIk=eth2 MAC=T1 i1 f1 11500 80Ok 280 7171 08:00 SRC=101112 221 DST=1011.12 255 | =86 TOS=0:00 PREC=0x01
27 (Oct 2 15:58:02 2014 kernel: [183580 553332] RO ACCEPT IN=hr0 OUT= PHY SIk=eth2 MAC=f i ff:ff:ff:00: A0 0b: 22 71:71:08:00 SRC=101112 221 DET=1011 12 255 [ FN=86 TOS=0:00 PREC=0:01 =
4 4
GotoPage 1480 MNext

Different types of Logs in LMC.

1 | Access.log Log messages related to Access can be viewed

2 | Administrative Log messages related to Administrative can be viewed
3 | Dhcp Log messages related to Dhcp can be viewed

4 | Lpmac.log Log messages related to Lpmac can be viewed

5 L2tp Log messages related to L2tp can be viewed

6 Maillog Log messages related to Maillog can be viewed
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7 | Network log Log messages related to Network log can be viewed
8 | Operational Log messages related to Operational can be viewed
9 | SSLVPN Log messages related to SSLVPN can be viewed
10 | Wauth- Log messages related to Wauth-access can be viewed
access.log
11 | Slave_dhcp Log Messages Custom syslog dhcp logs.

Date / Time Settings
In System Module, right pane under System Tab click on Date/Time Settings.

System

Configuration Backup
Lpdate
Automatic Update
Laogs

| DatelTime Settings |
Console Access Settings
General Settings
Trusted Timestamping
Cedificate Management

hﬂ Reboot

@ Shutdowen

Below screen appears, set the date and time and click Save to save the Current Date/Time.

Cate/Time

Current Date/Time: 2012-12-20 13:;_4: Save

Console Access Settings
In System Module, right pane under System Tab click on Console Access Settings.

System

Configuration Backup
Lpdate
Automatic Update
Logs
DatelTime Settings

| Consale Access Settings |
General Settings
Trusted Timestamping
Cedificate Management

hﬂ Reboot

@ Shutdown
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Enable Block remote console access check box to block remote access for other users or desktops.

Conscle Access Blocking

Block remote console access

Click on Add Tab to add an IP/Network Address to Console Access Address.

Conscle Access Addresses

IPiMNetwork Address Metmask

169.254.1.2 255.255.255.255
0.0.0.0 0.0.0.0

10.11.12.10 255.255.255.255
10.11.12.28 255.255.255.255
10.1.0.110 255.255.255.255
169.254.1.10 255.255.255.255
192.168.0.100 255.255.255.255

N

L@ Edit | ™ Remave

Below screen appears

1
IPMetwork Address  [192.188.0.20 i |

| Netmask 1255 255 2550 2 "

[ Canc?

1 | IP/Network Address | Type IP/Network Address
Netmask Type Sub Netmask
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We can notice the IP/Network address in the Console Access Address

Console Access Addresses

IPiMetwork Address Metmask

169.254.1.2 255.255.255.255

0.0.00 0.0.0.0

10.11.12.10 255255255 255

10.11.12.28 255.255.255.255

10.1.0.110 255.255.255.255
1698.254.1.10 255.255.255.255
192.168.0.100 255.255.255.255
192.168.0.20 |265.255.255.0

AN

% pqd | ® Edit | ™ Remove

Select the IP/Network Address and click on Edit button.

Consocle Access Addresses

IPiMetwork Address MNetmask

169.254.1.2 255.255.255.255

0.0.0.0 0.0.0.0

10.11.12.10 255.255.255.255

10.11.12.28 255.255.255.255

10.1.0.110 255.255.255.255
169.254.1.10 255.255.255.255
192.168.0.100 255.255.255.255
192.168.0.20 1255 255 255 )

N\

¥ Add Edit || ™ Remove

= | =

We can Edit the IP/Network Address and click Apply.

IPMMetwork Address  |192.168.0.21|

Metmask 255.255.255.0

Apply [ Cancel
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We can notice the applied changes

Consocle Access Addresses

IPMMetwork Address Metmask
169.254.1.2 255.255.255.255
0.0.0.0 0.0.00
10111210 255.255.255.255
10111228 255255 255 255
10.1.0.110 255.255.255.255
169.254.1.10 255255 255 255
192.168.0.100 255.255.255.255
192 168.0.21 255256 26610

'\\

Select the IP/Network Address and click on Remove button, then it will be removed from the Console
Access Address.

Conscle Access Addresses

IPiNetwork Address Metmask

169.254.1.2 255.255 255255

0.0.0.0 0.0.0.0

10.11.12.10 255.255 255255

10.11.12.28 255.255.255 255

10.1.0.110 255.255 255255
169.254.1.10 255.255.255 255

192 168.0.100 255.255 255255
192.168.0.21 255.255.255.0

N\

s W
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General Settings

In System Module, right pane under System Tab click on General Settings.

System

Configuration Backup
Lpdate

Automatic Update

Logs

DatefTime Settings
Console Access Settings
General Settings |
Trusted Timestamping
Cedificate Management

.ﬂ Reboot

@ Shutdown

Below screen will appear displaying Hostname, Internal network hostname/IP address, and
Notification mail address.

Hostname
[Hostname 'slave |
Save
Web Access Address
Internal network hostname/IP address  |localhost localdomain
Save
Systemn Monitor Settings
Matification mail addresses [norephy@labrizteknoloji.com
Save
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Trusted Time Stamp
In System Module, right pane under System tab select Trusted Time stamping

System

Configuration Backup
Lpdate

Automatic Update

Logs

DatefTime Settings
Caonsole Access Settings
General Settings

Trusted Timestamping |
Cedificate Management
hﬂ Reboot

@ Shutdown

Below screen appears displaying settings and Previous Time Stamped Log Packages, select
log/date/hash row click on Save Tab.

Turkey is valid within the boundaries of the "Law No. 5651" requirement;

content provider, provider, access provider and public liability and responsibilities of providers of
certain crimes committed on the internet with the content relating to the fight over the location and
access providers and procedures.

The item is provided on behalf of the meet.

In the case of certain specified property on every day or wanted periods for the protection of the State
against the log file, which consists of modified authorized the signing of the "TURK TRUST" side of the
premises.

Select the Log file and click on Save
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Sattings
® Turkinust

Local

Frévious Time Stamped Lag Packages

Date Hash

20131219 03:31:14 dd15edd089aa02TdbB5TI8Ic60a32d3h

2013M2M7 03:31:14 2e@dbdcheTeTc0bb19f62a0c180d1546

20131214 03:31:33 b4a4c86a08097d6C283808MDBCINTO3S

PEH 3M2M1303:31:32 r2040007556816e44067321M0c 100126 ||
201312M203:31 BI0ME5E5Td6bb4d20931681a562a03a |
20131211 03:31:31 dc19a2d1042b4ad8ca4426e494951966

201311/28 03:31:28 2265320793d95a6a745c1383916e3722

2013M11/27 03:31:36 1a77644TH0ET 2bealdTHBBea2b5ca541

201311/26 03:31:36 42130285986d2c1c13e4912678628c

Certificate Management
Certificate management tool is provided with this release. This tool provides following use cases:
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System

Configuration Backup
Lpdate

Automatic Update

Logs

Date/Time Settings
Conszole Access Settings
General Settings

Trusted Timestamping
Certificate Management |

.ﬂ Reboot

@ Shutdown

i- Multiple root certificate generation

Copilfiesiz Aniiuriiy | Certificates

Certificate Authority

.-1.

i import [T Export {4 Add 3¢ Delete

Mo Authority Mame Comman Mame Info Binded Cerificate(s)
1 |Root1 LabrisNetRoot O o

AddCh X
Certificate Name ||
Key Length 1024w | bit

Yalid For day
Certificate Info

Country Code LR
Country or Province

City

Qrganization

E-Mail

Comman Mame

47 Add €3 Cancel

ii- Server and User certificate generation
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Certificate Authority = Czrilficzii=s

Certificates
[ import 1] Export 4o Add 32 Delete
Ma Certificate Mame Certificate Autharity Info Certificate Type
|Add Certificate *

Cerificate Mame |Certificate1

Key Length 1024 | bit
Yalid For 300 day
CAMame Root1 -

Cerificate Type  |Client Cerificate |«

Certificate Info

Country Code R

Country or Province [Ny

City Mewyork

COrganization Labris Metworks

E-Mail info@labrizsnetworks.com
Commaon Name LabrisMetRoot

£ Add €3 Cancel

iii- Exporting and importing certificates
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Restart and Shutdown

In System Module, under System Tab click on Reboot to Reboot the System.

In System Module, under System Tab click on Shutdown to shutdown the System.

System

Caonfiguration Backup
Lpdate

Automatic Update

Logs

DataiTime Settings
Console Access Settings
General Settinns
Trusted Timestamping
Cedificate Management

_hﬂ Rehboot
ﬂ Shutdown
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Network Settings
In Network settings IP Configuration and Routing can be done for Labris LOG appliance.

In this section we can Add, Delete, Edit and View the Status of the Interface.

- Device List

= Q 10.11.12.226:4000
"h Llzer Management
.Fi". System
| Metwaork Settings
& Log Settings
BE Firewall
1 IDsAPS
B License

Right click on Network Settings and select Connect.

IP Configuration

Labris Secure Gateway is a capable router, and it has many Ethernet interfaces both used for security
and also routing, load balancing and many other network tasks. IP Routing is used to Configure
Ethernet interfaces and routing configuration of Labris Security Gateway.

IP Alias (ADD, Edit, Delete, Status, Enable/disable)
Below screen appears select IP Configuration, click on Add button.

I Configuratiuil | Routin
| 1) |_ a ~—

Interfaces \—‘\‘
Active Device Mame Type IP —
v eth0 Ethermet 169.254.1.1 {__’t’, Add
v eth QUTSIDE Ethernet 10.11.12.221
v eth3 WAUTH Ethernet 10.1.01
ethd Ethernet

Llj Status
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Choose IP Alias radio button from the types of Interfaces, Click on Next button to continue the

process.

Labris Security Gateway Widget __|

Labrig IpRoute create wizard allows vou create IP aliases and PPPoE
connections.Please =elect the interface type that yvou want to create

Eemmln

ADSL

Types

Bridge
aG

Ylan

Configuration of the Alias connection.

_[a/x]

IP aliases gives you the ability to assign another IP address -
and netmask to an interface

Alias Configuration

| Mame ltest 1

| IP Address 1169.254.1.10 2

[ Metmask |255.255.255.0 3|
I Interface ethD 4 ' v'

4 Previous Cancel J
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These are the inputs for the Configuration of Interface.

1 | Name Type the Name
IP Give the IP Address
Address

3 | Netmask | Type the Netmask
4 | Interface | Select Interface from the drop down Menu

Installation is finished, Click on Finish button.

[ [labris PRoute - o x|

Congratulations, it should be all setup

“

Installation finished

N\

4 Previous Cancel J

Below screen appears, click on close button.

[EhrisIPRonte, - O X

Congratulations, it should be all setup

o

Installation finished
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We can notice the New interface added to the Interfaces list with IP Alias connection.

|;1P BOTTHGU TGO '_Routing
Interfaces
Active Device MName Type IP g}
v ethd Ethernet 169.254.1.1 o Add
- eth0:0 test 1P Alias 169.254.1.10 |
v eth OUTSIDE Ethernet 10.11.12.221 [ Q
v eth2 INSIDE Ethemet 192.168.20.1 L Detere
y‘a‘t Activate
1‘-?Edit
N
v etha WAUTH Ethernet 10.1.0.1
ethd Ethernet
Select the Interface and click on Activate button.
L2 Configuraiivi | Routing
Interfaces
Active Device Name Type IP 6’
v eth0 Ethernet 169.254.1.1 4, had
= eth0:0 test IP Alias 169.254.1.10 |
[ eth QUTSIDE Ethernet 101112221 I Q
v eth2 INSIDE Ethernet 192.168.20.1 Ly Delete
\‘! v, .
/3( Activate
e
= ? Edit
\—
v eth3 WALTH Ethernet 10.1.0.1
ethd Ethernet

Activation process is in progress.

Interface is beig activated
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Now we can notice that the newly added Interface is Active.

L Copfinuraiing | Routing
Interfaces
Active Device Mame Type IP
\ v ethd Ethernet 169.254.1.1
| o eth0:0 test IP Alias 169.254.1.10
[+ eth COUTSIDE Ethernet 10.1112.221 '
w eth2 INSIDE Ethernat 192.168.20.1

Editing IP Alias

Select the Interface and click on Edit button to Edit the Interface.

HL Configuruiivy | Routing
Interfaces
Active Device Mame Type IP g}
v etho Ethernet 169.254.1.1 3, Add
| v etho:0 test IP Alias 169.254.1.10 | ;
" eth1 OUTSIDE Ethemet 10.11.12.221 [ Q
v eth2 INSIDE Ethemnet 192.168.20.1 Oy Detete
yx Deactivate
—
\ 'L‘-.?Edit
=
v sth3 WALITH Ethermet 10.1.0.1
ethd Ethernet

Editing the Alias configuration, give the inputs and click on Apply tab to apply the changes.

*Click on Save tab to save the changes in Configuration

Alias Configuraticn B

I Mame [test sample 1 ' I

liP Address [169.254.1.11] 2 r_|
[netmask 285 285 285 0 3 |

Save Apply Cancel
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These are the inputs for Editing the Interface

1 | Name We can Edit the existing Name
IP Address We can Edit the existing IP Address
3 | Netmask Give the Netmask for the given IP Address

After applying the changes, Interface will restart.

Restart process is in progress.

Hestar: X
Restarting Interface
We can notice the changes in the Interface in the Interfaces list.
U2 Copifiguraiivg | Routing
Interfaces
Active Device Mame Type IP
v ethl Ethernet 169.254.1.1
4 eth:0 testsample IP Alias 169.254.1.11
[v] eth OUTSIDE Ethernet 10.11.12.221
v eth2 INSIDE Ethernet 192.168.20.1
v eth3 WAUTH Ethernet 10.1.0.1
ethd Ethernet
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Enable / Disable

Select the Interface and click on Deactivate button to deactivate the Interface.

U Confingursiiug | Routing
Interfaces
Active Device Mame Type IP @
v eth0 Ethernet 169.254.1.1 ) Add
v eth0:0 testsample IP Alias 169.2541.11
|v| eth1 OUTSIDE Ethernet 10.11.12.221 | Q
v eth2 INSIDE Ethernet 192.168.20.1 [ \@_d Delete
yx Deactivate
—
= 7 Edi
Ll:l Status
v eth3 WAUTH Ethernet 10.1.0.1
eth4 Ethernet
Status

Select the Interface and Click on Status button to check the status of the Interface

I¥ Confiyurativg | Routing

Interfaces

Active Device MName Type IP N

v ethDd Ethemet 169.254.1.1 g_}, Add
v etho-0 testsample IP Alias 169.254.1.11

7] eth OUTSIDE Ethemet 10.11.12.221 | Q

¥ eth2 INSIDE Ethemet 192168 201 [ Ry Delete

v, :
/x Deactivate

-
\f Edit

\M Uj‘, Status

v ethd WAUTH Ethernet 10.1.01
ethd Ethernet
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Below screen gives the status of the Interface

x|
RECIEVED TRANSMITTED
Packets 204 M 20455867 Packets 971.34 K 971342
Bytes 27332MB 286602294 Bytes 44543 MB 467067233
Error ] Error ]
Dropped 244 Dropped 0
Owerruns 0 Owerruns 0
Frame ] Carrier ] J

Right click on the Interface, to perform Edit, Activate, Deactivate, status, Delete, Edit groups, Activate
groups, Deactivate groups actions.

& Cunfinguriiivg | Routing
Interfaces
Active Device MName Type IP
b ethd Ethernet 169.28411
i eth:0 testsample IP Alias 168.254.1.11
| |+ ath OUTSIDE Ethernet 101112221 |
v eth2 INSIDE [Edit ' 192.168.20.1 '
Deactivate
Status
Delete
b eth3 WALUTH Ethernet 10.1.01
ethd Ethernet
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ADSL (Add, Edit, Delete, Status, Enable/Disable)
Select IP Configuration and click on Add button

I":mﬁyu—r'uiwn '_Routing ~
Interfaces ‘.—“‘\
Active Device Mame Type P
v etho Ethernet 169.254.1.1 QJ Add
v eth OUTSIDE Ethernet 10.11.12.221
v ath3 WALTH Ethernet 10.1.0.1
ethd Ethernet

[l-:l) Status

Choose ADSL from the types of Interfaces and click on Next button to continue.

Labris Security Gateway Widget =

Labriz IpRoute create wizard allows you create IP aliases and PPPoE
connections Please select the interface type that you want to create

Types
IP Alias

Bridge
3G
Vian

-ﬂextb Cancel
—|

Choose the Ethernet Interface to the ADSL from the drop down list, check mark the default Gateway
and click on Next button.
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MIL——D;’

Selectthe interface connected to your ADSL device e

Interface List

| Please choose the Ethernet interface connected to the ADSL mod.l|

OUTSIDE (sth1)] =] Select as default gateway

ath0
OUTSIDE (eth1) w

INSIDE (eth2)

WALTH (eth3) \
ethd
eths

4 Previous Cancel J

User Information should be provided

User information is used for authenticating your ADSL ]
connection

Authentication

, 1
| Lagin Testlser J-—l
3

I Password [ensnsnns p

| Password (again)  |eeessess|

N

4 Previous Cancel J

These are the inputs for the User

1 | Login Type Login name of the User

Password Type the Password of the User

3 | Password (again) | Type the Password of the User again for
confirmation
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ADSL

Configuration of ADSL connection.

Make sure all the information is correct @

ADSL configuration

The following device will be created.

1
I Login |TestUser ' I

[Interface |OUTSIDE (eth1) |2 |

| Device 'pppu QJ

w\\ e

1 | Login It displays Login name of the User
Interface It displays the Interface type
3 | Device It displays device name

Click on Next button to continue.

Once the installation is finished, Click on Finish button.
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. aEale o  WIRRT L ¥
ML——D;[

Congratulations, it should be all setup i

Installation finished

N\,

4 Previous Cancel J

Below screen appears, click on close button.

Ealrisi BROULE) = I:I;’

Congratulations, it should be all setup e

Installation finished

\

We can notice Interface added in the Interfaces list with ADSL type of connection
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& Cunfigursiiing | Routing
Interfaces
Active Device Mame Type IP
v eth0 Ethernet 169.254.1.1
v eth0:0 testsample IP Alias 169.254.1.11
v ath OUTSIDE Etherneat 10.11.12.221
ppp0 ADSL
v eth2 INSIDE Ethernet 192.168.20.1
v eth3 WAUTH Ethernet 10.1.01
ethd Ethernet

IU Configursitivs | Routing

Interfaces

Active Device MName Type IP N
v eth0 Ethernet 160.254.1.1 {}, Add
v eth0:0 testsample IP Alias 160.254.1.11
v ath4 OUTSIDE Ethernet 10.11.12.221 Q

| 7] ppp0 ADSL ] \ Ly Deete
[v] eth2 INSIDE Ethernet 192.168.20.1 ‘

v,
/x Activate

—
= ¢ eat
=

v eth3 WAUTH Ethernet 10.1.01
eth4 Ethernet

Select the Interface and click on Activate button to activate the Interface.
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Activation process is in progress

Interface is beig activated

Bridge (Add, Edit, Delete, Status, Enable/disable)
To configure Bridge connection for the Interface.

Select Bridge radio button from the types of 7 Loz pitous “[alx|
connection. Labris Security Gateway Widget d

Labris IpRoute create wizard allows you create IP aliases and PPPoE
connections.Please select the interface type that you want to create

Types
IP Alias

ADSL

g

Ylan
Mext » I Cancel J

Configuration of Bridge Connection screen.

LabnsiERoute; _I:I;I

IP aliases gives you the ability to assign another IP address o
and netmask to an interface

Bridge

Bridge Interface brQ
| Bridge Mame 'TestEridge u
[P |192.168.0.110 2

[Netmask 2552552550 I
4
|QUTSIDE (eth1) - _J

| First Interface
| Second Interface leth4 |v| 5J|

4 Previous Cancel J
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These are the inputs for Bridge connection

1 | Bridge Name Type the Bridge connection

2 1P Type the IP Address

3 | Netmask Type the Netmask

4 | First Interface Select the First Interface from the drop down list

5 | Second Interface | Select the Second Interface from the drop down
list

Interface Configuration process is in progress

MRS N CRE SO T L LT § X

Configuring Interface

Once the installation finished click on Finish button.

& Labris IPRoute - 0O X
Congratulations, it should be all setup 8,
g |
Installation finished
4 Previous Einish Cancel

We can notice that the Interface is added in the Interfaces list with Bridge type of connection.
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IT‘TW_WLRDMMQ

Interfaces
Active Device Mame Type IP
v ethd Ethernet 169.254.1.1
v eth0:0 testsample IP Alias 169.254.1.11
v eth OUTSIDE Ethernet 10.11.12.221

ppp0 ADSL

o eth2 INSIDE Ethernet 192.168.20.1
v ethz:9 sampleuseri IP Alias 192.168.0.201
' eth3 WAUTH Ethernet 10.1.01
v \ ethd Ethernet

| ™ brl0 TestBridge Bridge 192.168.0.110

Activation process is in progress.

Interface is beig activated

Click on Add button to add an interface.

I+ Configuruiivg | Routing \
Interfaces \
Active Device Mame Type IP 2}
| v eth Ethernet 169.254.1.1 | S Add
[« eth OUTSIDE Ethernet 10.11.12.221 e
\ﬁ Delete
v eth3 WALTH Ethernet 10.1.0.1 )
eth4 Ethernet
v, =
/x Deactivate
—
= ? Edit
=
['l/j" Status
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3G (ADD, Edit, Delete, Status, Enable/disable)
To configure 3G connection for the Interface

Select 3Gbutton from the types of connection.

Labris Security Gateway Widget __|

Labris IpRoute create wizard allows vou create IP aliases and PPPoE
connections. Please select the interface type that you want to create

Types
IP Alias
ADSL
Bridge
LT

Ylan

N

Mext Cancel J

Choose the service provider of the 3G modem from the drop down list, check the default gateway.

LEabnisiPRoute; - 0O ;"

Selectthe 3G senvice provider -

Service Provider List

Please choose the senice provider of the 3G modem

avea v Select as default gateway
avea
turkcell
vodafone

4 Previous Cancel J
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Scanning of 3G Modems process is in progress.

=

= LR

bl L

Scannig Modems..

Then the below screen appears stating that, User information is used for authentication. Choose the
“Modem” from the drop down list and enter the “pin” of the modem and click on “Next” to proceed

further.

ROULE

User information is used for authenticating your ADSL 7
conneclion .

Modem

| Modem

| Pin | No PIN

A

4 Previous Next »

Note — Since we don’t have connection to the 3G modem, in the below screen message is displayed
as “There is no plugged modem on the Labris device Please check your modem”. Click on Cancel tab.
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@-’ Lalis IPRontE - O ﬂ

Userinformation is used for authenticating your ADSL
connection o

Modem

| Modem [ 'V|

| Pin ' ] Nao PIN

There iz no plugged modem on the Labris device.
Please check your modem.

4 Previous MNext b -Qanc:el
—

3G Release Note;

1

Configuration of old generation 3G Modem
Plug the modem into the USB port on the device.

Labris Management Console is opened and accessed to the system with an authorized user
name and password.

By clicking on the add button on the right in the IP Configuration tab from the Network Settings
Module the Labris Interface Wizard opens.

The forward button is clicked by selecting the 3G on the opened screen.

The service provider is selected on the next screen, and in case the added 3G shall be used as
the default gateway the related box is selected and clicked on next button.

In the next screen are the 3G modems listed on the modem line. The appropriate modem is
selected and , if available, the pin entered, if no pin available then the" no pin" box is selected and
clicked on the next button.

On the next screen are the features of the configured modem listed, the PPP interface is created
by clicking on the next button.

By clicking on end button on the next screen the interface wizard is closed.
The created PPP interface is listed under interfaces.

The related PPP interface is selected and enabled with the help of the "Activate" button on the
right or right-clicking on the interface. Activation may last up to 1-2 minutes..

The type, IP address, connection status, referrals status, signal status will be shown on the
enabled interface.

In case the added modem shall not be used as the default gateway and will be used as additional
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line it has to be saved as an additional line. For this, it can be added as a line by clicking on the
advanced button on the Network Settings> Routing screen.
. The permission rule of the created interface is added to the firewall general policy.

. According to the usage status of the created interface in the firewall NAT policy the NAT rule is
added and the modem is made available to use.

2. Configuration of new generation 3G modem

. The modem is plugged into the USB port on the device.

. The Labris Management Console is opened and accessed to the system with an authorized user
name and password.

. Network settings module is opened. The new generation of devices plugged on the device is
seen as ether interface. The latest added interface on the interface list is the interface of the
modem.

. The IP address of the modem is usually example: 192.168.1.1 or 192.168.2.1. We can give the
IP address of the modem interface on the device in the same subnet with the modem interface by
clicking on create on the right side, for example:192.168.1.2 or 192.168.2.2

. If the modem is selected as the default gateway the IP address of the modem is entered by
selecting the related interface in the pre-defined network gateway from the Network Settings>
Routing section and saved with the button in the bottom right.

. In case the added modem shall not be used as the default gateway and will be used as additional
line it has to be saved as an additional line. For this, it can be added as a line by clicking on the
advanced button on the Network Settings> Routing screen.

. The permission rule of the created interface is added to the firewall general policy.

. According to the usage status of the created interface in the firewall NAT policy the NAT rule is
added and the modem is made available to use.
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Vlan (Add, Edit, Delete, Status, Enable/disable)
To configure VLAN for the Interface.

Select VLAN button from the types of connection.

Labnis | EHOIE,) - O ;’
Labris Security Gateway Widget __I

Labris IpRoute create wizard allows you create IP aliases and PPPoE
connections.Please select the interface type that you want to create

Types
IP Alias

ADSL

Bridge
3G

Configuration of VLAN

_a/x]

Wirtual LAMS (Vlans) give you the ability to assign multiple
networks to an interface

Vlan Configuration

[Mame | ’_l

| 1P Address 110.1.13.1 EJ'_ |
| netmask 255,255,255 255 9 '_]

| Ylan Tag

Interface 'ethﬁ EJ -

4 Previous Mext k

Cancel
— |
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These are inputs for configuration of VLAN

Name Type the Name
IP Address | Give the IP Address
Netmask Give the Netmask of the IP Address
Vlan Tag Give the Tag of the Vlan
5 | Interface Choose the Interface from the drop down list
Click on Next tab to continue

PIWIN|F

Interface Configuration process is in progress

Canfiguring Interface

Installation finished click on Finish button.

Congratulations, it should be all setup 5

Installation finished

«Previous

Cancel
—
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Below screen appears, click on close button.

Cangratulations, it should be all setup .

Installation finished

In the below screen we can notice Interface, click on Activate tab to activate the Interface.

UL Cunfiyursiivg | Routing

Interfaces
Active Deavice Mame Type P @
v tun0 Tunnel 10831 = Aad
v &tho Ethernet 169.254.1.1
v ath OUTSIDE Ethernat 10.11.14.221 Q
v eth2 INSIDE Ethemet 192.168.20.1 QI Delete
v eth3 WAUTH Ethernet 101.0.1
b v,
" Activate
v ethd 10 VLANAD Vian 101131 /3(
] ath5.11 VLANTT Vian 10.1.131 I l:’_‘? Cdit
| .

@ Refresh
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Activation process is in progress.

Interface is beig activated

We can notice Interface is Activated in the below screen.

IU Cunfigursiing | Routing
Interfaces
Active Device Mame Type IP

o tund Tunnel 10.8.31
v eth0 Ethernet 169.254.11
L eth1 OUTSIDE Ethernet 10.11.14.221
v eth2 INSIDE Ethernet 192.168.20.1
v eth3 WAUTH Ethernet 10.1.0.1
L
L eth4.10 WLANT0 Vlan 101131
v

| v eths.11 VLANTT Vian 10.1.13.1

Routes

In Routing tab the touting table of Labris Secure Gateway is displayed. In this table you can see the
Destination, Mask, Default Gateway, Interface and Metric properties of each route. Destination is the
destination IP or network; mask defines the destination host or network's Netmask, default gateway is
next way point of the package. Interface is the interface which will be used for routing operation.

IP Configuration | ouilig |

Destination Mask Default Gateway Interface Metric

i J’) Advanced & ) Add ﬁ Delete

Default Gateway
Gateway |10.11.12.1

Interface |OUTSIDE (eth1) +

Load Balancing Disabled | ¢/ Enable

B Save @ Refresh
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Default Gateway

The Default gateway is the default next hop for every packet, when there is no explicitly specified
gateway for destination of that packet. In order to change the default gateway firstly enter an IP address
of the default gateway and choose an interface from which Packets are sent to the gateway.

Default Gateway

[cateway 1011121 |
[Iterface OUTSIDE (eth) v

eth /

OUTSIDE (eth1)
Load Bala\yauty (eth3) / Enable

Static Route
A static route is a manually configured mapping of an IP address to a next-hop destination.

A static route causes packets to be forwarded to a different next hop other than the configured default
gateway. By specifying through which interface/gateway the packet will leave and to which device the
packet should be routed, static routes control the traffic exiting Labris LOG.

Add (Static Route)
Add static routes when you want to route traffic destined for specific network/host via a different next
hope instead of a default route.

Click on Add button to add static route.

IP Configuration |'Iiuuﬂng |_

Destination Mask Default Gateway Interface Metric

i j‘lh Advanced & | Add
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bris LOG

Below screen appears.

W ;I
Route
Destination [192.168.0.10 A |
[Mask 255 255 255 ) 2 |

=

[Gateway [192.163.0.1 3! |
Device lethD - fJ
Metric e 5J

Add Cancel J

These are the inputs to Add route

Destination

Give the Destination IP Address

Mask

Give the Netmask of the Destination IP Address

Gateway

Give the Gateway IP Address

Device

Choose Device from drop down list

NI WIN|[F

Metric

Choose Metric value

Click on Add b

We can notice

utton.

Static route in the Routing list.

IP Configuration [ioufing

Destination Mask Default Gateway

Interface

Metric

f102 168.0.10

255.255.255.0 192.168.0.1

eth0
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Delete (Static Route)
Select the Static Route from the list and click on Delete button, to delete Static route.

IP Configuration |ouriiy |

Destination Mask Default Gateway Interface Metric

|192.168.0.10 255255 265.0 192.168.0.1 etho 0 |

i J‘} Advanced ﬁ_ | Add g Delete

Load Balance
Load balance can be configured based on following types

e Configuring a virtual web server with three real web servers
e Adding a server load balance port forwarding virtual IP

e Weighted load balancing configuration

e HTTP and HTTPS persistence configuration

e packet load balance or destination load balance

By default Load Balance is in disable mode, click on Enable button.

Default Gateway
Gateway 10.11.121

Interface OUTSIDE (eth1)| «

&

Load Balancing Disabled |/ Enable
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When Load Balance is enabled Gateways section with the fields Gateway, Interface, Weight,
Reachable, Router are seen

Gateways
Gateway Interface Weight Reachable Router ~_"-' Add K Remuove

© © o/ Edit

Load Balancing Enabled x Disable

Add (Load Balance Route)
Click on Add tab to add Gateway

Gateways

Gateway Interface Weight Reachable Router | # Remove
© © o/ Edit

]
|Load Balancing Enabled Sﬁ Disable |

Below screen appears

i;‘

Gateway Edit

1
—

[Interface  etho 2 l B
Weight | 1 U

DK, [ Cancel J

| IP Address 192 162.0.10

These are the inputs to add Gateway.

1 IP Address Type IP Address
2 Interface Choose the Interface from the drop down list
3 Weight Choose Weight value

Click Ok to add Gateway
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We can notice Gateway added in the below screen

Gateways
Gateway Interface Weight Reachable Router tAAdd || # Remove
) @ @ / Edit
I 2] 2] | 7

Load Balancing Enabled K Disable

Edit (Load Balance Route)
Select the Gateway and click on Edit tab to Edit the Gateway

Gateways

Gateway Interface Weight Reachable Router 4P Add # Remove
(22 2]
I,,,._,... - y @ @
Load Balancing Enabled K Disable
Below screen appears
-
x|
Gateway Edit 1 r
[IP Address |192.168.0.1] — |
] |
|Interfat:e ath0 2 vl
Weight | = EJ
[ Cancel J
These are the inputs to edit gateway
1 IP Address We can Edit the existing IP Address
Interface We can Edit Interface (Optional)
3 Weight We can Edit Weight value (Optional)

Click Ok to apply changes

167 Labris Networks



Administration Guide for Labris LOG
Version 3.4.2

Delete (Load Balance Route)
Select the Gateway and click on Remove tab to remove gateway

Gateways
Gateway Interface Weight Reachable Router %P Add |
2] 2] >
S T— - @ @ |J &7 Edit

Load Balancing Enabled }{ Disable

We can notice Gateway removed from the list in the below screen

Gatewsys
Gateway Interface Weight Reachable Router Y7 Add # Remove

© © o/ Edit

Load Balancing Enabled K Disable

Advanced/ Policy Based Routing
Click on Advanced Tab

IP Configuration & iouiing

Destination Mask Default Gateway Interface Metric

i 15 Advanced {‘j Add g Delete
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There are two sections in the Advanced Advanced Routing Table x
Rout”’]g table: _Links ‘Configuration
Link Mame Gateway Interface A Add

Upper section is for link configuration and the
other one is for decision configuration. A Link is
a virtual “link” for packets to a specific interface
and a gateway. By defining decisions, one can

redirect a package to a link based on the Decision Tabl=
package's source and destination IP or network Source Destination Link 4P Add
addresses.

& Cancel

Link Configuration
A Link is represented by a name, a default gateway and an interface.

To create an Interface, click on Add button in the Link Configuration table.

Links Configuration

Link Mame Gateway Interface o Add

Below screen appears to create a New Gateway

x|

|Link Mame Testink | | |

|DefauItGateway 1192.162.0.1 e

|Interfa|::e leth0 |- 9
add | cancel
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These are the inputs to add Link

1 | Link Name Type the Name of the Link
Default Gateway | Give the Default Gateway
3 | Interface Choose the Interface from the drop down list

Click on Add tab

We can notice New Link added in the Link Configuration in the below screen

Links Configuration

Link Mame Gateway Interface 54 Add

\ # Remaove
192.168.0.1 eth( |

[Testlink

Decision Table
A Decision is represented by source IP/network, destination IP/network and the link name to

which the packages are redirected.

To add new decision, click on Add tab

Decision Table
Saource Destination Link |
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Below screen appears

Decision
Flease type an ip address or select a user or group

|Fr0m |=alih 1 r |_Add User or Group

|T0 [testgroup1768 2 I Add User or Group

[tink ™ Tmain (10.11.12.1) Tl EJ
I Cancel

(OR)
DecisiomAdd x
D et
Please type an ip address or select a user or group
From 192 168 20.0/24 Add User or Group
To 0.0.0.0 " 2dd User or Group

Link [Testlink (192.168.0.1)

Add | | Cancel

These are the inputs to add Decision

1 | From | Click on Add User or Group and browse User or Group as
Source or we can give the IP address

2| To Click on Add User or Group and browse User or Group as
Destination or provide the IP address

3 | Link Choose Link from the drop down list

Click on Add tab

eSource IP can also be mentioned in the From tab instead of browsing User or Group.

eDestination IP can also be mentioned in the To tab instead of browsing User or Group

We can notice Decision added in the Decision table in the below screen
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Decision Table

Source Destination Link 5P Add
salih testgroup1763 main

!l 2 Remove

Click on Save button to save newly added =
. . . x
Link and Decision to the Advanced
. Links Configuration
ROUtlng Table. Link Mame Gateway Interface oA Add
R
Testlink 192 168.0.1 etho L
Cecision Takle
Source Destination Link oA Add
salih testgroup1768 main 3 Remove
&) Refresh | | & Cancel B
1 | Save It enables us to Save changes made to the
Advanced Routing Table
2 | Refresh It enables us to Refresh Advanced Routing Table
3 | Cancel It enables us to Cancel and close the tab

Saving and Applying Links and Decisions is in progress.

Saving and Applying Links and Decisions

Select the Link and click on Remove tab to remove Link from Link Configuration.
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Links Configuration

Link Mame

Testlink

Gateway

192.168.01

eth0

Interface

#2 Remove

We can notice Link is removed from the Link Configuration.

Links Configuration

Link Mame

Gateway

Interface

52 Add

#£ Remove

Select the Decision and click on Remove tab to remove Decision from the Decision table.

Decision Takle

Source
salih

Drestination
testgroup 1768

main

Link

YA Add

% Remaove

Click on Save tab to save the changes made to the Routing.

Click on Refresh tab to refresh Routing.
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IP Configuration | [loutiny)

Destination Mask Default Gateway Interface Metric

i J‘ Advanced (‘} - Add g Delete

Gateways
Gateway Interface Weight Reachable Router 9 Add # Remaove

® © o/ Edit

Load Balancing Enabled K Disable

B Save ‘ @ Refresh

Saving process is in progress

Saving static routes

WAN Load Balancing
By default load balance is disabled, Click on enable tab, to make Load balance Enable.

In the below screen we can notice Load Balance Enabled

Gateways
Gateway Interface Weight Reachable Router 5 Add # Remove
1011121 DUTSIDE (ath1) 1 L d L d -
% % &7 Edit

Load Balancing Enabled | € Disable |

B Save @ Refresh
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Click on Add tab

IP Configuration = iuutiny

Destination Mask Default Gateway Interface Metric

Gateway Edit

[1P Agdress | lJ
|interface  INSIDE (eth2) v EJ
[Weight iE 3—|

E;‘ Advanced ‘ \@ Cancel _,I ,(.7 | Add “ Delete

Gatewsys
Gateway Interface Weight Reachable Router 2 Remove
10.11.121 OUTSIDE (eth1) 1 v v T
< X / an

Load Balancing Enabled K Disable

u Save ﬁ Refrash
-

These are the inputs for the Gateway Edit.

1 IP Address Type IP Address
Interface Choose Interface from the drop down list
3 Weight Select Weight. Weight of the distribution

ratio between each of the two represents
default gateway.

Click on Ok tab.

We can notice one interface in active mode.
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Gatewsys

Gateway Interface Weight Reachable Router 52 Add # Remove
10.11.12.1 OUTSIDE (eth1) 1 v v Fe "
| & Edit
b 4 b =

Load Balancing Enabled 2{ Disable

WAN Failover using CLI

When more than one internet line is used for active-passive in-line redundancy then in that case
truncation of the preferred line is the second line, in the second line of the first line again when auto
and auto disable.

This process is carried out via the CLI.

These are the following command lines.
Information

WAN1 IP Address:10.10.10.2/30

WAN1 Gateway: 10.10.10.1

WAN2 IP Address:20.20.20.2/30

WAN2 Getaway: 20.20.20.1

LAN IP Address: 192.168.168.0/24

DMZ IP Address: 10.0.0.0/24
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WAN Failover Configuration
Step 1:

The configuration file patch

NOTE: Open CLI and Open conf file for editing using the below command

vim /opt/labris/etc/sysconfig/labris-trigger.conf

The following is the configuration file, you can use your own network ip addresses contained in the
update according to the requirement.

#It's starting

#NOTE : Default GW for WAN1 (Active)
routel ="10.10.10.1"

#NOTE : WAN1 up Interface
routel.iface = "eth1"

#NOTE : WAN1 live checkup the line will make the control of the external environment, ip addresses.
routel.ping = "144.122.166.1 195.175.39.40"

#NOTE : WANL1 in the absence of the line to the following line in this line.
routel.action.NOT_ROUTER ="\

echo ---METRO ETHERNET1IDOWN--- | logger \

route del default gw10.10.10.1 \

#NOTE : Add a new route for backup link WAN2
route add default gw20.20.20.1 \

#NOTE: Users are added to the Internet through a NAT policy to WAN2.The IP address of the LAN. If
more than one of the same row is copied only ip addresses are changed.
iptables -t nat -1 POSTROUTING -0 eth2 -5 192.168.168.0/24 -j SNAT --to-source 20.20.20.2 \

iptables -t nat -1 POSTROUTING -o eth2 -s 10.0.0.0/24 -j SNAT --to-source 20.20.20.2 \

#NOTE : updates the settings for the web filter
/etc/init.d/labris-webfilter reload \
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echo "---SNAT changed to METROETHERNET1" | logger"

H#NOTE: Check the status of the line would last WAN1 3 second
routel.action.ROUTER ="\
echo ---METRO ETHERNET 1 UP--- | logger \

#NOTE :If the WAN1 WAN2 to stand up for the route will be deleted.
route del default gw 20.20.20.1\

#NOTE :WAN1 to route again.
routeadd default gw10.10.10.1 \

//NOTE: Delete old rule for WAN2
iptables -t nat -D POSTROUTING -o eth2 -5 192.168.168.0/24 -j SNAT --to-source 20.20.20.2\
iptables -t nat -D POSTROUTING -0 eth2 -s 10.0.0.0/24 -j SNAT --to-source 20.20.20.2\

//NOTE: updates the settings for the web filter
/etc/init.d/labris-webfilter reload \

echo "---SNAT changed to METRO ETHERNET1" | logger"

route2 ="20.20.20.1"
route2.iface = "eth2"
route2.ping = "144.122.166.1 195.175.39.40"

route2.action.UNREACHABLE = "echo ---METRO ETHERNET 2DOWN--- | logger"
route2.action.REACHABLE = "echo ---ADSLMODEMUP--- | logger"
route2.action.ROUTER = "echo ---ADSL-LINE-UP--- | logger"
route2.action.NOT_ROUTER = "echo ---ADSL-LINE-DOWN--- | logger"

/etc/init.d/labris-trigger restart

#1t's finished

Step 2:

Add Advance routing on the new gateway for wan2.

Click on Advanced option under Routing in Network Settings tab.
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Click on Add tab to add a link.

IP Configuration | H{uuiing

Destination Mask Default Gateway Interface Metric

\Advanced|Ronting iable, X |

Links Configuraticn

Link Mame Gateway Interface 5 Add ‘

Decision Table

Source Destination Link 5 Add

/) save | | &) Refresh | | ¥ Cancel

i ;3 Advanced J ® ) Add $ Delete

Give the Link Name, mention Default Gateway and choose interface from the drop down list and click
on Add tab.

Advanced Routing Table »

Links Configuration

Link Mame Gateway Interface 54 Add |

Link
" Link Mame [wanz |
L Default Gateway [20.20.20.1 l
Decision Takbl
| 1
Sourcd|[fnterface INSIDE (eth2) - i

add cancel

/) save | & Refresh | | ¥ Cancel
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We can notice new Link added to the Link Configuration table.

Under Decision Table click on Add tab.

=

Links Configuration

Link Mame Gateway Interface & Add

# Remove

Wan2 20.20.201 eth2
!

Decision Table

Source Destination Link - - Add |

/Y save || 5 Refresh | | ¥ Cancel

J

Step 3:
Add a source/policy base route on the decision table for DMZ and LAN network.

Mention Source and Destination IP address and choose Link from the drop down list.

Click on Add tab.
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Advanced Routing Table b4

Links Configuraticn

ecrsionAdd X
Decision
Please type an ip address or select a user ar group

From [10.0.0.0/24 Add User ar Group
To 0.0.0.0 Add User or Group
Link  fwaN2 (20.20.20.1) -

Add || Cancel

/) save | ) Refresh | | ¥ Cancel

In the below screen, we can notice Decision added in the Decision table.

x|

Links Configuration
Link Mame Gateway Interface u'-l Add

# Remaove
WAMNZ 2020201 eth2

Decision Table
Source Destination Link 57 Add
10.0.0.0/24 all WAN2 [ # Remove

[“Y Ssave || &} Refresh | | ¥ Cancel
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Log Settings

In this module Sensor settings, Syslog, Windows logs and SNMP configurations can be made. Your
servers' or network devices' logs are collected on Labris LOG and signed with TurkTrust Time stamp.

Sensor Configuration

Every ethernet on Labris LOG can be configured separately as a sensor.

The desired sensors can be made active or passive via the Sensor Configuration tab in the Log Settings

module.

Sensors start running as soon as logs are received on bridge or mirror mode.

[
T

Device File Edit wiew About

ial = Ly -
% g Sansur Sunflyura
G —

=% Device List Select All 7 Edit

=M 10.11.12.226:4000 o
":" User Management
2 System
. Metwark Seftings
= Loy Settings
BY Firewall
_ DEnPs
& License

Labris Management Console

= | 2| 2

- (OX
Help
uii | Syslog Receiver | Syslog Sender | Windows Log Receiver | SNMP
2, Filter
MHame Interface WLAMN HTTP SMTP FTP DHCP IMAP FOP3 Status
sensori eth2 L v v v v b v Active
Sensor? eth1 v v v v v v v Passive
sensord etha L b v v v b v Acrtive
sensori eth0 L v v v v b v Passive
Brtieihfon Ty ation) 4

@ Eridge brl using interface ethz.

Ok

?Ei? Refresh

Lmc server address you are connected to is: 10.11.12.226

Labris Teknoloji
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Every single sensor has been designed to sniff 6 different protocols. It can be chosen various protocols
on each sensor.

VLAN option can be enabled if there is a VLAN configuration on the network, which its traffic will be
listened. There is no restriction to leave it open.

Edit Sensor x

| Artive

Mode * -

SensarMame *  |zensor3

Intetface * -

VEAM(B0ZA* v

Log Options

| HTTP  Records URL addresses.

v | FTP Records FTP connections.

| DHCF  Records the distribution of the internal netwoark ip addresses.

v SMTF  Records E-mail transfers.

| POP3  Records E-mail intakes.

| AP Recaords E-mail intakes.

0] 24 Cancel
Active Sensor can be set as active / passive.
2 Mode Standard. Variant options will be available by future.
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3 Sensor Name Name to define regarding sensor.

4 Interface Interface which is sensor works on it.

5 VLAN (802.1Q) It can sniff logs on networks, which are VLAN tagged.

6 Log Options It defines what kind of protocols' logs will be sniffed.
Supported protocols: HTTP, FTP, DHCP, SMTP, POP3, IMAP

Syslog Receiver

Logs that formatted as Syslog can be easily recorded by defining Log sender devices via this menu.

Click add button to add new record. It is chosen a name to define the server, an IP address and a port
where logs will be sent from. A configuration file is created by given server name and it can be monitored
on the monitoring view with that name.

I.':"-'_I Labris Management Console - O X
Device File Edit view About Help
% Sensor Configuration = Zyzluyg Hecejver  Syslog Sender | Windows Log Receiver | SMNMP
= B Device List Select Al <2 Add 7 Edit 3¢ Delete 2, Filter
=8 1’2-11-1 2.226:4000 Server Mame IP Address Port Pratocal Status Camments
% serManagement slave_dhep | 10.11.12.326 515 ToR Active
& Jystem
| Metwork Settings
&= Log Settings
B Firewall
. IDSAPS
@ License
’ﬁ? Refresh
-
| Lmc server address you are conhected to is: 10.11.12.226 Labtis Teknolaji
1 Select ALL All pre-defined configurations can be chosen.
2 Add It is used to add a new definition.
3 Edit It is used to edit pre-defined configuration.
4 Delete It is used to delete pre-defined configuration.
5 Comment Description field.
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Edit Server »

v | Artive

Server Mame™*

[P Address* 101112226

Default Fort: 514 Protocol: TSP and LDP

PortiProtocal * 515 TCP -
Camment
]34 Cancel

1 Active Previously defined configurations can be active / passive.

2 Server Name A name to define the Syslog resource of regarding sensor. Also the
configuration file is created with this name.

3 IP Address IP address of the server which sends logs via Syslog.

Port/Protocol It is used to define which port/protocols will be used to send logs

to Labris Log appliance.

5 Comment Description field.
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Syslog Sender

Labris Log appliance can send logs which, retrieved from different sources by different ways, to external
log collector devices over Log Sender in Syslog format.

Logs which are sent from the field to the record type that will be sent to the requested records are
selected.

Descriptions will be sent to the server is made. All records can be sent if requested. Added later in the
records are automatically sent to the server.

Device File Edit YWiew About Help

1

Labris Management Console - |OX

% Sensor Configuration | Syslog Receiver | Zysluyg S=nidzr  Windows Log Receiver | SNMP
=% Device List Select Al <2 Add _/Edit ¢ Delete 2 Filter

== 10.11.12.226:4000 Server Mame | |P Address Part Pratocaol Log Type Status Comments
#h User Management
2 system

- Netwark Settings

= Log Seftings

BX Firewall

. IDSIPS

@ License

’;fZP Refresh
-

| Lmc server address you are connected tois: 10.11.12.226 Labris Teknoloji
1 Select ALL All pre-defined configurations can be chosen.

2 Add It is used to add a new definition.

3 Edit It is used to edit pre-defined configuration.

4 Delete It is used to delete pre-defined configuration.

5 Comment Description field.
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Add Server »
| Active
Server Mame *
IP Address *
Log Type * All
® Custom Svslog Receiver Windows Log Receiver ShMP
administrative &
netuwark
operational
dhcp
piop 3 ul
FPortiProtocol * TCP hd
Comment
] 24 Cancel
Active Previously defined configurations can be active / passive.
2 Server Name A name to define the Syslog resource of regarding sensor. Also the
configuration file is created with this name.
IP Address IP address of the server which sends logs via Syslog.
4 Log Type ALL When check this option all received and collected logs will be sent
to the external defined server in Syslog format.
5 Custom All sensor logs and Labris Log own logs will be sent with this name.
6 Syslog Receiver Logs retrieved from Syslog.
7 Windows Log Receiver Logs retrieved from Windows Servers by “Windows Log Sender”
8 SNMP Logs which is retrieved in SNMP format, is sent to the external log
collector server.
9 Port/Protocol It is used to define which port/protocols will be used to send logs
to external log collector.
10 Comment Description field.

Windows Log Receiver

Event logs of Windows servers, DHCP, EXCHANGE, IIS and other text based records can be sent to Labris
Log through “Windows Labris Log Sender”. These records can be saved by making changes in settings of
Windows Log Receiver.
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Device File Edit YWiew About Help

i} Labris Management Console A x

% g Sensor Configuration | Syslog Receiver | Syslog Sender | wintduwss Loy Macaisar SNMP
- E:] Device List Selectall <2 add _7Edit 2 Delete 2 Filter
= Q 10.11.12.226:4000 Server Mame IF Address Log Type Status Comments

‘Q’\ User Management
& Syvstemn
.. Metwork Settings
&= Log Seftings
BY Firewall
) IDSnPs
B License

?fi? Refresh

| Lmc server address you are connected tois: 10.11.12.226 Lahris Teknalaji
1 Select ALL All pre-defined configurations can be chosen.

2 Add It is used to add a new definition.

3 Edit It is used to edit pre-defined configuration.

4 Delete It is used to delete pre-defined configuration.

5 Comment Description field.
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v | Artive

Server Mame™*

IF Address *
Log Type * APPLICATICHR b
APPLICATION -
Custom  |Fax
FRINT
Caomment |POWERSHELL
REMOTEACCESS
REMOTEDESKTOFPSERYICE
SECURITY
OME -
Active Defined settings can be set active / passive.
2 Server Name A name to define Windows server source. At the same time, log
files are constructed with that name.
IP Address IP address of the Windows server to take the logs from.
Log Type A definition is made here to be able to keep the logs sent from

“Windows Log Sender”. Same settings selected and defined on
Windows server are applied here.

5 Custom If this option is selected, a definition is made based on other text
content defined on “Windows Log Sender”. While making
definition on Windows, the definition given as PREFIX is defined
here as exactly.

6 Comment Explanation field.
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Simple Network Management Protocol (SNMP)

This option takes the logs of server and network devices having SNMP support. It records the logs by
converting into line log formats.

'l_n_"' Labris Management Console - O %
Device File Edit YWiew About Help
% Sensor Configuration | Syslog Receiver | Syslog Sender | Windows Log Receiver | Sili/¥
= E:] Dewice List SelectAll 5-Add 7 Edit 2 Delete 2 Filter
== 10.11.12.226:4000 Server Narme IP Address SHMP Mame Status Comrents
’q" User Management
2 System

| Metwork Settings
&= Log Settings

BY Firewall

. IDSiAPS

@ License

?j:? Refresh

Lahris Teknolaji

| Lmc server address you are connected to is: 10.11.12.226

Select ALL All defined settings are selected.

Add To make a new definition, Add button is used.

Edit To make a change on the previously defined configuration, Edit
button is used.

Delete To delete defined configuration, Delete button is used.

Comment Explanation field
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Add Server »

v | Artive

Server Mame™*

IP Address *

SHMP Mame *  labrizsnmp

Comiment
FPort: 162 Protocol: LDP
0]24 Cancel
1 Active Defined settings can be set active / passive.
2 Server Name A name to define related server or network device. At the same
time, logs are constructed with this name.

3 IP Address IP address of the server whom logs will be taken from

SNMP Name SNMP sender's community name is written.

Comment Explanation field.
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Windows Labris Log Sender
Labris Log Sender tool provides service to all past logs on servers that have Windows Operating System

(to be referred as OS later in this text), DHCP Service, IIS Service, Exchange Server and any other text-
based log files from distant Labris LOG Server.

Labris Log Sender tool uses TCP 514 Port for sending logs.
Labris Log Sender tool supports the following OS:

Windows Server 2003 32 bit /64 bit, Server 2008 32 bit /64 bit, Server 2012 64 bit, Windows7 32
bit/64 bit and Windows8 32 bit/64 bit

Labris Log Sender Pre-Setup and Software Agreement
Labris Log Sender tool can be downloaded for your OS from the link shown below:

Click here for Windows 32 bit OS Server / User Machine Log Sender.
Click here for Windows 64 bit OS Server / User Machine Log Sender.

It is important that the user who will setup the software on the computer must have administrator
access on the existing OS.

Firewall protection mode must be switched off while Labris Log Sender tool is being setup on Windows
OS or you must make sure that TCP 514 port is not banned on the system. If there is a protective antivirus
program on the system, default directory of Labris Log Sender tool (default directory C:\Program
Files\LabrisLogSender) must be excluded from the protection area.

How to use Log Sender Installation?

When Labris Log Sender tool pre-setup conditions are met, you can install it on your Windows OS by
following the steps shown below:

You can see the software version and bit information of the OS in the “Name” section.
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R
|¢'|\_)I = Slhpinar = Labris = Agent = Windowslog = v5,2.2 - -_EI cearch ¥5, 2.2 EJ
Orgenize *  Mew folder CEER I__I_. 'ﬁ
¢ Favorites Hame - Type Size Cate medified
B Desiop i3 LabrsLogSender_xB5_84-1.5.2,exe Agplcation 343KE  30.05.2014 11:22
& Dowrloads
L Recent Places

You can start the installation by clicking on the “Run” button.

x
The publishesr could not be verified. Are you sure you wand fo
run this soflwane?
"_q Hame: ...s5log'w5. 2 2\abrislogSender_xB6_64-1.5.2.2x2
Publzher: Unknown Publisher
Typs: Agplcation
From: E:\SUcpinar Labrs\AgentiWndows Log 5. 2. 2%ab. ..

I Run II Cencel I

e Thie file doe= not have a vaild dighal signature that verfies it
a publisher. You should anfy un software: from publishers you trust.
? i 7

15t Step — Language Selection;

Labris Log Sender tool has Turkish and English language support for the installation process. Select the
suitable language for you and click “OK”. This tool support English language for the post installation
process.

T

| Select the languape to use during the
[ nstallanon:

[Engiish ]

Turkee

2"d Step — Starting Installation Wizard:

Welcome screen for installation wizard gives you the information about Labris Log Sender tool version
and warning about installation. After you read the information shown, you can start installing by
clicking “Next”.
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16) Setup - Labris Log Sender , =121
Welcome to the Labris Log Sender
Setup Wizard

This wil instal Labvis Log Sender 1.5.2 on your conputer

Itis rocommenced hat you coce al other appizancns before
conIruUng.

Cack Next 1o contnue, or Canced to ext Sehp

Next > Cancel

3" Step — Selecting the Installation Directory;

Installation directory is automatically set to C:\Program Files|LabrisLogSender. You can change the
directory on your own choice.

After you complete choosing directory selection, continue to next step by clicking “Next”.

1 Setup - Labris Log Sender

Select Destination Location
Wihere choud Latris Log Sencer be instaled?

Setup wil netal Labrs Log Sendet nto the Slonng fader,

To contirue, dick Next. 1f you would Tke o sebect & dffacant folder, cdck Browss

C:\Program Fles Labnad ooSender Browee...

Atleast 0,9 N8 of froe digk ©0a0e 19 required,

< Back Next > Cancel

4t Step — Creating Shortcut Name:

Create a shortcut name for Labris Log Sender tool to be shown on the start menu. If you do not want to
create a start menu folder, tick “Don’t create a StartMenu folder”.

After you finish editing name, continue to next step by clicking “Next”.
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B Setup - Labre Log Sender -

Select Start Menu Folder
vihere choud Setp dace the program’s shortouts?

. Se.0 wil create the progran's shortouts in the Blowing Start Meny falder.

To continue, dick Nexct, 3f you would bke 1o select 4 dfferent foider, dick Browse,

s Log sence] orowse...|

II_' DoNt create 5 Start Meny foider |

< Back Next > Cancel |

5% Step — Creating a Desktop Icon;

Decide about whether you want to create a desktop icon for Labris Log Sender tool on Windows
Desktop.

After you decide about it, continue to next step by clicking “Next”.

i

Sefect Additional Tasks
Vihech acd tional tagks chods be performed?

Sclect the addnoral tasks you would M Setup £ perform whike instaling Labrs Log
Sender, then cide Mext.

Adcitonal icons!
[~ Create a desicdop o

<M|&n>|(‘pn:z|]

6 Step — Installing Log Sender tool:

Upon you finish the previous steps, you can start the installation process by clicking “Install”.

If there is a change in the previous steps, click “Back” and edit them.
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; Setup - Labrs Log Sender

Ready to Install
Setup 5 now ready o begin nstaling Latris Log Sender on your computer,

Chck Instal %o contrue mith the installaton, or dick Back IF you want to review o
change any metengs.

Destination lozaSion: ;J
C2'Program Fles Labwis ogSender

Start Merw foider:
Labris Log Sender

< Basch Instal cancst |

6t Step — Completing Setup Wizard:

Click “Finish” to end the installation process.

1! Setup - Labris Log Semder alciz

Completing the Labris Log Sender
Setup Wizard

Shp e frithed e talng Labris Log Sender o your
computar . The apolcaton may be launcthed by sslicng the
stk Kons

Oick Fneh to extt St

How to use Log Sender Configuration?

After the installation process, open the shortcut either on Windows Desktop or the Start Menu.

If there is no shortcut on any of these, you can start the program by clicking “LabrisLogSender.exe” file
from the installation directory (default C:\Program Files\LabrisLogSender)

After you start the shortcut or LabrisLogSender.exe file, screen shown below will welcome you.
Detailed information about screen is provided in the following photos and introduction.
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The following screen will welcome you upon opening LabrisLogSender.exe or shortcut file. Detailed
info is available on the picture below or the text under it.

17, Labris Log Sender =101 x|
Log Carfguration
1 | Log Type= Cther Text-Baszed Loge
Windows Eventiog Sowoes ; 'You should seiect bypes you Uiser Defined Log Sources ; You.oan define best based iog
war olog. sournes , whobe foider ora snghe fie.
# L Aeplcstion Name [ Prefc [ Fie Fitar | Patn R
- [ Secury 11 :
#- [ Windows PowerShell 1z 13 14
OoHCr
[ Exchangs
Ons
1) 4 Ll
[ Irfarmation i
15
Statue :  Running |17 13! &|  Show Logs !'L Save I

Log Configuration

1 Log Configuration Log Configuration Tab

1.1 | Log Types Select Log Type

1.2 | Other Text Based Logs Other Text Based Logs. Add a New Text File
1.3 | Other Text Based Logs Other Text Based Logs. Edit Text File Settings
1.4 | Other Text Based Logs Other Text Based Logs. Delete Text File

1.5 | Information Information for status

1.6 | Save Save all configuration

1.7 | Status Log Sender Service Status

1.8 | Show Logs Show Sender Logs

1/1.1 Log Types;

This is the easy and detailed section for sending the specifications available on Windows OS and event
logs to LOG Server.

Event logs are divided into two parts that are Application and Security.

Application; Security;
Below status for application logs can be Below status for security logs can be sent to
sent to LOG Server. | LOG Server..
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- [ Applcation = [#] Secuity
[ Emer [ Emer
[ Faiurefwudi [ FaiureAude
E information [ rdcmation
SuccessAudt [#] SuccessAudt
[#] Waming [#] Waming

Windows PowerShell;

Windows Features;
Below status for Windows PowerShell logs

Below status for Windows Features logs can

can be sent to LOG Server. be sent to LOG Server.
[#] Windaws PowerShell DHCP
[ Emoe [ Exchangs Exchange
[ Faiuretude Ous Ous |
[+ rilematian
E SocessAudi
[ ¥iaming

1.2/1.3./1.4 Other Text-Based Logs;

This allows defined text-based log events to be sent to LOG server. Administrator user can view *.txt
extension files and C:/Windows/System32/Dhcp/ directory files.

—(har Test-Based Logs

Uzer Defred Log Sowress | You can defre fexi basesd og

=ounoes | whobks folder or 3 =angie fie 1 | I'\ ﬂ
Mame | Presioe | File Fiker | Patn

| bicase sel ﬂ

14 | Fie Il ., Fie Pod I 1z

4

*
1 Other Text-Based Log Add | Add Text-Based Log
1.1 | File Add Text-Based Log File
1.2 | File Pool Add Text-Based Logs Folder
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1.1 Text-Based Logs File;
Click “File” button and file directory is selected correctly.

are

Fleme II'_‘IHS
Presfie IDHS_LEIE_FILE

FilaPath [\ Windows' System3; |

1.2 Text-Based Logs File Pool:

Click “File Pool” button and file directory is selected correctly.

-, Add File Pool x|
Nama DHCP
Prefoc DHCF_LOG_FOLDER

Foider Path C:\Windowa'\System 1. Q Salact Foldar |
Fie Fiter "ol G Add File Pool |

Other Text-Based Logs view will seem like as shown below:
—Other Text-Basad Logs

Umer Defred Log Sowrcss ; You can defre: jex based og
mouross | whobs foider or 3 =ngie file | -~ | ﬂ
= I
Name: | Prei | Fie Fiter | Fath
ONS DOMNE_LOGE_FILE FILE CaWindows \System L dnsdns log
OHCP DHCP_LOG_FOLDER “log CoWindows\System 3 dhep
4 | i

1.8 Show Logs;

You can view all LOG Server log event that are sent by Log Sender in Show Logs section.
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T =101
Fter: [ =] Adocean: [250 ] % Clear Sereen
Status - Funning

Server Configuration

This is the section for configuration screen for Labris LOG Server information. Default log sending port
is automatically set to TCP 514.

Cache Time section is for creating cache memory for log event when the access to LOG Server is
unavailable.
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Ewert Log Types

."I, Labris Log Sender
Log Corfiquration || Server Canfiguralion 2

Status ©:  Funning 2

IP Adess ; | 12700

Cache Time : minuiss] Whas the Senes unfeachabls , cachs the ings siong this tima. 23

1 WF pddress foe 1o Labris log server 2.1

4

=10 x|

2 Server Configuration Log Configuration Tab

2.1 | IP Address Labris LOG Server IP Address
2.2 | TCP Port TCP Port Number

2.3 | Cache Time Log Cache Time (Minutes)
2.4 | Save Save Configuration

2.5 | Status Log Sender Service Status

Labris LOG Server Configuration
You should make these settings after you finish installation and select the log event for Labris Log

Server.

1. ldentifying Windows device on which Log Sender tool is installed.
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e

Ty Labris Management Console - x
Device File Edit View About Help
% g Sensor Configuration Syslog Receiver Syslog Sender
= BN Device List SelectAll A Delete | | ./ Edit | o7 Add | B 2., Filter
= E 1’511.12 226:4000 . — = = = T Status Comments
"é ;Js;;t;anagemenl Add Server, x Active
Active
irewal Active
- IDSIPS Server Name * |w2k12_us | 5
B License
IP Address * |mzwesw 10 | 6
Log Type * |us - | 7
Custom I I 3
Comment | Windows Web Server IS LOG| | £
OK Cancel
1 Log Settings Log Sender or Receiver Server Configuration Tab
2 Windows Log Receiver Add Windows Log Receiver Server
3 Add Add Windows Log Receiver
4 Active (Status) Log Receiver Status
5 Server Name Name for Server
6 IP Address Windows Log Receiver IP Address
7 Log Type Select a Log Type
8 Custom Custom Log Type
9 Command Command for Log Receiver
2. Viewing sent logs of Windows device on which Log Sender tool is installed.
1'_"_‘“1 Labris Management Console - x
Device File Edit View About Help
% g Users Users
Login Name Comment
- Eﬂ Device List 1 admin Administrator administration account

== 10.11.12.226:4000
2 se agement

4 [2 5miem |

- ...

- oxl

Services

FETWOTE SEttings LUe Ry Vizizr
= Log Settings = DHCP
B Firewall Eoujivees View [30] 7 | per page 3] Search Cached DNS Server
) IDSIPS
@ License Et - # Log Messages (W2k
P afx [2014.05.0_03:29:25 2014 May 03 03:00.00,01 <62-2014-05-02 23:59:35 162.168.20.05¢ GET /80 _ 192.166.] «
Fyt B [2014-05-03 03:29:25 2014 May 03 03:00:00,012 <62-2014-05-02 23.59:25 192.168.20.254 GET /- 443 - 192.168
3 [2014-0503 03:28:36 2014 May 03 02:59:10,158 <62>2014-05-02 23:58:35 192.168.20.254 GET /- 80 - 192.168.3 Configuration Backup
Hitpdds 4 [2014-0503 03:28:36 2014 May 03 02:58:10,154 <62>2014-05-07 73:56:25 192.168.20.254 GET / - 443 - 192168 Update .
5 20140503 03:27:36 2014 May 03 02:58:10,153 <62-2014 05 02 23:57:35 192.168.20.254 GET [ 80 - 192.168.3 Automatic Update
Imap 6 [2014°0503 03:27:36 2014 May 03 02:58:10,151 <62-2014 05 02 23:57:25 102.168.20.254 GET /- 443 - 192168 Lags
7 [2014-05-03 03:26:36 2014 May 03 02:57:10,149 <62>2014-05-02 23:56:35 192.168.20.254 GET /- 80 - 192.168.2 DatelTime S2ings
Mail Logs 8 |2014-05-03 03:26:38 2014 May 03 02:57:10,147 <62>2014-05-02 23:56:25 152.168.20.254 GET - 443 - 192.163 Console Access Setiings
9 |2014-0503 03:25.36 2014 May 03 02.56.:10,147 <622014-05-02 23.55.35 192.168.20.254 GET /- 80 - 192.168.2 9
Network Logs 10 [2014-05-03 03:25:36 2014 May 03 02:56:10,145 <6252014-05-02 23:55:25 192.168.20.254 GET / - 443 - 192168 General Sefings
i |2014-05-03 03:24.38 2014 May 03 02:55.:10,143 <62>2014-05-02 23:54:35 192 168.20.254 GET /- 80 - 192.188.2 Trusted Timestamping
Operational Logs 12 [2014-05-03 03:2438 2014 May 03 02:55:10,141 <6252014-05-02 23.54:25 192.168.20.254 GET - 443 - 192.168, 4 Reboot
13 |2014-0503 03:2338 2014 May 03 02:5410,140 <62-2014-0502 23:63:35 192.168.20.254 GET /- 80 - 1921682 [8) shutdown
Pop3 14 [2014-0503 03:2336 2014 May 03 02:54:10,137 <62-2014-05-02 23/53:25 152.168.20.254 GET /- 443 - 192.168,
& 15 [2014-0503 03:22.36 2014 May 03 02:53:10,136 <62>2014-05-02 23:52:35 192.168.20.254 GET /- 80 - 192.166.3
Test 16 [2014-05-03 03:22:36 2014 May 03 02:53:10,134 <62>2014-05-02 23:52:25 192.168.20.254 GET / - 443 - 192168
17 [2014-0503 03:21:36 2014 May 03 02:52:10,132 <62>2014-05-02 23:51:35 192.168.20.254 GET /- 80 - 192.166.2
\J % 7W2k12 iis 3 18 [2014-05-03 03:21:36 2014 May 03 02:52:10,130 <62-2014-05-02 23:51:25 192.168.20.254 GET/ - 443 - 192168
> — 18 [20140503 03:20:36 2014 May 03 02:51:10,128 <62-2014 05 02 23:50:35 192.168.20.254 GET/ 80 - 192.168.3
Wauth-access log 20 [2014-05-03 03:20:35 2014 May 03 02:51:10,126 <62>2014-05-02 23:50:25 192.168.20.254 GET /- 443 - 192168 ¥
4 L 3
Wingsec - GotoPage 11135 Next
& Add | | S Remove | | S Edit
System System Configuration and Log View Tab

Logs

All Log File

Log Types

Select Log Show

I WIN|F

Log Rows

Log Sender Logs
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Port mirroring

3Com Switch Port Mirroring

To copy traffic of port 1 to port 19:

<Sysname> system-view

[Sysname] interface Ethernet1/0/19
[Sysname-Ethernet1/0/19] monitor-port
[Sysname-Ethernet1/0/19] quit

[Sysname] interface Ethernet1/0/1
[Sysname-Ethernet1/0/1] mirroring-port both
[Sysname-Ethernet1/0/1] quit

<4500> display mirror
Monitor-port:
Ethernet1/0/19
Mirroring-port:
Ethernet1/0/1 both

Cisco Switch Port Mirroring
Kopyalanmasini istedigimiz port: Source Port fa0/3
Hedef Port: Destination Port fa0/4

switch(config)#fmonitor session 1 source interface fa0/3
switch(config)#fmonitor session 1 destination interface fa0/4

- To copy multiple source ports to destination port;
Source Port fa0/3
Destination Port fa0/5

switch(config)#monitor session 2 source interface fa0/3
switch(config)#monitor session 2 destination interface fa0/5

- To display the copied ports on the switch:

show monitor session 1
show monitor session 2

HP Switch Port Mirroring

Connect via telnet or console access.
titelnet 192.168.2.28
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Switch to 'Privilege' mode . (You should see '#' instead of '>'.)
hp>enable

hp#

Switch to 'configuration' mode.

hp#configure terminal

Type the port that Labris Log device is connected as monitor port. Some keys has port numbers (A1-12,
B13-24, C25-36, D37-48) and some keys are direct port numbers ( 1-2-3-4-5-6...).

hp(config)#mirror-port ethernet 9

Enter the settings of the port which will be copied. This port is usually the port that Firewall is connected.
By copying source port of network traffic is copied to firewall, all network traffic will be visible.

hp(config)#interface ethernet 3
Issue monitor command.
hp(eth-3)#monitor

Exit from ethernet settings.
hp(eth-3)# end

Save changes.

hp#wr mem
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Juniper Switch Port Mirroring

Firstly, connect to console access interface of Juniper device.
Please type 'edit' to switch edit mode.

Use the commands below to specify the source port(port that router is connected). 'LOG' is typed as a
description.

# set ethernet-switching-options analyzer LOG input ingress interface ge-0/0/7.0
# set ethernet-switching-options analyzer LOG input egress interface ge-0/0/7.0

After specifying the source port, you should specify destination port (port that Labris LOG device is
connected).

Incoming and outgoing traffic in 'ge-0/0/7.0 ethernet' is copied to 'ge-1/0/22.0
ethernet' after typing the command below.

# set ethernet-switching-options analyzer LOG output interface ge-1/0/22.0

Please type 'commit' to apply your changes.

access. Therefore, use a different port for your Labris LOG device's management
port.

f If a port is used for port mirroring in the switch, it is usually not used for network
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Logview

Introduction

Labris Logview is a project which aims to make monitoring the system wide logs easier to system
admins. User can see all logs for entire system log sources.

Firewall

Firewall Network Logs View

Access

Access Logs View

Operational

Operational Logs View

Administrative

Administrative Logs View

Wireless Authentication

Wireless Authentication Logs View

IPMAC

IPMAC Logs View

DHCP

DHCP Logs View

0NV Bl WIN

Mail

Mail Logs View

Logview allows user to define different log sources and regarding columns. Users can easily access new
logs via “Live Monitoring” and reach older records for a given date range.

FIREWALLLOGS  Create Time: 2014.06.03 0812 Begin: 2014-06-0300:00

Date 1 Time. Source Source User

2014.06.03.08:1231 192 168.0.165
2014.06.0308:1231 182 168.0.165

2014.06-03 08:12:31 155188138

2014.06-03 08:12:31 155158138

2014.06-03 08:12:31 108.160.166.30

2014.06-03 08:12:31 108.160.166.30 B
201406.0308.1230 1921682144 pein@yssyk
2014.06.0308.1230 152 1682 167 .
20140603 09:12:30 1921682167

2014.06.03.06:1230 18216812

201406.0308.1230 1921680165

2014.06.03.06:1230 182 168.0.165

201406.0308.1230 1821682247

2014.06.03.06:1230 19216812

2014.06-03 08:12:30 1921682149

2014.06.0308.1229 19216812 -
201406.03081229 1821682142 peinByssyk
2014.06.0308.1229 WET225 -
201406.0308.1229 182 168.0.165

2014.06.0308.1229 192 168.0.165 -
2014.06.0308.1229 192 1682 144 peindyssyk
2014.06.0308.1229 19216812 -
2014.06.0308.1229 192 1682 144 peindyssyk
201406.0308.1229 1821682144 pein@yssyk
2014.06.0306.1229 19216812 -
20140603 09:12:29 1921680139

2014.06.0306.1228 931861229

0140603081228 1821680190 -
2014.06.0306.1228 1821682 148 pengyssyk
201406.03081228 18216812 -
2014.06.0306.1228 1821682 148 pengyssyk
201406.03081228 182 168.0.165 -
2014.06.0308.1228 192 168.0.165

201406.03081228 182 168.0.165

2014.06.0308.1228 192 168.0.165

2014.06.0308.1228 192 168.0.165

2014.06.0308.1228 192 168.0.165

2014.06.0308.1228 192 168.0.165

2014.06.0308:1228 1921680165

* M4 Pge 1 oa b B T Streaming [N

Source Port

& FirewaliLogs  EAccesslogs | Of Senvicelogs {f Adminisratve logs & wauth Logs

Destination Destinaion User Destinatio Rule Action Protoco Appacation
13218801 - B _ip_uke wcET uoe oNS Ons
15216801 - 53 _fin_ e ACCEPT uoP DNS_DNS
192168812 - = ifp_Defauit oRoP  TCP MARK=0c35
15216812 - 5 _Ifp_ Default DROP TP MARK =035
19216812 sagsT tp_Rule ooy TeR .
15216812 54867 _Ifp_ Default DROP TP .
192.168.2255 w _fp_Rue ACCEPT uop MARK=Ox43
19216801 53 _lip_Fie ACCEPT uoP DNS_DNS
194274455 pr<) _lfp_ WAUTH FORWARD DROP uop NTP_NTP
10816018630 & _tp_Rue moET TP .
192.168.01 =] _fp_Rue ACCEPT uop DNS_DNS
13218801 s _to_Rue acET  uDP ONS_ONS
19216821 nx _lip_Rue ACCEPT Cce Tcp_TCcP
5814750 & _tp_Rue moET TP .
194274456 1 _lip_ WAUTH FORWARD DROP uoP NTP_NTP
10816018630 & _tp_Rue woPT TP .
1921682255 w _lip_Rue ACCEPT uop MARK=0x43
21612 = tp_Rue woPT TP STP_SuTe
15216801 53 _lip_ e ACCEPT uoP DNS_DNS
19218801 s tp_Rue acPT uDP ONS ONS
19216801 53 _lip_ e ACCEPT uoP DNS_DNS
15178383 s _tp_Rue acPT uDP .
19216821 o) _lip_ e ACCEPT TP TCP_TCP
192.16821 unx _fo_Rue ACCEPT TP TCP_TCP
1184102 @ o accer Tee -
213.180.204.124 0 _lfp_ WAUTH FORWARD DROP TCcP IMAP IMAP
1m1612 ] p_fuke acceT TeE STP_SwTe
8888 =] _fo_Rue ACCEPT uop DNS_DNS
13218801 s ip_ruke wcET uoe Onis_ons
196.175.39.39 53 _fip_ Fue ACCEPT uop -
1m0 s ip_ruke woET TR ssss
19216801 53 _fip_ Fue ACCEPT uop DNS_DNS
19218801 B ip_uke wcT uoe oNS ONS
19216801 53 _fip_ Fue ACCEPT uop DNS_DNS
19218801 B ip_uke wcT uoe oNS ONS
19216801 53 _lip_Fie ACCEPT uoP DNS_DNS
19218801 B ip_uke wcT uoe oNS ONS
19216801 53 _lip_Fie ACCEPT uoP DNS_DNS
19218801 2 tp_ruie woPT ue oNS DNS

Mac Address
080027801220
08:00.27:80-1e:ed
00:90:00:25:20:04.
00:30:08:2b:a0:84.
00:90:08:25:20:94
00:30:06:2b:a0:84.
ScTOEAE2308
00156552757
01555 TS T

08002780120
0800278016220
0leBcSEbelc

00:15:65:52:23:db

Scihdd 42308
0090:00:7020:04.
08:00.27:80 10D
0800:27:801e:20
SciBd 42308

SciBd 42308
ScTIOE4E23 06

RS Ehed
0090:00:7020:94.
0800:275026:08
ScTAEZI08

ScTAEZI08
08:00.27:80 1)
0800:27:801:20
08:00.27:80 1)
0800:27:801:20
08002780 1e:ed
0800:27:801:20
08002780 1e:ed
0800:27801e:20

Displaying 110 50 of 21048 ems

r.

Figure Logview records table while streaming with some sample logs
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Accesslogs OfSenicelogs b AdminsiaiveLogs i Waun Logs
ACCESSLOGS  Creste Time: 2014.06.091123 Begin: 201408021123 End: 2014.06.0 1123 aEx
Date i Time User 5 Mac dress Destination uRL Decisian TS Caegory Fiker G
M 02 1921580166 PRGTL52.166.0.1 500 = TCP_DENIEDHOY
204 06m 082333 1521680165 SCANNED” TCR_DENIEDH403
2014060308233 192168016 152 16810 1 8egin SCANNED" TCR_DENIEDH03
20140603 062328 2 1680166 152,166 0.1 5Pk “SCANNED"
2014.06.0306.2328 1921680165 PApTIS2 16601 BSfegin *SCANNED®
20140603 062378 1921680166 PR152.1668.0.1 85000 “SCANNED" TCP_DENIED403
2040503082323 1521600166 ApLE2 1680, g "SCANNED"
20140603 062322 221680166 182 168.0.4 S “SCANNED"
20140603 08:2322 1921680165 PApTIS2 1660 1 BSfegin *SCANNED®
1921680166 PRT152.166.0.1 85000 “SCANNED"
152150016 RS2 1680, g "SCANNED"
1921680166 pr182 168 0.1 857 “SCANNED®
1921680166 PRGTL52.166.0.1 8500 “SCANNED"
1321680165 ApIE2.158.0.1 8fogn "SCANNED"
1921680166 142 16810 1 860egin SCANNED®
20140603 062307 1921680166 rL52.166.0.1 50k “SCANNED"
2014.06.03.06:2306 1921680165 PApIS2 1660 1 BSfegin 'SCANNED®
20140603 082301 1921680166 PRT152.166.0.1 85000 “SCANNED"
204050308230 152160016 RS2 16801 g SCANNED"
2014.06.03 08.2301 1921680166 pr182 168 0.1 857 “SCANNED®
M w225 1921680166 PRGTL92.166.0.1 500 “SCANNED"
2040803 06:2256 1321680165 ApE2. 158 0.1 Bogn "SCANNED"
20140603 08:2255 1921680166 152 168101 860egin SCANNED"
20140603 062251 1921680166 152,166 0.1 50k “SCANNED"
2014.05.03 08:2251 1921680165 [ EIUTIE Y 'SCANNED®
20140603 06:2246 1921680166 PRT152.166.0.1 85000 “SCANNED"
20140603 08:22:46 1921680166 152 16810 1 80egin SCANNED"
20140603 062241 1921680166 152,166 0.1 50k “SCANNED"
2040608082241 1921680165 HapIS2 16601 BSegi 'SCANNED®
204060306:22% 1921680166 PRpT152.166.0.1 85000 “SCANNED"
20140603 08:2236 1521500166 RS2 16801 g SCANNED"
2014.06.03 082231 1921680166 apr182 168 0.1 857 “SCANNED®
ez 1921680166 PRGTL92.166.0.1 8500 “SCANNED"
2040803062226 1321680165 ApIE2158.0.1 g "SCANNED"
20140603 082221 1921680166 152 168101 #60egin SCANNED®
2040603062221 1921680166 g9 1680, B “SCANNED" NIEDH03
2140603062216 1921680165 g2 16601 BSog "SCANNED® TCP_DENIEDHTS .
v M4 P 1 oW bR D Displaying 110 50 of 2848 e
k

Figure Logview records table with some historical logs

Parts & Tools

Logview has some easy-to-use parts and useful tools:

B Access Logs @ Senice Logs i Adminiswative Logs B8 Waun Logs MPMAC Logs X DHCP
FREWALLLOGS  Creats Time: 2014.06.03 1652 Begin: 2044.06.0300.00 a s x
Gate | Time, Souree Source User Destinaior Destinatio Protocel apphcation Mac Ades:
2014.06.03 068852 192 16810.166 om0 Tep o Ot
rTror— o0 e 5 orlesear1L
0 voe semzpaTessI
1 we seTZMTESELL
" W we
" w e DHCP OmCP
& & we
& & we DHCP_DWCP
s sTea1 op
040 o C o
192168023 17%0 we rev—]
090 ® e - SrnTonsIst
2080 we DHOP DGR e
1921600.166 TCP BT
Tep e
e ecHATT
1521680187 TCP AT
192 1680187 Tep el
192 1880187 T O leBemATIL
192 1680255 we B et s
214.06.00 06:88:20 182360087 Tee . OletcHAT 1L
2004.06.03 06:45:20 TCP AT
2014.06.03 06:45:29 Tee OOl AT11
Tep -
14.06.00 064510 Ifp_ Delauit DROP e Ol A1
20040800 084819 In_ Delaut OROP Tep
20040600 064518 o Detust oROP Tep
6005 oo oRoP TP
2014960905 L] oRoP o
21406.03 06:65:18 . w0 oRoOP Ter 5
2014.06.00 06:45:18 om0 oRoOP Ter
214.06.00 06:45c18 om0 oRoP Tep E
2004.05.09 05:0404 & oRoP we DHCP WGP
2040505 05:4400 & ) oROP we Ba T OnERSL
2014.08.03 084401 o _o_MNG_IF DROP we DHCP_DHCP SalbmOusasL
2004.06.08.06:43.36 & o MNG_IF oRoP ) 2 1P IGMP BT
@ o IN_MNG,_IF OROP we DHEP DicP R
1oas bW Susameg. (T Displaying 11050 o 203 e

Figure: Parts & Tools on main display
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1. Records tables

Show / Hide Column Filtering

Select Show or Hide Column Filtering

Export Filtered Records

Select Export Filtered Records

Remove Table

Select Remove Table

IPMAC Logs

22 DHCP Logs

hc Address
e:Be:fd:47:11
e:Be:fd:47:11
E:b9:7c:56:11
P:b9:7c:56:11
by:Ff:0b :69:61
b : Ff:0b:60:61
4 Table Length Select Table Length
5 Backward Pages by 10 Select Backward Pages
6 Previous Page Select Previous Page
7 Go to Page Number Write Go to Page Number
8 Next Page Go to Next Page
9 Forward Pages by 10 Select Forward Pages
10 Refresh The Table Refresh The Table Button
11 Switch on/off Switch on/off Live Monitoring

[ s = B = =

2014-06-05 07:29:22
2014-06-05 07:29:17
2014-06-05 07:29:16

v « 4

®0

Sayfa

®

oW

®0

[}

¢

/27

e e e e PR g =

192.168.0.166
192.168.0.166
192.168.0.166

Streaming: =T

©
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2. Live monitoring shortcuts

e Firewall Logs | &8 Access Logs &% Service Logs | 4 Administrative Logs | = Wauth Logs Mail L i= [PMAC Logs X DHCP Logs
1 Firewall Firewall Network Logs View

2 Access Access Logs View

3 Operational Operational Logs View

4 Administrative Administrative Logs View

5 Wireless Authentication Wireless Authentication Logs View

6 IPMAC IPMAC Logs View

7 DHCP DHCP Logs View

8 Mail Mail Logs View

3. Layout options

1 Single View Select Single View
2 Column View Select Column View
3 List View Select List View
4 Grid View Select Grid View
4 . Settings
& Settings
B Save screen @
Q B x
& Load Screen @
M
Change Settings Select Change Settings
2 Save Screen Save Screen
Load Screen Load Screen
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5. Language selector

™ | anguage ~

£1= English
i= IPMAC Logs J

Bl Tiirkge @
Q x
English Select English Language
2 Turkish Select Turkish Language

6 . Server status & service controller

& Server Status: '

Restar Services @

o B x

‘ 1 ‘ Restart Services Restart all Services

7 . Sidebar

;1_Labﬁs

| NETWORKS

FIREWALL LOGS

D ate; Time
2014-06-05 06:29:41
2014-06-05 06:29:40
2014-06-05 06:29:40
2014-06-05 06:29:40
2014-06-05 06:29:38
2014-06-05 06:29:38
2014-06-05 06:29:35
2014-06-05 06:29:35
2014-06-05 06:29:33
2014-06-05 06:29:32
2014-06-05 06:29:32
2014-06-05 06:29:30
2014-06-05 06:29:30
2014-06-05 06:29:28

’ 1 l Dashboard Select Dashboard for Dashboard Screen
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2 All Logs Select All Logs

3 CPU Usage CPU Usage Info
4 RAM Usage RAM Usage Info
5 Disk Usage Disk Usage Info

Instructions

Logview is a web-based application and the only thing you could run it is a Web browser. We advise
you to mostly use Chrome, Safari or Firefox. Logview does not support IE versions before 8.0.

Logview uses Websocket and most of near future Web technologies; therefore the browser you would
use must support all these technologies.
Records Table

Records table shows records from your LOG device that is gathers all logs from defined sources. You
can see any log data, which is gathered from given date range and given, source. You can access
column filter feature just by clicking 1.1 Show / Hide column filtering button and you can make a
search by typing any keyword regarding column data.

The picture shows a table that its column filter is not enabled yet:

ACCESSLOGS  Create Time: 2014-06:0513.12  Begin: 2014-06-05 00,00 QB x|
Date/ Time User Source Mac Address Destnation WRL Decision HTIMISS Category Fiter G
2014.06.05 131352 1921682156 - - “EXCEPTION:Ayricalki_bi_steye_gidiiz TCP_MISSI200 kua -
201406.05 151352 1921682156 . . *SCANNED" TCP_MISS200 uia |
2014.06.05 131352 1921682156 . . TCP_MISS04 ula |
201406.05 151352 1921680155 . . *EXCEPTION'Ayricalii_bi_sileye_gidniz. TCP_MISS206 ™
2014.06.05 131352 1921682161 - - *SCANNED* TCP_MISSI200 ula| |
20140605 151352 152 1682.56 . . TCP_MISS200 la |
2014-06-05 13:13:51 192.168.0.153 - - “EXCEPTION"Ayricalkii_bir_siteye_girdiniz. TCP_MISS/206 kulla 3
2014.06.05 131351 1921682156 *SCANNED* TCP_MISSI200 ™
201406.05 151350 1921682156 c c *SCANNED" TCP_MISS200 | |
2014.06.05 131350 1921682156 *SCANNED* TCP_MISSI200 la | |
201406.05 151350 1921682156 c c *SCANNED" TCP_MISS200 | |
2014.06.05 131350 1921682156 *SCANNED* TCP_MISSI200 ula |
201406.05 151350 1921682156 c c TCP_MISS200 | |
2014-06-05 13:13:50 192.168.0.153 “EXCEPTION"Ayricalkii_bir_siteye_gjirdiniz. TCP_MISS/206 kulla 3
2014.06.05 131350 1921682156 - - *SCANNED* TCP_MISSI200 ula |
2014-06-05 13:13:49 162.168.0.153 . . EXCEPTION*Ayricalic_bir_siteye_girdiniz. TCP_MISSI206 il |
2014.06.05 131349 1921682156 - - TCP_MISSI200 ila |
201406.05 151348 1921682361 . . *SCANNED" TCP_MISS200 i |
2014.06.05 131348 1921682361 . . TCP_MISSI200 ula |
201406.05 151347 1921682156 . . TCP_MISS200 wia |
20140605 13:13:47 162.1680.153 - - “EXCEPTION*Ayricalii_bi_siteye_girdiniz. TCP_MISSI206 kula |
201406.05 131347 1521682156 . . *SCANNED* TCP_MISS200 s |
2014-06-05 13:13:47 192.168.2.156 - - *SCANNED* TCP_MISS/200 kulla 3
2014.06.05 13134 1921682156 *SCANNED* TCP_MISSI200 kila |
201406.05 151346 1921682156 c c *SCANNED" TCP_MISS200 s |
2014.06.05 13134 1921682156 *SCANNED* TCP_MISS02 [
201406.05 151346 1921682156 c c TCP_MISS200 s |
2014.06.05 13134 1921682156 *SCANNED* TCP_MISSI200 kila |
20140605 151346 1521682156 c c TCP_MISSI200 s |
2014-06-05 13:13:46 192.168.0.153 *EXCEPTION"Ayricalkii_bir_siteye_girdiniz. TCP_MISS/206 kulla 3
2014.06.05 13134 1921682156 - - *SCANNED* TCP_MISSI200 ula |
201406.05 151346 1921680196 . . *SCANNED" TCP_MISS200 wia |
2014.06.05 13134 1921682156 - - TCP_MISSI200 ila |
201406.05 151346 1921682156 . . TCP_MISS200 wia |
2014.06.05 13134 1921680163 - - *SCANNED* TCP_MISSI200 i |
201406.05 151346 1921682152 . . *SCANNED" TCP_MISS200 wia |
2014-06-05 13:13:45 192.168.2.156 - - TCP_MISS/200 kulla
2014.06.05 131345 1921682.56 TCP_MISSI200 ula v
»
W4 pge 1 oo b W 2 Streaming (EIN Displaying 1o 50 of 49457 iems
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And by clicking 1.1 Show / Hide Column Filtering button you will see the filters, even they are already

filtered:
ACCESS LOGS Create Time: 2014-06-05 13:12  Begin: 2014-06-05 00:00
Date | Time - User Source Mac Address Destination URL Decision
# SetDate Range 1=192.168.0.42 scanne
2014-06-05 13:21:45 192.168.0.165 *SCANNED*
2014-06-05 13:21:44 152,168 6.173 *SCANNED*
2014-06-05 13:21:43 192.168.6.173 "SCANNED"
2014-06-05 13:21:43 192.168.6.173 *SCANNED*
2014-06-05 13:21:43 152.168.6.173 *SCANNED*
2014-06-05 13:21:43 192.168.6.173 *SCANNED*
2014-06-05 13:21:43 192.168.6.173 *SCANNED*
2014-06-05 13:21:42 192.1686.173 *SCANNED"
2014-06-05 13:21:41 192.168.6.173 *SCANNED*
2014-06-05 13:21:41 152,168 6.173 *SCANNED*
2014-06-05 13:21:41 192.168.6.173 "SCANNED"
2014.06-05 132141 1921686173 it *SCANNED®

It can be search by using some operators:

e “="use it for define an equation such as for User column use like “user@domain” or type
“=zusername@domain”

e “I="use it for User column use like “user@domain” or type “=username@domain”

o “&&” useit for “and” keywords such as for User column use like “=user@domain &&
I=anotheruser@domain”

o “||” useitfor “or” keywords such as for User column use like “=user@domain | |

In records table you can export your filtered data by clicking 1.2 Export filtered records as CSV or TXT

I=anotheruser@domain”

file formatted.

Export

Export Type:

File Mame:;

hito-ifrealtime services disous coméapi2ithread/ 82 3237460 bust=4 760

htto:/ftechlaboratory net'service/notification

TXT C3v

http-itechlaboratory net'service/notification
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And you can remove the table by clicking 1.3 Remove table button.

Records table also has a footer, which includes:

e record || ength: use it to set content length of a table by page 10, 15, 20, 30 and 50

backward-| # || ¥ [forward buttons: use it to shift pages by 10 forward or backward

e previous |4 } [next buttons: use it to shift pages one by one

reload buttons: 2, use it to reload the page if you think something goes wrong about the

table

Streaming: T

streaming on/off button: enable or disable stream, it is better to stop

stream when filtering data.

Records tables also have nice user-friendly features. You can resize columns by pulling the next line to
the column and leave it when you reach the size you want. Initially records tables have own predefined
size to provide best-fit size for the data inside the column. You can also order historical records table
just by clicking the header of the column you would like to sort by; and also you can show or hide
columns by clicking the down-arrow on the column heading as show in figure.

Another feature tables have is “replacing columns”. You can replace columns by drag and drop. Drag a
column you want to move then drop to put where you want.

Real-time Monitoring

Logview provides a real-time monitoring for streaming logs. You can just click the shortcut buttons and
it fires an event to create real-time logs monitoring tables.

14-06-05 00:00
Source -
=192 168.0.42 || =1592.1¢
152.168.2.176

s Firewall Logs | i3 Access Logs | &F Service Logs | i Administrative Logs = Wauth Logs fail L i= IPMAC Logs 2 DHCP Logs
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I T &, - YR S
1 Firewall Log View All Firewall Logs
2 Access Logs Internet Access Logs
3 Service Logs Device Service Logs
4 Administrative Logs Administrative Logs for This Device
5 Wireless Authentication Logs | Wireless Authentication Logs
6 Mail Logs Mail Logs for SMTP, IMAP and POP3
7 IP-MAC Logs IP AND MAC Address Logs
8 DHCP Logs DHCP Logs

Real-time monitoring tables allow you to track real time logs. Even if you want to filter them then it still
keeps streaming

Historical Logs

Historical logs are all logs that are retrieved from older logs. You can create a historical records table
from sidebar.

After you click the domain name you will see a window like below:

As we see in the figure, there are log sources and regarding fields which will be defined as columns
when the table is created. We can select which column will be shown or hidden. In date range
selection section, there are predefined date ranges 1 day, 3 days, 1 week. In another case, you can also
select date range by manually.
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= Table
Select Log Source Firewall Logs #) Access Logs
Service Logs Administrative Logs
Wauth Logs Mail Logs
IPMAC Logs DHCP Logs
Select Log Fields +  Date/ Time | User | Source
Mac Address + | Destination ¥ | URL
| Decision | Undefined | Category
Host Domain | Filter Group
Response Code User Agent Size
Client Host Duration Mime Type
Method
Default Ranges: lday 3days 1week
From: | 2014-05-29 16:09
Te: | 2014-06-05 16:09
CREATE TABLE
= Table
Select Log Source L Firewall Logs . #) Access Logs
[ J Administrative Logs
Su Mo Tu We Th Fr Sa Mail Logs
DHCP Logs
1 2 3
4 5 6 7 8 9 10
Select Log Fields P i) Source
11| 12 | 13 14| 15 16| 17| Lsnat0n 7| URL
18 19 20 21 22 23 24 Hefined | Category
25| 26| 27 28| 29| 30 31 main + | Filter Group
=r Agent Size
Time 16:09
ration Mime Type
Hour
Minute

Default Ranges:
Done

From: | 2014-05-29 16:09)

Te: | 2014-06-05 16:09

CREATE TABLE
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Utilities
Settings

Settings section lets you change settings along Logview. By clicking 4.1 Change Settings you will able to
set default behavior of columns to be shown or hidden.

If you check any field on this window, it will be shown in records table as shown column. If you
uncheck a field, it will be hidden on the table.

Settings

Please select default columns to be shown in table:

| Date/Time | User | Source | Mac Address | Destination
| URL | Decision | HITIMISS | Category Host
Domain | Fitter Group Response Code User Agent Size
Client Host Duration Mime Type Method

Save Screen

Logview allows you to save different views depending on your needs. You can create different widgets
for different log sources, you can resize columns, set filters, change layouts and then you can click on
“Save Screen” and give it a name. The page automatically saves the view after some critical events.

TJT T 05 B LT = TaT

o
4

= Save Page

View Name:

O ATE

o B O s T T s T o Y o AN s AN s
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Load Screen

Logview stores your saved screen with any parameters and settings you given, as mentioned above.
You can make a search then you fill find all saved screens and select which one you would like to load.

= FIND A VIEW
MAME:
FROM:
B,
TO:
View name Table count
B-1 1
s
= FIND A VIEW
MNAME:
FROM:
B
TO:
View name Table count
b=l |
view 2 4 Load Delete
e dashboard 4 Load Delete

Regional Settings

Logview supports multilingual operations. Basically, it comes with English and Turkish. If clients require
it, it is easy to add more languages to be supported.
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Labris

METWORKS

& Firewall Logs i AccessLogs  ©f Service Logs 4 Administrative Logs & Wauth Logs ail Log #IPMAC Logs X DHCP Logs
FIREWALLLOGS  Create Time: 2014-06-05 14:04 Begin: 2014-06-06 00:00 Q x
Dalc; Time Source Source User Source Port Destination Destination User Destinatio... Rule Action Protocol

2014-06-06 10:53:07 169.254.1.1 - 138 169.254.255.255 - 138 Ifp OUT MNG IF DROP upp

2014-06-06 10:53:06 169.254.1.1 - 137 169.254.255.255 - 137 ifp OUT MNG IF DROP uDP NTE
2014-06-06 10:53:05 169.254.1.1 - 137 169.254.255.255 - 137 fp OUT MNG IF DROP upP NTE
2014-06-06 10:53:04 169.254.1.1 - 137 169.254.255.255 - 137 fp OUT MNG IF DROP ubP NTE
2014-06-06 10:53:02 169.254.1.1 - 137 169.254.255.255 . 137 Ifo OUT MNG IF DROP upP NTE
2014-06-06 10:53:01 169.254.1.1 - 137 169.254.255.255 . 137 Ifo OUT MING IF DROP uDP NTE
2014-06-06 10:53:00 169.254.1.1 - 137 169.254.255.255 . 137 Ifo OUT MNG IF DROP upP NTE
2014-06-06 10:52:59 169.254.1.1 - 137 169.254.255.255 . 137 Ifo OUT MNG IF DROP upP NTE
2014-06-06 10:52:57 169.254.1.1 - 138 169.254.255.255 . 138 Ifo OUT MNG IF DROP upP

2014-06-06 10:52:57 168.254.1.1 - 137 169.254.255.255 - 137 Ifp OUT MNG IF DROP ubpP NT
2014-06-06 10:52:55 169.254.1.1 - 138 169.254.255.255 - 138 Ifp OUT MNG IF DROP upp

2014-06-06 10:52:53 169.254.1.1 - 138 169.254.255.255 - 138 ifp OUT MNG IF DROP upp

2014-06-06 10:52:51 169.254.1.1 - 138 169.254.255.255 - 138 fp OUT MNG IF DROP upp

2014-06-06 10:52:50 169.254.1.1 - 138 169.254.255.255 - 138 fp OUT MNG IF DROP upp

2014-06-06 10:52:39 169.254.1.1 - 137 169.254.255.255 . 137 Ifo OUT MNG IF DROP upP NTE
2014-06-06 10:52:36 169.254.1.1 - 137 169.254.255.255 . 137 Ifo OUT MING IF DROP uDP NTE
2014-06-06 10:52:36 169.254.1.1 - 137 169.254.255.255 . 137 Ifo OUT MNG IF DROP upP NTE
2014-06-06 10:52:38 169.254.1.1 - 137 169.254.255.255 . 137 Ifo OUT MNG IF DROP upP NTE
2014-06-06 10:52:38 169.254.1.1 - 137 169.254.255.255 . 137 Ifo OUT MNG IF DROP upP NTE
2014-06-06 10:52:38 168.254.1.1 - 137 169.254.255.255 - 137 Ifp OUT MNG IF DROP ubpP NT
2014-06-06 10:52:38 169.254.1.1 - 137 169.254.255.255 - 137 Ifp OUT MNG IF DROP UDP NTE
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 - 137 ifp OUT MNG IF DROP uDP NTE
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 - 137 fp OUT MNG IF DROP upP NTE
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 - 137 fp OUT MNG IF DROP ubpP NTE
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 . 137 Ifo OUT MNG IF DROP upP NTE
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 . 137 Ifo OUT MING IF DROP uDP NTE
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 . 137 Ifo OUT MNG IF DROP upP NTE
2014-06-06 10:52:36 169.254.1.1 - 137 169.254.255.255 . 137 Ifo OUT MNG IF DROP upP NTE
2014-06-06 10:52:36 168.254.1.1 _ 137 169.254.255.255 S 137 Ifo OUT MNG IF DROP ubp NTI

- W 4 Page 1 o1 bk W Z Steamng | Displaying 1 to 38 of 38 items

Figure: Main display in English

Labris

NETWORKS

& Glvenlik Duvar Kayitlan & Erigim Kayilan  ©f Islem Kayitian | §§ Yénetim Kayitian & Wauth Kayitlan
G GUVENLIK DUVARI KAYITLARI Olugturulma Zamani: 2014-06-06 14:30  Baglangig: 2014-06-06 00:00 Q x
Tarih /Zaman Kaynak Kaynak Kullanici Kaynak Portu  Hedef Adresi Hedef Kullanici Hedef Portu Kural Karar Protokol
Tim Kayitiar 2014-06-06 10:53:07 168.254.1.1 - 138 169.254.255.255 - 138 Ifp OUT MNG IF DROP upP
2014-06-06 10:53:06 169.254.1.1 - 137 169.254.255.255 - 137 Ifp OUT MNG IF DROP upp NTI
. 2014-06-06 10:53:05 169.254.1.1 - 137 169.254.255.255 - 137 Ifp OUT MNG IF DROP upp NTE
: "_ 00 2014-06-06 10:53:04. 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upp NTI
2014-06-06 10:53:02 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP uppP NTI
e 2014-06-06 10:53:01 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upp NTI
— 267 2014-06-06 10:53:00 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upP NTI
2014-06-06 10:52:59 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP uDP NTI
Disk kil 2014-06-06 10:52:57 169.254.1.1 - 138 169.254.255.255 - 138 Ifp OUT MNG IF DROP uDP
— 1% 2014-06-06 10:52:57 168.254.1.1 - 137 169.254.255.255 - 137 Ifp OUT MNG IF DROP upP NTI
2014-06-06 10:52:55 169.254.1.1 - 138 169.254.255.255 - 138 Ifp OUT MNG IF DROP upp
2014-06-06 10:52:53 169.254.1.1 - 138 169.254.255.255 - 138 Ifo OUT MNG IF DROP upp
2014-06-06 10:52:51 169.254.1.1 - 138 169.254.255.255 - 138 Ifo OUT MNG IF DROP upp
2014-06-06 10:52:50 169.254.1.1 - 138 169.254.255.255 - 138 Ifo OUT MNG IF DROP upp
2014-06-06 10:52:39 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upP NTI
2014-06-06 10:52:38 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP uDP NTI
2014-06-06 10:52:38 169.254.1.1 - 137 169.254.255.255 - 137 Ifp OUT MNG IF DROP uDP NTI
2014-06-06 10:52:38. 168.254.1.1 - 137 169.254.255.255 - 137 Ifp OUT MNG IF DROP upP NTI
2014-06-06 10:52:38 169.254.1.1 - 137 169.254.255.255 - 137 Ifp OUT MNG IF DROP upp NTI
2014.06-06 10:52:38. 169.254.1.1 - 137 169.254.255.255 - 137 Ifp OUT MNG IF DROP upp NTE
2014-06-06 10:52:36 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upp NTI
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upp NTI
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upp NTI
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upP NTI
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 - 137 Ifp OUT MNG IF DROP upP NTI
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 - 137 Ifp OUT MNG IF DROP uDP NTI
2014-06-06 10:52:37 168.254.1.1 - 137 169.254.255.255 - 137 Ifp OUT MNG IF DROP upP NTI
2014.06-06 10:52:36 169.254.1.1 - 137 169.254.255.255 - 137 Ifp OUT MNG IF DROP upp NTE
2014-06-06 10:52:36 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upp NTI
v 4 4 sala 1 11 B B % Steaming | 38 kayittan 1 ile 38 arasindakiler gésteriliyor

Figure: Main display in Turkish
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Service Monitoring

You can monitor background service’s status of Logview. The status indicator will be green if all
background services work fine, but the indicator will be yellow if some of services are ok but some
have problem. If you see yellow indicator you should see system logs. If the indicator is red you should
talk with the technical support.

® Sarver Status: ® Server Status: i Sarver Status: @

There is also a service controlling option under the Server Status menu to restart services. If you see
yellow indicator you may go through to try restarting services. If it may keep staying in the yellow
status please contact the technical support.

® Server Status: i

Festart Sernvices @

Layout Options

Logview is a single page application that supports widgetizing the layout. You can monitor 4 different
log sources in different records table. There are 4 layout options to placed widgets in the page:

1 Single Widget View Single Widget View Button
2 Column View Select Column View

3 List View Select List View

4 Grid View Select Grid View
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Logview starts with a single widget if there is no dashboard saved and if the dashboard has no widget

on it. So, Logview loads a firewall records table in single widget view. You can change the widgets, view
option, columns, filters and then save the dashboard or save it with a different name.

Single Widget View

In single widget view layout you can see only one widget at a time. If you pick a streaming records
table or create a historical records table it will replace the previous widget with itself. In another case,
if you have more than one widget in a different view then you select the single view, the layout option
will remove all widget except the one that added last.

FIREWALL LOGS Creato Time: 2014-06-06 14:58  Begin: 2014-06-06 00:00 a x
Date / Time Source Source User Source Port D i Desti 1 User Destinatio... Rule Action Protocol Application
2014-06-06 10:53:07 169.254.1.4 - 138 169.254.255.255 - 138 Hp OUT MNG IF DROP upDP CIFS CIFS
2014-06-06 10:53:06 169.254.1.4 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP uDP NTBIOSNS NetBIOS Nar
2014-06-06 10:53:05 169.254.1.4 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP uDP NTBIOSNS NetBIOS Nar
2014-06-06 10:53:04. 169.254.1.4 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP uDP NTBIOSNS NetBIOS Nar
2014-06-06 10:53:02 169.254.1.4 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP uDP NTBIOSNS NetBIOS Nar
2014-06-06 10:53:01 169.254.1.4 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP uDP NTBIOSNS NetBIOS Nar
2014-06-06 10:53:00 169.254.1.4 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP uDP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:58 169.254.1.4 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP uDP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:57 169.254.1.4 - 138 169.254.255.255 - 138 Hp OUT MNG IF DROP uDP CIFS CIFS
2014-06-06 10:52:57 169.254.1.4 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP uDP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:55 169.254.1.4 - 138 169.254.255.255 - 138 Hp OUT MNG IF DROP uDP CIFS CIFS
2014-06-06 10:52:53 169.254.1.4 - 138 169.254.255.255 - 138 Hp OUT MNG IF DROP uDP CIFS CIFS
2014-06-06 10:52:51 169.254.1.4 - 138 169.254.255.255 - 138 Hp OUT MNG IF DROP uDP CIFS CIFS
2014-06-06 10:52:50 169.254.1.4 - 138 169.254.255.255 - 138 Hp OUT MNG IF DROP uDP CIFS CIFS
2014-06-06 10:52:38 169.254.1.4 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP uDP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:38 169.254.1.4 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP uDP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:38 169.254.1.4 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP uDP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:38 169.254.1.4 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP uDP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:38 169.254.1.4 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP uDP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:38 169.254.1.4 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP uDP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:38 169.254.1.4 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP uDP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:37 169.254.1.4 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP uDP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:37 169.254.1.4 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP uDP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:37 169.254.1.4 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP uDP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:37 169.254.1.1 . 137 169.254.255.255 . 137 o OUT MNG IF DROP upp NTBIOSNS NetBIOS Nar
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 - 137 o OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 - 137 o OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:36 169.254.1.1 - 137 169.254.255.255 - 137 o OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:36 169.254.1.1 - 137 169.254.255.255 - 137 lfo OUT MNG IF DROP upp NTBIOSNS NetBIOS Nar
v W 4 Page 1 of 1 F W 2 Streaming: grrvm | Displaying 1 to 38 of 38 items

Column View

In column view you can put widgets in columns and vertically display them.
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FIREWALL LOGS Create Time: 2014-06-06 15:16  Begin: 2014-08-0... Q x SERVICE LOGS Create Time: 2014-06-06 15:16  Begin: 2014 Q x
Date / Time Source Source User Source Port Destination Date / Time Host  Message
2014-06-06 10:53:07 160.254.1.4 - 138 169.254.255.255 2014-06-06 12:16:40 localhost  [2014/06/06 12:16:40.055664, O] printing/print standard.c:66(std pcap cache reload)
2014-06-06 10:53:06 160.254.1.4 - 137 169.254.255.255 2014-06-06 12:14:20 localhost  Id “T0" respawning too fast: disablad for 5 minutes
2014-06-06 10:53:05 169.254.1.1 - 131 169.254.255.255 2014-06-06 12:14:15 localhost  ttvS0: nota tty
2014-06-06 10:53:04 169.254.1.1 - 131 169.254.255.255 2014-06-06 12:14:10 localhost  ttvS0: not a tty
2014-06-06 10:53:02 169.254.1.1 - 137 169.254.255.255 2014-06-D6 12:14:05 localhost  ttyS0: not a tty
2014-06-06 10:53:01 160.254.1.4 - 137 169.254.255.255 2014-06-06 12:14:00 localhost  tyS0: not a tty
2014-06-06 10:53:00 160.254.1.4 - 137 169.254.255.255 2014-06-06 12:13:55 localhost  tyS0: not a tty
2014-06-06 10 169.254.1.1 - 131 169.254.255.255 2014-06-06 12:13:49 localhost  ttvS0: not a tty
2014-06-06 10 169.254.1.1 - 138 169.254.255.255 2014-06-06 12:13:44 localhost  ttvS0: nota tty
2014-06-06 10 160.254.1.4 - 137 169.254.255.255 2014-06-06 12:13:39 localhost  tyS0: not a tty
2014-06-06 10 160.254.1.4 - 138 169.254.255.255 2014-06-06 12:13:34 localhost  tyS0: not a tty
2014-06-06 10: 169.254.1.1 - 138 169.254.255.255 2014-06-06 12:13:29 localhost  ttvS0: nota tty
2014-06-06 10:52:51 169.254.1.1 - 138 169.254.255.255 2014-06-06 12:08:28 localhost  Id “T0" respawning too fast: disabled for § minutes
2014-06-06 10:52:50 169.254.1.1 - 138 169.254.255.255 2014-06-06 12:08:23 localhost  tyS0: not a tty
2014-06-06 10 160.254.1.4 - 137 169.254.255.255 2014-06-06 12:08:18 localhost  tyS0: not a tty
2014-06-06 10 160.254.1.4 - 137 169.254.255.255 2014-06-06 12:08:13 localhost  tyS0: not a tty
2014-06-06 10:52:38 169.254.1.1 - 131 169.254.255.255 2014-06-06 12:08:08 localhost  ttvS0: nota tty
2014-06-06 10 169.254.1.1 - 131 169.254.255.255 2014-06-06 12:08:02 localhost  ttvS0: not a tty
2014-06-06 10 160.254.1.4 - 137 169.254.255.255 2014-06-06 12:07:57 localhost  tyS0: not a tty
2014-06-06 10 160.254.1.4 - 137 169.254.255.255 2014-06-06 12:07:52 localhost  tyS0: not a tty
2014-06-06 10: 169.254.1.1 - 137 169.254.255.255 2014-06-06 12:07:47 localhost  ttvS0: nota tty
2014-06-06 10 169.254.1.1 - 131 169.254.255.255 2014-06-06 12:07:42 localhost  ttvS0: not a tty
2014-06-06 10:52:37 169.254.1.1 - 131 169.254.255.255 2014-06-06 12:07:37 localhost  ttvS0: nota tty
2014-06-06 10:52:37 160.254.1.4 - 137 169.254.255.255 2014-06-06 12:03:39 localnost  [2014/06/06 12:03:38.266449, O] printing/print standard c:66(std pcap cache reload)
2014-06-06 10 160.254.1.4 - 137 169.254.255.255 2014-06-06 12:02:36 localhost  Id “T0" respawning too fast: disablad for 5 minutes
2014-06-06 10 169.254.1.1 - 131 169.254.255.255 2014-06-06 12:02:31 localhost  ttvS0: not a tty
2014-06-06 10:52:37 169.254.1.1 - 131 169.254.255.255 2014-06-06 12:02:26 localhost  ttvS0: nota tty
2014-06-06 10 169.254.1.1 - 137 169.254.255.255 2014-06-D6 12:02:21 localost  tyS0: not a tty
2014-06-06 10 160.254.1.4 - 137 169.254.255.255 2014-06-06 12:02:15 localhost  ttvS0: not a tv
v M 4 pPage 1 ofi1 k W 9 Streaming g | Displaying 1 to 38 of 38 items | 4 4 Page 1 of7 k W 2 Streaming grevm | Displaying 1 to 50 of 321 items

List View

In list view you can put widgets in a horizontal order.

FIREWALL LOGS Create Time: 2014-06-06 15:16  Begin: 2014-06-06 00:00 Q X
Date / Time Source Source User Source Port D D User Destinatio... Rule Action Protocol Application
2014-06-06 10:53:07 169.254.1.1 - 138 169.254.255.255 - 138 Ifo OUT MNG IF DROP upoP CIFS CIFS
2014-06-06 10; 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar
2014-06-06 10 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar
2014-06-06 10:53:04 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar
2014-06-06 10:53:02 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar
2014-06-06 10:53:01 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar
2014-06-06 10:53:00 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:59 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:57 - 138 169.254.255.255 - 138 Ifo OUT MNG IF DROP upoP CIFS CIFS
2014-06-06 10:52:57 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:55 - 138 169.254.255.255 - 138 Ifo OUT MNG IF DROP upoP CIFS CIFS
2014-06-06 10:52:53 - 138 169.254.255.255 - 138 Ifo OUT MNG IF DROP upoP CIFS CIFS
- H 4 Page b W 2 Steaming grerm | Displaying 1 to 38 of 38 items
SERVICE LOGS Create Time: 2014-06-06 15:16  Begin: 2014-06-06 00:00 a x
Date / Time Host  Message
2014-06-06 12:16:40 localhost  [2014/06/06 12:16:40.055664, 0] printing/print standard.c:68(std peap cache reload)
2014-06-06 12:14:20 localhost  Id “T0" respawning too fast: disabled for 5 minutas
2014-06-06 12:14:15 localhost  ttyS0: not a tty
2014-06-06 12:14:10 localhost  tyS0: not a tty
2014-06-06 12:14:05 localhost  ttyS0: not a tty
2014-06-06 12:14:00 localhost  tyS0: not a tty
2014-06-06 12:13:55 localhost  ttyS0: not a tty
2014-06-06 12:13:49 localhost  tyS0: not a tty
2014-06-06 12:13:44 localhost  ttyS0: not a tty
2014-06-06 12:13:39 localhost  tyS0: not a tty
2014-06-06 12:13:34 localhost  ttyS0: not a tty
2014-06-06 12:13:29 localhost  tyS0: not a tty
v 4 4 Page 1 of7 b W Streaming: grevm Displaying 1 to 50 of 321 items

It is easy to track log records while you have two streaming records table to compare some data. You
can select columns and watch logs while the records table streams.

Grid View

Grid view has a wide gallery-like view and puts widgets in a 4 piece grid layout.
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FIREWALL LOGS Create Time: 2014-06-06 15:17 Begin: 2014-06-0... Q ® ADMINISTRATIVE LOGS Create Time: 2014-06-06 15:17  Begin: 20... Q x
Date / Time Source Source User Source Port Destination Date | Time Host  Message

2014-06-06 10:53:07 169.254.1.1 - 138 169.254,255.255 2014-06-06 11:01:37  localhost  Accented passwaord for root from 10.7.100.102 port 56830 ssh2

2014-06-06 10:53:06 169.254.1.1 - 137 169.254.255.255 2014-06-06 11:01:37  localnost  pam unix{sshd:session): session opened for user root by (uid=0)

2014-06-06 10:53:05 168.254.1.1 - 137 168.254.255.255 2014-06-08 10:53:00  localnost  pam unix(login:session): session opened for user root by LOGIN(uid=0)

2014-06-06 10:53:04 169.254.1.4 - 137 169.254.255.255 2014-06-06 10:53:00  localnost  ROOT LOGIN ON tyd

2014-06-06 10:53:02 169.254.1.1 - 137 169.254.255.255

2014-06-06 10:53:01 169.254.1.1 - 137 169.254.255.255

2014-06-06 10:53:00 169.254.1.4 - 137 169.254.255.255

2014-06-06 10:52:59 169.254.1.4 - 137 169.254.255.255

2014-06-06 10:52:57 169.254.1.1 - 138 169.254.255.255

2014-06-06 10:52:57 168.254.1.1 - 137 168.254.255.255

2014-06-06 10:52:55 169.254.1.4 - 138 169.254.255.255

2014-06-06 10:52:53 169.254.1.1 - 138 169.254.255.255

v 4“4 4 pPage 1 ofi1 k W 2 Streaming grerm | Displaying 1 to 38 of 38 items | 4 4 pPage 1 oft b B 5 Steaming: grrgm | Displaying 1 to 4 of 4 items
FIREWALL LOGS Create Time: 2014-06-06 15:16  Begin: 2014-06-0... Q x SERVICE LOGS Create Time: 2014-08-06 15:16  Begin: 2014-06-08... a B x
Date ; Time Source Source User Source Port Destination Da(c: Time Host Message

2014-06-06 10:53:07 169.254.1.1 - 138 169.254.255.255 2014-06-06 12:16:40 localnest  [2014/06/08 12:16:40.055664. 0] printinalorint standard.c:68(sid peap cache reload)

2014-06-06 10:53:06 169.254.1.4 - 137 169.254.255.255 2014-06-06 12:14:20 localhost  Id *T0" respawning too fast: disabled for 5 minutes

2014-06-06 10:53:05 169.254.1.4 - 137 169.254.255.255 2014-06-06 12:14:15 localhost  ttyS0: not a tty

2014-06-06 10:53:04 169.254.1.1 - 137 169.254.255.255 2014-06-06 12:14:10 localnost  tvS0: not a tty

2014-06-06 10:53:02 169.254.1.1 - 137 169.254.255.255 2014-06-06 12:14:05 localnest  tyS0: not a tty

2014-06-06 10:53:01 169.254.1.4 - 137 169.254.255.255 2014-06-06 12:14:00 localnost  ttyS0: not a tty

2014-06-06 10:53:00 169.254.1.1 . 137 169.254.255.255 2014-06-06 12:13:55 localhost  ttvS0: not a tty

2014-06-06 10:52:59 169.254.1.1 - 137 169.254.255.255 2014-06-06 12:13:49 localnost  tvS0: not a tty

2014-06-06 10:52:57 169.254.1.4 - 138 169.254.255.255 2014-06-06 12:13:44 localhost  ttvS0: not a tty

2014-06-06 10:52:57 169.254.1.4 - 137 169.254.255.255 2014-06-06 12:13:38 localnost  ttyS0: not a tty

2014-06-06 10:52:55 169.254.1.1 - 138 169.254.255.255 2014-06-06 12:13:34 localnost  tvS0: not a tty

2014-06-06 10:52:53 169.254.1.1 - 138 169.254.255.255 2014-06-06 12:13:29 localnost  tvS0: not a tt

v “ 4  Page 1 of 1 b W 42 Streaming: grerm | Displaying 1 to 38 of 38 items | “ 4  Page 1 of7 F W 9 Streaming: grrm | Displaying 1 to 50 of 321 items.

This view helps you to compare or watch 4 different log sources in tables.
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Network Visibility

Visibility is the web based tool for monitoring a network. This tool provides visibility for the network,
including current traffic, application and more detailed information. Important functionality is listed as
below.

" Labris LerLOG Detailed Logging and Reporting Series 4 0 ®

| NETWORKS Wizard Help Logout

[H:1{Nelchy | OGVIEW LMC VISIBILITY  WAUTH Hello, admin | FS I

& Dashboard Flows e ExportData  Hosts = Interfaces -

Dashboard: Talkers Hosts Applications Senders
Top Flow Talkers

ee-in-f84.1e100.net

www.hurriyet.com.tr

10.11.12.34

i.mahmure.com

ocsp.digicert.com

[ e [ ] s

I 10.11.13.30 10.11.12.221

10.11.12.28
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a. All active flows are monitored bi-directionally.

0 ®

Help

Labris LsrLoG Detailed Lo

NETWORKS

s

gging and Reporting Series

Logout

LBRLOG LOGVIEW VISIBILITY Helio, admin | [IEVIRE
& Dashboard [ESLIT:3M e Export Data  Hosts ~  Interfaces ~ Search Host

Active Flows ¢ [ 10 | + | Arpications-
Info  Application L4 Proto VLAN Client Server Duration Breakdown  Throughputyv  Total Bytes
m Google TCP 10.11.12.34:37526 muc03s14-in-f16.1e10...:443 1 min, 34 sec m 26.66 Kbit 646.16 KB
m HTTP TCP 10.11.12.28:36032 vww.milliyet.com.tr:80 5 min, 59 sec m 6.91 Kbit 1.88 MB
m SIP uUppP 10.11.12.36:62045 178-251-45-211.vae.d...:5060 7 min, 53 sec Client  Serve 5.8 Kbit 17.74 KB
@ FaceBook TCP 10.11.12.10:36371 179.60.192.97:443 6 sec ClE  Server | 3 Kbit 12.93 KB
[info | HTTP TCcP 10.11.12.10:47859 im.ft-static.com:80 19 sec W 1.8 Kbit 7.85 KB
[info | HTTP TCP 10.11.12.10:39455 icdncube.milliyetvid...:80 25 sec m 1.55 Kbit 4 6.84 KB
m W Twitter TCP 10.11.12.28:51944 al72-233-188-192.dep...1443 1 min, 57 sec Client Serve 1.25 Kbit 4 4.71 KB
m Unknown TCP 178-251-45-211.vae.d....5000 10.11.12.36:62070 7 min, 57 sec Client  Se 635.89 bps 9.55 KB
Unknown TCP 10.11.12.10:42025 91.93.128.195:5222 7 min, 21sec &) 559.9 bps M 4,05 KB
[info | HTTP TCP 10.11.12.28:41535 www.milliyet.com.tr:80 11 sec SEES  263.95bps 4 2.21KB

Showing 1 to 10 of 426 rows First = Pre 1 2 3 4 5  MNext Last—

b. Current usage in selected interface:

57.86 Kbps [50 pps]
time: 13 min, 42 sec

Up
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c. Detailed traffic flow in internal and external interface

Historical Activity

Timeframe: 5m 10m 1h 3h 6h 12h 1d 1w 2w 1m 6m 1y

R - - TR WO T gy T

d. Smart search feature list all traffic generating hosts.

192.1%.60 I

192.168.2.132
192.168.2.129
192.168.2.176
192.168.2.134
192.168.2.60

192.168.2.156
192.168.2.15
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e. All connections are shown in highly interactive graph view.

Top Hosts Interaction

f. Each IP and hosts has a separate detailed information screen.

Orvesrview

(Router) MAC Address

IP Address

Harme

First Seen

Last Seen

Sent vs Received Traffic Breakdown
Traffic Sent

Traffic Received

SC:FIDDAF 228

192.168.2.60

192.169.2.60 (7" (NS (ST
030672014 09:09:51 [39 min, 33 sec aga]

03062014 09:49:25 [< 1 sec ago]

51,352 Pkis / 6.73 MB 4

45423 Phis / 6.54 MB 4

228
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Firewall
Firewall is software which controls the traffic of incoming and outgoing by analyzing the data packets
which is allowable or not in a network. It serves as a gate keeper between severs and outside of the

world.

A firewall is a software program or piece of hardware that helps screen out hackers, viruses, and
worms that try to reach your computer over the Internet.

Right click on Firewall and select Connect.

=
L

S AT A EN TNy S £

evice File Edit Yiew Abhout

- 2 =

=] Device List
= Q 10.11.12.226:4000

"h Lzer Management
E System
| Metwark Settings
& Log Settings
B: Firewall
I 1DsPs
B License

=

Make a new firewall object

A firewall is a rule that describes us what all the incoming connections that are accepted by which
instances. Each firewall contains one rule, which specifies a permitted incoming connection request,
defined by source, destination, ports, and protocol.

By default, all incoming traffic from outside a network is blocked and without an appropriate firewall
rule, no packet is allowed into an instance. You need to set up firewalls to allow incoming network
traffic to permit these connections. Each firewall represents a single rule that determines what traffic is
permitted into the network. It is possible to have many firewall rules and to be as general or specific as

we would like.
When we get connected to Firewall, below screen appears.

By default Labris Demo is displayed.
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‘ 2 Policy @ Object [ Install Connections IP-MAC Matcher
Compile, save and Install the rules of Labris_Deme
Ei Objects Opened Policy :Policys
+- ) Metwork Objects Save Date  :30 Dec 2013, 10:25:05
@ Senices Current Active Policy :Policys
@) DoS & DDoS Save Date  :30 Dec 2013, 10:25:05
+-[7) QoSiBandwidth
+- @) Schedule Previpus Active Policy:Policys
+- @) Application Control Save Date 30 Dec 2013, 10:21:44
=, Firewall
4 Rollback
MAT Policy

+ ﬂ eth0 Froperties of Labris_Demo (Firewsll)

+- i oth1

- eth2 Geizril  Options | Notes | SSH Inspecting

+- i eth3

- ethd

+- [ sths

- {8 tuno

Mame
Lakbris_Demo
4 M » h Cancel
ected to is: 78.188.50.48 Labris TeknolojiJ

Right click on Policy, Select New Policy

—

Mew Policy r_

Default Open File 3

[+ Policy

(3 oojects Open Backup »
Tl Metwork Objed Save b
+-@ Senvices Delete File 3

) DoS & DDoS

It consists of two fields, Name and Network Interfaces.

In the Name tab, name of the new firewall object should be mentioned.
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Network Interfaces with Name, IP, and Mask are selected by default.

Click on Add tab.

Make a new Firewall cbhject

Name

|N ewsampleObject I

MASK :
Network Interface
Name |

IP:

4

Mask :

Network Interface

& Add A/ 4 Cancel

We can notice new firewall object under firewall.
It consists of two fields.

Compile, Save and Install the rules of new firewall object field displays information regarding newly

added object to the firewall.

Properties of new firewall object displaying General, Options, Notes, SSH Inspecting.

Under General tab, the name of the new firewall object is displayed
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| [Z Policy @ Object [ 1nstal Connections IP-MAC Matcher
Default | Compile, save and Install the rules of NewsampleObject |
[’:1 Qbjects Opened Policy Default
+-[F) Network Objects Save Date
* E'l'l Senvices Current Active Policy ‘Policys
+ - DoS &DDos SaveDate 30 Dec 2013, 10:25:05
+- ) QoS/Bandwidth
+-El) Schedule Previous Active Policy:Policys

Save Date 30 Dec 2013, 10:21:44

@D NAT Policy
+ ﬁ tun0
+- B8 eth0
+- 3 eth1
+- i ath?
+-i oth
+ B8 athd
+-8 eths Bl save 4 Rollback
I Froperties of NewsampleOQbject (Firewall) 4
Ceizril | Options | Motes SSH Inspecting
Mame
NewsampleObjedi
4 1 » v/ Apply ‘) Cancel

Under Options tab, we can checkmark options like Firewall is part of “ANY”, Accept TCP sessions
opened prior to firewall installation, Accept ESTABLISHED and RELATED packets before and click on
Apply tab to apply these rules to the firewall object.

Properties of NewsampleObject [Firewall)

General |"EinTrJn; I_Nntes SSH Inspecting

Iv" Firewall is part of "Any"l

I_v"' Accept TCP sessions opened prior to firewall installatinnl

||v" Accept ESTABLISHED and RELATED packets before first rule |

\

»* Apply 4 Cancal
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Under Notes tab, we can describe any points regarding new firewall Object and click on Apply tab.

Properties of NewsampleObject {Firewall)

General | Options | 1lui=2s S5H Inspecting

Naotes

Mew firewall u:lt:-jectl

/ .

«" Apply | ) Cancel

SSH inspecting

SSH inspecting is a unique security solution which enables both real-time inspection, and full replay of
SSH, SFTP, Telnet, and RDP traffic and sessions to meet compliance, governance, auditing, and
forensics requirements in enterprises and government entities.

In SSH Inspecting tab, we can check mark options like Allow HTTP request through ssh port
forwarding, Allow scp, Allow shell login, Allow sftp and click on Apply tab to apply them to the
firewall object.

Properties of NewsampleObject [Firewall)

i J

General | Options | Notes | Z2r] Lisu=erlii]

Allow HTTP requestthrough ssh port forwarding

Allow scp

[[v/] aitow shell 1ogin |

Allow sftp

r

~ Apply ) cancel

Click on Save tab to save changes.
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‘ = Policy @ Object [ Install Connections IP-MAC Matcher
Default Compile, save and Install the rules of NewsampleObject
ﬁ Objects Opened Policy :Default
Tl Metwork Objects Save Date

Ty Services
£ DoS & DDoS
£l QoS/Bandwidth
£l Schedule Previous Active Policy:Policys
El Application Contral Save Date 30 Dec 2013, 10:21:44
= Firewall
= E* NewsampleObj
@ Global Palic
@ NAT Policy
i tuno
i otho
i oth1
i eth?
il oth3
il otha |
& cths B save

Current Active Policy :Policys
Save Date 30 Dec 2013, 10:25:05

) Rollback

Input tab appears, Give the name of the New file (new firewall object name) and click on Ok to close
the current tab.

LAt X
@ Mew filename:
|Newsamp|&0bject| |

| Cancel

Below screen appears stating that “New sample Object have been saved successfully” click Ok to
close the current tab

Saved »

@ MewsampleObject has been saved successfully

NE
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Objects
Firewall rules can be created in an object-oriented design. A firewall object is a named collection that

represents specific networks, services, or connections. Using firewall objects gives you the following
advantages:

e Each object has a unique name that is more easily referenced than an IP address or a network
range.

e Maintenance of the firewall rules is simplified. When you update a firewall object, the change is
automatically updated in every rule that uses the object.

The Firewall objects are a prime example of those building blocks. They are something that can be
configured once and then used over and over again to build what you need. They can assist in making
the administration of the LABRIS LOG unit easier and more intuitive as well as easier to change. By
configuring these objects with their future use in mind as well as building in accurate descriptions the
firewall will become almost self-documenting. That way, months later when a situation changes, you
can take a look at a policy that needs to change and use a different firewall object to adapt to the new
situation rather than build everything new from the ground up to accommodate the change.

Objects folder consists of Network Objects, Services, Dos &DDOS, QoS/Bandwidth, Schedule,
Application Control, Firewall.

Objects [
+-Z Metwork Objects
T Services
- DoS & DDoS
T QoS/Bandwidth
+-T]) Schedule
2l Application Control
[Z Firewall

¥

¥

FPolicys

G |objects
[T Metwark Objects
T} Services

+- ) DoS & DDos

+- ) QoS/Bandwidth
+-Z) Schedule

+-Z) Application Contral
+- [T Firewall
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Network Objects

Network objects are used to categorize IP addresses into different types of network entities. These
network entities are then used to represent sources and destinations in the access rules, publishing
rules, cache rules, traffic chaining rules, and HTTP compression settings that make up your firewall
policy.

Expand Network Objects.

It consists of Hosts, Networks, Address Ranges, Object Groups, Users.

i, objects

|_3_l':j, Network Objects
¢ [#-F)y Hosts
=H-Zl Metworks
[+-E) Address Ranges
=-E) Object Groups
-0 Users

=) Senices '
Zl) DosS & DDos

i Cos/Bandwidth

[l Schedule

20 Application Contral
i Firewall

+

+

+

+

+

Brief Summary about each of the parameters in Network Objects:

1 Hosts It enables us to Add new Host
Networks It enables us to Add new Networks
3 Address Ranges It enables us to Create new Address
Range
4 Objects Groups It enables us to Add new Object Groups
5 Users It enables us to Add new User Groups
236
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Hosts

(G objects

=Ll Network Objects
h
£l Metwoarks
2l Address Range
2l Object Groups
) Users

Cly Senvices

iZlh DosS & DDos

Tl QoSiBandwidth

2l Schedule

Zl Application Contral

= Firewall

Expand Hosts, by default it consists of three Hosts.

They are INSIDE, OUTSIDE, WAUTH

[ objects
= Metwark Objects
|I‘:‘| Ei HDS'I;SI
|® & INSIDE

&, oUTSIDE
B WAUTH

Right click on Hosts to Add new Host.

(j objects
=LY network Objects

EI [:'lusts 2l Add new Host
ER e i

& OUTSIDE
B WAUTH

2l Metworks

Zl) Address Ranges
2l Object Groups
Bl Users

Below screen appears, Select General tab.
It consists of two fields, Name and Interfaces.

In the Name tab, name of the new Host Object should be mentioned.
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These are the inputs for the Interfaces:

1 Name Type the name of the Interface
P Give the IP Address of the Interface
3 MAC(Optional) Give the MAC Address (Optional)

Iake a new Host object

—_—

f2i2r] | Notes

Mame

|!Jewhusﬂ |

Interface

| Name (interfacet 1 ||

[l [ Th T ]2

\ |ru1AC(0ptionaI}:'Dn [-loo]-fa0 |[oo |- o0 m SJ
+ Add

Click on Add tab to Add new Host.
Select Notes tab to provide information about the newly added Host and click on Apply tab.

Cancel tab helps to cancel the Notes.

Properties of Mewhost {Host)

General | 1luizs

Motes

Mew Host iz added to the Network objects
Interface of Newhost is 1
IP Address:10.0.0.1

4',) Cancel
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We can notice newly

added Host under the Hosts list with selected type of the Interface.

B objects

: Network OB
1= Hosts

- =B INSIDE
L=

B WAUTH

acfs

interface1

A interface
B OUTSIDE

Right click on added Host, to perform actions like viewing Properties of the Host, to find out where it
is used, copying Host,

Efi Objacts Opened Policy
=3 Network Objects Save Date 26 D
= ﬁ Hosts
=& INSIDE Current Active Poli
= !1 interface Save Date 25 Dy
-1 _ -
l?" % :whtuff‘ & Properties of Newhost
: interfit=
s IF [ Where used: Newhost
== News |0l Copy: Newhost
Y UU%ELE 3K Delete: Newhost
B WAUTH |_lﬂ Add new Interface

To Add new Interface

to the Host, Right click on the Host select Add new Interface tab.

g interface

Efi, Objects Opened Policy
= Efi Metwark Objects Sawve Date  :26 Dec
= E’i Hosts
=& INSIDE Current Active Policy

Save Date 26 Dec

£ oUTSIDE
B WAUTH
Tl Metworks

Tl Address Rar

L= 2 Newhostl :
: !1 interfl &% Properties of Newhost

Uy where used: Newhost
Gy Copy: Newhost
¥ Delete: Newhost

+

Zll ©Object Grouy

&1 Add new Interface

=i | lenr

Below screen appears, Select General tab.
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It consists of two fields, Name and Interfaces.
In the Name tab, name of the new Interface should be mentioned.

These are the inputs for the Interfaces:

1 IP Give the IP Address of the Interface
MAC(Optional) Give the MAC Address (Optional)

IMake 3 new Host Interface Object

Name

[iews3t |
||P:'1n [l [ |} d

Interface

Click on Add tab.
We can notice the newly added Interface under the New Host.

Right click on the Interface to perform actions like viewing Properties of the Interface, to find out
where it is used, copying Interface, Adding new IP address to the Interface, Adding new MAC address
to the Interface and Deleting Interface.

T
Ei Objects Opened Policy
= [::i Metwork Objects Save Date  :26 Dec 201
= E‘i Hosts
=& INSIDE Current Active Policy
+ interface | ||5ave Date 26 Dec 201
= Mewhost
[
=]

. - Previpus Active Policy:Po
mﬂ Cavra MNata - e~ 201

! NETF'E?:I‘I' &= Properties of New531
[ OUTSIDE Uy Where used: New531

-3 WAUTH Uiy copy: News31

| :ﬁg‘“mksﬂ- & Add new IP address
£l Address Range
= ObjectGrnupg B Add new MAC address

Ellj Users M Delete: News31

BB
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We can notice Interfaces for the newly added Host in the below screen.

Gl objects
= Network Objects
= [fi Hosts
=& INSIDE
= !ﬂinterface‘l
& 1P-1
= Mewhost
=B interface
& 1P-1
=-m New531
s 11
£ OUTSIDE
B WAUTH
Tl Metworks
[Tl Address Ranges
Zl Object Groups
[ Vsers

Networks

(3 objects

=L Network Objects

Tl Hosts )

) Networks
1) Address R

2l Object Groups

il Ysers

i Services

i Dos & DDos

i Qo=/Bandwidth

2l Schedule

Zl Application Contral

Zl Firewall

¥
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Expand Networks, by default it consists of two Network

They are Standard and User Defined networks

(i objects
=0 Network Objects

[:. Standard

£l User Defined
Ol Address Ranges
Zl Object Groups
[ Vsers

Right click on Networks, to Add new Network

ferre
[ffi, Objects Opened
= Efi, Network Objects Save Da

Hosts \ R
| B [:. NemrcrrksiE TN N

etwo
&[0 Address =

1=
-2 ijectGrnups ] J
@l Vsers 2:::;0;3
) Semvices

Ch DoS & DDos
I Cios/Bandwidth
2l Schedule

Zl Application Control
2l Firewall

Below screen appears, Select General tab.
It consists of two fields, Name and Interfaces.

In the Name tab, name of the new Network object should be mentioned.

These are the inputs for the Interfaces:

1 IP Give the IP Address of the Interface
MAC(Optional) Give the MAC Address (Optional)
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Make a new Metwork object

‘Gididral | Notes

Hame
1

|N ewnetwork

IF and Mask L
[P o 1o |lo |z 1I

lace | lmce | lmee ||
|ru'|ask: 755 | |258 |.|255 |0 5 I
4 Add /

Click on Add tab.
We can notice Newly added Network under the User Defined Network with selected type of the

Interface.

[ objects

= Metwork Objects

Hosts

= Metworks
&) Standard
= User Defined
E INSIDE el

- B2 Newnetwork

< WAUTH_Met

[Zll Address Ranges

2l ©bject Groups

ol Ysers

Labris Networks
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Right click on added Network, to perform actions like viewing Properties of the Network, to find out
where it is used, copying Network, Duplicating Network and Deleting Network.

Compile, save and Install the rules
[Ei Objects Opened Policy ‘Policy
= fﬂ Metwork Objects Save Date 26 Dec 2013, 10:47]
[+ Hiosts
= Metworks Current Active Policy :Policy:
Standard Save Date 26 Dec 2013, 10:47]
= % L.IserDefned ) ] i i
Previous Active Policy:Policys

Domasm Chmibin PN o W ¥ [ T o P T

[

I;' Newnehnrnrh
- WALTH_Me
(@l Address Ranges
-l Object Groups

@l Users
) Senvices

Gl =l o B Dl o

& Properties of Newnetwork
@ Where used: Newnetwark
@ Copy: Newnetwork

¥ Duplicate Newnetwork

M Delete: Newnetwork

Address Ranges

[ objects
= Metwork Objects
[Zl) Hosts
£l Metworks
[# £y Address Ranges |
£l Object Groups
@l Users

Expand Address Ranges, User Defined is displayed

(j objects
= Network Objects
l ol Hosts
Metworks
| EI g Address Ranges
----- e User Defined

[#-[Z) Object Groups
2l Ysers
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Right click on User Defined, to Create New Address Range

ﬁ Objects Opened Policy

= E’i Metwaork Objects Save Date  :30 Dg
+-[T) Hosts
. Metwarks Current Active Polig
= Address Ranges Save Date 30 Dg

i User Defined . o

+ I 4 Bf Create New Address Range
+]--F0 | SETS 11

Below screen appears, Select General tab.
It consists of two fields, Name and Address Range.
In the Name tab, name of the new Address Range should be mentioned.

These are the inputs for the Address Range:

1 Start IP Give the IP Address of the Interface
End IP Give the MAC Address (Optional)

Create Mew Address Range

CEi=p=ril | Notes

Name

| New AddressRange |
Address Range 1

StartIPl10 |0 |.lo || J
EndiPli0 o o [z EJ

=<

Click on Add tab.

We can notice the new Address Range in the below screen.
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Right click on added Address Range, to perform actions like viewing Properties of the New Address

Range, to find out where it is used, copying New Address Range, Duplicating New Address Range and
Deleting New Address Range.

Compile, save and Instx
tﬂ Qbjects Opened Policy
= Eﬁ Metwork Objects Save Date 30 Dec 3
+-Zl) Hosts
+ Metwarks Current Active Policy
= % Address Ranges Save Date 30 Dec 3
= User Defined Brevious Active Pol
A Dypans revious Active uu:':.rn
- B8 NewAddressRangel STELEE SdlETS
- 1= -
+ -7 Object Properties of NewAddressRange

-l Users
Tl Services
ol oS & DDc
2 QosS/Bandy
£l Schedule

[
[

Where used: NewAddressRange
Copy: NewAddressRange
Duplicate NewAddressRange

M Delete: NewAddressRange

+

+

+

When we click on Duplicate New Address Range, below screen appears.

In which it displays Name of the Duplicate Address Range and Address Range.

Properties of Dup®08 [Address Range)

Sezril | Notes

Address Range
Start P10 | .0
EndIP 10 |.|0

[ R )
[ S Ty

Y Duplicate ¥ Delete:
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We can notice Duplicate Address Range under User Defined list.

3 objects
= Metwork Objects
[Zl Hosts

Metworks
= Address Ranges

£
2l ©bject Groups
o YUsers

Object Groups

G objects
=0 Network Objects
iZly Hosts
2y Metworks
[ Address Ranges
[ = £1 Object Groups |
o) Users

Expand Object Groups, by default Standard and User Defined Object Groups are displayed.

(j objects

= Network Objects
[Ty Hosts
Zly Metworks

BBy Standard

ser Defined
oy Users
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Right click on Object Groups, to add new object Group.

G objects
= Network Objects
[Zl Hosts
2 Metwarks
Address Ranges
Obiect Groups
new Object Grou
= ser Uefine

o [ el

Below screen appears.
Select General tab, give the name of the new Object Group.

We can copy and paste new Objects in this Object Group.

Make a new Object Group ohject

| (EEnerd l LN otes

Name

[Hew7209 |

Objects in this Group. Copy and Paste new Cbjects

Click on Add tab.

We can notice new Object Group in the User Defined.

(j objects
= Network Objects
[Ty Hosts
Metworks
= % Address Ranges
Cl Yser Defined
= Efi Object Groups
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Right click on the Object Group, to perform actions like viewing Properties of the Object Group, to find
out where it is used, copying Object Group, Duplicating Object Group and Deleting Object Group.

fmrsee
Efi, Objects Opened Policy
= Metwork Objects Save Date 30
[T Hosts
Metwaorks Current Active P
= % Address Ranges Save Date  :30
i User Defined Brevious Active I
. revious e
= Eﬁ Qbject Groups Zave Date 30
= Standard
@ fc1918-nets
= User Defined
| @5 MewT7?R4
|

£ Properties of New7254

) Users
2 Services Where used: New7254
0 DoS &DDoS | My Copy: New7254
Ch QoS/Bandwidth| kv oy blicate New7254
2l Schedule

¥ Delete: New7254

I+

F Annlication Carm

Right click on the object Group and select Properties.

(G objects
= Metwork Objects
[T Hosts
Metwarks
= % Address Ranges
Zl Vser Defined
= E’,fi, Object Groups
= Standard
&% rfc1918-nets
= Efl User Defined
New7254
) Users
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We can notice name of the Object Group and list of objects in the Group.

Properties of fc1918-nets (Object Group)

Objects in this Group. Copy and Paste new Objects

1. F net10.0.0.0
2. F net-192.168.0.0
3. Fnet172.16.00

¥ Duplicate

Users
Expand Users.

(j objects

= Network Objects
ol Hosts

Metworks

= % Address Ranges
Zl Yser Defined

L Object Groups
Users

I[=]=

=

By default User Defined is displayed.

I

(5 objects

= Network Objects
Cly Hosts

Metworks

= % Address Ranges
2l Yser Defined

Object Groups
=
@ User Defined
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Right click on the User Defined to Add new User Group.

i objects
= Metwork Objects
+-Z] Hosts
+ Metworks
% Address Ranges
+-Z) User Defined
Object Groups

Llsers

- | Iser Nefined
-2 Servicel o

Below screen appears.

{Create a8 new User Group)
Name
[»I&wuser u

Usersin Datahase| EJ Users In {ZurrentGroupI EJ
lnaklzer ., Filter U ~\, Filter

Mame Type Cramain Source Mame Type Cramain Source
Sales group slave labris - sam user slave labris
Marketing |group slave labris E { loakldsers aroup slave lakbris
loaklsers group slave labris -
& rdd | Z ¥ Duplicate

These are the inputs two add new User Group:

1 Name Type Name of the new User Group

2 Users in Data base Displays Users in Data base

3 Users in Current Group | Displays Users in Current Group

4 I > I It enables to add Users from Database to Current Group
5 < It enables to remove Users from Current Group

Click on Add tab.
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We can notice new User Group under the User Defined list.

[ objects
= Metwork Objects
ol Hosts
Metworks
= % Address Ranges
Zli Yser Defined
Object Groups
= % Users
=L User Defined

M Mewuser

Right click on the User Group, to perform actions like viewing Properties of the User Group, to find out
where it is used, copying User Group, Duplicating User Group and Deleting User Group.

Seilees
tﬂj’ Objects Opened Py
= Network Objects Save Date
£l Hosts
Metwarks Current Ad
=, % Address Ranges Save Date
i User Defined e
Object Groups
= % Users Save Date

= f.'fj Lzer Defined
---E \Iewuserl

N Sernices | & Properties of Newuser

Il DoS & DDY [y where used: Newuser
2l Cos/Bandy

-

Elj Copy: Newuser

@ Schedule fim Duplicate Newuser
Zh Application

Delete: Newuser
=B Firewall X —

252 Labris Networks



Administration Guide for Labris LOG
Version 3.4.2

Services

In Firewall Builder, service objects are represented by IP, ICMP, TCP, and UDP services such as "host
unreachable" in ICMP, HTTP in TCP, GRE in IP, and DNS in UDP. Firewall Builder plays a crucial role in
providing necessary service objects for hundreds of well-known and frequently-used services in ICMP
(IP protocol number 1), TCP (IP protocol number 6), and UDP (IP protocol number 17).

[ objects
h s

Il DoS &DDos
Ol QoS/Bandwidth
Zl Schedule

2 Application Control
Zl Firewall

Expand Services, service Objects ICMP, IP,TCP ,UDP, Custom, Service Groups are displayed

(i objects

Tl Metwoaork Objects
P

i TCFP

i YOP

2l Custom

Zlh Service Groups
# -0 DoS & DDoS

i QosiBandwidth
2l Schedule

20 Application Contral
2l Firewall
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ICMP
Expand ICMP, by default Standard and User Defined.

G objects

Metwaork Objects
BEA i
= O icup

By Standard
ser Defined

o P

oy TCP

i VDP

Zl Custom

Cl Service Groups

Right click on Standard, to add new ICMP service

ﬁ Objects Opened Policy
Metwork Objects Save Date 3
= Senvices
= [:f:i Iel= Current Active
Standard Save Date 3
1 Add new ICMP service
) _
EITCF' Save Date 3
iz WOP
2l Custom
il Service Groups
=" nne g nnne

Select General tab, to givethe name of the ICMP object and choose the type of object from the drop
down list in the Type tab

0:Echoreply -
Make a new ICMF object 3: Destination unreachable 3
Notes 4 Source quench 1l
5 Redirect .
Mame : 8 : Echo request
|EewU5&r 9 Router advertisiment
10: Router solicitation
Type And Code 11: Time exceeded ull
Any kind Type |0 Echo reply "”
Code |0 kd
4 Add
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Enable Any kind option and click on Add tab

Make a new ICMP chject

Sapizril | MNotes

Name

MNewlser

Type And Code

any kind [v] Type =

/ Code -

= Add

We can notice new Object under User Defined.

[

(j objects

+ Metwork Objects
% Senices

= 1cmp

+ Standard

= % ar Defined
[ |

o P

oy TCP

Ch UDF
2l Custom

Zly Service Groups

T E

Right click on the new ICMP Service object, to perform actions like viewing Properties of the ICMP
Service object, to find out where it is used, copying ICMP Service object, Duplicating and Deleting

ICMP Service object.
Compile, save and Install the ru
[ objects Opened Policy Pali
+ Metwork Objects Save Date 30 Dec 2013, 21
= % Senices
= [ffl ICHMP Current Active Policy :Pali
; Standard Save Date 30 Dec 2013, 21
= ser Defined ER
NEW‘USN J revious W& FOICY FoICYS
-7 IP '|&= Properties of NewlUser
-2y TCP [y Where used: NewUser
+- ] UDP
4@ Custom Dﬁ Copy: NewlUser
+-E) Senvice Groups VL Duplicate NewUser
-2 Dos & DDos 3 Delete: NewUser
Ll S Ty s O I ey i Ay
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IP
Expand IP, by default Standard and User Defined.

Gl objects
Metwork Objects
= % Senvices
=3 1cmp
C Standard
ol User Defined

User Defined
Zh TCP

Zh VDFP

[l Sustom

ol Service Groups

o]
—
1]
3
=
[51]
=
(=1

Right click on IP, to add new IP service

Compile. sa
Et:i Objects Opened Pol
Metwork Objects Save Date
= % Senices
=03 1cup Current Act
£ Standard Thopliz

L User Defined )
L] Previous A

. = IEL Add new IP service |
% User Defined | |

Tl TCP

Zh UDP

2 Custom

) Service Groups

[k ]

Select General tab, give the name of the IP object and choose Protocol Number.

Click on Add tab.

IMake a new IF chject

g4idral| Options | Notes

Name

||_N ewlpobject |

Protocol Number

Pratocol Mumber, 1-255, 0 for Any

)
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We can notice new IP object under User Defined.

(i objects
Metwark Objects
= % Senices
=0 cup
[C Standard
[ Vser Defined
=03 e
Standard
= % User Defined
[ Newlpobject]
i TCP
o VDP
Tl Custom
Cly Service Groups

Right click on the new IP Service object, to perform actions like viewing Properties of the IP Service
object, to find out where it is used, copying IP Service object, Duplicating and Deleting IP Service

object.
Eﬁ Objects Opened Policy
Metwaork Objects Save Date 30 Dec 20
= % Senices
=0 1cup Current Active Policy
) Standard Save Date 30 Dec 20
Zh User Defined ) ) ]
= [fa IP Previous Active Policy: R
Standard Save Date 30 Dec 20
:q
b

il TCP ' = Properties of NewIpobject
VDR Where used: Newlpobject
Zl Custamn b . bi
Bl Service Copy: NewlIpobject

£ Dos & DDc Duplicate NewlIpobject

Tl QosS/Bandy B Delete: Newlpobject

[+}--F Schedyle |
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TCP
Expand TCP ,by default Standard and User Defined are displayed.

(j objects

Metwark Objects

= % Senices
o 1CMP
P
= o
N = andard

Lzer Defined

o VOP
Zh Custom
Cl Service Groups

Right click on TCP, to add new TCP service.

(G objects

Metwaork Objects

= % Senices

iz ICMP

ch P

Compile, s

Opened P
Sawe Datel

Current A
Sawve Datel

2l Custom [
£l Service Groups

Select General tab, give the Name of the TCP object and choose Source port range, Destination port

range.

Click on Add tab.

Make a new TCPF object

Flags  Notes

Mame

Iﬁlechpu bject

|- Source port ra ngEI—
] [
Start: 0
End: 4

y :

4 Add

I- Destination port rang EI—

Start |
End:
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Select Flags tab, to enable Flags which need to be examined by the firewall.

Click on Apply tab.

Properties of NewTepobject [TCP)

General | Fliyzs | Motes

TCP Flags
Match when the TCP flags are as specified.
Flags that firewall should examine:

URG ACK PSH RST [7 SYN FIM
Flags that must be set:
v svn

+ Apply |[° 4 Cancel

We can notice new TCP object in the User Defined option.

3 objects
+ Metwork Objects
= % Semvices
+- @) ICMP
+ IP
= TCP
+ Standard
= Uzer Defined
Bl Labris SsSL VPN
| K& NewTcpobject|
B win7rdp
@ UDP
2 Custom
+-[0) Service Groups

+

+

Right click on the new TCP Service object, to perform actions Compile, save and In
like viewing Properties of the TCP Service object, to find out | = Oblects _ Opened Policy
+ Metwork Objects Save Date  :30 Dec|
where it is used, copying TCP Service object, Duplicating =3 senices o
. . - ICMP Current Active Policy
and Deleting TCP Service object. 5@ IP SaveDate 30 Dec
T Ter Previcus Active Polic]
+ Standard
- % User Defined Save Date  :30 Dec
i M
[lewTrnnhiert]
| =% Properties of NewTcpobject
@) UDF Where used: NewTcpobject
+ Custom .
= % Service Copy: NewTcpobject
+-E]) DoS & DDo Duplicate NewTcpobject
-7 QoS/Bandw B Delete: NewTcpobject
+l i Srhodula
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ubP

Expand UDP ,by default Standard and User Defined are displayed.

(j objects

Metwark Objects
Senices

o ICMP

=

B Standard

ser Defined
[y Custom

Cl Senvice Groups

Right click on UCP, to add new UCP service.

T
Lo
[::i Objects Opened Po
Metwork Objects Save Date
= Senvices
i 1SMP Current Ac
@ P Save Date
TCFP _
Prewious A
E Y Add new UDP service
#] User Defined | |
[l Custom
T Service Grougs

Select General tab, give the Name of the UDP object and choose Source port range, Destination port
range.

Click on Add tab.
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make a new UDP chject

Cioii=riil | Notes

Mame

WEWUDPU bject

I Source port ra nge-l— IDestinatian port ra ngel—
Start.| 23 Start.| 22

/ End: 4 End: =
|
||_-|- Add

We can notice new UDP object under User Defined.

I
G objects
=0 Network Objects
iZly Hosts
2y Metworks
Zly Address Ranges
2l Object Groups

oy Ysers I
= Q senices Comsie save 3
i ICMP [ﬁ Objects Opened Policy
h P ==t [f‘j Network Objects Save Date :30 Dg
TCP ) Hosts
= DR &l Metworks Current Active Polid
ol Standard 1) Address Ranges Save Date  :30 De
= ;
=-L4 User Defined £l Object Groups
'”ﬁ MNewlUDPobject | o) Users Previous Active Pol
Ely Custom = f::_i Services Save Date 30 Ds
2l Service Groups 1) ICMP
= La
. . . . E
Right click on the new UDP Service object, to ; % L%';
perform actions like viewing Properties of the Standard
UDP Service object, to find out where it is used, = qur\znpzr;; el
| ewUDPobje
copying UDP Service object, Duplicating and =1 Cus[Z Properties of NewUDPob oot
Deleting UDP Service object. ESS;T _E_nl.j Where used: NewUDPobject |

) QosSBa E-E‘.j Copy: NewlJDPobject
1) Schedu ¥ Duplicate NewUDPobject

1 Applica| ¥ Delete: NewUDPobject
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Service Groups
Expand Service Groups, by default Standard and User Defined are displayed.

(j objects
=L Metwork Objects

[Tl Hosts

[l Metworks

Tl Address Ranges

Zl Object Groups

oy Ysers
= [ffi, Senices
o 1CMP
on 1P
o TCP
h UDF
I Custom

Izer Defined

Right click on Service Groups, to add new Service Group.

[:ii Objects Opened A
=L Metwork Objects Save Dat
[Cl) Hosts
I Metwarks Current A
Bl Address Ranges Save Dat
Object Groups i
g Users Previous
=0 senvices Save Dat
1P
o P
gl TCP
&) UDP
| lui
= [ senice Groups |
@Add new Service Group |
TS BT DEMTET ]

Below screen appears.
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Select General tab, give the name of the new Service object Group.
We can copy and paste new Objects in this Service Object Group.

Click on Add tab.

Make a new Service Group chject

‘Eiadjj=ril | Motes

Name

IE-I&W ServiceGroup

Service Objects in this Group. Copy and Paste new Objects

| :

4 Add ‘//

We can notice new Service Group under User Defined.

E% Objects
Metwork Objects
= Senices
= 1CMP |
@ T - e o
W TCP Objects Opened Policy
i YOP Metwork Objects Save Date  :30 Dec 20
Custom = Semnices
= Service Groups i 1SMP Current &ctive Policy
Standard £hIP Save Date 30 Dec 20
= User Defined i TCF _ _ _
I@ NewSerﬁceGrnup“ £l UDP Previous Active Policy:P
Custom Save Date 30 Dec 20
= Senice Groups
Right click on the new Service Group, to perform =l Standard
B
actions like viewing Properties of the New Service = ‘l |
CHi willls
Group, to find out where it is used, copying New £l DoS & ODd[& Properties of NewServiceGroup
Service Group, Duplicating and Deleting New h Qo3/Bandv| By where used: NewServiceGroup
. i Schedule . :
Service Group. &1 Application Dj Copy: NewServiceGroup
£l Firewall ¥ Duplicate NewServiceGroup
_8 Delete: NewServiceGroup
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Right click on the Service Group and select Properties.

E% Objects

+ Metwork Objects
% Senvices

o 1CMP

P

o TP

o YOF

Custom
Senice Groups

= [f’j, Standard
DHCP
DNS
IPSEC
NETBIOS
nfs
= User Defined
MewSeniceGroup

O O ey Y I

Below screen appears, name of the Service Group and list of Objects in this Service Group is displayed.

Properties of Useful _ICMP (Service Group)

Service Objects in this Group. Copy and Paste new Objects

1of4 Htime exceeded o
2of4d E fime exceeded in fransit

3 of 4 E ping reply

4 of4 E all ICMP unreachables -

¥ Duplicate

264 Labris Networks



Administration Guide for Labris LOG
Version 3.4.2

DoS/DDoS

A Denial of Service (DoS) attack is a malicious attempt to make a server or a network resource

unavailable to users, usually by temporarily interrupting or suspending the services of a host
connected to the Internet.

The most common type of Denial of Service attack involves flooding the target resource with external
communication requests. This overloaded prevents the resources from responding to legitimate traffic,
or slows its responses so significantly that it is rendered effectively unavailable.

A Distributed Denial-of-Service (DDoS) attack is one in which a multitude of compromised systems
attack a single target, thereby causing denial of service for users of the targeted system. The flood of

incoming messages to the target system essentially forces it to shut down, thereby denying service to
the system to legitimate users.

In a typical DDoS attack, the assailant begins by exploiting a vulnerability in one computer system and
making it the DDoS master. The attack master, also known as the boot master, identifies and identifies
and infects other vulnerable systems with malware. Eventually, the assailant instructs the controlled
machines to launch an attack against a specified target.

*Source - www.searchsecurity.com

[

i objects

2 Metwoark Objects

Ch Senjces

£ DoS & DDoS
-l QoS/Bandwidth
2l Schedule

2l Application Control
2l Firewall
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Expand DoS & DDoS, by default User Defined is displayed.

(i objects

T Metwoark Objects
Senices

= DoS & DDoS

o 1) User Defined|
Tl Qos/Bandwidth
2l Schedule

20 Application Contral
2l Firewall

Right click on Dos &DDoS, to add new DoS

I

(3 objects

2l Metwork Objects
Senvices

Add new DoS
Z “osEandwiadin

2l Schedule
2l Application Control
2 Firewall

General

Below screen appears. Select General tab it consists of two fields, Name & General Settings.

In the Name field, name of the Dos object should be mentioned.

In General Setting’s field, we can enable or disable Before Dnat, Log, Drop.

Create a new DoS ohject

SYN Flood | UDP Flood | CONN Flood ICMP Flood | ICMPvE Flood | Notes

Name

hdew[:-usﬂbjed I|

General Settings

2T,
6 cance
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SYN Flood
SYN Flood helps us to view and change the SYN Flood Settings.

We can enable or disable SYN Flood, Per Source, Per Destination, and Total.

Give the appropriate Count and Burst values.

Create a8 new DoS chject
General | 2711 Fluud  UDP Flood CONN Flood | ICMP Flood | ICMPv6 Flood | Notes

SYM Flood Settings

lv| SYN Flood

v Per Source Coun |  Burst (1-10000f400 |

|
lv| Per Destination Counf40 | Burst(1-10000]s= ||
|-/ Total Countfsg | Burst(1-10000)800] ||
+ Add 4+ cancel
UDP Flood

UDP Flood helps us to view and change the UDP Flood Settings.
We can enable or disable UDP Flood, Per Source, Per Destination, and Total.

Give the appropriate Count and Burst values.

Create a new Do5 ocbject

General | SYN Flood | ULY FJ'ELI"_CDNN Flood | ICMP Flood | ICMPv6 Flood | Notes
UDF Flood Settings

+| UDP Flood

v| PerSource Countf20 | Burst(1-10000f60 |
|

+| PerDestination Counign | Burst{1-10000)800 ||

| Total Countjg0o | Burst(1-10000){1000 |
|

4 Add 4 cancel
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CONN Flood
CONN Flood helps us to view and change the UDP Flood Settings.

We can enable or disable CONN Flood, Per Source, Per Destination, Total.

Give the appropriate Count and Burst values.

Create a new Do5 chject
General | SYN Flood | UDP Flood | Syl Floued | ICMP Flood | ICMPv6 Flood | Notes

COMN Flood Settings

|v| CONN Flood

V| PerSource Countfso |  Burst(1-10000)589 |
lv/| Per Destination Countf300 | Burst(1-10000)3000 ||
lv| Total Coun{s00 | Burst (1-10000)fe72 |
£ Add 4 Cancal

ICMP Flood

ICMP Flood helps us to view and change the UDP Flood Settings.
We can enable or disable ICMP Flood, Per Source, Per Destination, Total.

Give the appropriate Count and Burst values.

Create 8 new DoS cbject

General SYN Flood | UDP Flood | CONN Flood | [T Flugd | ICMPv6 Flood | Notes
ICMP Flood Settings

l+| ICMP Flood

\v| Per Source Coun{70 | Burst(1-10000)pse |
lv| PerDestination Counfs? |  Burst (1-10000)887 |
lv| Total Countf200 | Burst(1-10000]300] |
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ICMPv6 Flood
ICMPv6 Flood helps us to view and change the UDP Flood Settings.

We can enable or disable ICMPv6 Flood, Per Source, Per Destination, and Total.

Give the appropriate Count and Burst values.

Create 8 new DoS object

General SYN Flood UDP Flood CONN Flood  ICMP Flood | 10255 Fluctl| Notes
ICMPVE Flood Seftings L E

v ICMPVE Flood

v PerSource Count20 | Burst(1-10000)330 |

|v Per Destination Countlen |  Burst(1-10000)fs00 |

v Total Counft | Burst(1-10000)F |
Notes

In Notes column, we can write information regarding new DOS Object.

Create a new DoS ocbject
General | SYN Flood | UDP Flood | CONN Flood ICMP Flood ICMPv6 Flood | 1luizs B
Motes

NewDusDbjec’tl

4 Add 4 Cancel

After providing all the inputs to the New Dos Object, click on Apply tab.
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Properties of MewDosObject {DoS)

=

Geflari

5YN Flood | UDP Flood | CONN Flood | ICMP Flood | ICMPvE Flood | Notes

Name

New DosObject

General Settings

v Before Dnat v Log v | Dirop

»" Apply ) Cancel

Click on Add tab.

Create a8 new Do5 cbject

Ci=p2riil | SYN Flood | UDP Flood  CONN Flood | ICMP Flood ICMPv6 Flood | Notes

Mame

NewDosObject

General Settings

v | Before Dnat

v | Log v | Drop
‘) Cancel
In the below screen, we can notice New Dos Object under User Defined.
‘ = Policy 2 Object [ Instan Connections

IP-MAC Matcher
Compile, save and Install the rules of Labris_Demo
Objects

Opened Policy :Policys
+- ) Metwork Objects Save Date 07 Jan 2014, 14:34:13
+ Services
B % DosS & DDos Current Active Policy :Policys

= Efi Save Date  :07 Jan 2014, 14:34:13
hﬂ MNewDosObject |
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Right click on the New Dos object, to perform actions like viewing Properties of the Dos object, to find
out where it is used, copying object, Duplicating and Deleting Dos object.

‘ = Policy i) Object
P Compile, save and Install the rules of Labris_Dem
Objects Opened Policy ‘Policys
+-Z]) Metwork Objects Save Date 16 Jan 2014, 13:22:52
+ Senices
= DoZ & DDoS Current Active Policy :Policys
= Iser Defined Save Date 16 Jan 2014, 13:22:52
4\ NewDosObje

£l QoSEandwidth & Properties of NewDosObject
) Schedule _aj Where used: NewDosObject
g iﬁgiﬁ}mn Control Uiy Copy: NewDosObject

¥ Duplicate NewDosObject

¥ Delete: NewDosObject

o e B

QoS/Bandwidth

QoS (Quality of Service) plays a crucial role in ensuring high-quality performance to latency and
bandwidth sensitive applications. Differential treatment of traffic based on rules are accepted and
prioritized. Necessary protocols and performance of the network is effectively improved by QoS.

E% Objects

+- T Metwork Objects

+- T Sernvices

+

+ ) QoS/Bandwidth
=-El) Schedule

+-Z) Application Contral
+-Z] Firewall

Expand QoS/Bandwidth, by default User Defined is displayed.
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E% Objects

Tl Metwork Qbjects
Tl Services

Dos & DDos

@ ser Defined
Zll Schedule

[l Application Contral
[Zh Firewall

+

+

+

+

+

Right click on User Defined under QoS/Bandwidth, to add new QoS/Bandwidth.

G objects

+h-T) Metwork Objects
T Services

+ E. Dos & DDCIS

..“.1 L.Iser Deﬁne

=2 |§ Add new QDSfEandwrd‘th |

+- [T APETCa o o ||

General
To make a new QoS/Bandwidth, select General tab.

Give the name of the QoS/Bandwidth object.

Give appropriate values for Rate (Mbit/s), Ceil (Mbit/s), Burst (Byte) and Priority in QoS/Bandwidth
Settings.

Choose Interface for the New QoS/Bandwidth object from the list of Interfaces.

make 8 new QoS/Bandwidth chject

‘Ediiarsl| Notes

L=

Name
| HewQoS ubject|

QoS5/Bandwidth Settings Interfaces

Rate (Mbit's) [1000.0 | | etno N
Ceil (Mbit/s) 1000.0 eth1 =
Burst (Byte) 15360.0 eth2

Priority 3 pin3 v

]«
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Click on Add tab.

Notes

Select Notes tab to write notes regarding new object creation.

Properties of NewlQoSobject (QoS)

General | [loizz|

MNotes

Mew QoS bandwidth is created with the interface eth £ with appropriate bandwith settings '

" Apply | 4 cancel

Click on Apply tab.

In the below screen we can notice QoS/Bandwidth object.

3 objects
2 Metwoark Objects
2l Senvices
Dos & DDo3
= CloS/Bandwidth
¢ EHL) User Defined
| @ NewQoSobject]
2l Schedule

2l Application Control i

S Firewall ﬁ Objects Opened Policy
T Metwork Objects Save Date 06 Jan 2
Right click on the new QoS/Bandwidth object, to 2 Senvices

Current Active Policy

perform actions like viewing Properties of the % 202;: DDdU'Sdth Save Date 06 Jan 2
. . . .. Q dnawi
QoS/Bandwidth object, to find out where it is used, 2 User Defined Previous Active Policy
copying object, Duplicating and Deleting I\lemﬂnﬁnb'ect Save Date  :06 Jan 2
QoS/Bandwidth object. 0 Schedl|z Properties of NewQoSobject
Ch Applicz |y where used: NewQoSobject

@ Firewa Ejj Copy: NewQoSobject

¥ Duplicate NewQoSobject
¥ Delete: NewQoSobject
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Schedule

Firewall rules are scheduled in such a way that they must be Active only at certain times of the day or
particular days or particular hours and minutes.

Firstly schedule should be created under Firewall and then apply a schedule to the rule or while
creating a rule pick up appropriate defined schedule to the rule.

We can create one time schedule or recurring time schedule. One time schedule is applied only once

for the specified period in the schedule, recurring time schedule are applied repeatedly at specified
times.

(j objects
2l Metwark Objects
2 Senvices
Zll Dos & DDos
il idth

Z0 Application Contral
Zl Firewall

Standard
Expand schedule, Standard and User Defined is displayed.

(j objects

2l Metwark Objects
2 Senvices

Zl) DoS & DDos
CoS/Bandwidth

Standard
Uszer Defined
=l Application Control
2 Firewall
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Expand standard, by default some schedule objects are displayed under Standard Schedule.

(G objects

2l Metwork Objects

2l Services

2l oS & DDos

=) QloS/Bandwidth

=]l Schedule]
5 lh
(= afterhours
Ej Sat

Ej sun

Ej weekends
=) workhours
Ll User Defined

Right click on the schedule object, to perform actions like viewing Properties of the Schedule object, to
find out where it is used, copying object, Duplicating and Deleting Schedule object.

Puolicys Compile, save ang

Etj, Objects Opened Policy
Tl Network Objects SaveDate 08
5 ,
@ Services Current Active Pg
[Tl Do3 & DDos Save Date 08
QoS/Bandwidth
= Schedule Previous Active A
=3 Save Date (06
P‘mpertrea of afterhours |
% Uy Where used: afterhours
Ej B,j Copy: afterhours
=3 us|¥E Duplicate afterhours
baind . T — i
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User Defined

Right click on User Defined to Add new Time Definition.

[::i Objects Opened Policy

+-T Metwork Objects save Date )

* E. Semices Current Active

-7 DoS & DDoS Save Date 0

+ Qos/Bandwidth

= Schedule Previous Activ
+ Standard Save Date 0

{5 Add new Time Definition |
+-Z) Application Control ™
+-Z Firewall
General

Select General tab, Give the name of new time Object in the Name field.

Make a new Time chject

Szi=rul| Start | Stop | Notes

Name

|Newtimeu bject |

4= Add

Click on Add tab.
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Start

Schedule object start time should be mentioned in this section, select Start tab.

Properties of Mewtimeobject [Time)

General

t| Stop | Notes calender

— 1| . .

v | Artivate date Date: |Jan 7, 2014
| - | | a

[+ Activie hour EJ Hour: Tzf, Minute: 200~

v | Activate day U Day of Week: 'Tuesday '~

Y Duplicate ¥ Delete:
These are the inputs for Start
1 Active date Enable Active date to choose start date from the calendar
2 Active hour Enable Active hour to choose starting hours and minutes
3 Active day Enable Active day to choose starting day from drop down list

After choosing appropriate date, hour and day disable Active mode of date, hour, day and click on
Apply tab

Properties of Newtimecbject (Time)

General

_Stup MNotes

|| Activate date]

1 Activte hour = =

4
4

| | Activate day -

/ cow
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Stop
Schedule object stop time should be mentioned in this section, select Stop tab.

Properties of Newtimeobject [Time)

General | Start _Nute5 calender

— 1 T
v Activate datg J Ciate: |Jan 18, 2014

| Activte hour _:ﬂ = =
v | Activate day EJ Day of Week: IWEdr‘IESdEl].-‘ -

" Apply 4 Cancel
1 Active date Enable Active date to choose stop date from calendar
2 Active hour Disable Active hour for not mentioning stop hour and minutes
3 Active day Enable Active day to choose week day
Notes

Select Notes tab, to write necessary information regarding time Object.

Properties of Mewtimeobject [Time)

General | Start | Stop m

MNotes

new time cbject is created with start time and stop time

" Apply 4 Cancel

Click on Apply tab.
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We can notice new time Object in the below screen.

(3 objects
2 Metwork Objects
2l Services
[l oS & DDoS
QoS/Bandwidth
¢ - Standard

= User Defined

f§ Newﬁmenbjec‘tl

2l Application Contral
2l Firewall

Right click on the schedule object, to perform actions like viewing Properties of the Schedule object, to
find out where it is used, copying object, Duplicating and Deleting Schedule object.

E:i Objects Opened Policy
Z) Metwork Objects Save Date 06 Jan 2

2l Services
i Dos & DDos
QioS/Bandwidth

= Schedule Previous Active Policy
Standard Save Date 06 Jan 2
= User Defined

Current Active Policy
Save Date 05 Jan 2

h Applic &% Properties of Newtimeobject
2 Firew: |y where used: Newtimeobject
Eﬁj Copy: Newtimeobject

¥ Duplicate Newtimeobject

¥ Delete: Newtimeobject
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Application Control
Using Application Control in firewall enables us to block applications based on Users or User Groups.

So, that you can control risky port and protocol hopping applications before they get in.You can also

reduce your attacks surface by enforcing mobile applications and social media application policies. You
can even control bandwidth

(3 objects
2l Metwork Objects
il Services
i DosS & DDos
Clos/Bandwidth
= Schedule
2y Standard
2y YUserDefined
[ ] Application Control |
£l Firewall

User Defined
Expand Application Control, by default User Defined is displayed.

3 objects

2 Metwoark Objects
Zl Senvices

T DosS & DDos
% QioS/Bandwidth

= Schedule .

[Zl Standard Compile, save and
= ll;lcsatatirnaeggﬁttjrnl § Objects Upened Policy
Te | @ Network Objects SaveDate 06
o Firewall Ol Services

Current Active Po
Save Date 06 .

Cl DoS & DDos
CQioS/Bandwidth
Right click on User Defined to add new Application Group. | = % Schedule Previous Active P
[Cl Standard Save Date 06
Zh Vser Defined
=0 Application Control
| = L) User Defined|

"+ Add new Application Group '
(2l Firewan T |'
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Creating new application group

Create a new Application Group

Name 1
NewAppG | _I

Applications In Datahase| 2 Applications In {:urrentGroupl 3 I
., Filter ~, Filter
_ 4 || _
Mame Category Risk Productivity 3’ Mame Category Risk Productivity
050FIus Messaging |2 2 s 12306.cn Web Services |4 1
12306.cn |Web Senvi... |4 1 = 126.com Iail 4 2
126.com  Mail 4 2 = |

M U ¥IL Duplicate

These are the inputs for new Application Group.

1 Name Type the name of the Application Group
Application in It displays list of Application in Database
Database
3 Application in Current | It displays list of Applications in Current Group
Group
4 S This symbol enables to add Applications in to Current Group from Database
5 [7 This symbol enables to remove Applications from Current Group to Database

In the below screen we can notice new Application Group.

T
(3§ objects
+-T) Metwork Objects
+-T] Services
Zl) DosS & DDos
QoS/Bandwidth
% Schedule
+-Z])) Standard
+ zer Defined
= [fi Application Controlf
— =1 User Defined
Y ApplicationBlockl
[ & NewtppG|
+-Z) Firewall

+

+
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Right click on the Application Group, to perform actions like viewing Properties of the Application
Group, to find out where it is used, copying Application Group, Duplicating and Deleting Application

Group.

]
Compile. save ar
Eﬂ Objects Opened Policy
+- 2 Metwork Objects Save Date 04
# 2 Senvices Current Active R
+ @) DoS & DDoS Save Date 04
+ Qo3/Bandwidth
= % Schedule Previous Active

-] Standard Save Date 04

+-TJ) User Defined
= Eﬂﬁpplicatinn Control

= r:fi, Lser Defined

3 jcationBlockl
|" i NewﬁnnGi_

+-[Z)) Firewa| = Properties of NewAppG |
_Dj Where used: NewAppG
Blj Copy: NewApp(G

¥ Duplicate NewAppG

| ¥ Delete: NewAppG

Firewall

Firewall is a concept which blocks unwanted traffic and passes desirable traffic to and from both sides
of the network.

A firewall is a system (either software or hardware or both) that enforces an access control policy
between two networks.

Example:

e Allows: http, mails etc

e Keeps out : Intruders ,Denial of services attacks, spam etc.
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Labris Firewall Management

Install, Save (create a new policy object for first setup), Install Policy

New Policy
[ Objects | Open Policy P
£y Metwo| Open Backup
2l Senvicy Save »
i DoS & pelete File P

Creating new policy firewall object

Give the Name of the Object in the Name tab, by default Network Interfaces have been selected for
the new firewall object and click on Add tab.

[Z» Poliey @ Object B instal Connections IP-MAC Matcher

Jefal VWWelcome to Labris Firewall Paolicy Maker
G objects

T Metwark Objects

T Services

f— -
[ DoS & DDoS I wW
T SoSiBandwidth J I. F I re a I I
£l Schedula O
E. Application Control hdake a new Firewall object
@ Firesall

Hame

e 729

Netwodk Interface

4

Mame
IP:

Mask:

Netwodk Interface
MName

4k Add 4 cancal
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Below screen appears stating Welcome to Labris Firewall Policy Maker.

‘ = Policy %) Object B nstail

ﬁ Objects

=@ Network Objects
@l Services

#-El) DoS &DDoS
®-@l QoS/Bandwidth
#-) Schedule

®-F) Application Contral
[k Firawa | i

(Welcome to Labris Firewall Policy Maker|

Connections IP-MAC Matcher

cted fo is: 78.188.50.48.static.ttnet.com.tr

Labris Teknoloji !

Now we have created a new firewall object and we will configure it now.

Default Compile, save and Install the rules of Newfirewallobject
Eﬂ Objects Opened Policy :Default

+ -3 Network Objects Save Date

+-[) Services

Current Active Policy :Policys

+ @) DoS &DDoS SaveDate 20 Jan 2014, 12:35:00
+-[@) QoS/Bandwidth
+ @l Schedule Previous Active Policy:Policys

Save Date .20 Jan 2014, 12:23.52

i

1

&
-8 eth1
<l ethz
- B eth4.10
<l eth3
e iﬂ ethd B save 4 Rollback
<l eths

Properties of Newfirewsllobject (Firewall)

Options | Notes SSH Inspecting
Name
Newfirewallobject
"_) Cancel
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Add Next Generation Firewall
First step:
Create Global policies

Global policy

Global policies in one logical system are in a separate context than other security policies. According to
the source from the target set on the way to the Objects or forbids. In addition, these rules can be
imported from the previously created Network Objects(Hosts, Networks, Addresses, Address Ranges,
Object Groups and Users), Services (ICMP,IP,TCP,UDP, Custom, Service Group), DoS/DDoS Objects,
QoS(Bandwidth Management) Objects can be added to the schedule Objects for controlling application
profiles.

Second step:

Create NAT Policies

NAT Policy

NAT: It is a service of routing provides network address translation from private to public

When we have 2 networks public & private in order to protect private network from public network
(intruders) we need NAT.

NAT enables one way communication. i.e. private network can communicate with public network but
not vice versa.

NAT policies

It allows you to control Network Address Translation based on matching combinations of Source IP
address, Destination IP address, and Destination Services.

For example, a lot of the IP subnet address from internal network will route to outside network with
single IP address.

Third step:
Physical interfaces

The physical interface that are supported by the device and subsequently added to the interface listed
in the area.

This field contains the interfaces for the WAUTH interface, Dynamic source address translation
interface, and the external network interface definitions.
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Save Date 20 Jan 2014, 12:23:52

Version 3.4.2
Im Compile, save and Install the rules of Newfirewallobject
(1 Objects Opened Policy Defaut
+- @) Metwork Objects Save Date
5 )
Eh Senices Current Active Policy :Policys
@) DoS & DDoS3 Save Date 20 Jan 2014, 12:35:00
+-@l) QoS/Bandwidth
+-@l) Schedule Previous Active Policy:Policys
=

T Application Control
Firewall

=B Newfirewallobject

T Global Palicy |

~GED MAT Palicy

tun0

& ctho

&
-
[ eth
i
5
=
-

i cth?
& ethd. 10
& cth3
& ethe B save 43 Rollback
= sths

Properties of Mewfirewallobject (Firewsll)

G=i=r3]  Options | Notes | SSH Inspecting

Name

New firewallobject

4 Ccancal

Firewall Properties

e Interface - Use this property to match which network port or data link packet is traversing such
as "eth0" for Ethernet built-in.

e Source MAC Address - Use this property to specify an Ethernet Hardware Address that matches
the source MAC (Media Access Control) address in the link layer frame header.

e Destination MAC Address - Use this property to specify an Ethernet Hardware Address that
matches the destination MAC (Media Access Control) address in the link layer frame header.

e Source Net - Use this property to specify a single IP address or network range that matches the
source IP address of a packets IP header.

e Destination Net - use this property to specify a single IP address or network range that matches
the destination IP address of a packets IP header Network ranges can be specified as address1-
address2.

e Protocol - Use this property to specify the protocol number that appears in a packets IP header.

e |P Options - Use this property to specify the IP option numbers that appear in a packets IP
header.

e ICMP Type - Use this property to specify the ICMP type that appears in a packets ICMP header.

e |ICMP Code - Use this property to specify the ICMP code that appears in a packets ICMP header.
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TCP Header Flags - Use this property to specify the TCP header flags that appear in a packets of
TCP header.

TCP Options - Use this property to specify the TCP option numbers that appear in a packetsof
TCP header.

Destination Port - Use this property to specify a single protocol port or range of protocol ports
that matches the destination port of a packets TCP or UDP header. Port ranges can be specified
as portl-port2.

URL Keyword - Use this property to search for keywords that appear within a HTTP (web site)
URL.

Parent Match Count - Use this property to notify you if the parent rule has been matched a
specified number of times.

Parent Byte Count - Use this property to notify you if the parent rule has been matched by
network traffic containing a specified number of bytes.

Right click on Firewall object to view Properties of firewall object.

Select General tabto view details about Name of the Firewall object.

We can change name and click on Apply tab to change the name.

= Policy @ Object B instan Connections IP-MAC Matcher
Compile, save and Install the rules of Labris_Demo
m Objects Opened Policy Policys
+-3l) Metwork Objects Save Date 07 Jan 2014, 14:34:13
@ Services Current Active Policy Policys
@) DoS & DDos SaveDate 07 Jan 2014, 14:34:13
+-[7f) QoS/Bandwidth
) Schedule Previous Active Policy:Policys .
@1 Application Control Save Date  :07 Jan 2014, 10:25:42
= @ Firewall

=E -
B Global Polic 4 Rollback
@ NAT Palicy | —

+ ﬂ ethl | Froperties of Laheis_Demo :FirE‘.vsII:-r

- eth1 = - -

3 ﬁeth? | G':n':rnfl_Optlons Notes | SSH Inspecting

-8 eth3

+ -8 ethd

- eths

+ ﬁ tun0

Name
Labriz_Demo

L] 1" 3 ‘-" Cancel
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Select Options tab.

We can Enable or Disable Options Firewall is part of “ANY”, Accept TCP sessions opened prior to
firewall installation, Accept ESTABLISHED and RELATED packets before first rule.

= Paolicy @ Object B Install Connections IP-MAC Matcher
Compile, save and Install the rules of Labris_Demo
Ei Objects Opened Policy :Policys
+-Fl) Metwork Objects Save Date  :07 Jan 2014, 14:34:13
=@ Services Current Active Policy :Policys
=@ DoS &DDoS Save Date  :07 Jan 2014, 14:34:13
+-Z) QosS/Bandwidth
+-El) Schedule Previous Active Policy:Policys

Save Date  :07 Jan 2014, 10:25:42
6 Rollback
@ MNAT Palicy

+ ﬁ ethl | Properties of Labris_Demc (Firewall) |—

@ eth1 - -

@ eth2 General [ ©/uiiuiis| Notes | SSH Inspecting

- eth3 — - —

+ B etha |[¢ Firewall is part of Any|

& iﬂ eth3 |[\/ Accept TCP sessions opened prior to firewall installationl

+ ﬂtunﬂ

II\/ Accept ESTABLISHED and RELATED packets before first ruIeI

4 1 » »/ Apply

‘) Cancel

Click on Apply tab to apply changes to the firewall object.

Select Notes tab to write information regarding firewall object (Optional).
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| = Paolicy @ Object B Install Connections IP-MAC Matcher
Compile, save and Install the rules of Labsis_Demo
ﬁ Objects Opened Policy :Policys
+- @) Metwork Objects Save Date (07 Jan 2014, 14:34:13
@ Senices Current Active Policy :Policys
+-Z) DosS & DDos SaveDate 07 Jan 2014, 14:34:13
+-Z]) QoS/Bandwidth
+- @) Schedule Previous Active Policy:Policys
Save Date (07 Jan 2014, 10:25:42
4 Rollback
@ MAT Policy
+ g: ethd Froperties of Labris_Demao [FirE‘.vsII:-I-
- eth - -
+- i ath? General | Options _SSH Inspecting
- @8 eth3
#- @ ethd
#-@ eths
& ﬁtunﬂ MNotes
Labris Demo
4 IIF 3 -\/ Apply ‘) Cancel

Click on Apply tab to apply changes.

Select SSH Inspecting tab

We can Enable or Disable Allow HTTP request through SSH port forwarding, Allow SCP, Allow shell
login, Allow sftp.

289 Labris Networks



Administration Guide for Labris LOG
Version 3.4.2

‘ = Palicy b#] Object B install Connections IP-MAC Matcher
Compile, save and Install the rules of Labris_Demo
Eﬁ Objects Opened Policy :Policys
+-El) Metwork Objects Save Date 07 Jan 2014, 14:34:13
+ Services
@ Current Active Policy :Policys

+-7)) DoS &DDos
+- ) QoS/Bandwidth
+-[@) Schedule Previous Active Policy:Policys
+- ) Application Control Save Date 07 Jan 2014, 10:25:42
= Firewall

€M Global Polic

Save Date .07 Jan 2014, 14:34:13

4 Rollback
@ MAT Palicy
+ gethﬂ I-Pr:}pErtiEs of Labris_Demo (Firewall} |-
- eth1 -
- i eth? General | Options | Notes | S| fisu=eiilt
- eth3 - z
kS ﬁ etha |[~/ Allow HTTP request through ssh port forwarding |
= ~| Allow st
+ ﬁtunﬂ = =

[v] Allow shell login
|_7 Allow sftp

4 ] y | || Aeely 4 cancel

Click on Apply tab to apply changes

Global Policy table

Global policy table is displayed with the fields Source, Destination, Service, Action, Schedule,
QoS/Bandwidth, Application, Security policy, Options.

How to add new Global policy? And what can be done?

Examplel: My host objects for policy

Help
[ & Policy &) Object B install Connections IP-MAC Mateher
qur a | HenFremallbiect
Objects M. Source Destination Sendce Action Schedule  QoSMBandwidth  Applications = Security Policy  Options
= C} Network Objects

5 Day  Day  Oaceepe Dany Day Day  Dany Sl

& B WebServer
# [} Networks

¥ @) Address Ranges
# [ Object Groups
3 usens
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My global policy

In the above screen we can notice columns such as Source, Destination, Service, Action, Schedule,
QoS/Bandwidth, Application, Security Policy, Options.

Application is allowed if the created Source with interfaces INSIDE & OUTSIDE is accessed, and when
the Destination, Service, Schedule, QoS/Bandwidth, Application, Security Policy options are Selected as
ANY. We can even drag-and-drop the desired objects created earlier, or copy and paste can be added
with it.

Example 2: My network objects for policy.

) Object P install Connections IP-MAC Matcher

Nenf renalObject
No. Source Destination  Senice Action Schedule  QoS/8and... Applications Secunty P. Options
o |RSEE B any D any @ Accept [ any Day Day D any il
& OUTSIDE |
B https
B nttp
5P INSIDE_Net [ Any Boops @Accept D any B any D any D any il
B smtp
@ Newsendl

All of the destinations on the IP addresses of the source of the rule INSIDE_Net with access to only the
specified services. This rule also holds at their outer radio marker internal IP addresses on the policy.

Example 3: How do we add a rule for users and My.applicaiton.info.stacktrace users with QoS, control,
DDOS and schedule how do we apply.
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-Bx

= s

& Policy =) Olpect P sl Connections 1PMAL Matcher

Dastin.. Serdce  Action

Mo o Scheduly T Qus/Eandmdth  Apghoat..  SecurtyPobcy O
, B wsoe S A . - o Do

| = D 2oy IO aey @ accept D Ay D any Doy Dany =
e ‘ 1 M Department sers DY any (3 aey O accest T Newscheduie0b. & ewdos Object (3 Ay [ NewDODS otpect (7

Froparan of tiawd thadUbndtmet (T

T Chest CRam NiaBae

The rule previously created users ((For creating users please refer to users section in User
Management ) in the same way as the example demonstrates how to use the drop-down with the
yerede rule, let's link the current field) and user network appeal (For adding users in Network objects
please refer to users field in Network Objects Section)owed as the source, and again before our
Schedule-appeal (Please refer to Schedule section in Network Objects and the link in the same was the
example demonstrates how to use the drop-down with the yerede rule, let's link the current
field),QoS-appeal (Please refer to Qos/Bandwidth section in Network Objects here's the link and the
link in the same way as the example demonstrates how to use the rule drop down yerede with the
current field link), and DoS/DDoS previously created object located at the source by placing the user in
the appropriate fields in the rule or the rope according to the specified criteria.

How to add an application control rule for users?

0IEL k.
|t g
& Poliy &) Object B instal Connections PHAC Matcher

|
ﬁ‘& No Source Destin... Service  Action Schedule  QoS/Band. Appications Secu... Optio
s W s Day Diy OBy Diy Do Dy A
0 any [ Ay @ Accept D Any Any Y Any
R OUTSOE Gl il A g, :
11 S ot s Dy Oty [Qowy Doy By | o
> Q U O
w My_IT Depatment Ap
TQF'&-.\J” [
= I8 NewfirewallObject
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The rule previously created users ((For creating users please refer to users section in User
Management ) and here is the link in the same way as the example demonstrates how to use the drop-
down with the yerede rule, let's link the current field) and Application control profile (Please refer to
Application control section in Network Objects and here is the link in the same way as the example
demonstrates how to use the drop-down with the yerede rule, let's link the current field).

Read all the rules in the table. Buy why you must be careful when writing the canonical ordering
Application control. If the source specified in the rule is a rule used in the queues and objects in higher
action has been ruling on the accept or deny rule.

Example 4: The outside should be accessed with specific protocols for access to the web or other
services to the rule writing. And create a new NAT policy (NAT policy Please refer Example2)

- x

S Dy D acy @ Accept ) An B sy Day DBy PO

I 1 ™ any Lgmg::' lOAxcwt 03 any Dy any Day Daw 4

Properies of betps (TCP

Seuvcul’ Flags Notes

For example, one in which each web server and outside a place gave over to access http and https
protocols. The source column of the address will be "any", which is the target column because the
target to a specific server to be accepted through the "host object" (for creating hosts object Please
refer to Hosts field in Network object section here is the link to give the host object will be created in
the same manner as the host and the creation stage of the policy section and use the example
currently in the link).
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‘ [ Palicy ) Object @ InsertRule [ Instal Connections IP-MAC Matcher
i obiects No Source | Destination  Senice Action Schedule | QoS/MBand..| Applicatio__| Security P Options
+-[7l) Metwork Objects & suleym -
+-[7f) Services
+ @) DoS & DDos 0 & win_for_[ Any ™ Any @ Accept [N Any ™ any ™ any ™ any ]
+- @) QoS/Bandwidth £ win_for_
+-[7f) Schedule &, INSIDE
+ Application Control
i =] 1 & outst. [ Any O any @ Accept [N Any ™ any ™ any ™ any ]
B WAUTH 1
_Global Policy ‘ i
= - & 1020
NAT Policy 2 ™ Any & kalilinux @ Accept Ay Drany Drany Bany Bl
- eth0 I htto
- @ eth1 -
-8 eth? 3 EinsoeE™any Many  @Deny [Many [ any W Applicati[™ any ]
-0 eth3 |
£ B wak12
EX iﬁ eth4 4 ™ any ] Bl rap @ Accept [ Any ™ any ™ any ™ any eyl
#- i eths & win7
+ I tuno F2INSIDE | L - - = = = e

e

Irq Firewall
Labris” Maker

i

cted to is: 78.188.50.48.static.ttnet.com.tr

Labris Teknoloji__|
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NAT (Network Address Translate) Policy table

NAT Policy table is displayed with the fields Original Src, Original Dst, Original Srv, Translated Src,
Translated Dst, Translated Srv, Comment.

In this section, in accordance with the global policy also created the device permissions, changing the
status of the source, destination, and services will write the rules.

Examplel: Internet NAT policy

——————————————————————————
;‘.-D—'- Bx

Help

> Poboy ] Olwect @ e} Fude | TSES Connection ML Watcher

Original Sre Original Dat Original S Traevlated Sre)  Tranalated D3t Trandlated Sov Comment

| “msoeme Ciay  Camy Doges  [assoe  Dowes o

For example, a lot of the IP subnet address my device contains and leave all our internet users out of
their IP addresses through a single IP address we need over. So we have to translate the network
address.

IP subnet is 255.255.255.0 and your default gateway is 192.168.168.1 and 192.168.168.0 considering
the need to build rule my IP Address; a of range IP address and target the source 192.168.168.0
255.255.255.0 on the Internet as a place to which "any" and all the services in the same way that any
change in the subverted will be converted to the destination address in the above policy, such as
changing to run assuming the IP address. In our example, changing IP address is 192.168.168.1
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Example2: Web server access from Wide Area Network.

- X
B3 bl
@ nvert Rule | Connections AL Mgtchar
Origingl S Original D5t Origngl Grv Trangipted Sre Transipted D3t Tranglated Srv Commant
B saDE et [ any Dy aey [y original B WSDE [ origina i
B betp
By 5 GUTSDE | = Dyorigral | Dongral [

Froparten of Wetderew (Hodk

Crilpril’ Noles

Any source outside web server "any" http and https access to the supplier global policy is written as
(For global policy please refer to ADD Next generation firewall section) and later to the server on
specific ports from outside should identify which requests inside.

Example 3: Web Filter service enables.

Internet web filter service requests that returning web filtering. The following rule is written to the

NAT policy.
‘!— -3 X%
T nol
© Insent Rule P ratas Cormactions P MAL Matcher
Ongnal Dt Ongnal Siv Transiated Sec Transiated Dst Trarsiated Sev Commant

L B 2oy Dorgnat B wisoE B origns )
Mtp
:".!:1 B ceigna 8 websener [ orignal o

o |amee  [Musevese 5|

Propertes of Labra Webfler (1CP)

rtobond Zaurral Flags Notes
fp data o
ftp data pa
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The resources specified in the rule, the user/user group, IP addresses/IP range, in the case of http
service running on the device to web subnet, IP filter rule is required to be sent to the service. This rule

should be written to all devices with web filtering. (For web filter please refer to Filters section here is
the link to the web filter also web filter configuration screens to give the link).

= Policy @ Object & Inzert Rule B Install Connections IP-MAC Watcher
[ objects Ma. Original Src | Original Dst | Original Srv | Translated Src| Translated Dst Translated S Comment
+- @ Netwark Objects 0 B INSIDE_Met® routenet [ Any [ original [ Original [ Original 1)
+ Senvices 1
- gDUS&DDGS X1 F routenet  FE INSIDE_Net[d Any [ original [ original [ original ]
+- @) QoS/Bandwidth I ntp » N »
+ [ Schedule 2 D Any & OUTSIDE HtSDQD D Original £ kalilinux D Original ]'1_-—1-1
+-[@l) Application Contral T
. % Fipr:wall 3 [ Any & oUTSIDE B rdp [ original & w2k12 [ original ]
=-§ Labris_Damo 4 [ Any & oUTSIDE @ wintrde [ Original & win? B rap jim}
[$1 Global Poli i
x5 2 INSIDE_Net[™ Any 121 nttp [ original & INSIDE | B Labris we.. [
+ - ethD B F2 INSIDE_Net[™ Any ™ Any & oUTSIDE [ original [ original ]
+ - eth1 -
+- @ eth?
+ -8 eth3
+ [ ethd
+ - eths
4] ﬁtunﬂ
Firewall
Policy
. Maker
Labris
pcted to is: 78.188.50.48. static.ttnet.com.tr Labris Teknoloji J
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Interfaces

By default seven Interfaces are present in the firewall object.
They are eth0, ethl, eth2, eth 3, eth4, eth5, tun0.

Select General tab, Name of the interface is displayed.

[=# Policy @ Object B Install Connections IP-MAC Matcher
Compile, save and Install the rules of Labris_Demo
Eﬁ Qbjects Opened Policy :Policys
+ -l Network Objects Save Date 07 Jan 2014, 14:34:13
+-T) Services

Current Active Policy ‘Policys

+-{l) DoS & DDoS SaveDate 07 Jan 2014, 14:34:13

+ T QloS/Bandwidth

+-F) Schedule Previous Active Policy:Policys
- Save Date  :07 Jan 2014, 10:25:42
+ -7l Application Contral

= Firewall
=B | abris_Demo
@B Global Policy
MAT Policy
ethD
& cth
i cth2
& ctha
& cthd
@ cths
ﬁ tun0

4 Rollback

Properties of ethl ([Firewall Interface)

| €ziizrail| Settings | Notes | WAUTH

Name

cted to is: 78.188.50.48.static.ttnet.com.tr

Labris Teknoloji |

Select Settings tab, we can Enable or Disable Dynamical source Address Translation, This interface is
an external network interface.

298 Labris Networks



Administration Guide for Labris LOG
Version 3.4.2

Compile, save and Install the rules of Labris_Demo
Ei Objects Opened Policy ‘Policys

+-Fl) Metwork Objects Save Date (07 Jan 2014, 143413

-l Sernvices

Current Active Policy :Policys

= - DoS & DDoS Save Date  :07 Jan 2014, 14:34:13

+ -7l QoS/Bandwidth
T Schedule Previous Active Policy:Policys
e EJI Application Control Save Date .07 Jan 2014, 10:25:42
= [i‘i Firewall
=B | abris_Demo
B clobal Palicy
MAT Palicy
ER_ -G
= =th
i cth2
& cth3
& ctha
& oths
& tuno B save

¥

N Ty T N

4 Rollback
Properties of ethD {Firewsll Interface)

General

' Notes | WAUTH

Settings

I -l Dynamical Source Address Translationl

||_ | This interface is an external nehNorkinterfaceI

Select Notes tab, to write information regarding Interface (Optional).
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‘ = Policy @ Object [ instan Connections IP-MAC Matcher
Compile, save and Install the rules of Labris_Demo
ﬁ Objects Opened Policy :Policys
+-[3) Metwork Objects Save Date  :07 Jan 2014, 14:34:13
E¥ Semvices
@ Current Active Policy :Policys
-} DoS &DDoS Save Date 07 Jan 2014, 14:34:13
+- @) QoS/Bandwidth
- @l Schedule Previous Active Policy:Policys

- S Dat {07 Jan 2014, 10:25:42
+- @) Application Control ave bate an

Ef[ Firewall
= E% | abris_Demo
&8 Global Policy
@& MNAT Policy
& ctho

i cih1

i cihz

i cihz

i cihd

i cths

& wno B save

TIR TR Ty S W

4 Rollback

Properties of ethD (Firewall Interface)

General | Settings |/lui=5| WAUTH

Notes

Select WAUTH tab, we can enable or disable options like Active, Use SSL Connection, Use Default
Gateway IP
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| = Policy @ Object [ Install Connections IP-MAC Matcher
Compile, save and Install the rules of Labris_Demo
Eﬁ Qbjects Opened Policy ‘Policys
T Metwork Objects Save Date .07 Jan 2014, 14:34:13
* E‘" Senices Current Active Policy Policys
i@l DoS & DDo3 Save Date 07 Jan 2014, 14:34:13
+-[T) QoS/Bandwidth
+-E) Schedule Previous Active Policy:Policys
g Application Control Save Date 07 Jan 2014, 10:25:42
=] Ei Firewall
—-B% Labris_Demao
B Global Policy
& NAT Policy
[+ ath
+- i eth?
+ - eth3
+ - ethd
[ eths
+ -8 tun0 B save 4 Rollback

Properties of ethd (Firewsll Interface)

General Settings Notes | i:i‘f.l'i fr;jl_

WAUTH
| Active

|_ | Use 3L Connedionl

[+ Use Default Gateway IP|

|Listening IPAddress: (159 |.[254 |.[1 |.| |

Firewall Application

e The Web Application Firewall (WAF) protects applications from current and future security
threats by combining multiple security engines into a cohesive Web defense.

e Not like a “normal” firewall- Applies rules to HTTP conversations

e Allow or deny based on expected input — Unexpected input is a common method of
exploiting an application.

e SQl injection — Add your own commands to an application’s SQL query.

e A major focus of payment card industry, Data Security Standard (PCI DSS).

Network Address Translate (NAT)

Network Address Translation is used to communicate the internal network to internet. It will be
configured in the Router.
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. il . NGRS e .. W
What is the NAT?
Network Address Translation is nothing but converting a group of computers IP Address to
communicate or to send the packets to the outside of the world through the internet. Whenever the
host computer in a Network need to send packets to the other internet user it will be possible through
the Router. In the router it must be configured for the communication between outside of the internet
user and host computer in a company LAN Network. The router only will take care the changes in IP

address whenever sending and receiving the packets to and from outside of the network and internal
LAN. It will be configured in Router in a table.

Why it is made?

In the whole world there are billions of computers. For communication between them they need
unique IP Address like our street numbers and door numbers .NAT is a network protocol used in IPv4
networks that allows multiple devices to connect to a public network using the same public IPv4
address. NAT was originally designed in an attempt to help conserve IPv4 addresses. NAT has become
a common, indispensable feature in routers for home and small-office Internet connections.

NAT Types
There are three types of NAT

SNAT
Static NAT: In this type, host computer will have particular IP Address to communicate with outside
network. It is used for one device to communicate with outside network.

DNAT
Dynamic NAT: In this type, Router will assign the IP Address to communicate with outside network. It is
used for communication of group of computers with outside network.

PAT
PAT (Port Address Translation): This is the type of dynamic, but it will map multiple unregistered IP
Addresses to registered single IP Address using port numbers called Port Address Translation.

Port Forwarding/Port Mapping

Port Forwarding is also known as Port Mapping is the process that a router uses to sort the right kind of
network data to the right port. Computers and routers use ports as a way to organize network data.
Different types of data, like web sites, file downloads, and online games, each are assigned a port
number. The router or firewall uses forwarding to send the correct data to the correct place.

A firewall protects a computer by blocking unauthorized information, but if a firewall blocked all the
incoming and outgoing data, the computer would be unable to access the Internet. When a computer
user wants some data to go through the firewall and to send it to a specific location, he can set up port
forwarding. This gives the firewall instructions about which types of data are allowed and how they
should be directed.
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Information on the Internet is associated with a port. Web pages, for example, are typically assigned
port 80. File transfer protocol (FTP), often used for downloading and uploading files, typically uses port

21. Online games may use a number of different port numbers, but often choose numbers in the
thousands.

Port forwarding also serves as another way to protect computers. People outside the network will only
have access to the router or firewall, which will, in turn, control which types of data reach the computers.
Any data that does not come to the router with the correct port will not be passed through to the
computers inside the network.

Labris Firewall Messages

_Ifp_ DROP IN ethN OTHER SRC Blocking occurred because the source address of the packets
incoming from an interface which is defined as external interface
overlaps with either the network address of an internal interface or
the internal networks defined under this internal interface.

_Ifp_ DROP IN ethN 127.x SRC Blocking occurred because the source address of a packet incoming
from external interface belongs to 127.0.0.0/8 network.

_Ifp_ DROP IN ethN BCAST SRC Blocking occurred because the source address of a packet incoming
from external interface belongs to Broadcast type.

_Ifp_ DROP IN ethN BCAST PKT Blocking occurred because the packet type of a packet incoming
from external interface is Broadcast.

_lfp_ DROP IN MNG FWD The packet forwarding process is blocked because the relevant
interface has been defined as management interface.

_lfp_ DROP OUT MNG FWD The packet forwarding process is blocked because the relevant
interface has been defined as management interface.

_Ifp_ DROP IN MNG LMCS Access to LMCS service port numbered 4000 from an interface
except Management Interface is blocked.

_Ifp_ DROP OUT MING LMCS Response access from LMCS service port numbered 4000 towards
an interface except Management Interface is blocked.

_Ifp_DROP IN MNG WEB Access to LRMS service port numbered 81 from an interface except
Management Interface is blocked.

_lfp_ DROP OUT MNG WEB Response access from LRMS service port numbered 81 towards an
interface except Management Interface is blocked.

_Ifp_ DROP IN MNG SSH Access to SSH service port numbered 22 from an interface except
Management Interface is blocked.

_Ifp_ DROP OUT MNG SSH Response access from SSH service port numbered 22 towards an
interface except Management Interface is blocked.
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_Ifp_ DROP IN MNG IF

_Ifp_ DROP OUT MNG IF

_Ifp_ DROP IN CONSOLE
_Ifp_ DROP OUT CONSOLE

_Ifp_ DROP IN IF BAD SRCIP

_Ifp_ DROP IN ethN OWN SRCIP

_Ifp_ DROP ICMP DoS
_Ifp_ DROP TCP DoS
_Ifp_ DROP UDP DoS

_Ifp_ DROP TCP Scan

_Ifp_ DROP FRAG Scan

A management request connection which does not have
management permission is blocked.

Response to a management request connection which does not
have management permission is blocked.

Access to management ports is blocked.
Access response from management ports is blocked.

Blocking occurred because the source address of the packets
incoming from the relevant internal interface does not overlap with
neither the network address of the internal interface nor the
internal networks defined under this internal interface.

B locking is done because the source address of the packet
incoming from any overlaps with the IP address of one of the
interfaces defined on the device.

ICMP: Blocking occurred due to fragment or invalid session state.
TCP: Blocking occurred due to fragment or invalid session state.
UDP: Blocking occurred due to fragment or invalid session state.

TCP: Packets which are coming with scanning purpose and have
packet flags which are expected to be absent normally, are blocked.
FIN,URG,PSH / ALL

SYN,RST,ACK,FIN,URG / ALL

NONE / ALL

ALL / ALL

FIN / ALL

SYN,RST / SYN,RST

SYN,RST / SYN,RST

tcp-option 64

tcp-option 128

TCP Fragment Scan: Packets which are coming with scanning
purpose and have packet flags which are expected to be absent
normally, are blocked.

FIN,URG,PSH / ALL

SYN,RST,ACK,FIN,URG / ALL

NONE / ALL

ALL / ALL

FIN / ALL

SYN,RST / SYN,RST

SYN,RST / SYN,RST

tcp-option 64

tcp-option 128
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_Ifp_ DROP SESSIONLESS PKT

_Ifp_ DROP PKT Too small

_Ifp_ DROP LRMS Abuse

_Ifp_ DROP SSH Abuse

_Ifp_ DROP WAUTH INPUT

_Ifp_ DROP WAUTH FORWARD

_lfp_ DROP Default

_Ifp_ Default --DENY

_Ifp_ Default_ ethN -- DENY

_Ifp_ Rule NNN -- ACCEPT
_Ifp_ Rule NNN -- DROP

_Ifp_ Rule NNN -- REJECT

_Ifp_Rule NNN -- LOG

_Ifp_ USER DEFINED PREFIX:

_Ifp_ IPMAC_MAXCONN:

_Ifp_ IPMAC_ABUSE

_Ifp_i PROXYCONNLIMIT_DROP

_Ifp_i FLOODCONTROL_DROP:
_Ifp_ f FLOODCONTROL_DROP

Communication packets coming with a purpose other than opening
session although there’s no session are blocked.

UDP, TCP, ICMP packets which are smaller than they should be are
blocked.

Extremely fast connection request to LRMS management service
port is blocked.

Extremely fast connection request to SSH management service port
is blocked.

Packets belonging to an unauthorized IP although WAUTH is active
are blocked.

Packets belonging to an unauthorized IP although WAUTH is active
are blocked.

Packets are blocked with the predefined blocking rule running after
all the rules added by the user.

Packets are blocked with the predefined blocking rule running after
all the rules added by the user.

Packets are blocked with the predefined blocking rule running after
all the rules added by the user.

Permitted with the rule numbered NNN defined through LMC.
Blocked with the rule numbered NNN defined through LMC.

Actively rejected with the rule numbered NNN defined through
LMC.

Only logged with the rule numbered NNN defined through LMC, no
other process is performed.

Logged with "USER DEFINED PREFIX" name specified by system
administrator in a rule defined through LMC. ACCEPT, DROP state
shall be specified by user.

Blocking occurred because the maximum number of connections
assigned per IP is exceeded.

Blocking occurred because of contrary situation to IP-MAC mapping
rules.

Blocking occurred because number of sessions limit from internal
clients to proxy system on the device is exceeded.

Temporary blocking occurred because an internal client exceeded
the connection limits to a single destination.
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_Ifp_i CLIENTFLOOD_DROP: Temporary blocking occurred because an internal client exceeded
_Ifp_ f CLIENTFLOOD_DROP: the defined packet speed limits.
_Ifp_i CONNLIMIT_DROP: Temporary blocking occurred because an internal client exceeded
_lfp_ f CONNLIMIT_DROP: the defined number of sessions limits.
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IDS/IPS
Right Click on the IDS / IPS tab and click on Connect to get connected to the IDS/IPS tab

=] Device List
= Q 10.11.12.226:4000

"h LIser Management
E. System
| Metwark Settings
&= Log Settings
BE Firewall
_ IDSIPS
B License

Sensor Settings
Once you get connected you can find two options on the top i.e., Sensor settings and alert settings.

Click on Sensor settings, in that tab you can find Intrusion detection system

Intrusion Detection System

Sensur Setiings | Alert Settings

Sensarl -

Serice o o .f': —

Running

= EI] Intrusion Detection System
+ 48 Settings
+- [ Rulesets

Settings

Network Settings
Under Intrusion Detection System we find options like Settings > Network settings
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Sansur Sziinys | Alert Settings

Sensor 1|+ Sensor 1 configuration: listening all interfaces

Senvice .

Running o 4 Apply Variable Value Control/Status
|HoME_NET 10.1.1.0/24 Disabled |-~

=[] Infrusion Detection System

HOME_NET |5eth0_ADDRESS Disabled
[ Network Seftings HOME_NET 10.1.1.0/24, 192.168.1.0/24 Disabled
Interface HOME_MET any Enabled -
* [ Rulesets EXTERMAL_MET any Enabled
DNS_SERVERS SHOME_NET Enabled
SMTP_SERVERS SHOME_NET Enabled
HTTP_SERVERS SHOME_NET Enabled
SQOL_SERVERS SHOME_NET Enabled
TELNET_SERVERS SHOME_NET Enabled
SNMP_SERVERS SHOME_NET Enabled
HTTP_FORTS 8081 Disabled -

ariable Settings

Variable HOME_MET
Value 10.1.1.0/24
Comment |Must change the following variables to reflect your local network.
Wou can specify it explicithy as:
HOME_MET 10.1.1.0/24
or use global variable S<interfacename>_ADDRESS which wil be always
initialized to IP address and netmask of the network interface.
HOME_NET Seth(_ADDRESS
ou can specify lists of IP addresses for HOME_MET by separating
the IPs with commas like this:
HOME_MET 10.1.1.0/24, 192.168.1.0/24

[BLN Change

Delete Cancel
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Changing variable

Select one of the variable from the list in the right pane, below you can edit the contents of the
variables in variable settings tab and click on Change.

Variable Value Conlrol/Status

HOME_NET 10.1.1.024 Disabled [~
HDHE:NET Seth0_ADDRESS Disabled |
HOME_MET 10.1.1.0024, 192 168.1.0/24 Disabled

HOME_MET any Enabled -
EXTERMAL_MET any Enabled

DMS_SERVERS SHOME_MET Enabled

SMTP_SERVERS SHOME_MET Enabled

HTTP_SERVERS SHOME_MET Enabled

S0L_SERVERS SHOME_MET Enabled

TELNET_SERVERS SHOME_MET Enabled

SHMP_SERVERS SHOME_NET Enabled

HWP_FC‘RTS g081 Disabled -

Variable Seftings

Vanable HOME_NET1
Value 10.1.1.1/24

Comment | Must change the folowing variables to reflect your lpcal network
Wou can specily & explicitly as
HOME_HET 1I:IE1 1.0/24
of use global variable S<interfacename=_ADDRESS which will be ahways
initiaized o IP address and netmask of the network interface
HOME_NET Seth0_ADDRESS
Wou can specify ists of P addresses for HOME_NET by separating

the IPs with commas ke this:
HOME_HET 10.1.1.0:24, 192.168.1.0/24 \
Change | Sl Delete E Cancel

Labris Teknoloji

Changes are applied to the variables immediately. We can notice in the below screen.

Select the variable and double click on Control/Status to make the Variable Enable.
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11z | Alert Settings

SENS0T 5

Sensor| - Sensor 1 configuration: listening all interfaces
Rsfr:\:ﬁ]eg 0 0 £ Apply Yariable Value Control/Status
. . [HOME_NET 10.1.1.0/24 Disabled =
= [3] Intrusion Detection System T T 1
5§ Settings HOME_NET Seth0_ADDRESS Disabled
HOME_NET 10.1.1.0/24, 192.168.1.0124 Disabled
Interface HOME_NET any Enabled L
# [ Rulesets EXTERNAL_NET any Enabled
DNS_SERVERS SHOME_NET Enabled
SMTP_SERVERS SHOME_NET Enabled
HTTP_SERVERS SHOME_NET Enabled
SOL_SERVERS SHOME_NET Enabled
TELMET_SERVERS SHOME_MET Enabled
SNMP_SERVERS SHOME_NET Enabled
HTTP_PORTS 5081 Disabled -

Variable Settings

Variable HOME_MET
Value 10.1.1.0/24

Comment |Must change the following variables to reflect your local network.
“'ou can specify it explicity as:
HOME_NET 10.1.1.0/24
or use global variable $=interfacename=_ADDRESS which wil be always
initialized to IP address and netmask of the network interface.
HOME_NET Seth0_ADDRESS
“'ou can specify lists of IP addresses for HOME_NET by separating
the IPs with commas like this:
HOME_NET 10.1.1.0424, 182.168.1.0/24

BEN Change

Delete Cancel

Changes are applied to the variables immediately. We can notice in the below screen.

ifing= | Alert Settings

S ETISOT s

Sensor 1| = Sensor 1 configuration: listening all interfaces
:fm:::g O D £ Apply Variable value Control/Status
- |HOME_MET 10.1.1.0/24 ‘Enabled I=
=[] Intrusion Detection System - — -
= & Setiings HOME_MET Feth0_ADDRESS Disabled
HOME_MET 10.1.1.0/24, 192.168.1.0/24 Disabled
 Interface HOME_MET any Enabled E
+- @ Rulesets EXTERNAL_MET any Enabled
DMES_SERVERS SHOME_MET Enabled
SMTP_SERVERS SHOME_MET Enabled
HTTP_SERVERS SHOME_MET Enabled
S0OL_SERVERS SHOME_MET Enabled
TELMET_SERVERS SHOME_MET Enabled
SMMP_SERVERS SHOME_MET Enabled
HTTP_PORTS 8081 Disabled il

Variable Settings

Variable HOME_MNET
Value 10.1.1.0/24
Comment |Must change the following wariables to reflect your local network
“ou can specify it explicithy as:
HOME_MNET 10.1.1.0424
or use global variable S<interfacename>_ADDRESS which will be always
initialized to IP address and netmask of the network interface.
HOME_NET Seth0_ADDRESS
“rou can specify lists of IP addresses for HOME_NET by separating
the IPs with commas like this:
HOME_MET 10.1.1.0424, 192.168.1.0/24

=L Change

Delete Cancel
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Deleting variable
Select one of the variables from the list right pane and click on Delete.

Selected variables are deleted from the list immediately.

Sensor 1 configuration: listening all interfaces

Variable Yalue Control/Status

HOME_MET 10.1.1.1/24 Disabled -
HOME_NET $eth0_ADDRESS Disabled

HOME_NET 10.1.1.0/24, 192.168.1.0/24 Disabled

HOME_MET any Enabled =
EXTERMAL_MET any Enabled

DMNS_SERVERS SHOME_MET Enabled

SMTP_SERVERS SHOME_MET Enabled

HTTP_SERVERS SHOME_MET Enabled

50L_SERVERS SHOME_MET Enabled

TELMET_SERVERS SHOME_MET Enabled

[SNWMP_SERVERS SHOME_MET Enabled |
HTTP_PORTS EDER |Disabled =

Wariable Settings

Variable SNMP_SERVERS
Yalue EHOME_NET
Comment |?773HNMP_SERVERS??7

Ul Delete

BLY Change

(728 Cancel
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Cancel

Click on Cancel tab to revert back to the same settings as before.

Sensor 1 configuration: listening all interfaces

Variable Value Control/Status
HOME_MET1 10.1.1.1/24 Disabled -
HOME_MNET Feth0_ADDRESS Dizabled
HOME_MNET 10.1.1.0024, 192 168.1.0/24 Disabled
HOME_MET any Enabled
EXTERMAL_NET any Enabled 7
DMS_SERVERS SHOME_MET Enabled
SMTP_SERVERS FHOME_MET Enabled
HTTP_SERVERS FHOME_MET Enabled
S0L_SERVERS FHOME_MNET Enabled
TELMET_SERVERS FHOME_MET Enabled
HTTP_PORTS 2081 Dizabled
HTTP_PORTS a0 Enabled -

Variable Settings

Variable TELMET_SERWERS
Walue SHOME_MET

Comment |List of telnet servers on your network.
This allows only lock for attacks to systems that have a service up.
Thesze configurations MUST foellow the same configuration scheme as
defined above for SHOME_MET.

\

BRN Change | K:pl Delete Cancel

Labris TeknolujiJ

Click on Apply tab to apply the modified settings in Network settings tab

Sensor|« / Sensor 1 configuration: listening all interfaces
str::icneg o o Variable Value Control/Status
HOME_MET1 101117124 Disabled -
= E]I'””“S“?” Detection System HOME_NET Sethd_ADDRESS Disabled
H *E ?:-?'ﬂll":]eghsnrork Settings HOME_MET 10.1.1.0/24, 192.168.1.0/24 Disabled
& Interface HOME_MET any Enabled 3
+- [ Rulesets EXTERMAL_MET any Enabled 1
DMNE_SERVERS SHOME_MNET Enabled
SMTP_SERVERS SHOME_MNET Enabled
HTTP_SERVERS SHOME_MNET Enabled
S0L_SERVERS SHOME_MNET Enabled
TELMNET_SERVERS SHOME_NET Enabled
SNMP_SERVERS SHOME_NET Enabled
HTTP_PORTS 8081 Disabled -
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Click Ok to save the changes

Interface
Select Interface tab from the left pane

Sensori| Sensor 1 configuration: listening all interfaces
Senvice o Sniff packages on this interface:  |any v
Running o o £ Apply
=-{[7] Intrusion Detection System Unblockables List
= .'.E Settings Hosts's whichs P adresses are in th's table, will not be blocked by IDS in any case.
M Network Settings
A Interface IP Adresleri
+- {8 Rulesets 127.0.01

From the drop down list select any one of the required Ethernet type

Sensar 1 configuration: listening all interfaces

2niff packages on this interface: Jany -

4

any
atho
Hosts's whichs IP adresses are in th)ath
eth2
eth3
ath4
eth4.10
eths i

r Unblockables List

127.0.0.1

313 Labris Networks



Administration Guide for Labris LOG
Version 3.4.2

Adding IP

Click on Add tab to Add the new IP Address to the unblockable list

Sensor 1 configuration: listening all interfaces

Sniff packages on this interface:  any -

r Unblockables List

Hosts's whichs IP adresses are in th's table, will not be blocked by IDS in any case.

IP Adresleri
127.0.01

Remove Refresh

Labris Teknoloji

Enter the IP Address which you wanted to add to the list and click on “EKLE”

C
AONES EHIE

IP adresi: [10.01.1.0 |

Ekle |IptaIJ
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2niff packages on this interface:  |any -

r Unblockables List

Hosts's whichs IP adresses are in th's table, will not be blocked by IDS in any case.
IP Adresleri

127.0.0.1
10.01.1.0

Delete

Select one of the IP Address which you want to remove from the list and click on Remove tab.

Sensor 1 configuration: listening all interfaces

Sniff packages on this interface:  any -

r Unblockables List

Hosts's whichs IP adresses are in th's table, will not be blecked by IDS in any case.
IP Adresleri

127.0.0.1
10.01.1.0 |

N\

Add | Refresh

L abris Teknoloji
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Selected IP Address is removed from the list immediately, which you can notice from the below screen.

Sensor 1 configuration: listening all interfaces

Sniff packages on this interface:  |any -

r Unblockables List

Hosts's whichs IP adresses are in th's table, will not be blocked by IDS in any case.

P Adresleri
127.0.01

Refresh

Click on Refresh Tab to refresh the entire tab.

Sniff packages on this interface:  |any hd

r Unblockables List

Hosts's whichs IP adresses are in th's table, will not be blocked by IDS in any case.

IP Adresleri
127.0.01

N

Add Remaowve

Labris Teknolaji |
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Rule sets
Select Rulesets tab from the left pane.

Skusur SRtz Alert Settings
Sensor i - Sensor 1 configuration: listening all interfaces
Senice .
Running o0 =lails RuleSats
R
= ____-gr;:::l:gljﬂecnﬂn Syslem Fule File ControlStatus
W Network Semtings local rules -
fibiscface bad-rafic rules b
exploitnules Disalbad
scan.rules Disabled
fingerules Disabled
fip.rules Disabled
1elnet rules Disabled
npC.rules: Disabled
FEENACES rules Disabhied
Click on New File to create a new rule file.
Sznsur Sziiinys | Alert Settings
Sensorl - Sensor 1 configuration: listening all interfaces
Service 5
Running o o N RuleSets
= [g] gr;zﬁ:gzetemn System Rule File Control/Status
@ 1etwork Settings local.rules Disabled s
nterface bad-raffic.rules Dizabled
exploit.rules Dizabled
scan.rules Dizabled |
finger.rules Disabled 3
fip.rules Dizabled
telnet.rules Disabled
rporules Dizabled
rsernvices.rules Dizabled
dos.rules Enabled
ddos.rules Enabled
dns.rules Enabled
tfiip.rules Disabled
web-cgirules Disabled
web-coldfusion.rules Disabled
web-iis.rules Disabled
web-frontpage. rules Disabled
web-misc.rules Disabled
web-clientrules Disabled
web-php.rules Disabled
sqlrules Disabled
®11rules Disabled \
e oo v ol
_ Delete File
cted to is: 78.188.50.48 Labris Teknoloji
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Give the name of the file without any extension and click Ok.

ey Rule File. x

Enter file name without file extension

It&st '
| Cancel

You can notice that the new file with the name test is added to the list.

RuleSets
Rule File Control/Status
il
inappropriate.rules Dizabled
bleeding.rules Dizabled
ron.rules Dizabled
deleted.rules Dizabled
cantent-replace.rules Dizabled
compromised-BLOCK rules Dizabled
attack_response.rules Dizabled
drop.rules Dizabled
web-activex.rules Dizabled
dshield.rules Dizabled
ron-BLOCK. rules Dizabled
dshield-BLOCK rules Dizabled
malware.rules Enabled
botcc-BLOCK rules Dizabled
web_sqgl_injection.rules Disabled
botccrules Dizabled
web.rules Dizabled
game.rules Dizabled 3
ddos-BLOCK. rules Disabled 1
geo-BLOCK. rules / Dizabled
ciarmy.rules 4 Dizabled
testrules Enabled -
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Select the required file form the list and click on delete file tab to remove the file form the list.

RuleSets
Rule File Control/Status
Y
inappropriate.rules Dizabled
bleeding.rules Dizabled
ron.rules Dizabled
deleted.rules Dizabled
content-replace.rules Dizabled
compromised-BLOCK rules Dizabled
attack_response.rules Disabled
drop.rules Dizabled
web-activex.rules Dizabled
dshield.rules Disabled
ron-BLOCK rules Disabled
dzhield-BLOCK rules Dizabled
malware.rules Enabled
botcc-BLOCK rules Dizabled
web_sql_injection.rules Disabled
botcc.rules Dizabled
web.rules Dizabled
game.rules Dizabled A
ddos-BLOCK rules Disabled 1
geo-BLOCK rules Dizabled
ciarmy.rules Disabled \
testrules Enabled \ I -
Mew File
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Rulesets List
Expand Rulesets from the Leftpane.

We can find different list of Rulesets.

Expand any one of the Rulesets as shown in the below figure.

- O X
t Help
Sensur SEinngs | Alert Settings
Sensorl|« Sensor 1 configuration: listening all interfaces
Seniice s
Running o0 E1ApRlY | Ryle List Search
| =38 Rulesets | - sID Message Reference Action
& local -
=@ bad-raffic 524  BAD-TRAFFIC tcp port O traffic m ﬁ .
A tcp port 0 trafiic
¥ udp port 0 traffic
9 datain TCP SYN packg 525  |BAD-TRAFFIC udp port 0 traffic bugtrag, cve, nessus m m .

# loopback traffic
A ipreserved bit set
ot 526 |BAD-TRAFFIC datain TCP SYN packet |url m ﬁ .
0 bad frag bits

A Unassigned/Reserved
9 syn to multicast addres

| |s28 | BAD-TRAFFIC loopback traff |
4 IP Proto 53 SWIPE peppacikiratic o @ E .

4 IP Proto 55 IP Mobilit

# IP Proto 77 Sun ND ) ]

2 1P Proto 103 PIN 523 |BAD-TRAFFIC ip reserved bit set m ﬁ .
o exploit

d scan
& finger 1321 [BAD-TRAFFIC 0t url, url m ﬁ .

d fip

d telnet
d rpc 1322 |BAD-TRAFFIC bad frag bits m @ .

rservices

a dos
d ddos 1627 |BAD-TRAFFIC Unassigned/Reserved IP...|url m ﬁ .
d dns

d titp

o web-cgi 1431 |BAD-TRAFFIC syn to multicast address m ﬁ .

o web-coldfusion

d web-iis

d web-frontpage ¥ | |2186 |BAD-TRAFFIC IP Proto 53 SWIPE bugtrag, cve, nessus m ﬁ . =
4 il »

o e B B < e O
<Y

Select any one of the Rule from the RulelList.
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Saizur iy | Alert Settings

Sensarl| - Sensor 1 configuration: listening all interfaces
Senice 3
Running 00 E1Ae0ly | Rule List Search
| = [8 Rulesets | A | 8D Message Reference Action
& lacal
=@ bad+rafiic 524 |BAD-TRAFFIC tcp port O traffic @ ﬁ I
A tcp port 0 traffic
A udp port 0 traffic
D datain TCESYNpAckd: | |55  BAD-TRAFFIC udp port 0 raffic bugtrag, cve, nessus @ ﬁ I

& loopback traffic

# ip reserved bit set [ [
fot 525 BAD-TRAFFIC datain TOP SYNpacket  url @ ﬁ I
) bad frag bits

# UnassignedResemved T T

# syn to multicast addres m ﬁ I
528 | BAD-TRAFFIC loopback traffic url
9 IP Proto 53 SWIPE P

L - .. |PBratn BR 1D WMnhilite

Click on i the icon from the Action Tab to Block , UnBlock or cancel the selected Rule.
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SRS U SRS

Alert Settings

a
a
a
a
a
a
a
a
a
a
a
a
a
a
a

O e B o B B O B B e

Sensor1|
Senice 2k
Running o o £4 Apply
= Rulesets -~
#-d local
=l d baddraffic

& tcp port O traffic

& udp port 0 traffic

= data in TCP SYNM packe
9 loopback traffic

@ ip reserved bit set
Mot

9 bad frag bits

& Unassigned/Reserved
# syn to multicast addres
# IP Proto 53 SWIPE

= IP Proto 55 1P Mobility
& IP Proto 77 Sun ND

# IP Proto 103 PIM
exploit

scan

finger

fip

telnet

rpc

rservices

dos

ddos

dns

titp

web-cgi

web-coldfusion

web-is

web-frontpage -

Ll |4

Sensor 1 configuration: listening all interfaces

Rule List Search
SID Message
524 |BAD-TRAFFIC tcp port O traffic
525 |BAD-TRAFFIC udp port O traffic
526 BAD-TRAFFIC datain TCP SYM packet
528 |BAD-TRAFFIC loopback traffic
523 |BAD-TRAFFIC ip reserved bit set
1321 BAD-TRAFFIC Ol

1322 BAD-TRAFFIC bad frag bits

Rule Block

Rule apply to SrC
How apply(optional)
Time({day:hrmin:sec) |00:00:00:00

Reference

bugtraq, cve, nessus

url

url

url, url

I_o Block " 0 Unblock "O Cancel |

N

Click on the highlighted icon to Start / Stop the Rule.

Red Light — Stop

Green Light - Start

SENSORSEIHNTS

Alert Settings

Sensor 1)«

-
= d

o
(4
(4
o
o
o
(4
(4

= -E-E-E-E -

Sernvice
Running o o

= Rulesets -

£ Apply

local

bad-traffic

@ tcp port O trafiic

# udp port 0 traffic

) data in TCP SYN packe
@ loopback trafiic

@ ip reserved bit set

- ot

@ bad frag bits

A Unassigned/Resernved
@ syn to multicast addres
@ IP Proto 53 SWIPE

# IP Proto 55 IP Mobility
@ IP Proto 77 Sun ND

4 IP Proto 103 PIM
exploit

scan

finger

ftp

telnet

rpc

rservices

dos

Sensor 1 configuration: listening all interfaces

Rule List Search
SID Message
524 |BAD-TRAFFIC tcp port O traffic

525

526

528

523

1321

1322

BAD-TRAFFIC udp port O traffic

BAD-TRAFFIC data in TCF SYN packet

BAD-TRAFFIC loopback traffic

BAD-TRAFFIC ip reserved bit set

BAD-TRAFFIC 0 ttl

BAD-TRAFFIC bad frag bits

Reference

bugtrag, cve, nessus

url

url

url, url
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Click on the highlighted icon to redirect to the reference URL which is specified in the list.

Szisur Szitnngs | Alert Settings

Sensor1 Sensor 1 configuration: listening all interfaces
Senvice i
Running o0 C1ApRlY | Ryl List Search
= ﬁ Rulesets - siD Message Reference Action
- d local b
= d bad-raffic 524  |BAD-TRAFFIC tcp port O traffic

4 tcp port 0 traffic
@ udp port 0 traffic
9 datain TCP SYN packe 525  |BAD-TRAFFIC udp port 0 traffic bugtrag, cve, nessus
@ loopback traffic
A ip reserved bit set
oot 526  BAD-TRAFFIC data in TCP SYN packet url
# bad frag bits
4 Unassigned/Resernved
@ syn to multicast addres
4 IP Proto 53 SWIPE
4 IP Proto 55 IP Mobility
# P Proto 77 Sun ND
4 IP Proto 103 PIM

a exploit

d scan

 finger 1321 |BAD-TRAFFIC 0l url, url

d fip

d telnet

d rpc 1322 |BAD-TRAFFIC bad frag bits

d rsenices

T

528 | BAD-TRAFFIC loopback traffic url

523 |BAD-TRAFFIC ip reserved bit set

T e R N oy M

d dos — e [

Click on Apply tab to apply the modified settings in Rulesets tab.

Sensorl = / Sensor 1 configuration: listening all interfaces

Running o o £ Apply RuleSets

= [3] Intrusion Detection System

I ) Rule File Control/Status
=488 Settings _ vopTae—————————  uowa o
3 Metwork Setings scadarules Disabled
Interface - " -
- ﬁRuIesels inappropriate.rules Dizabled

bleeding.rules Disabled

Click on Ok to save the changes.
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Click on the Start tab as shown in the screen to start the IDS Service for chosen sensor

. r'd
Senice 5
) A Appl
RUI"II'1II'1JEo ‘:‘j el RuleSets
=[] intrusion Detection System Rule File Control/Status
=48 Settings
B Network Settings localrules Disabled -
4 Interface bad-raffic.rules Dizabled
@ Rulesets exploitrules Disabled
||_scan.ru|es Disabled 'II_
fingerrules |Disabled 13
fip.rules Dizabled
Below screen appears stating that Starting IDS service is in progress.
Starting IDS senvice for chosen sensor.
Click on the Stop tab as shown in the screen to stop the IDS Service for chosen sensor.
Service ‘/ i
Running o = L] RuleSets
&[0 ntrusion Detection System Rule File Control/Status
=48 Settings
& 1etwork Settings local.rules Disabled -
2 Interface bad-traffic.rules Dizabled
18 Rulesets exploitrules \Disabled |
scan.rules |Disabled '_
finger.rules Dizabled 1

Below screen appears stating that Stopping IDS service is in progress.

Stopping ids service for chosen sensor.
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Alert Settings
In the Alert tab we can find options like Mail Alert Settings ,Report Mails and Alerts.

Sensor Settings

Aldrt Satiiys

r Mail Alert Settings

Sender mail address: The mail address that iz used to post alerts by the ids mail alert service.
Administrater Mail: Alert mails will be sent to this address.
SMTP server: IP address of the SMTP server in the network.

Sender mail adress id=s(@labristeknoloji.com
Administrator mail adress  |admin@labristeknoloji.com

SMTP host sSMtp.example.com

lail Alert Service Status:  Running S

Report Mails

To: |admin@labristeknoleji.com

Schedule: Every Day 00:00%
Alerts
DS alert duration on database (Day) .

Mail Alert Settings
Give the inputs in the below fields.

1Mai| Alert Seﬂingsl

Sender mail address: The mail address that is used to post alerts by the ids mail alert service.
Administrator Mail: Alert mails will be sent to this address.
SMTP server: IP address of the SMTP server in the netwaork.

Sender mail adress |ids@,labristeknuluji.cum !

Administrator mail adress |[admn@@bristeknojicom |2
SMTP host [Froeamecon e 1
—
Mail Alert Service Status: Running f_: ==
1 | Sender mail In this field give the sender mail address
address
2 | Administrator In this field give the administrator mail address
mail address
3 | SMTP host In this field give the details of the SMTP server

Report Mails
In the Report mails tab specify the To address and Schedule time to send mails.
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I Report Mailsl—
To: Iadmin@labristeknuluji.cum |
| T
Schedule: [EveryDay | Oifool 3| |
Alerts

In the Alerts tab, we can change the IDS Alert Duration depending on the requirement.

=1

DS alert duration on database (Day)

Click on save tab to save the modified settings

Sensor Settings | All=rf Zaitiins

r Mail Alert Settings

Sender mail address: The mail address that is used to post alerts by the ids mail alert service.
Administrator Mail: Alert mails will be sent to this address.
SMTP =erver: IP address of the SMTP server in the network.

Sender mail adress ids@labristeknoloji.com
Administrator mail adress  |admin@labristeknoloj.com

SMTP host smtp.example.com

Mail Alert Service Status: Running

Report Mails

To: |adming@labristeknoloji.com
Schedule: Every Day p1:0of%
Alerts

DS alert duration on database (Day)

152
=
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License

Right click on License and select connect.

= el Device List
= Q 10.11.12.226:4000

’i‘i zer Management
E System
. Metwork Settings
&= Log Settings
B~ Fireweall
. IDSIPS
B License

New License

Click on New License, Information regarding License is being displayed.

CabNewlicense; 4> Install License

Click on the "Get Hardware Information™ button.
The hardware information will be gatherad from the server.
Copy this information and send it to license@labristeknoloji.com.

= Get Hardware Information

Hardware Info = Mot known yet

Remaining license time (days): 39
License expire date: 24/02/2014

Update license expire date: 24/02/2014
DB update license expire date: 24/02/2014
Support expire date: 24/02/2014
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Click on Get Hardware Information button.

&> Install License

Click on the "Get Hardware Information”™ button.
The hardware information will be gathered from the server.
Copy this information and send it to license@labristeknoloji.com.

| ® Get Hardware Information 1

Hardware Info = Mot known yet

Remaining license time (days): 39
License expire date: 24/02/2014

Update license expire date: 24/02/2014
DB update license expire date: 24/02/2014
Support expire date: 24/02/2014

In the below screen, we can notice Hardware Information gathered from server is displayed.

[ & 207 Hesi2] ob Install License

Click on the "Get Hardware Information” button
The hardware information will be gathered from the server
Copy this information and send it to license@labristeknoloji.com

&4 Get Hardware Information

Hardware info = ¢7c12aa3dabi50d5ci4Sdelddalddoass0alifed

G Copy in clipboard

Remaining license time (days): 29
License expire date: 24/02/2014

Update license expire date: 24/02/2014
DB update license expire date: 24/02/2014
Support expire date: 24/02/2014
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Install License
Enter file name or choose Open file if we have a license file.

Signature of the file should be mentioned or choose Open file if we have a Signature and click on Send

the file to the server.

4 New License | @b izl Hedisd

Enter the file path and name or choose the file by clicking on "Open™ file.
Then click on "Install” button to install the license file on the server.

[Z# OpenFile
[Z# Open File

Signature

File:

| [=] Sendthe file to the server |

For License file, please request from the service provider.
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- T . MR .. W
NTLM Authentication AD Configuration

Active Directory users can be used in areas such as URL Log, Wauth by integrating Labris products with Active
Directory. Authorization can be made with the user name or rules can be written.

Active Directory Integration

Step 1: User and computer registration open on active directory for the integration of Labris.

a. ltis entered Active Directory Users and Computers management window.

Server Manager

4 Dashboard - @ I F Manage Tools View Help

Active Directory Administrative Center
& Dashboard

B Local Server

Active Directory Domains and Trusts
Active Directory Madule for Windows PowerShell

WELCOME TO SERVER MANAGER

Active Directory Sites and Services

ii All Servers . . Active Directory Users and Computers ]
Rl AD DS Configure this lo¢™Trosre
|
P Component Services
= DNS QUICK START
= - Add roles and feat Computer Management
< AQd roles andate
8 File and SToraneSenvices K o Defragment and Optimize Drives
L L 3 Add other servers| | PNS
Event Viewer
WEATS AN 4 Create a server gr Group Policy Management

Internet Information Services (I15) Manager
iSCS| Initiator

Local Security Policy

LEARN MORE ODEBC Data Sources (32-bit)

ODBC Data Sources (64-bit)

ROLES AND SERVER GROUPS Performance Monitor

Roles:4 | Server groups:1 | Servers totak 1 Rescurce Monitor

Security Configuration Wizard

c
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b. A user is created with the name called as "Labris" under users.

] Active Directory Users and Cam || Mame Type Description
B[] Saved Queries _1_; Adrinistrator User Built-in account for ad...
4 [ labtestlocal ﬂj.ﬂ.llnwed RODC Passwo.., Security Group..  Mermbers in this group c..
b Builtin 2, Cert Publishers Security Group...  Members of this group ...
b Cl:ump.uters #2 Cloneahle Dorain Co..  Security Group..  Mermbers of this group t...
b = Du:um.aln Cu:unt.ru:ulle.rs _ 2 Denied RODC Passwor.,  Security Group..  Members in this group c..
B 1 [Drzfndslfcun:,fprmclpal: 82, denizt Security Group..
b - h:.l:ls 4 dDSun_ . ﬂjdenizsuh Security Group..,
E - p anage DEtMEE FRour ﬂJDns.&dmins Security Group..,  DMNS Administrators Gro..,
rograrn Data .
b - g siir‘n 52, DnslpdateProsy Security Group..  DMNS clients who are per..,
#2. Domain Admins Security Group.. Designated administrato..,
b : MDA Delegate Contral.. I pUters Security Group..,  Allworkstations and ser.,
b TPM Find introllers Security Group.., &l domain controllers i,
e v LA TV S AR T Al .-l.,-\.m-\.in guests
M ey J Computer TR
All Tasks » Contact =d administrato..,
Wi r Group of this group ...
in this group c..,
Refresh InetOrgPersan
B L rrsD5-ResourcePropertylist
mslmaging-P5Ps
Properties )
] MSMQ Queue Alias ccount for gue..,
=P _ . Printer bution Center ...
_1_; Iahristekr[ User ]
.1_3 labriz1 Shared Folder
2 ahric? [ZEF

Mew Qhbject - User

J\ Create in:

labtest. local/Users

Firzt name: | Labris | Initials: I:l
Last name: | Metworks |
Full narme: | Labris Networks |

Uzer logon name:

|Iabris| | |@Iabtest.local Vl
Usger logon name [pre-windowes 2000):
|L&ETEST\ | |Iabris |
< Back RS | | Cancel |

MNew Object - User

J ) Create in:  labtest local/Users

Pasgward: | |

Confirm password: | |

[] User must change password at next logon
[ User cannat change password

[ Password never expires ]
[[] Account is disabled

Cancel

< Back ” Mext > | ‘
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c. Computer registration opens with Labris device name (hostname) under computers.

You can view the computer name of Labris from Labris management console> System>
General Settings.

] Active Directory Users and Carm . u m
B Saved Queries J-*"'h- J-i"h .I-.é"'hh-,
4 59 labtestlocal SLAWE WhAWAMNT-PC WhWP
| Builtin
[ | Computers ]
2l Daomain Co Delegate Contral..,
- [ ForeignSec Find...
B[] LostfndFoar
|| Managed Sl Mew ] ' [ Cormnputer ]
[ _ Prggram nE All Tasks [ Contact
B Sesterm View & Group
1 Users
- InetQrgPersan
b 7 MTDE Quot Fefresh ben . o
B | TPR Dewicy Export List.., s BiQurcerTopertyLls
mslmaging-P5Ps
Properties )
kASRAC Cueue Alias
HiElp Printer
dser
Shared Folder
Mew Object - Computer -

lﬂ‘.\-h Create in  labtest,local/Computers

Comouber name:
| LABRIS|

Computer name (pre-Windows 2000):
| LABRIS

The Following user or group can join this computer ko a domain.

Idser or group:

| Defaulk: Domain Adrmins | | Change...

|:| Azsign this compuker account as a pre-\Windows 2000 campuker

IR

| Cancel | | Help
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d. Full authority from the security field is given for labris user opened on defined computer.
If you cannot see the security area, View > Advanced Features are selected.

~ A A

SLNAE A AV T D

Add to a group...
Marrne Mappings...
Disable Account
Reset Account
Flowe., .,

fManage
Al Tasks 3

Cut
Delete

Properties

Help

LABRIS Properties 7| x

General I Operating Spstem | b i i ! et I Pazsword Replication
Location | banaged By | Ohjec | Security | iakin I Attribute E ditor

GIDUD ar LIZEr names:

82, 5vSTEM -
:SE, Diomain Admins [LABTES TS0 omain Adminz)

:SE, Cert Publizhers [LABTESTACert Publizhers)

:53_, Enterprize Adming [LABTESTAEnterprize Adminz)
:SE, Admiristrators [LABTEST WAdministrators)
_‘S'E,Accu:uunt Operators [LABTEST Waccount Operatars)
?3‘ Print Operators [LABTESTYPrint Dperators)

L I . e ————— e .

| Add... | Remove |

!

all Lo

Select Users, Computers, Service Accounts, or Groups .

Permizzions for Print Operat

Full contral

Hefad Select thiz object type:

Wit — —

Create al child obiects ||_|SEI$, Groupsz, or Built-in gecunty principals | | Object Types... |
Delete all child objects From thiz location:

Allowed to authenticate |Ia|:ntest.||:|ca| | | Locations. .. |

Channe naszswinrd

Enter the obiect names to selact (examples):

Iabris teknoloji [labris@Elabtest local] Check Mames

For special permizsions or ag

C T
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GTDUD ar Uzer names:

3_!, Comain &dming [LABTEST \Domain Adminz] ”
3‘!‘ Cert Publizhers [LABTESTYCert Publizhers]

3‘1‘ Enterprize Adminz [LABTESTAE nterprise Adminz]
ﬂﬂdministraturs [LABTEST \Administrators]

&4, Print Operators [LABTESTYPint Operators] -
AR - - e i e ————— P
| Add... | | Remove |
Permizzions for labriz teknoloji Al Deny
[ Full contral ] | l ] -~
Fead ] |E
Wiite ]
Create all child objects ]
Delete all child objects ]
Allowed to authenticate ]
Channe nazswnord [l 1 -

Faor zpecial permizsions or advanced settings, click Advanced.

k. || Cancel || Apply | Help
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Step 2: Labris Active Directory settings are made.
NTLM authentication information is entered by CLI.
# webfilter-join-domain

Usage: webfilter-join-domain <realm> <dc-hostname> <dc> <ads> <user> <password> [workgroup]

Example:
webfilter-join-domain labtest.local w2k12.labtest.local 172.16.17.110 172.16.17.110 labris Asd12345 LABTEST

~]# webfilt oin-domain labtest.local w2kl2.labtest.local 172.16.17.110 172.16.17.11@ labris Asd12345 LABTEST
n SM : [ 1

Return Code should be 0.

These are the inputs for the Active Directory Integration

No | Parameter Value Description

1 realm labtest.local Active Directory Domain name is written.

2 dc-hostname | w2k12.labtest.local | Domain name is written with the name of Active Directory server.
3 dc 172.16.17.110 Active Directory server's IP address is written.

4 adc 172.16.17.110 Active Directory server's IP address is written.

5 user labris Active Directory username.

6 password Asd12345 Active Directory password.

7 workgroup LABTEST Active directory domain name is entered.

Integration can be checked with the following subjects.

# wbinfo —t
# net ads testjoin
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Step 3: Active Directory users and groups are displayed on User Management module.
Refresh button is pressed after the integration and click OK in the warning appeared on the
screen. As seen in the picture, it can be seen that Active Directory users are listed.

Llzars Groups | WAUTH
Select All & Delete || 7 Edit || 42 Add ", Filter
ser Mame Mame Surname Source Domain Global Mote

test test labris slave
labris4 ad labtestlocal o
krbtot ad labtest.local o
labrish ad labtestlocal o
labris2 ad labtestlocal o

labris Labris Metworks labris slave
lahris3 ad labtestlocal v
aaa ad labtestlocal v
gquest ad lahtest.local o
lanris1 ad labtestlocal o
administrator ad labtestlocal o
[ogtestt ad labtest.local o
suleyman ad labtest.local o
labrish ad labtestlocal o
labris ad labtestlocal o
longtest ad lahtest.local v
bbb ad labtestlocal v

12345673901 admin labris slave

‘ﬁj Refrash
-
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Windows Labris Logon Tracer
Windows Logon Tracer is the software for monitoring and informing logon status of AD users. User names will
be shown in Labris logs thanks to Logon Tracer.

Logon Script Configuration

Step 1: The attached files are downloaded and are copied to netlogon directory of Active
Directory server.

a. Run opens by using "Windows + R" keys combination and netlogon directory is called as in the
picture.

Y

Run -

mmm Tiype the name of a program, folder, docurent, or Internet
resaurce, and Windouws will open it foryou,

Qpen: ‘ YWocalhostinetlogon W

'E':;' This task will be created with administrative privileges.

| (0] | | Cancel | | Browvse...

Attached files are copied to this area.

nIFRN-| netlogon -[of x|
Home Share Wigw @
T ‘ o v Metwork » localhost » netlogon v (’_;| | Search netlogon R |
il Recentplaces |~ Name Date madified Type Size
C - -
iy Labris-user-login-tracker-x56 1.5.2M4 1428 Application
18 This pC m o - e
@ networksettings 1.5.2014 1458 Reqistration Entries
i Desktop
*| Documents
4 Downloads
o Music
= Pictures | L ?
2 iterns ==
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b. Network settings registry file is edited for the network settings.

Right button + edit are clicked on network settings file.

Appropriate definitions are made to your network settings in registry file opened.

If the regedit file is not set, the gateway of computer sends requests to the IP address by default. If the
default gateway is Labris device, it works without any problems.

| LabrisIP - Notepad -8 -

File Edit Format WView Help

Windows Registry Editor Version 5.68 ~

#Bu satir degistirilmemelidir.
[ -HKEY_CURRENT_USER‘\Software'LabrisADAgent]

[HKEY _CURRENT_USER‘\Software'\labrisADAgent]
#Dagitik yapilar icin birden fazla eklenebilir.
#"Lokasyon_ADI"="Ag Adresi,Alt_Ag Maskesi,labrisIPAdresi:9g9g"

"Istanbul"="18.8.6.6,255.252.60.0,18.11.12.221:9898"
"Ankara"="192.168.26.8,255.255.255.8,192.168.28.1:9898"
"Izmir"="192.168.25.0,255.255.255.8,192.168.25.1:9898"

[HKEY _CURRENT_USER‘\Software‘\lLabrisADAgent\sleep]
#H#inimum 68888 milisaniye = 1 dakika

#Ontanimli 3606088 milisaniye = 5 dakika
"reguestSleep”="30680088"

< m >

Parameter Description

1 Location Name Istanbul The location name to be made network identification.
2 Network 192.168.20.0 Network address of the Labris device location is written.
Address

3 Subnet Mask 255.255.255.0 | The subnet mask belongs to network address specified is defined.

4 Labris IP address | 192.168.20.1 Labris device's IP address in location is written.

5 Labris Port 9090 The port accepting requests on Labris. TCP 9090

6 requestsleep 3000000 It is set that it will make communicate with Labris device in how many
milliseconds. It is set 5 minutes by default. It can be set so as to at least 1
minute.
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Step 2: Active Directory Group Policy settings are made.

It is entered in the Group Policy Management window.

Server Manager

R Das h boa rd I r Manage  Tools View Help

Active Directory Administrative Center

Active Directery Domains and Trusts
Active Directery Module for Windows PowerShell

WELCOME TO SERVER MANAGER

Dashboard

i Local Server Active Directory Sites and Services
lF Al Servers 0 C ) . Active Directory Users and Computers
- onfigure this lo -
B ADDS g ADSI Edit
@ Component Services
el DNS QUICK START
- add roles and feal Computer Management
-l i £ AC ales and 1e
& File and Storage Services P Defragment and Optimize Drives
LI 3 Add other servers| PN
Event Viewer
WHATS NEW 4  Create a server ar Group Policy Management ]

Internet Information Services (I15) Manager
iSCSI Initiator

Local Security Policy

LEARN MORE ODBC Data Sources (32-bit)

ODBC Data Sources {64-bit)

Performance Monitor

ROLES AND SERVER GROUPS

Roles:4 | Servergroups:1 | Servers total: 1 Resource Manitor

Security Configuration Wizard

Default Domain Policy is set. If desired, settings can also be made here by creating a
different group policy.

[

= Group Policy Management

1=l File  Action  Wiew  Window  Help

= 5 X

=L Group Policy Management Default Demain Pelicy
a AN F?rest: Iab:test.lc\cal Scope | D etails I Settings I Delegation |
a (=5 Damains ;
Links

4 3 labtestlocal ) ) o _
—['J’ Default Domain Policy ] Dizplay links in this location: labH

I = Domain Controllers | Edit... I Us are

- L5r Group Policy Objects

~ bl Eil Enfarced
[ ilters )
b (5] Starter GPOs Link Enabled
[ [ Sites Sawe Report... :
565 Group Policy FModeling Wi .

= Group Policy Results

Mew Window from Here

ply ko |
Delete
Fenarme
Refresh
Help

||| I T gkt =)
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Script Settings section opens.
| Group Policy Management Editor

L

File  Action  Wiew Help
e 7E = B

=[ Default Domain Policy [MW2KT2LABTEST.L . Scripts (Logon/Logoff)

4 i Computer Confiquration
. ogo Marme
- .| Palicies Logon
. = Logan
b [ Preferences Display Properties = I ]
4 4%, User Configuration pay - SR
4 [ Policies Description:
B Software Settings Contains user logen scripts,

[

r i Setting
| |=| Scripts (Logon/Logoff)
[ T “ECUNTY setfings
B [C7] Folder Redirection
t gl Policy-based QoS

B Administrative Templates: Pali

B Preferences

e. Logon settings open. Add is clicked in the window appeared. regedit file displays, which we
copied under netlogon directory with the Active Directory IP address.

Logon Properties 7| x|

Scnpts | PowerShell Scripts |

Logon Scripte for Default Dromain Palicy

M ame Parameters
Up

Drovan

Add...

Edit...

Add a Script -

Script Mame:

|regedit.e:-:e | | Browsze. .. |

Seript Parameters:

| 2019216820 254 netlogon networksettingz.reg |

Ok, | | Cancel
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Parameter Description

1 Script name regedit.exe Registry editing tool in which will run registry
file that we set.
2 Script /s It will not be displayed while applying registry
Parameters 1 record in user computers.
3 Script \\192.168.20.254\netlogon\networksettings.reg | The path of networksettings.reg file is
Parameters 2 displayed, which we copied to netlogon
directory of active directory server.

Labris User logon tracker settings are made.

Add Again and Browse is clicked on Logon script settings

\\SunuculP\netlogon\ is written to the address line of window appeared and entered.
Labris-user-login-tracker-x86.exe is selected and opened

Browse -
\(_:. PN 527652025 netlogon w| o Skarch netlagan 2 |
Organize =  MNew folder == -~ [ ®
g videos - Marne Date rodified Type
i Local Disk (C:
= ] () [["]]L bris-user-lagin-tracker-x36 1.5.2004 1428 Applicatig
8 DVD Drive (D2 IR . o
@ nietworksettings 152014 1734 Fegistratis
ih! Metweork
M 197.168.20.254 | T
1M [ghtest,|ocal
M acalhost
(N SLANE vl € m ¥
File name: | Labris-user-login-tracker-x26 w| | Al Files ¥
Open Cancel

Operation mode and registry record are given as script parameters with path on the server.
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Add a Script -

Script Mame:

|'x'x'|92.1EB.2|:I.254'\netIu:ugu:un'\LaI:uris-user-lngin-tracker-b-:E| | Browsze. .. |

Script Parameters:

|Iu:ugu:un 44192 168 20, 254 netlagonhnetwark zettings. reg |

]9 | | Cancel
Parameter Description

1 Script name \\192.168.20.254\netlogon\Labris-user-login- File path definition is made for Labris user

tracker-x86.exe logon tracker program.
2 Script logon When the user logs on, the operating mode

Parameters 1 of the logon tracker is set as logon.

3 Script \\192.168.20.254\netlogon\networksettings.reg | In case of failure writing of the registry record
Parameters 2 to the user's computer, logon tracker tries to
perform settings by reading the registry file
here. It is written with a space after the value

of Script parameters 1.

In the latter case, Logon Script settings should be as follows.

Logaon Properties _
Scripts | PowerShell Scripts

£ — >

— Logon Scripts for Default Domain Policy

Mame Parameters
regedit. exe A5 \W192.168,20.254n...

2hdvnetlo..  logon Y1921 LT

Crown

Add

E dit

Remowve

o

To view the script files stored in thiz Group Policy Object, press
the button below.

Show Files... |

| 0K Cancel | | Lpply
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Logoff settings are clicked and then Add is clicked.

As in the setting of logon, Labris-user-login-tracker-x86.exe is selected and script
parameters are written.

Logoff Properties 2| x

Scripts | PowerShell 5cripts |

= Logoff Scripts for Default Dornain Policy

| M ame Parameters |

Edit Script

Scrpt Mame:
| w1921 EE.ED.254'metln:|gn:nr'l"-.LaI:nris-user-lagin-tracker-#{| | Browse...

Script Parameters:

|lagaff 44192.168.20. 254\ netlogontabris. reg |

] 4 | Cancel

LIS L=4 LA L=cRE T W | B ] | L= TUTE T TATUE T s P L e
the buttan belaw.

Show Files.. |

| k. | | Cancel | | Apply

Parameter Description

1 | Script name \\192.168.20.254\netlogon\Labris-user-login- File path definition is made for Labris
tracker-x86.exe user logon tracker program.

2 Script logoff When the user logs off, the operating

Parameters 1 mode of the logon tracker is set as logoff.

3 Script \\192.168.20.254\netlogon\networksettings.reg | In case of failure writing of the registry

Parameters 2 record to the user's computer, logon

tracker tries to perform settings by
reading the registry file here. It is written
with a space after the value of Script
parameters 1.
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In the latter case, Logoff Script settings should be as follows.
Logoff Properties _

Scripts | PowerShell Scripts |
Logaff Scripts for Default Domain Policy

MHame Parameters
3.20.254%netlo...  logoff %4192.168.20.25... Up
Crar
Add...

Edi...

Remove

1

To view the script files stored in this Group Policy Object, press

the buttan belaw,

Show Files. ..
| | Apply

| Cancel

| oK

Group Policy settings are applied.

f.
For the changes to be valid, Group Policy settings will be updated for all users.
Run opens by using "Windows + R" keys.
The settings are applied by giving gpudate / force command to this area.

Run

Type the narme of a prograrn, folder, docurment, or Internet

[ resource, and Windows will open it foryou,
Dper: gpupdate force W

'5' This task will be created with administrative privileges.
(0] 34 | | Cancel | | Browse... |

Labris Networks
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g. Control of the settings is made.

The user computer is log off and logon again after settings successfully applied. It can be
seen that Labris-user-logon-tacker-x86.exe is running in task manager (ctrl + shift + esc)

application.
"% Windows Task Manager = || [=) ||&|
File Options View Help

rApplicaﬁons Processes lServices l Performance l Networking I Users ‘
Image Name User Name CPU Memory
ditmng.exe *32 labris3 00 4,54
dtmngui.exe *32 labris3 00 2.90¢
csrss.exe 00 4.26¢
dlhost.exe labris3 00 2.28¢
dwm.exe labris3 00 1.16¢
explorer.exe labris3 00 10.33;
Labris-user-ogin-tracker-x86.exe *32 ] labris3 00 2.22(
SearchProtocolHost.exe labris3 00 1.50¢
taskhost.exe labris3 00 1.97¢
taskmar.exe labris3 00 1.84
userinit.exe labris3 00 34(
vmtoolsd.exe labris3 00 3.20¢
winlogon.exe 00 1.91¢
wuaudt.exe labris3 00 1.45;
< | ] | P

[ [ Show processes from all users End Process
Processes: 45 CPU Usage: 0% Physical Memory: 27%

To provide control over Labris;
"labrisdb_user_manager.py -getall-ip" command is written on the command line and it is
seen that the IP addresses of users came.
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CLI Access

You can download the console access software (Putty) from here.

Type your Labris IP address in the 'Hostname' field and click 'Open’.

: % PuTTY Configuration

Categary:
[=- Sesgion
Logging
= Terminal
K.epboard
Bell
Features
=) Window
Appearance
Behaviour
Tranzlation
Selection
Colours
[=)- Connection
i Data
Prosy
Telnet
Rlogin
S5SH
Serial

B azic optionz for your PuT T zession

Specify the destination yau want b connect b
Fart
22

Hozt Mame [or IP addresz]
1011121

Connection type:

(JRaw (O Telnet () Blogin &3 55H (O Serial

Load, zave ar delete a ztored zezsion

Saved Sessions

Default Settings Load

Save

Delete

Close window on exit:

O Alwaps ) Mever (%) Only on clean exit

| Open ) || Cance
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If you are connecting for the first time, you'll see a certificate error. You may safely accept the
certificate in this case. Type in your username (root) and password to connect.

2] Nothing will be shown in the screen while you're typing.

Iy
'L, Please go on and press <enter>.

oy
- wm
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Glossary
DHCP Dynamic Host Configuration Protocol
DNAT Destination Network Address Translation
DNS Domain Name System
DOS Denial of service
DDOS Distributed Denial of service
ICMP Internet Control Message Protocol
IDS Intrusion Detection System
IP Internet Protocol
IPS Intrusion Prevention System
LMC Labris Management Console
L2TP Layer 2 Tunneling Protocol
MIME Multi Purpose Internet Mail Extensions
NAT Network Address Translation
PAT Port Address Translation
QOsS Quality of service
SNAT Secure Network Address Translation
TCP Transmission Control Protocol
ubP User Datagram Protocol
UTMm Unified Threat Management
WAN Wide Area Network
WAUTH Wireless Authentication
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