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4. About Labris Networks Inc.
Since 2002, Labris Networks Inc. een an R&D focused and rapidjsowing provider of
network security solutions through its globaftyoven products. Labris ensures ultimate network
security through its extensive product line including Firewall/VPN, Web Secukitgil Security,
Lawful hterception and Availability Protectiasolutions on LABRI$STM, Labrid OG andHarpp
DDoS Mitigator appliances. Nex¢neration solutions are developed to detect, identify all kinds

of reattime threats, applications providing a smart shield against sitms, viruses, spam,
malware and availability attacks.

Labris products protect networks of all sizes with a variety of topologies and deployment
scenarios. Through Labris FLEX firmware options, the customers have privileges to get the
security software tBy need as well as extra modules such as Wireless Guest Authentication,
Detailed Internet Reporting, Lawful Interception and Logging. Having a cusfomesed,
future-oriented and flexible approach, Labris also offers its stdtthe-art security softwae as

a Cloud Service.

Having operations in a rapidly growing global network of more than 20 countries, Labris products
protect enterprises, brands, government entities, service providers and missiical
infrastructures.

Labris with its worldwide parers is committed to the highest levels of customer satisfaction
and loyalty, providing the best aftexales support by the multilingual Global Support Center.
Being one of the Common Criteria EAL4+ certified security gateway brands in the world and
rapidlygrowing global player, Labris provides its customers theléopl security with optimum

cost. Labris, headquartered in Ankara, Turkey, has offices serving Europe, Middle East, North
Africa, Caucasus and Southeast Asia.
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5. About LABRISUTM
LabrisUTM is a Identity-based UTM AppliancéabrisUTMQ & & 2 f dzd A-Bujt toinéet LJdzNL.
the security needs of corporates, government organizatians, educational institutions. Labris
' ¢ aQa LISNF S itbread sSlyfidhs igchides I&edtity based Firew@tntent filtering,
Anti Virus, Anti Spam, Intrusion Detection and Prevention (IDP), and VPN.

LabrisUTM provides increased LAN security by providing separate port for connecting to the
publicly accessible servers like Web server, Mail server, FTP sterveogted in DMZ which are
visible to the external world and still have firewall protection. It also provides assistance in
improvingbandwidth management, increasimgnployee productivity and reducing leldebility
associated with undesirable Internebntent access.

Labris UTM is available for Small Enterprises , Medium Enterprises as well asrtargades

Labris UTM Web Security provides further control to block inappropriate and illegal web sites as
well as instant messaging and péerpeer appications while Labris UTM Application
Intelligence and Control broadens control over inefficient web applications such as social media
platforms (Facebook, twitter, etc.), online trading, IM/chat, péepeer sharing and streaming

video sites. Labris Eni&@ecurity completes the offering with effective protection against spam

and phishing attacks so employees only read legitimate emails and arexposed to fake
emails.] FONA& | ¢aQa AyaStftAaSyd az2fdziazya aAryL
remote network services while protecting your precious information and communications
resources with low TCO.

6. How to Purchas¢. ABRIS UTKA
To purchas@& ABRIS UTMWisit- http://labrisnetworks.com/products/product/lbrutmseries
appliances/

You can purchase through authorized distributbtip://labrisnetworks.com/authorized
distributors/
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7. LABRIS UTMppliance deployment Architecture
This section provides information about the logical and physical design for the prescribed
deployment architecture. LABRIS UTM Appliance deployment architecture consists of software
processes called servers, topologicaitsineferenced as nodes and the security device known as
Labris UTM. In the below deployment architecture, all the Servers and LAN users are connected

to the Labris UTM through L2 switches. Labris UTM Appliance is connected to external network
through Rouer.

External
Network

Router ’

Ir

.2 Labris uT™m

Labris

Local Network

Server Segment

8. Connecting Appliance
Connect @JLIX A yOS G2 | YIyF3aSYSyid O2YLlziSNadex 9GK
Ethernet cable to connect directly or use straighitough Ethernet cable to connect throudjine
hub or switch. Both the cables are progaialong with theappliance.Connect Ethernet cable
one end to Labris UTM device in ethO and other end to computer.

wlabris UTM Device will provide default IP address
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9. Accessing the Web Admin Console
Labris Default Management Port = ethO/Port1/Net0/Mgt (first port to device)

Labris Default IP Address:91854.1.1
Labris Default Username: admin
Labris Default Password:labris

Connect your computer to the first port on the Labris and then open computer's network settings
section and assign IP addres89.254.1.2and subnet255.255.0.0 Open your browser and
browse https://169.254.1.1:81Here IP address is the IP address of your detitglccesd. ABRIS

UTM Web Console (GUI). Login page is displayed and you are prompted to enter login
credentials. Use default usernamaedpassword to log on.

ulatest versions of Browsers likéernet Exploreror Mozilla Firefoxare required
to access web Admin Console

10.LRMS3nto the LABRIS UTMppliance
LRME; Labris Report and Monitoring Service

Once you set and install LABRIS UTM Appliance properly this is how you will login in to the
LABRIS UTM Appliance

It has a login screen as well as langesselection screen

These are the inputs for LABRIS UTM Login screen

1 | Username Type in your valid Defaultsername.This username
is the one which you have given during the
installation

2 | Password Type in your valid Defauttassword. This password

is the one which you have given during the
installation.A good password is a mix of alphabets
, humericals , special characters with a minimum

length of 8
3 | Warm Me Warm Me before logging me into other sites.
4 | Clear Clear all Input
5 | Login / £t AOlogieyodzii2zy G2 f23A
6 | Languages Select your prefered language before logging intg

your appliance .Currently available languages are
English and Turkish
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Labris

NETWORKS

Labris Central Authentication
Service

Username:
Password:

B Warn me before lopging me into other sites. E]

0 gy A

For security reasons, please Log Out and Exit your web
browser when you are done accessing senvices that require
authentication!

ﬂ] English | Turkish

wYou can also change your prefered language even after you login to the appliance
as shown in following image

+#

Preferences

LOGVIEW

ERM

Choose Language English »

Tlrkce
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Understanding your landing page or home screen

In this section you will undetand various sections afABRIS UTM LILJ A I y OSQa K2 YS
after the initial login.

3 Management Console ¥4 LOGVIEW & VISIBILITY.

System Information h Network Interfaces
Hostname:
Version:
| Number of Current Users:
Uptime:

Dec 23, 2015 1:27 PM

it Accept-Deny Data

2015-12-21
Accept{Access): 268849
300K Total: 270741

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ Incoming ougoing
-
1 Applications Data
® uvenlik Bilgisi
Engellenen Web Sayfalan: 31157 Vakalan Viriisler: 0
Engellenen Saldinilar: 0 Yakalanan Spamler: 0
NS
24
a 733
& 1,801 SMTR
s
H L7
& 1388
1367 i

) =) )

CPU  Storage  Memory

1500 1800 2100 00:00 0300 0600 09:00 1200 ok 25K 5 TSk 1k 125k GOOGLE  NTBIOSNS DCERDROPEOX

1 | Page Header In this section, you will find lisko LMC, LogviewVisibility, Wizard, Authenticationand Settings
Section toggle,HelpandLogout Notice the righhandtop corner forHelpand Logout
2 | Main After the initial login, you will be landed on to yduabris Security Gateway Software Dashboard
Dashboard Main dashboard will show yoBystem Informationand various historical & real time statistics.
3 | Navigation You can navigate to various sections sucHraaddition to these you will also find options to chan
your preferred language.

OnDashboardYou will ind widgets such aSystem ihformation, Network Interfaces
ResourcesProtection Information Application Dataand Signature Databases

18 Labris Networks



Administration Guide for Labris UTM

3 Management Console

System Information

Hostname:
Version:
- | Number of current Users:
Uptime:

Y4 LOGVIEW

@ visiBILITY

©
-

yssyk

7.2 Labr
33.1-2master whlabs e

cousote
a

Dec 23, 2015 1:57 PM

incomin

1t Applications Data

®© Ssecurity Information

Websites Blocked:

Attacks Prevented: 0

251953 Viruses Caught:  ©

Spams Caught: 0

App Name: SMTP.

suTe

GOOGLE  NTBIOSNS DCERPROPBOX

~

18%

~

23

50%

CPU  Storage Memory

1| System System Informatioffield in the dashboard displays information on thi®.of users,
Information Host Name, Labris Version System TimendUptime
2 | Resources Resources field displays information resourcedfrocessors , Memory , Disknd
their utilization levelswith diagrams which makes us to understand easily
3 | Signature Signature Databases displays information which is related ta&Jihe device
Databases
4 | Network Interfaces | Network Intefacesfield displays information likgp Address , NetMask , Status ang
Error Information We can also find a chart which givastorical representationof
the Ethernet utilization.
5 | AcceptDeny Data | AcceptDeny Data witget summarizes Accepted and Demiaffics count by a single
date from Firewall(Network) and Webfilter(Access) data.
6 | Protection Protection field displays information related to theus / spams caughand also the
Information No.of websites blockednd Attacks prevented
7 | Application Data Application Data widget shows a treemap graph for most used application along
whole network.

How to Popin/out and Maximize/Minimize widgets on the Main Dashboard

You carpop-out/in andmaximize/minimizehese widgets on the main dashboadbg clicking
icons which, are shown as belda&sed on your need.
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Wizard Installation

Installation wizard enables simple configuration of Labris UTM products by users in just a few
stepsLyadlttFdAz2y AT I NR Ol yiterfacs. TheQvRBdisiseRat e | LJ
top right corner of the web interface.

o e admin~ |8

dh Network Interfaces

123 4358
() ) )

L 300
&
200
. 13:41:03 13:45:03 13:49:03 13:53:03 13:57:04
-
2015-12-22 2015-12.23 .
Incoming -+ Outgoing

(ccess)

it Applications Data
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11.How to use Wizard Installation?

The product configuration can be started by clicking the Wizard icon on the web interface. The
product configuration can be made in five steip total.

1. Hostname and Gateway Mode Configuration
a. Gateway Mode Network Configuration
I. Network Configuration for LAN or DMZ
1. Network Configuration for HotSpot and Web Filter on the LAN or
DMZ interface
ii. Network Configuration for IP Type DHCP
iii. Network Configeation for IP Type Static
iv. Network Configuration for IP Type PPPoE
b. DNS Configuration
c. DHCP Server Configuration
2. Hostname and Bridge Mode Configuration
a. Bridge Mode Network Configuration
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12.Hostname and Gateway Mode Configuration
Configure as Gateway if you mtao use Labris UTM as

1 A firewall or replace an existing Firewall
1 A gateway for routing traffic
1 Link load balancer and implement gateway failover functionality

Apart from configuration Gateway IP address (IP address through which all the traffic will be
routed), you must also configure LAN and WAN IP addresses.

LAN Network
Internet
85
I ol
v n
Labris
External Router ! "y
85.88.82.81 Labris in Gateway Mode
DMZ
3 p
e T
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Hostname and Working Mode;

l.. I..l bl"i Installation Wizard

- .
b e NETWORKS

Hostname and Working Made Configuration (1/4)

1_H|::-5tnar1|:-

2| Werking Mode

1 Hostname Device Hostname

2 Working Mode Select a Working Mode. Gateway or Bridge
3 Back The Back Step Now

4 Next The Next Step Now

5 Apply & Next Apply Changs and goto Next Step

6 Jump to Selected Section | Connect The Desired Step

24
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A - Gateway Mode Network Configuration

This is the section where the hostname and working mode settings of the device can be made.

I - Network Configuration for LAN or DMZ;

Metwork Configuration - (eth2) (2/4)

1) interface 2| Interface Type 3| Interface Name 4| naT
@ ¥ LM r NSIDE FF
1 Interface Select Interface
2 Interface Type Select Network Type for WAN,LAN or DMZ
3 Interface Name Name for Network
4 NAT Network Address Translate ON or OFF

ii - Network Configuration for IP Type DHCP;

E- IF Type ?- IF Address S. Netmask 9| Default Gateway
Cryramic (DH T
6 IP Type Select IP Type for DHCP, Stati®BPoE
7 IP Address IP Address for Network LAN,WAN or DMZ
8 Netmask Netmask for Network LAN,WAN or DMZ
9 Default Gateway Gateway for Network WAN

- Network Configuration for IP Type Static

E. IF Type ?. IF Address B| Netmask 9| Default Gateway
S L4 192 1631681 e
6 IP Type Select IP Type for DHCP, Static or PPPoE
7 IP Address IP Address for Network LAN,WAN or DMZ
8 Netmask Netmask for Network LAN,WAN or DMZ
9 Default Gateway Gateway for Network WAN
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10 yLan

13 wvian 1D

10 | VLAN

VLAN ON or OFF for Network

11 | VLANID

ID for VLAN

Iv - Network Configuration for IP Type PPPoE

7| IP Address

10 3L Username

11 DO5L Password

E_ Netmask 9 Default Gateway

12 Verify D5L Password

IP Type

Select IP Type for DHCP, Static or PPPoE

IP Address

IP Address for Network LAN,WAN or DMZ

Netmask for Network LAN,WAN or DMZ

6
7
8 Netmask
9 Default Gateway

Gateway for Network WAN

10 DSL Username

Username for DSL Authentication

11 DSL Password

Pasword for DSL Authentication

12 | Verify DSL Password

Again Password for DSL Authentication

1 - Network Configuration for HotSpot and Web Filter on the LAN or DMZ interface;

13 auTH m

13 HTTF Filtering m

14 yauTH 55L Connection m

18 117Ps Filtering m

13 | WAUTH

Wireless Authentication enable or disable for Network LAN or [

14 | WAUTH SSL Connection

Connect with SSL on the WAUTH Management Page

15 | HTTP Filtering

Web Filtering enable or disable HTTP Protocol for Network LAN
DMZ

16 | HTTPS Filtering

Web Filtering enable or disable HTTPS Protocol for Network L
or DMZ
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B - DNS Configuration

This is the section where DNS IP address settings can be made.

DMS Configuration (3/4)

1|ons1ip 2 pus 2 1P

= LR =y R R R

3| Ons2IP

4 | Internal DNS Domain Name 5| Time Zone

. risCiNGS oca Europe/|stanbu
1 DNS 1 1P First DNS Server for IP Address
2 DNS 2 IP Second DNS Server for IP Address
3 DNS 3 IP Third DNS Server for IP Address
4 Internal DNS Domain Name Internal DNSServer Domain Name
5 Time Zone Select a Time Zone

27
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C- DHCP Configuration

This is the section where we can activate or deactivate DHCP server in which the interface and IP
settings of the IP addresses to be distributed to our DHCP Local users, a&e mad

DHCP OFF
DHCP Configuration (4/4)
1| DHCF Server for LAN 2| DHCF Interface
OFF ) v
1 DHCP Server for LAN Select DHCP Server Active or Passive
2 DHCP Interface Interface list for DHCP Server or Relay
DHCP ON
DHCP Configuration (4/4)
1_ DHCP Server for LAN 2| DHCF Interface
3| DHCF IF Start 4| DHCP IP End 5| DHCF Metmack & | DHCP Gateway
7 DNS1IF B| ONS 2 IP
1 DHCP Server for LAN Select DHCP Server Active or Passive
2 DHCP Interface Select DHCP Interface
3 DHCP IP Stk DHCP IP Start Address
4 DHCP IP End DHCP IP End Address
5 DHCP Netmask Netmask for IP Address
6 DHCP Gateway Gateway IP Address for Client s
7 DNS 1 IP First DNS IP Address for Clients
8 DNS 2 IP Second DNS IP Address for Clients

28 Labris Networks



Administration Guide for Labris UTM

13.Hosthame andBridge Mode Configuration
Configure as Bridge if

1 You have a private network behind an existing firewall or behind a router and you do
not want to replace the firewall.
1 You are already masquerading outgoing traffic.

Linternet

External Router
10.20.30.1

LAN Network

a
Iy

Labris in Bridge Mode

A - Bridge Mode Network Configuration

I Labris

-
. RETWOREKS

Iy

1 Hostname

Haostname and Working Mode Configuration (174}

Installation Wizard

2| Warking Mode

1 Hostname Device Hostname

2 Working Mode Select a Working Mode. Gateway or Bridge
3 Back The Back Step Now

4 Next The Next Step Now

5 Apply & Next Apply Changes and goto Next Step

29
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Bridge Configuration {2/4)
Bridge Mame 1
2| Lekt Bridge Interface 3 Right Bridge Interface
o, L e ¥
4 E‘”""Jt IF 5 Erldgvt Metmatk
___1
Sl submit
1 Bridge Name Name for Bridge
2 Left Bridge Interface Select Bride Interface for Left
3 Right Bridge Select Bridge Interface for Right
4 Bridge IP Bridge IP for Management
5 Bridge Netmask Bridge IP Netmask for Management
6 Submit Apply Changes
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Accessing ABRIS UTkhrough LMC
Click ornLMCtab (Labris Manageent Consolejrom the Dashboard

& Management Console  ¥£ LOGVIEW & VISIBILITY

System Information

Hostname:  yssyk

«.MC requires JAVA addon. While opening the LMC, you will be offeradatertif
and security related information. Please accept the information and proceed as
appropriate

After all the validation and verificatiothe following LMC screen appears.

-0 x
Help

Liabris ManagementLonso

Device File Edit View About

=84 Device List
= 1011 12 221:4000
-ﬁ* User Management
3 System
) Network Settings
% Firewall
£ VPN
& Filter
@ AntispamiAntivirus
) iDsiPs
lﬁ Messaging
Server
Load Balancer
B License

Now, we are ready to get connected to our appliance for further activities.
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LMC Interface
This is the default LMC interface we get whee connect to the Labris Management Console

LR L QETTTENMLL G50

=y L
Device File Edit View gboutl 1
- -

@ Device List 2

-3

In Labris Management Console we will find three sections.

Section1 | Menu Tab Menu Tabis a horizontal strip that contains lists of
available menus

Section 2 Module Module Tabconsists of three short cutons for Changg
view, Add module, Delete Module

Section 3 Server List Server Listonsists of list of servers added to LMC
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Menu
A Menu Tabis a region of a screen or application interface whar@p down menusre
displayed. AMenu tabis an integragraphical usemterface (GUI) component in LMC

In Menu Tabwe will findDevice File Meny Edit Menu, View Menuand About Menu.

LAONS anagemenilonsolie

Device File Edit View gboutl

B =\

@ Device List

Menu Tab

Brief Summary about each of the parameters in Menu tab:

1 Device Devicehelps to manage the server with different options
File Menu offers commands for closing windows and exiti

2 File Menu the current program. It contains commands relating to the
handling offiles, such atNew, open, saveexit

3 Edit Menu Edit Meru consists of LMC options and Certificatége can
manage Certificates by using this Menu

4 View Menu View Menuprovidestwo different options like Sort and GU
templates to view the content in different modes

5 About About Menu givesnformation about LMC
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File Menu
File Menuenables us to connect toenv LMC, Open a file, save a file and Exit from the LMC

UnderFile Menuwe find the following options

1 | New This option enables to connect to the New LMC

2 | Open This option enables to open an existing document whi
is located in the local machine

Save This option enables to save the contents of a Files

4 | Exit This option enables to close and exit from the LMC

To open New Labris management console

1. Go toFileeNew
2. New Options helps us to connect to tidew Labris Management Console (LMC).

When we dtk on New the following screen appears.

e LTS AT A ETTTE TN IS ST S

Qevicegdit View About
:
=

Open Al- 1

= E:]D Save Al-S
- B — 4000
Exit ARME  Spement
g System

34 Labris Networks



Administration Guide for Labris UTM

Opening an existing file using LMC

1. Go toFilexOpen
2. UsingOpenoption we can open an existing file in LMC

(L :
Devicel File |Edit View About

Mew Al-N
B v e

= E:]D Save Ak-S
=

4000
Exit AYE  Lgement

g System

3. Browse the path of the file, Select tik@deand clickOk

Enter file name.  Testim

Files LUC Modufe List Files v

Saving the files in LMC

1. Go toFilesSave

(L] =
Devicel Eile |Edit View About

% MNew Al-N

Open At-C

= B0l = ]
4000

Exit AFE  Sgament
= System

2. UsingSaveoption we can save the files in LMC
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Exiting from LMC console

1. Go toFile>Exit
2. When we click ofExitit prompts us withamessage5 2 &2dz NBI f f & g yi
3. Click o | S@iekit, or click ot b 2céremain in the same LMC

[Ebns I EnEgEmeniEonsole,
Qevicegdit View About =48 X
T Mo (
N : = 1 Q’) Doy lly want to exit?
Open At-O \ &/ 0 you really want to exit’

= E:]D Save AlkS

— AQ00
[ w

& System

Edit Menu
Edit Menuhelps us to manage LMC options like change of Language (English & Turkish),
settings etc. Certificate details can also be viewed and managed from Edit Menu

UnderEdit Menuwe find the following options

1 | Options This option héps us manage LMC options
2 | Certificates This option helps us to View details and mang
certificates in LMC

Editing options in LMC

1. Go toEdit=Options
2. UsingOptionswe can view settings and select interface language in LMC andidhickoe

apply settngs.

1 | View settings View Settingsconsists of show button bar and
open module list on start. Choose appropriate
option

2 | Language This option enables us to choose preferred

options language either English or Turkish

3 | OK SelectOK to apply the setting

4 | Cancel SelectCanceR ¥ 6S R2y Qi 41 Y
settings

5 | Help Helpoptions gives the related information
about LMC options. It provides online help.
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Device File Eiew About

% |Options Ao |
L

Certificates ARC [
=] Device List
=9 10.11.12.221:4000
-,"f-‘,‘* ser Management
E. System

IFACOpLions X|

View Settings

+/| Show Button Bar

Open recent module list on start

Language Options
Interface Language English v
nglish

\ -/ Ok| 3 Cancel @ & Help
— =

Certificates details in LMC

1. Go toEditCertificates
2. When we click ot / S NJi A the\Qertificafeanénager console gets opened, where we
can manage the Certificate using options like Delete, View Details, Close, Help

Device File View About
% Options Alt-Cr
[

| Certificates Al-C |'

= i) Device List
= 90.11.12.224:4000
lf‘} User Management

E. System
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Certificate Manages ﬂ
You have trusted to the following certificates
Certificate Name Subjed (CN) Expires on
[73.1ae.so.w.smcmuoom abris security. gateway Tue Nov20 17:12:231ST 2018 |
Delete Close Help —“
3.LF 6S gl yld (G2 OASe (KS SGS SIBAFchpbSs aRiERiOW A &

with all necessary detailof the certificate

1 | Delete Delete options helps us to delete the
selected certificate from LMC

2 | Close Close option helps us to close the
Certificate manager window

3 | Help Help Options gives information about the
certificates and its related optian

Cerificate: 78.188.50.48 static.ttnet. com.tr

B NI Ga DE

Subject

Mame:
Organization:
Organization Unit:
Country:

State:

Issuer

Mame:
Organization:

labris.security.gateway
Labris Teknoloji

RaD

TR

AMK

labris.security.gateway
Labris Teknoloji

Organization Linit RaD
Country: TR
State: AMK
Serial d96e87f2b4BEIE01
View Public Key Cam:elJ
1 | View public Key This option helps us to view the public key
2 | Cancel This option helps us to close the Certificate details window
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View Menu

View Menuis one of the option in Menu TaWiew Menuhelps us to view the contents in
different modesdepending on the options available in LMC.

UnderView Menuwe find the following options

1 | Sort This option helps to sort by server or
module

2 | GUI Templateg This option helps to change the view of
LMC to Aero mode or MacWin mode

Sorting Labris managenm console

1. Go toView>Sort>By Server

o Labris Managementonsole
Device File Edit | View | About

% Sort M| By Server Alt-S

GUI Templates #| By Module Alt-M
= 58 Wodule
+ "‘i‘l User Management
+ E System

2. When we sorBy Modulethe view of the LMC appears as below

== —EurER LS S R R
D

evice | File Edit View About

- 2 =

+ 38 Module

1. Go toView>Sort>BY Module
2. When we sort by module the view of the LMC changes as below

e LI I NEAEIMEN 0N S0IE)

Device File Edit About

% | Sort »| By Server Al-S
N = | GUI Templates #| By Module At-M |
= 88 Module

-2 User Management
+ .E.’. System

View using GUI Templates option in Aero Mode

1. Go toView>GUI Tenplates> Aero
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2. When we click on Aero the view of the LMC appears as below

Device File Editabaut

% Sort g

| GUI Templates M Aero
+ S8 Module MacWin

View using GUI Templates option in MacWin Mode

1. Go toView>GUI TemplatesMacWin
2. When we click oMacWin the view of the LMC appears as below

! NEME :
Device File Editgbaut

% Sort r

GUI Templates M Aero
+ B Module MacWin

DeviceMenu
Device Menuprovides uswith different options like Add, Remove, Connect, Disconnect server
from LMC. We can manage the server using the optiol®ivice Menu

UnderDevice Menuwe find the following options

1 | Add Server This option helps té&dd serverto the LMC

2 Remove Serve | This option helps us tBemove servefrom the LMC
3 Connect This option helps t€onnectthe server to the LMC
4 | Disconnect This option helps t®isconnecthe server from LMC

Add Modules from Server Menu
To manage and configure the appliances wé adtl Server to the LMC.

1. Go toDeviceeAdd server

[Device | File Edit View About
Add Server Alt-A

Remove Server Al-R

Connect Alt-C
Disconnect Alt-D
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wWWNe can even choose a short cut icon under Modubsdia server

I TOSNI Of A QY Seywa 32 vy eiRKIS AdldDévicas Bdtn SareS YE y dzd @
Type in the appropriate Defaulisernameand DefaultPasswordand click on

GAuthenticateé 0 dzl (1 2 Y @
Notice & verie & 2 dzNJ | LILI A I y GBS CRIR L5tE ARG MIASINE (1 K

Of A0 Lagyt GokdAi Gy | a4 akKz2gy

{5 Labris Management Console

Device

e

File Edit View About

B9 Device List

Device | File Edit View About

= 2 =

labris anagement.Console, X

Please fill in the fields according to the device you want to connect
IP 10.11.12.221
User Name admin

Password |

“% Advanced | = Login

0SSt 29

= x
Help

2. After successful authentication process, you will notice your new appliance
FLIWISENAY3 2y [al Qa

[SHbS N anagemeniEonsole T
evice | File Edit View About

] Device List
+ Q 10.11.12.221:4000

/

=

{ SNBSNJ f Aald I a

== B =

=fie] Device List
= E 1011.12.221:4000

"1"* ser Manageme
E System

] Metwork Settings
E: Firewall

= VPN

a Filter

dMddemeniilonsale.

nt

@ AntispamiAntivirus

_1DsiPs

@E} Messaging
Sernver

g Load Balancer

B License

aK2gy
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User Management

User Management system providing administrators with the ability to effectively manage users
on the network. It is an authentication feature that provides administrators with the ability to
identify and controthe state of users logged into the network.

It is not limited to, the ability to query and filter users that are currently logged into the
network, but also manually log out users, and control users login counts and login times.

s Managemeniisonsole

Device File Edit View About

= B2 =

= 38 Module
| ": LIser Management |
+- gu System .
w1 Network Seftings | D1sconnect
+- B Firewall Properties
-5 YPN

Viewing Options in UseManagement

2 KSy ¢S wADRSNDBA T I Briddidilonng dptions

1 | Connect It enables Users, Groups & WAUTH to conne
to the LMC

2 | Disconnect | It enables Users, Groups & WAUTH to
disconnect from LMC

3 | Properties It helps us to view mperties of User
Management in LMC

14.Users
Users Talin LMC enables us #dd new UserEditexisting UserdDeleteUser in User
Management Section in LMC.

When we click on Users tab all the existing Users are displayed withUisggtdName, Name
Surname,Source, Domain, Global and Note

AddingUser
Addtab in user management helps usAald a new userto the LMC Appliance

Click onAdd tabto add a New User
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I Us=rs I Groups | Identity Integration | WAUTH Quota

Select Al # Delete | | 7 Edit Iﬂ_llAddI 2, Filter
User Name Name Surname Source Domain Global Note
testuser2745 testuser2745 ad labristeknoloji.cam b -
testuser7610 testuser7slo ad labristeknoloji.cam v
testuserdss testuserdss ad labristeknoloji.com v
testuserds00 testuserds00 ad labristeknoloji.cam e
testuser3983 testuser3g9gs ad labristeknoloji.cam v
testusergd4e testusersd4e ad labristeknoloji.com b
testuser2633 testuser2sss ad labristeknoloji.cam v
testuser7236 testuser7236 ad labristeknoloji.com v
testuserg79s testusera79s ad labristeknoloji.cam b
testuser8720 testuserg720 ad labristeknoloji.cam v
testuser3928 testuser3g2s ad labristeknoloji.com v
testuser7s77 testuserisiz ad labristeknoloji.com e
Add Use x
1 User Name |Sample
2 Name Surname Sample
3 Password sk |
— 0
4 Password Again [*ekkkk |
| 5 Domain |localhost.localdomain -
6 | Global
[ 7 Comment |Sample note |
v | Select Group |sample_group 8 -
+| Quota Policy |sample_guota g -
cancel

These are the inputs for adding New User

1 | User Name Type the name of the neldser
2 | Name Type the Surname of the new User
Surmme
3 | Password Type Password of the new User s
4 | Password Re type the same Password for confirmation
Again
5 | Domain By default Slave is being selectediomain
6 | Global It is deemed central management. In the casehsf tlevice is the
alYyS a GKS FTANNVQa 3If20lt LINE
deemed to be used every time a user was created in the locatiof
achievable UTM device.
7 | Comment Type reason for the User creation (Optional)
8 | Select Group | You can maka user, member of a group
9 | Select Quota | You can choose a quota policy for user
Policy
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Global, Comment and Select Group fields can be selected according to the User requirement

and click orOKto apply these settings.

LabrisHetworks. X

Applying Changes...

Type the name of the User indlirilter Tabto check whether the user is added to the list or

not. If the user is not added click &tefresh Tab

Lgzrs

Groups  ldentity Integration | WAUTH Quota

Selact all

# Delete

User Name
testuserf719
testuseryssl
testuserssy 2
testusers467
testuserl 5357
testuserls0s
testuser3sly
testuserg747
testuserss32
testuser33ss
testuserd2ls
testuserGgg9l
testusers7g4
testuserav34
testusers0g2
testuserg4g8a
testuserdas
testusers2s3
testuser7g4
testuser798
testusersz0os
testuser3go s
testuseras527
testuserf9s3
testusersndo
testusera77a
testuserd783
testuser9494

e T AL

7 Edit 44 Add
Name Surname
testusers719
testuseryssl
testuserss72
testuser5467
testuserl357
testuserlsos
testuser3sly
testuser8747
testuserss32
testuser3zes
testuserdzls
testuserGg9l
testusers7384
testusers734
testusers0a2
testuserg4838

testuserdas
testusers2s3

testuser7g4d

testuser7og
testusersz0s8
testuser3Gos
testuser9s527
testuserg953
testusers040
testusers778
testuserd783
testuserg494

b e LA

./ Change Local Domain Name

Below screen appears stating that it takes some time to Refresh @k continue the

Refreshprocess

Source
ad
ad
ad
ad
ad
ad
ad
ad
ad
ad
ad
ad
ad
ad
ad
ad
ad
ad
ad
ad
ad
ad
ad
ad
ad
ad
ad
ad

-

ISampIe|

. Filter

Domain
labristeknoloji.com
labristeknoloji.com
labristeknoloji.com
labristeknoloji.com
labristeknoloji.com
labristeknoloji.com
labristeknoloji.com
labristeknoloji.com
labristeknoloji.com
labristeknoloji.com
labristeknoloji.com
labristeknoloji.com
labristeknoloji.com
labristeknoloji.com
labristeknoloji.com
labristeknoloji.com
labristeknoloji.com
labristeknoloji.com
labristeknoloji.com
labristeknoloji.com
labristeknoloji.com
labristeknoloji.com
labristeknoloji.com
labristeknoloji.com
labristeknoloji.com
labristeknoloji.com
labristeknoloji.com
labristeknoloji.com

L b smi e m Lnsm i | 55 m mem

Global

hYIAY

NN N N RN (RN RN N RN (RN N NN (RN N RN (BN RN RN RN (RN N AN RN AN R

MNote

4

-

ﬁ Refresh
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This will take some time depending on your user and group count, so it will run as a background process. Do you want to proceed ?

\ ‘ Cancel

After completing Refresh pross type the name of the User in thidter tab, then you can
noticetheNewUselRA & LJ [ @ Ay3 Ay GKS ! aSNDa tAad

Uzzrz Groups | |dentity Integration | WAUTH | Quota

Select All # Delete | | 7 Edit | | ¢P Add Sarnple 2, Filter
User Name Name Surname « Source Domain Global Note
userz labris labris localhost.localdom... W sample
| Sample Sample labris localhost.localdom... v Sample note |
users labris labris localhost.localdom... v sample user
userl labris labris localhost.localdom... v sample note

Deleting User

DeleteTab in user management helps usdilete the userpermanently from the LMC
Appliance

Type the name of the User which yaant to delete in the Filter tab, Select the User and click
on Delete Tab

Us=rs  Groups | ldentity Integration | WAUTH | Quota
Selact Al #¢ Delete | | .7 Edit | | 42 Add |sample 2 Filter |
User Name « Name Surname Source Domain Global MNote
| ~ Sample Sample labris localhost.localdom... b Sample note |

Then the below screen appears, ClizkKto delete a User in User Management in LMC

ﬁ?

@ Selected users will be deleted. Are you sure ?

T~ Cancel

It takes some time t®eleteanUserF N2 Y | aSNDa f Aad
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L=

Selected users are being deleted...

Below screen gives information thdtd selected User is deleted successfully. @ik

m_x

\@ Selected users are deleted successfully.

\‘ oK

Changing password / Editingser

{StSOG | !'a8NJ FTNRY G(G(KS
Edit Tab
| '_Ja';-r—:l Groups | ldentity Integration | WAUTH | Quota
Select All # Delete Ij Edit | 47 Add 2 Filter
User Name + Name Surname Source Domain Global Note
user3 labris labris localhost.localdo... v sample user -
user2 labris labris localhost.localdo... v sample E
| v userl labris labris localhost.localdo... v sample note |
testusergggg testuserggog ad labristeknaloji.com v
testuserdggs testuserg99g ad labristeknaloji.com v
testusergggy testusergg9gy ad labristeknoloji.com v

Editoption helps us to change the password of the existing User and edit the comment.

x

[Password Again

Edrislise
Lser Mame |userl
Mame Surname |labris
| Password [t 1 I
E R

Domain

+| Global

| Comment

sample note

v | Quota Policy

sample_quota

Cancel
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1 | Password Type nev Password of the User

2 | Password Re Type new Password again for confirmation
Again

3 | Comment Type reason for the User creation (Optional)

ClickOKto apply these settings.

LA OIS EIV/OTRS

Applying Changes...
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15.Groups
Groups permit us to easily assign to all members of a groupiediln a space that are
specified to that Group. After creating a Group we are able to manage its membership by
adding or deleting Users to that Group. All the created Users may be a member of any Group
with Guest abilities. We can have same Users iniplalGroups.

Groups Tabn LMC enables us tddd New GroupEdit existing GroupDelete Groupsn User
Management Section in LMC.

When we click oiisroups Talall the existing groups are displayed with the fie@l®up Name,
Source, Domain.

Users I Grgup—:l Identity Integration | WAUTH | Quota

Select All # Delete | | J/ Edit | | 42 Add 2, Filter
Group Mame Source Domain ¥
sample_group labris lacalhost.localdomain -
testgroup45 ad labristeknoloji.com
testgroup3a ad labristeknoloji.com
ras and ias servers ad labristeknoloji.com
AddingGroup
Users  Grouuys | Identity Integration | WAUTH | Quota
Select All # Delete | | 7 Edit | 47 Add | 2\, Filter
Group Name Source Domain +
sample_group labris localhost.localdomain -
testgroup45s ad labristeknoloji.com L
testgroup33 ad labristeknoloji.com b
ras and ias servers ad labristeknoloji.com
incoming forest trust builders ad labristeknoloji.com
testgroup4s ad labristeknoloji.com
enterprise admins ad labristeknoloji.com
testgroup43 ad labristeknoloji.com

Click orAdd Tabto addNew Groupto the Groups in User Management

Below screen appears witBroup Names Group Configuration.
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Add|Group, x
Group Mame
[Group Name : |ad_users| | |pomain: [localhost.localdomain ~| I Quota Policy vI
Group Configuration
All Users and Groups 1 Group Components 2
[ 2, Filter || | 2, Fitter |
Name Type Source Domain MName Type Source Domain
testuser2745 user ad labristeknoloji.... |« 3
testuser7610 user ad labristeknaoloji.... | =
testuserd8g user ad labristeknaloiji....
testuserds00 user ad labristeknalaiji....
testuser3983 user ad labristeknaoloji.... 4
testusergd4e user ad labristeknaloji....
testuser2633 user ad labristeknolaji....
testuser7236 user ad labristeknolaji....
testuserg7as user ad labristeknoloji....
testuserg720 user ad labristeknaloji... [+
cancel

Group Name consists of two fiel@oup Name& Domain.

1 Group Name | Type name of the New Group
2 Domain In this field slave is selected by default

Group Configuration consists of two field Users and Groupand Group Components.

1 | All Users and| All the users and groups are displayed in t
Groups field
2 | Group Users in specific Group are displayed iis th
Components | field
3 S Click this icon to add Users in to Group
Components
4 < Click this icon to delete Users from the
Group Components

~

ClickoOKii2 I RR bS¢ DNRdzLJ 12 GKS DNRdAzLIQa fAado

It takes some time to apply changes.

Lo S N E TN DR S

Applying Changes...

Type theNew Group namen the Filter tab and clickRefreshto find out theNew Groupin the
D N2 ditt)@ added or not.
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Users | SGruuus  ldentity Integration | WAUTH | Quota

Select All # Delete | | /2 Edit | | 42 Add IsampIE_groun| 2, Filter I
Group Name Source Domain +
testgroupll ad labristeknoloji.com =
testgroupl2 ad labristeknoloji.com
testgroupls3 ad labristeknolaji.com
testgroupl4d ad labristeknoloji.com
testgroupls ad labristeknoloji.com
testgroupls ad labristeknoloji.com
testgroupl? ad labristeknolaji.com
testgroupls ad labristeknoloji.com 3
testgroupl®g ad labristeknoloji.com 1
testgroup2 ad labristeknoloji.com
testgroup2d ad labristeknolaji.com
testgroup2l ad labristeknoloji.com
testgroup22 ad labristeknoloji.com
testgroup23 ad labristeknoloji.com
testgroup24 ad labristeknolaji.com
testgroup25s ad labristeknoloji.com
testgroup2s ad labristeknoloji.com
testgroup27 ad labristeknoloji.com
testgroup2s ad labristeknolaji.com
testgroup29 ad labristeknoloji.com
testgroup3 ad labristeknoloji.com
testgroup3d ad labristeknoloji.com
testgroup3l ad labristeknolaji.com
testgroup32 ad labristeknoloji.com
testgroup3s ad labristeknoloji.com
testgroup34 ad labristeknoloji.com
testgroup3s ad labristeknolaji.com
testgroup36 ad labristeknoloji.com -

./ Change Local Domain Name

@ Refresh

Now you can notice theewly added Groupn theD N2 ditIORAght click on th€&roupand

selectShow Group.

Users | fSirunuus ldentity Integration | WAUTH | Quota

s
& Delete | | J/ Edit
Group Name
sample_group
windows authorization access group
users
testgroup99
testgroup9s

Select all oA Add

Show Group

Source
labris
ad
ad
ad
ad

2 Filter

Domain «

4

localhost.localdomain
labristeknaoloji.com
labristeknaoloji.com
labristeknaoloji.com
labristeknaoloji.com

When you click oishow Group Users in thagroup are dsplayed

tab.

. ClicloKto close the current
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SAmple qroup x
MName Type Source Domain
testuser2745 user ad labristeknolgji....
testuserd 86 user ad labristeknoloji....
testuser7slo user ad labristeknoloji....
testuserds00 user ad labristeknaoloji....

Sample user labris localhost. local...
userl user labris localhost.local...
user2 user labris localhost.local...

Ok

Deleting Group
{ St SO0 GKS DNEPRdzL] T NP YDelet§Tab. DNR dzLJQ&a f Aad | yR C

Users | Grouys  ldentity Integration | WAUTH | Quota

Select All | # Delete | 7 Edit | | {7 Add 2, Filter

Group Mame Source Domain +

| v test group labris localhost. localdomain | S
sample_group labris localhost.localdomain
testgroup4ds ad labristeknoloji.com =
testgroup3s ad labristeknoloji.com

Warning screen is displayed; CliaKto delete a Group from the LMC.

X

@ Selected groups will be deleted. Are you sure 7

Ok, | Cancel

Deleting process is in progress.

Selected groups are being deleted...

Below screen appearstating that the selected GroupDeletedsuccessfully & clic®Kto close
the current tab
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bmm— x

@ Selected groups are deleted successfully.

N

K

Edting Group
Select theGroupwhich you want to edit from the list and click &dlit Tab.

Users | Gruugz  |dentity Integration | WAUTH | Quota

Select All # Delete | 2 Editl ¥R Add 2, Filter
Group Name Source Domain v
| v sample_group labris localhost.localdomain |~
windows authorization access group ad labristeknoloji.com
users ad labristeknoloji.com =
testgroup99 ad labristeknoloji.com
testgroup9s ad labristeknoloji.com
testgroup97 ad labristeknoloji.com

Select the User from th&roupcomponents list and click on theon 1to remove User from the
GroupComponents and cliodRK

Select theUserfrom All Users anéroupsfield and click on thécon 2to add Users in to Group
Components list and clicRK

\Edi=groip) x
Group Marme

Group Mame : sample_group Domain : s Quota Policy A

GSroup Configuration

All Users and Groups Group Components
2 Filter 2, Filter
MName Type Source Domain Name Type Source Domain
testuser2745 user ad labristeknaoloji.... | & 2 testuser2745 user ad labristeknaolaji....
testuser7610 user ad labristeknaloji.... | = testuserd8s user ad labristeknaoloji....
testuserd 86 user ad labristeknalaji.... testuser7610 user ad labristeknaoloji....
testuserdS00 user ad labristeknolaji.... testuserds00 user ad labristeknolaoji....
testuser3983 user ad labristeknaoloji.... Sample user labris localhost.local...
testuserg446 user ad labristeknaoloji.... userl user labris localhost.local...
testuser2633 user ad labristeknalaoji.... user2 user labris localhost.local...
testuser7236 user ad labristeknalaji....
testuserg7os user ad labristeknoloji.... 1
testuser8720 user ad labristeknaoloji.... |+

Cancel

It takes some time to apply the changes.
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L=

Applyving Changes...

To notice changes made the Groupright click on the User and seleéghow Group

Users  Grougs | Identity Integration | WAUTH | Quota
Select All # Delete | | 7 Edit | | 42 Add 2\, Filter
Group Mame Source Domain «
sample_group labris localhost.localdomain -
- P Show Group . o
windows authorization access group ad labristeknoloji.com 3
users ad labristeknoloji.com 1
testgroup99 ad labristeknoloji.com
testgroup9s ad labristeknoloji.com

Then information abouGroupComponents are displayed and cli@Kto close the current tab.

Sample group x
MName Type Source Domain
testuser2745 user ad labristeknoloji....
testuserd6 user ad labristeknoloji....
testuser7alo user ad labristeknaoloji....
testuserdso0 user ad labristeknaoloji....

Sample user labris localhost.local...
userl user labris localhost.local...
userz user labris localhost.local...

Ok

53 Labris Networks



Administration Guide for Labris UTM

16.ldentity Integration

Identity Integration Tabin LMC enables us #dd new Identity,Editexistingldentities,Delete
Identity in User Management Section in LMC.

When we click on Identity Integration tab all the existing Identity Integrations are displayed
with fieldsName, Domain Name, Hostname, Server IP, Type.

Users @ Groups I lel=piEity Irie=ejreiion) I WAUTH  Quota
Identity Integration
s2Add _7Edit X Delete

Name Domain Name Hostname Server [P Type
ad_name_4 example.com host.example.com 192,168.0.1 AD LDAP
ad_name_3 example.com host.example.com 192.168.0.1 AD LDAP
ad_name_2 example.com host.example.com 192.168.0.1 AD_LDAP
ad_name_1 example.com host.example.com 192.168.0.1 AD_LDAP

labris labristeknoloji.com develad.labristeknoloji.c... 192.168.0.89 AD_LDAP

Adding ldentity
Addtab in identityintegration helps us té\dd a new integrationto the LMC Appliance

Click orAdd tabto add a New Identity Integration.

Users | Groups | ldznfity Inezerzition. WAUTH | Quota
Identity Intagration
A Add | 7 Edit £ Delete

Name Domain Name Hostname Server IP Type
ad _name_4 example.com host.example.com 192.168.0.1 AD LDAP
ad_name_3 example.com host.example.com 192.168.0.1 AD_LDAP
ad_name_2 example.com host.example.com 192.168.0.1 AD_LDAP
ad_name_1 example.com host.example.com 192.168.0.1 AD_LDAP

labris labristeknoloji.com develad.labristeknoloji.c... 192.168.0.89 AD_LDAP

You can type credentials and test without integration usiiegtbutton below.
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IntEgration = Add| x
1 I Mame*: |example_name I
2 | [ Type*: [aD_LDaP |
Configuration
|Domain Name*: |example.com 3 |
|Hostname*: test.example.com 4 |
| server iP*: 152.168.0.1 5 |
[workgroup*: |EXAMPLE 6 |
Authentication
| User*: administrator 7 |
[Password#: [-r-ee+-- a8 |
Advanced
| Port: [3as 9 |
| Search Base: [ou=unit |10 |
I Filter: |CN=testgroup |77 I
"#' greas must be filled. :f_l Test | | 44 Add 3{ Cancel

These are the inputs for New Integration:

1 | Name Unigue name for integration
2 | Type Server configuration type

3 Domain Name Domain Name

4 Hostname Hostname of Server

5 | Server IP IP Address of Server

6 | Workgroup Workgroup of User

7 User Username

8 | Password Password

9 | Port Connection port

10 | Seach Base Starting point for the search instead of the default
11 | Filter Conditions for entries

If credentials are correct, you can see queniesgrs UsingFilter button, you can filter queried
users.

55 Labris Networks



Administration Guide for Labris UTM

x
I 2, Filter I
Mame Type
testuser3s42 user -
testusers03l user =
testuserl 555 user
testuserlssd user
testuserlssy user
testuserl 366 user
testuserl =6l user
testuserl 60 user
testuserl 363 user
testuserlsg2 user -

After writing necessary configurations, you catdantegration with theAdd button below.

MName* ;

Type*:

Configuration

Authertication

Advanced

Domain Name* :
Hostname* ;
Server |P¥ .

Workgroup#* :

User* :

Password* :

Paort :
Search Base :

Filter :

example_name

AD_LDAP

example.com
test. example.com
152.1658.0.1

EXAMPLE

Administrator

389
QU=Unit

CMN=testgroup

" greas must be filled.

$=| Test

1A Add

#¢ cancel

Editing Identity

Apreviously added Integration can be edited by choosing it and clickingdheButton.
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Users | Groups | ld=ntity [nfsgreiiiorny . WAUTH | Quota
Identity Integration

47 Add # Delete

Name Domain Mame Hostname Server IP Type
1 ad name 4 example.com host.example.com 192.168.0.1 AD LDAP |
example_name example.com test.example.com 192,168.0.1 AD_LDAP
ad_name_2 example.com host.example.com 192.168.0.1 AD_LDAP
ad_name_1 example.com host.example.com 192,168.0.1 AD_LDAP
labris labristeknoloji.com develad labristeknoloji.com 192,168.0.89 AD_LDAP

Deleting ldentity
Select the Integration from the Integrations list and clickDmlete Tab.

Users | Groups | ld=ntity [nfsgreiiiorny . WAUTH | Quota
Identity Integration

Chaa e

Name Domain Mame Hostname Server IP Type
| ad_name_4 example.com host.example.com 192.168.0.1 AD_LDAP |
example_name example.com test.example.com 192,168.0.1 AD_LDAP
ad_name_2 example.com host.example.com 192.168.0.1 AD_LDAP
ad_name_1 example.com host.example.com 192,168.0.1 AD_LDAP
labris labristeknoloji.com develad labristeknoloji.com 192,168.0.89 AD_LDAP

Waming will be shown after clicking delete button.

x

@ &ll users and groups belong to this domain will be deleted. Do you want to continue?

0K Cancel

If you presOKprogress bar will be shown. This might take some time.

Canceling domain...
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Advanced Options for Identity Integration
Advancead

Port: |of
Search Base :

Filter :

Port: Port number between #5535 which will be used to connect to the server. Defaalue
is 0 which is actually translated into default port of Server.

Search baseThe starting point for the search of the users and groups. If it is empty, default
search base which consists of domain name will be used. If not, it is concatenated to the
default search base.

For example if "OU=Ankara" is written on the search base and domain name is
"example.com", it will be translated into "OU=Ankara, DC=example, DC=com".

Filter: Conditions for searching users and groups which should conform to ting stri
representation for search filters as defined in RFC 4515.

For example: "&(objectClass=Person)(primaryGroupld=513)".

17.0ther Options in User Management
Right click on thé&Jser Managementand selecProperties.

IAMagEMENLAOMS0 e

evice File Edit View About

B
= 38 Module

i)
| . UserManagement | ~ -+
+- gu System

=

+- 1 Network Settings | Disconnect
+- @ Firewall
-5 VPN
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i?ﬂu'ﬂh [ m:j"_.ﬂrﬂ = %
All the properties of the module are giyed in this screen. Properties
ClickCloseto move out of this tab. Semver: |8.static ttnet. com.tr:4000

Module: users

Status:
Give right click on th&Jser Managemenirab and select

Disconnecto disconnect from théJser Management. \\“

Device File Edit View About

- 2 =

- S8 Module

|+ -M'“ User Management | R

+ g System -

+- 1 Metwork Settings
+-B% Firewall Properties
57 VPN
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WAUTH

WAuth is the module used for user authentication and guest authentication.tiMa®enabled by

interface and supports specific exceptions.

WAuth (Wireless Authenticationjn LMC enables us #ddd New WAuth InterfaceEdit

existing WAuth Interfaceand Delete WAuth Interface itser Management Section in LMC.

Creating WAUTH Configuran for the First Time

First Step:

Add a separate Network for WAuth in the Network settings module. Select Network settings for

selected interface.

Choose the interface you want to choose for enabling WAuth.

File Edit View Module About

% g g [2 quigumsﬁ"‘ Routing

= ) Server

Interfaces

e @ 78.188.50.48:4000 Active Device Name Type IP

User Management v tun0 Tunnel 10.8.3.1
v eth0 Ethernet 169.254.1.1

s N v eth1 OUTSIDE Ethernet 10.11.14.221
== Firewall
% VPN v eth2 INSIDE Ethernet 192.168.20.1
& Filter | V! eth3 WAUTH Ethernet 10.1.0.1
(& Antispam/Antivirus ] ethd OUTSIDE2 Ethernet 10.11.12.231
= IDSAPS v eths INSIDE2 Ethernet 192.168.168.1
&3 Messaging |
. o Server
%2 | oad Batancer '
&= License '

i Edit Interface IP address or Name;
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HTETIE pEniie

Mame
IP Address
Mask

r Static IP Configuration

|:| Lse dynamic IP configuration

WAUTH

Save | Apply | Cancel

SecondStep:

Create a DHCP Server for WAUTH;

Click for DHCP configuration.

Third Step:

Create aNetwork objectin firewall for WAUTH host anfdetwork WAUTH_Net. (For Creating
Network Object, please refer tdostsunder Network Objects stion in Make a new Firewall

object)

Eile

= B server ‘

= 8 slave:4000
User Management

g System

= Network Settings
Firewall

"% VPN
o Filter
@ AntispamAntidrus
) 10SPS
3 Messaging
Server
% Load Balancer
@5 Ucense

" B m

& Policy
onfiguration

Objects
= Netwark Objects

= [ Hosts

® & INSIDE

# B NewHostsObject
e »)

= & WAUTH
+ W interfacel

* WebSeover

* Standard
= User Defined

g
& @ Adoress Ranges

# @ Object Groups
& @y Users

+ [ Services
# [@§ DoS & DDoS
+ @B QoS/Bandwidth

Help
&) Object © Insert Rule P install Connections IP-MAC Matcher
NenFranalObrect
No. Destination Senice Action

Source

1 5P WAUTH_Net

B nttps
R hitp

B pop3
B smep

& NewSenicaGroup_DNS

Schedule

@ Accept [ Any

QoS/Ban... Applications Securi... Options)

Dany Dany D any Bl

# @ Schedule
+ @B Application Control
= Q Firewall
= B8 NewFirewallobject Propactes of WAUTH_Net (Network)
Global Policy ’ R
gN,ﬂ Policy [1gaisrul Notes

Fourth Step:

Add a policy (For Creatinghaw policyfirewall object please refer thabris Firewall

Managemen)
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File Edt \View Module About

B aicn

+ @a Address Ranges
# @a Object Groups

& Q) Users

o Services

@ DoS & DDoS

@ QoS/Bandwidth

@3 Schedule

# @) Application Control

= Q Frewall

= BB NewFirewallObject
@ Global Policy
€ NAT Palicy

oo

Help
5 ! ! I & Policy ) Object © Insert Rule P instan Connections IP-MAC Matcher
= [ Server et s
= [ slave:4000 Objects Source Destination Senice Action Schedule QoS/Ban... Applications Securi... Options!
g User Management k= ( Network Objects o e
System = ( Hosts L) Any
2 Network Settings @ @ INSIOE AR
Firewall # B NewHostsObject
VPN —grhiyiebdont B heeps
£l 3
é Al;:srpammntmme | B; A',}};:ﬁacel B hetp
é 105195 5 WebServer 1 FwautH Net | Any B pop3 @accept Many Day Dany D any il
Messaging = smtp
Server % g Standard =
Load Balancer S User Defined @ NewSenviceGroup_DNS
@ Ucense

Propertees of WAUTH_Net (Network)

[ Sdile7l] Notes

Fifth Step:

Enable Wauth for the selected interface by configuring in interface WAUTH tab in Firewall

LLabyjs Management.Console. - B X
File Edit View Module About Help
- "
% ‘ = Policy H i) Object " & Insert Rule ” B instan ” Connections " IP-MAC Matcher |
-8 server =
=8 10.11.12.221:4000 T onjects No Source Destination Service Action Schedule  QoS/Bandwidth Applications | Security Policy Options
-2 User Management +
_ % g ) Network Objects 0 |D Any & ouTsiDE2 [ SSLVPN @ Accept [N Any [ any D Any [ any ‘E'lﬂ‘
& System -l Services
- Network Settings OUTSIDE
- DoS & DDoS
[ irew: ¥ Iy ccepl ¥ y Iy y
B* Firswall =] 1 ™ 2n ™ &n @ Accept [ An ™ An ™ an O an =
AN [ QoS/Bandwidth WAUTH
ey Filter ) Schedule
" https
. @ Antispam/Antivirus "El Application Contral
i @Sﬁ :\?SHPS_ =3 n Firewall fittp
Hesaaging - g.?vgur:w‘ag[:mem 2 B wauTH_. [ Any pop3 @ Accept [ Any ™ Any O any O any =he
obal Poli
Load Balancer @ NAT Pn“cycy iy
L@ License MewService

Interface Policy
Internal Networks

IP-1

Froperties of eth3 (Firewall

\'General \ Settings \ Notes | LY/ALTE

WAUT!

Active |

D Use 3SL Connection

Use Default Gateway IP

Listening IP Address: Izl . I:l . I:l - I:l

Sixth Step:

Cancel

Add a user for WAUTH.

Click for User Management.
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Configuring WAUTH policy
Click onAdd Tabto addInterfaceto the WAUTHN User Management.

Users | Groups | SUAUTH| y
Select All # Delete | | 7 Edit | $A Add |‘( . Filter
Mame IP/IP - Range / MAC ad... Interface Palicy Statement State
Wa 10.0.01 atho Require Authentication Active
Wauthinterface 16925412 eth0 Require Authentication |new Wauth interface to... Active
WAUTH Interface 10.1.01 eth3 Require Authentication Active

Below screen appears.

Authentication Policy, X
']
IPOliCY % Require Authentication| 2J Doesnt Require Authentication
[intertace letno(169.2541.1) 3 F [+]
| Name |Wauthinterface1 4 r 1
—
IT\,rpe |iP Adress 5 r | vI
—
|iP Adress |168.252.1.2 6 |
—
|Statement |new Wauth interface ta the LMC 7 [ [

These are the inputs fohe Authentication Policy

1 Active Enable this option to activate the interface

2 Policy Choose required Policy

3 Interface Choose interface from the drop down list

4 Name Type name of the Interface

5 Type Choose type of Interface from drop down list

6 IP Address Give the IP Address

7 Statement Type the Statement if any required (Optional)
ClickOk

Notice Interface added to th&/AUTHnN the below screen.
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Users | Groups Im
| ~j— 1 N .

Select All # Delete | | 7 Edit | | 42 Add =\, Filter
Mame IP/IP - Range [ MAC ad... Interface Palicy Statement State
Wa 10.0.0.1 ethl Require Authentication Active
|_ [~ Wauthinterface | 169254 1.2 | ethD ' Require Authentication Inew Wauth interface to...' Active
[T wauthinterface2 | 169.254.1.1 ' etho | Require Authentication | ' Active
WAUTH Interface 10.1.01 eth3 Require Authentication Active

Deleting WAUTH policy
Select the Interface from th&/AUTHIst and click omDelete Tab

Users | Groups || LU/ H

Select All | #7 Delete ]D Edit | | 47 Add 2\, Filter

Mame & IPMIP - Range  MAC ad... Interface Paolicy Statement State

Wa 10.0.01 etho Require Authentication Active

WALTH Interface 10.1.01 eth3 Require Authentication Active
Wauthinterface1 169.254.1.2 ath0 Require Authentication |new Wauth interface to... Active

[ v wauthinterface2 169.254.1.1 eth | Require Authentication | ! Active

Warning screen is displayed, Cliokto delete the Interface

X

@ Selected rules will be deleted. Are you sure?

K [ Cancel

Deleting process is in progress.

ENOTNHS

Selected users are being deleted...

Below screen appears stating thHaeletedsuccessfully & cliodRKto close the current tab.
[Fr |
@ Deleted successfully

OK
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Editing WAUTH Policy

Select theGroupwhich you want to edifrom the list and click oidit Tab

Users | Groups _
Select All # Delete | | 2 Edit | | ¥P Add ., Filter
Mame IP/IP - Range { MAC ad... Interface Paolicy Statement State
W 192.168.0.1 ethD Require Authentication Active
v Wauthinterface1 169.254.0.1 ! ethl " Require Authentication  new WAUth interface in... Active
] WAUTH Interface | 10.1.0.1 [ &th3 | Require Authentication | ' Active [

We can edit any of the fields in the Authentication policy.

AutenticatonPonicy; x

|F'0Iic:y' ® Require Authenticationl Dioesnt Require Authentication

[ intertace leth3(10.1.0.1) v |

|Mame |wauthinterface! |

[ Type Jip adress ~|

[ 1P Adress [189.254.0.1 |

IStatement Inew Wauth interface in User management section r

\

OK Cancel

ClickOk.
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Adding WAUTH Authentication and User

Click onWwAUTHab from the dashboard and select Settings

Subnet Rules

SelectSubnet Rulesab to viewand change Subnet Rule specific settings. You can use subnet
rules to enable/disable specific settings for specific networks. To illustrate, your internal
network may not offer any sign up methods in Wauth Welcome screen but your guest network
may offer TEN Sign Up method. You can also set how the login screen should look using for
different networks (different Company Logo's etc.). Combined with Access Control List (ACL)
you can allow only specific users/groups to login from your internal network.

Note: Subnet independent configurations (like Hotel and AD configuration). Should be made on
Defaultsubnet rule.

Adding New Subnet Rule

Sefttings - Default

Setting Rule: | Default a |
Q
Default ACL TCKN Wauth

Subnet list: 19.0.0.0/0.0.0.0
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Editing Subnet Rule

Settings - subnet-based-rule 2

Setting Rule: | subnet-based-rule 2 v 1
General ul ACL
Rule name: hubnet—based-rule 2 | 2
Subnet list: (192,168.0.0/255.255.255. 3
0
£
4 5
1 Setting Rule Current subnet rule choicdhis affects all configuration data in
all tabs (GeneralUl, ACL)
2 Rule Name Name of this subnet rule
3 Subnet List Comma separated list of networks that this subnet rule should
apply to.
4 Save Save changes to subnet rule.
5 Delete Delete this subnet rule.
Warning: This also deletes all configuration ches for this rule
on other tabs (General, Ul, TCKN, SMS, ACL etc.)

Default Subnet Rule
Default subnet rule can't be deleted and its networks can't be edited. This ensures that if no
other subnet rules matches the usé@efault subnet rule will be applietbr user.

Settings - Default

Setting Rule: Default v

General 0] ACL TCKN Wauth

Rule name: [Default |

Subnetlist: (0.0.0.6/0.0.0.8
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GeneralWAUTHSettings

SelectGeneral tabto view and change the General settingsithentication methods in WAUTH
is configured in General tab.

Common Key
Common key provides an effective mechanism to prevent unauthorized users from riegjste
During registration, user must provide the common key if authentication method requires it.

Example scenario:
TCKN Wauth with common key (Assuming TCKN Wauth is already configured)

1 In General tab;
0 Set CK Option to Manual.
0 Set Common Key to the desit value.
o Click Save.
1 In TCKN Wauth tab:
o Activate common key

You can also set CK Option to Automatic and provide a CK period. If you do this, common key
will be changed at the end of this period automatically.

If you want unauthorized users (users who caniogin to web admin panel) to view common
key, you can set a username and password for this.

1 Set CK Username and CK Password values.

1 For wauth listening ip 192.168.0.1, as unauthorized user go to:
192.168.0.1:85/wauth/show_ck/

1 Enter values from CK Usema and CK Password.

1 Current common key will be shown.

Important Note: Common keys are different for each subnet rule. If you have multiple subnet
rules, you should provide matching subnet rule's CK Username and CK Pasierdise,
you will getan authenticationerror.

Whitelist Management System

Whitelist Management System allows operators to decide which users are allowed to sign up using their
GSMnumber. If a sign up method requires whitelist check, only GSM numberspleaator allowed

may sigrup.
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An example scenario would be an organization, which frequently accepts guests. Rather than creating a
user account for each guest, operator only records the GSM number of guest to the system. This allows

limiting the authority of operator by not givg the authority of managing user accounts. It also prevents
the redundant user account creation in the case that guess needs no internet access.

Admin may configure operator username, password and other whitelist related settings in General tab
of Setings.

Predefine Whitelist Expiration Time: [\

Whitelist Expiration Time: 1 (Days)

Whitelist Expiration Time: (Hours)

Whitelist Username: ali

Whitelist Password:

Assuning wauth listens on 192.168.0.4n operator may access whitelist system using this address :
http://192.168.0.1:85/whitelist

Whitelist GSM No Manager
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+ New »* Edit -

GSM No Re GSM No:
+005301234567 09/ Record Expiration Date:

Note:

Add Cancel

+ New # Edit — Delete

GSM No Record Creation Date Record Expiration Date  Note Last Used
+005301234567 09/06/2016 16:59:05 24/06/2016 13:32 Ahmet Yilmaz Not Used
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Network Authentication System

Create User Settings - Default
Online Users Setting Rule: Default .
All Users
i Subnet Rule: ul A
Settings

Welcome message: |sisteme erigiminiz kabul
edildi. Tarayicinizin
adres gubugunu 1
kullanarak gezintinize
baglayabilirsiniz.

Welcome message (EN): [Your access to the
system is granted. By 2
using the address bar of
your browser, you can
now start surfing.

| Local Authent. Format: | 1 5o ication |« 3 |
| SMS Wauth: [ T 4 ‘
| Active Directary Authent. | . T 5 ‘
‘ Hotel Intsgration® |, T 6 ‘
| TC Identity NVI Confirmation: | T 7 ‘
| Passport Wauth: | T 8 |
| Agreement Enable/Disable: 9 |

| Agreement: TR 10 ‘
| Agreement (EN): [ =) 11 |

‘ Timeout Enable/Disable: (¢ l 2 |

| e —" R |
| Authentication Type: [ | 14 ‘
[ Ingress Session EnableiDisable: 115

Reference Emails/Domains:

16

| Reference Timeout (seconds): [7200 1 7

| Smip Server Address: | [ 18 ‘

‘ Smip Mode: Normal | * 19 |

Smtp Port: 20 ‘
Smitp Username: 21 |
e —— >
Smip Mail From: [ | 23
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CK Option: | a\tomatic | v I24
CK Period: (mins) 25

i
Common Key:  spwys 2 6
CK Usemame: | . 2 7
CK Password: ..... 2 8

CK Instructions: Kayit olabilmek icin litfen damismadan ortak

anahtar temin ediniz.

29
I

CK Instructions (EN):

Please get the common key from advisory.

30

These are the inputs for the General Settings.

1 Welcome message Welcome message is displayed in Turkish
2 Welcome message (EN) Welcome message is displayed in English
3 Local Authent format Choose Authentication format from the drop down list
4 SMS Wauth We can enable or disable this option
5 Active Directory Authent We can enable or disable this option
6 Hotel Integration We can enable or disable this option
7 TC Identity NVI We can enable or disable option
Confirmation
8 Passport Wauth We can enable or disable option
9 Agreement We can enald or disable this option
10 | Agreement [TR] This option displays information regarding agreement in Turk
11 | Agreement (EN) This option displays information regarding agreement in engli
12 | Time out We can enable or disable this option
13 | Time perial Mention time period in minutes
14 | Authentication Type Choose Authentication type from the drop down list
15 | Ingress session We can enable or disable this option
16 | Reference Emails/Domains | We can add or delete reference emails/domains from this fiel
17 | Reference Timeout We can set reference email timeout (seconds)
18 | Smtp Server Address We can set smtp server address
19 | Smtp Mode We can choose smtp mode (TLS, SSL, Normal)
20 | Smtp Port We can set port number for smtp protocol
21 | Smtp Username We @n set username for smtp server
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22 | Smtp Password We can set password for smtp server

23 | Smtp Mail From We can set mail from field in sent mail

24 | CK Option Common key will be set manually or generated automatically

25 | CK Period Common key regeneratioperiod when common key is
generated automatically.

26 | Common Key Current common key (will be regenerated on save if it's
automatically generated)

27 | CK Username Username to get current common key for unprivileged user

28 | CK Password Password to get coent common key for unprivileged user

29 | CK Instructions Instructions to show user on sigIp screen.

30 | CKInstructions (EN) Instructions to show user on sigrp screen (english)

Click orSaveto save the changes
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Settings of Hotel Authentication
Sdect Hotel tab

Settings
General SMSWauth AD ul

[Deok st 7] (1]

2J |Hate| Mame: |HS_EL1 |

| Product Type: | Fidelio (OracleDE) ke | a

ﬂ |MAC Address: |1122334455E6 |

|Machi'12 Part; | | 5]
6| |Re5l Neme: [DB_Hotsl | |
[Resl Name: [DB_Users | 7]
8 | Usemsme: [gbaomin |
[ Pesswors: [sassanass | | 9]
10 | Usernsme Figld Name: |
| Passward Field Name: | | 1y

13 | Mame Fizld Name: | |

| Surname Field Name: | | ]ﬂ

]ﬂ | Departure Diate: | |

| Timeout: |.j tmins]l lﬂ
i
Y

Test
Save

These are the inputs for the Hotel Authentication.

1 Default Select User Group

2 Hotel Name Type the Name of the Hotel

3 Product type Choose product type

4 MAC Address Type MAC Address (optional)

5 Machine Port Type Machine port (optinal)

6 Real Name Type the name of the Database

7 Real Name Type the name of the table (optional)

8 User Name Type the Username

9 Password Type the password

10 | User Name Field Name | Type Username Field Name (optional)
11 | Password Field Name Type Pasword Field Name (optional)

12 | Name Field Name Type Name of the Field Name (optional)
13 | Surname Field Name Type Surname of the Field Name (optional)
14 | Departure Date Mention Departure Date (optional)

15 | Timeout Mention Timeout in minutes

16 | Infinite timeout We can enable or disable this option

17 | Multiple Login We can enable or disable this option

Click on Test to test the details and then sekieto save the changes
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Settings of SMS Authentication
SelectSMS Authentication

These are the inps for the SMS Authentication.

| Default Group: | pacar | | 1
Multiple Login 2
Account Quota: 1440 (mins) 3
Account Expiration Date: 5, (hours) 4
| Timeout: 440 mins) | 5
Cust. Serv. Tel: 1311311111 | 6
Comp. Mobile™™ : 1317111111 7
Cust. Serv. Email: | oo pielaviaprisneworks.cor ||| 8
|Help page for SMS authentication | 9
itle of SMS authentication help page: |, so natworks | 10
Subtitle of SMS aumemicatlcr;;;lep Wauth Af Yetkilendirme Sist 11
Message of SMS authentication help | giric icin Kullanici adi ve sifreniz var ise 12

page <b>5ifrem Var</b> butonuna basip bilgilerinizi
girip internette gezinmeye baslayabilirsiniz.
<br/=Girig bilgileriniz yok ise <b=Sifrem Yok</b>
butonuna basarak cep telefonu numaramzi girip,
SMS ile giris bilgilerini alabilir ve bu bilgilerle giris
yapip internette gezinmeye baslayabilirsiniz.

I Enable Common Key: # I 13

SMS sending will be afforded by the (& 14
company”

Ese Custom SMS Api 15
16
| 17
] 15
Showcummon Key 19
20

1 Default Group Users authenticated with SMS will be a member of
this group.

2 | Multiple Login SMS users will be allowed to login from different
devices simultaneously.

3 Account Quota Account Quota

4 | Account Expr. Date Users authenticated with SMS will be expired after
this period of time.

5 Timeout Mention Timeout Period

6 | Cust. Serv. Tel Type Customer Service Telephone number

7 | Comp. Mobile Type Company Mobile Name

8 | Cust. Serv. Email Type Customer Service Enadidress

9 Help page for SMS Show a help page to user for SMS authentication.

authentication
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10 | Title of SMS auth. help | Title of SMS authentication help page
page
11 | Subtitle of SMS auth. Subtitle of SMS authentication help page
help page
12 | Message oSMS auth. Message to show in SMS authentication help page
help page
13 | Enable Common Key Require common key for new user sigp.
14 | SMS sending will be Cost of SMS sending will be afforded by the host.
afforded by the company|
15 | Use Custom SMS Api Useanother SMS sending API. You need to configy
this API via "Custom SMS Service Configuration”
button
16 | Remained Token If SMS sending cost will be afforded by company a
custom SMS API isn't used, these tokens will be ug
for new registrations.
17 | Cugom SMS Service Configure custom (thirghart) SMS service API.
Configuration
18 | Buy Tokens Open token purchase page.
19 | Show Common Key Show common key query webpage.
20 | Save Save changes

Click orBuy tokensand selectSaveto save the changes.
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Active Directory Authentication
SelectAD (Active Directory tab)

Domain name and authenticating account information configuration is done in this tab.

Settings
[ Gorerst | ot re— Cu ]

| AD Domsin Name: | | 1|
| Disabie Group Name: ] | 2|
| AD Workgroup: | | 3|
| AD Group Name: | | ﬂ
| Timeout: | (hours) | 5]
| Infinite timeout: |IE1|| 5
|AD Cuotz: | {haurs) | ﬂ
y
| AD Expire Afer | (hnursjl 3
| Irfinite: Expr Time: |EI|| 1ﬂ
Test
Save

These are the inputs for Active directory Authentication.

1 AD Domain Name Type Active Directory Domaltame

2 Disable Group Name Choose this option to Disable Group Name

3 AD Work Group Type Active Directory Work Group Name

4 AD Group Name Type Active Directory Group Name

5 AD Timeout Mention Active Directory Timeout period

6 Infinite Timeout We can enable or disable this option

7 AD Quota Mention time period of Active Directory Quota

8 Infinite Quota We can enable or disable this option

9 AD Expire Date Mention time period of Active Directory Expire Date
10 Infinite Expr time We can enable adisable this option
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User Interface Customization
SelectUl (User Interface tab)JI tab is used for customization of guest and user welcome

screens.

| Logo | Chaose File | No file chosen ‘ | 1

Delete Logo: 2
[on ] 3
Background Image: | choose File | No file chosen 4
5

Background Image Position: | noe e | | 6

Background Image Repetition: | poc e | o

7

| Page Title: | 8
|Dage Title: (eng) | 9

Login Page Header.
10
Login Page Header.
11
| (eng)
Login Page Footer;
12
¥
Login Page Faoter;
13
| (eng)

|Usemame Caption: [ ] | 14

|Usemame Caption: [ |(eng) | 15

| Password Caption: | | | 16

|Dasswurd Caption: (eng) | 17
Login Button Caption: 18
[tognButoncapion [ Jen | 19
| Logout Button Caption: 20

| Logout Button Caption: | \ (eng) | 2 1
| Backgroud Color: FFFFFF | | 22
|Headen‘Fooler Font Color: [FECEN [ 23
| Page Title Background Color. |[EEEEEE | 24
| Page Title Font Color | 25

Default Domain Choice: | g |

26
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1 Logo Add a company logo
2 Delete Logo Delete default logo
3 Logo URL Add a company logo aihe web
4 Background Image Add a image for background
5 Delete Background Image| Delete default background image
6 Background Image Select position for background image
Position
7 Background Image Select repetition for background image
Repetition
8 Page Title Page Title Instructions is displayed in Turkish
9 Page TitleEng Page Title Instructions is displayed in English
10 | Login Page Header Login Page Header Instructions is displayed in
Turkish
11 | Login Page HeaddEng Login Page Header Instructioissdisplayed in
English
12 | Login Page Footer Login Page Footer Instructions is displayed in
Turkish
13 | Login Page FooteEng Login Page Footer Instructions is displayed in
English
14 | Username Caption Username Instructions is displayed in Turkish
15 | Usaname CaptionrEng Username Instructions is displayed in English
16 | Password Caption Password Instructions is displayed in Turkish
17 | Password CaptiofEng Password Instructions is displayed in English
18 | Login Button Caption Login Button Caption Instruons is displayed in
Turkish
19 | Login Button CaptiorEng | Login Button Caption Instructions is displayed in
English
20 | Logout Button Caption Logout Button Caption Instructions is displayed il
Turkish
21 | Logout Button Caption Logout Button Caption Itsictions is displayed in
Eng English
22 | Background Color Select Background
23 | Header/Footer Font Color| Select Header/Footer font color
24 | Page Title Background Select Page Title background color
Color
25 | Page Title Font Color Select Page Title font color
26 | Default Domain Choice Select default domain choice for login screen
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Turkish Citizen ID Number Authentication
Select TCKN Wauth tab (Turkish CitizziNumber Tab)You can set configuration options for
Turkish Citizen ID Number authentication medha this tab.

| Enable Common Key: «l 14

Default Group: | pagaut | « 1
Multiple Login: 2
3
Account Quota: 445 (mins) 4
5
Timeout: ;449 mins) | 6
Account Expiration Date: 5, (hours) 7
Cust. Serv. Tel: 4449111111 8
Cust. Serv. Email: example@labrisnetworks.col 9
| Reference Approval: | 10
|Request Mobil Number: | 11
| Use GSM Number for Username: | 12
[ send Password with sms: | 13

Show Common Key 15

B 1

Default Group

Users signed up with this method will be a member of this group

N

Multiple Login

TCKN users will be allowed to login from different devices
simultaneously.

Infinite Quota

We can set enable or disable infinite quota

Account Quota

We can set time quota for user

Infinite Account

We can set enable or disable infinite account time

Timeout

We can set time for login time

~N(ojo|bh|w

Account Expiration Date

Users authenticated with SMS will be expired after this period of
time.

o

Cust. Serv. Tel

Type customer service telephone number

Cust. Serv. Mail

Type customer service mail

10

Reference Approval

We can enable or disable reference approval

11

Request Mobile Number

We can require user's gsm no with this field.

12

Use GSMNumber for
Username

Checking this option will generate username from gsm no
(instead of TCKN)

13

Send Password With SMS

Activating this will generate a random password for user an
send it to user's mobile phone.

14

Enable Common Key

Require Common Kdgr new users.

15

Show Common Key

Show common key query webpage.

16

Save

Save changes.
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Passport Number Authentication
Select Passport Wauth tab (Turkish Citizen ID Number Tab)

You can set configuration options for Passport Number authentication oceitinthis tab.

1

Default Group: | poea | 1

]
| Multiple Login: 2
| Infinite Quota: 3

Account Quota: 4 ,4p

4

(mins)

Infinite Account: 5

| Timeout: 1440

(mins)l 6

|Acc0unt Expiration Date: -,

(hours) | 7

Cust. Serv. Tel: 1111111111

8

Cust. Serv. Email:

example@Ilabrisnetworks.col

9

| Reference Approval: 10

| Request Mobil Number: 11

| Use GSM Number for Username: | 12
|Send Password With SMS: | 13

| Enable Common Key: [« | 14

B3 | 16

Fovorcommonrer [JRE

Default Group

Users signed up with this method will be a member of this group.

N

Multiple Login

Passport users will be allowed to login from different devices
simultaneously.

Infinite Quota

We can enable or disable infinite quota

Account Quota

We can set time quota for user

Infinite Account

We can set enable or disable infinite account time

Timeout

We can set time for login time

N|ojoh~|lw

Account Expiration Date

Users authenticated with SMS will be expired after this period of
time.

o

Cust. Serv. Tel

Type customer service telephone number

Cust. Serv. Mail

Type customer service mail

10

Reference Approval

We can enable or disable reference approval

11

Request Mobile Number

We can require user's gsm no with this field.

12

Use G®! Number for
Username

Checking this option will generate username from GSM No
(instead of Passport No)

13

Send Password With SMS

Activating this will generate a random password for user an
send it to user's mobile phone.

14

Enable Common Key

Require Common Key for new users.

20

Show Common Key

Show common key query webpage.

21

Save

Save changes.
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Access Control List
Select which users/grouplé? addressg are allowed to (or not allowed to) logWwAUTH

Subnet Rules General ul
IP Addresses:
P
Rule choice:
Only allow given IPs,users and groups
2 *' Deny given IPs,users and groups
Select Members: Members All Users
. testuser3129@labristeknoloji.com
testuser2754@labristeknoloji.com
3 testuser7327 @labristeknoloji.com
testusers5861i@labristeknoloji.com
testuser7071i@labristeknoloji.com
testuser4161i@labristeknoloji.com
testuser2547 @labristeknoloji.com
testuserd7 2B @labristeknaloji.com
testuser7669@labristeknoloji.com .
Next »
Select Groups: Member Groups All Groups
. testgroup98@labristeknoloji.com
4 testgroupT8@labristeknoloji.com
testgroup66@labristeknoloji.com
testgroup70@labristeknoloji.com
testgroup31@labristeknoloji.com
testgroup66@labristeknoloji.com
testgroup29@labristeknoloji.com
hasanlar@ud
enterprise admins@|labristeknoloji.com .
MNext »
1 Ip Addresses Comma separated list of ips
2 Ruke choice Allow or deny these ip's, users and groups
3 Select Members Choose users to apply this rule
4 Select Member Groups Choose groups to apply this rule
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Creating WAUTH User

User for WAUTH may be created in two ways. First is LMC. Local usbesaraated in LMC

User Management module and directly be used in Wauth. Second is Wauth web based simple
management screens. By Wauth web screen, one can create Wauth users.

SelectWAUTH taldfrom the dashboard and click d@reate User tab

Create User

|UEE'”ﬂﬂ"Ei Testlsar || 1J
| Diamain: Im' | H
| Group: [Default ] | El

|REEI| Mame: || shris Test User || H

iration Diate:
Expiration Date: [2014-D4-30 | Today [] ﬂ

Time:| 12:00:00 | Bl D

| Cuota (min): | | ﬂ
| Infinite quots: | [ | ?J
| MAC Address{Optional): 112233445555“ x| | SJ

| Allow Multiple Logins: [

i1

Motes: [Lobris Test O=mer

9

Password: sesssses ji-l

These are thénputs to Create User.

1 User Name Type name of the User
2 Domain Choose Domain Name
3 Group Select Group for User
4 Real Name Type Real Name of the User
5 Expiration Date Select Expiration Date and Time of the U
6 Quota Mention Quota
7 Infinite Quota We can enable or disable this option
8 MAC Address Type MAC Address (optional)
(optional)
9 Allow multiple Logins | We can enable or disable this option
10 Notes Type any notes regarding User (optional)
11 Password Type Password of the User
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Online Users
IP/MAC addresses and login time information is shown in Online Users screen. Also, this screen
provides a function to disconnect the user.

Online Users

Username Name Surname . Login Time Cuota {min) Action

salih@®slave | Salih Ucpinar 10.1.0.110 | bB:6B:23:33:94:13 | April 22, 2014, 10:52 2.m.  Unlimited

84 Labris Networks



Administration Guide for Labris UTM

All Users (Useediting)

It is the screen that showing all users and information of users. Editeagily done by clicking
and opening Edit User window.

Note: If a user is online and his account is deleted, the user will be disconnected.

All Users

Search Results

User Mame Real Name Account Expiration Date  Expired In Creation Time MAC Address Multiple Login Quota {min) Notes User Name Transaction
SalihEsl; Salih Ucpi Unlimited Unlimited April 8, 2014, 6:41 Acti Unlimited minut Local Cele
all Slave =1l Icpinar ndrmites ndemites T . y D L. chve inlrmited minutes al

i ’ | [Eat] |

This edit window can also be used for just password changing without any account information
editing. If you do ot touch any field other than password, no other information will be

changed except for password. In the same way, this editing window may be used for prolonging
account lifetime.

| Username: Salih@slave || lJ

| Real Name: |Salih Ucpinar | | ﬂ

Evpiration Defe: |\ . 53000-01.26 | 1casy LY 5|

Time: |01:58:58 | Mo I:I

|MAE.~'vddre55{Dp1anal]: | | ﬂ

| Allow Multiple Logins: E | ﬂ
| Quota: | | ﬂ
2

uots:
Motes: [Guess U=ex

il

| Password: IIIIIII.Il | ﬁ
1 User Name Show Username
2 Real Name Edit Real Name
3 Expiration Date Edit Expiration Date and Time of the User
4 MAC Address Edit MAC Address
5 Allow Multiple Login We can enable or disable this option
6 Quota Edit Mention Quota
7 Infinite Quota We can enable or disable this option
8 Notes Type any notes regarding Ug@ptional)
9 Password Change User Password
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L R L IR .
WAUTHCaptive Portal
The guest or user is expected to authenticate him/herself to the system with given credential
information, credential information they get through SMS messages, TCKN, Passport
authenticatian.
Also, the system provides function for authenticating user
of Active Directory with their AD credentials. -
After account creation, user is expected to open an intern Labrls
browser and will be welcomed with a welcome screen.
Guest or user should enter thestlentials on this stage.
This welcome screen can be shown in different language:

FOO2NRAY3 G2 AYGSNYySi o0NERg 1S
For obtaining passwords, please follow next parts of the sign In
document.
) § 1
& 2
Domain:
ugl v 3
Reset Passwor 4
5
1 User Name Username Input
2 Password Password Input
3 Domain Select Domain Local or Domain Controlle|
4 Login Login Button
5 Sign Up Alternative Sigrup Methods
6 Reset Password Reset forgot password
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Alternative Sign Up Methods

Labris

| A ORI YY

Sign In

Sign Up

[ coeow R

[E TCKN Sign Up 2

I & Passport Sign Up I 3

1 SMS Sign Up Sign up using mobile number
2 TCKN Sign Up Sign up usig your TC ldentity Number
3 Passport Sign Up Sign Up using passport number
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SMS Sign Up

Registering with SMS

/I tA01 G2 ahodlFAy tl aasg2NRE 0dz
obtain password choice will not be shown. For enabling SMS
authertication, enable SMS Wauth in Wauth General Settings tab.

GSM number and common key
Common key is a security solution for preventing unwanted guests
dza S GKS O2N1LR NI A2y Qa GAFA 3Adz
enabled and set in SMSWauth screHrCK is enabled, guest is
requiredto provideit.

0

W

WAUTH Network
Authentication System

Please enter your number in the box below for
network authenticating (ex: 5xx1234567 or
+6875554443322). After loggin in with the
username and password that will come to you
via SMS, you can start surfing.

Answer the SMS, which will come to you, as
'Evet’.

Ll

=
-

L=

Back

Customer Services
Phone: 0500000000
E-Mail: destek@labrisnetworks.com
For registering with SMS, please get the common key from advisory.

- dzi K Sy

1 Mobile Number Mobile Telephone Number

2 Common Key Company Common Key
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TCKN Sign Up
Users may sign up using their TC Identity Numkalidity of user

provided information (TC Identity Code, Na, Surname, Year of Birth) Labrls
is checked against the records.

1 | TC Identity TC Identity Number of user
Code
2 | Name Name of new user 1] 1 |
3 | Surname Surname of new user ‘ o 5 ‘
4 | Year of Birth | Year of birth
5 | Mobile Only visible iRequest Mobile Numbeis ‘ ° - \
Number activated. Will be used for sending ‘o 4 ‘
password via sms 8end Password with
SVISis activated. ‘ 0 5 ‘
6 | Reference Mail| Mail of the person who will approve this ‘ - 6 ‘
new user. This fields is visibldRiéference
Approvalis activated. Reference mail ‘ a d ‘
should be one of the mksi or member of a :
domain configured itGeneral Settings
>Reference Emails/Domains. —
7 | Common Key | We can fill common key . g;p"é%glﬁm

Passport Sign Up
Users may sign up using their Passport Number

Labris

E |
- 2 |
o |
E i |
E o |
E i |
[o l |

Sign Up
Back

Customer Services
Phane:
E-Mail:

|1 | Passport Number | Passport number of new user. |
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2 Name Name of newuser

3 Surname Surname of new user

4 Year of Birth Year of birth

5 Mobile Number Only visible iRequest Mobile Numbeis activated. Will be used for
sending password via smsSénd Password with Snis activated.

6 Reference Malil Mail of the persorwho will approve this new user. This fields is visi
if Reference Approvais activated. Reference mail should be one o
the mails or member of a domain configuredGeneral Settings
>Reference Emails/Domains.

7 Common Key We can fill common key

Welcome Screen
Postentry Screen

°

W

WAUTH Network
Authentication System

Your access to the system is granted. By using
the address bar of your browser, you can now
start surfing.

Username salih
Name Surname Salih Uepinar
Expiration Date Unlimited

u
Change Password a

1 Logout Logout Button
2 Change Password Change Password Button
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Change Password

'ASNJ) Oy OKFy3aS KAa LI} ageomm = b s I a 2
button and Change Password window shown.

Change Password

Back
1 Current Password User Old Password
2 New Password User New Password
3 Verify Password New Password Again
91
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Reset Password L b 5
Users who signed up with TCKN or Passport Number may reset the a rls

forgotten password

Personal Info Validation Step
In this step, user provides the sarimformation during sign up. These

fields will be checked against the previous information of user and if | e 1
they match, user will be allowed to reset their password. ° =
o 3
A 4

IE 5|

1 Name First Name

2 Surname Last Name

3 Year of Birth Year of birth

4 EMail E-Mail

5 TC Identiy Code TC Identity Number

Set new password step

1 New Password New password for user

2 Confirm Password Confirm new password for user Labr IS

[ 0|
[ 3|
T T

Password Changed Screen
After completing all steps user will see the screen below.
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Labris

Password changed.

Click here to login with your new password
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18.Quota
Labris UTM cameasure internet usage of users in terms of byte count and elapsed time. This
functionality is provided by Quota module. In this section, all information required to configure quota
settings and monitor quota usage of users is providgaota module meages all the traffic which
passes over Labris UTM. This means if you have multiple internal networks, you can measure and limit
traffic between internal networks also.

Terminology
In order to simplify configuration and enable advanced configuratigiions,administrator can define
Quota Policies and Quota Exceptions and use any combination of them for different users or groups.

Quota Policy
A Quota Policy is a set of rules which defines how much a user or members of a group can use the
internet in a period.

Period:Defines when the usages will be clearbdother words, it defines when the quota will be
renewedl 0 Qa4 dzaSTdz AT e2dp $8yiie H2YABUKOEKS & JIVNL &P RL
to reset and define final limits in the policygly can choose noperiodic.

Note: Periods are completed at the end of specified unit. For example, if a new policy is created with 1
Month period on 1% November, usage will be reset on388ovember, not on 1% December.

Surfing Time:It allows limitirg the quota by time. Time limit allowseasuring surfing time of user and

set limit for them. Surfing time is not measured directly, instead calculated by counting transferred
bytes in the last minute. If user transferred at least 100 KB in the last minugegpassed for a minute
usage. This means minimum unit for surfing time is minute and for example ten seconds of usage may
be calculated as onminute usage.

If period is set, this usage will be reset at the end of period.
Data Quota:Download and umlad limits can be defined here.
Quota ExceptionMultiple Quota Exceptions can be attached to the policy. Order is important.

Quota Exception

A Quota Exception is a rule to measure a specific usage pattern and define limit for this pattern. For
example, yo may have a generic quota policy with 5 GB download limit. If you have an ftp server
outside of your internal network or in a separatetwork (e.g. DMZ) you may want to set a separate
limit for transfers between users and ftp server. In this case yod neelefine an exception an attach
this exception to your quota policy.

DestinationIP: Set the destination IP address for this exception. You may also specify a network in the
CIDR form (e.g. 10.0.0.0/16)

Destination Port:Set the destination port for ils exception. You may specify a single port here.
Different use cases are possible here. For example, you may skip defining destination IP and set

94 Labris Networks



Administration Guide for Labris UTM

destination port as 22. This allows all SSH traffic to match this exception regardless of the destination IP
address.

Day of Week Range&et a filter for week range.

Time RangeSet when the exception will match during day. Again, different use cases are possible here.
For example, you may want that FTP exception match only during work hours. In this cas®) geti c
Day of Week Range to Mond&yiday and Time Range to 08:00:00.00:00.

Creating aSmple Quota Policywith Single Quota Exception

This is a simple scenario with general 5 GB download limit, 20 GB download exception for SSH and 20
GB upload exceptiofor SSH. SSH exception is defined for work hours. Both policy period and SSH
exception period are set to one month.

Quota Policy Creation

This is the main screen of quota. By default, Quota Policies screen is open. You can add new policy, edit
or deleteexisting policies here. Right sidebar allows hopping to other screens: Quota Exceptions, Quota
Monitoring.

Note: Do not forget pressing Save after adding/editing/deleting. Otherwise your changes will be lost.

't."';_"__aﬁl-: MEnagementGonsole: - o x
Device File Edit View About Help
% g Users | Groups | Identity Integration  WAUTH | fuutz
=@ Device List Qufm po‘lcycbl‘mz.'l 3
=M 10.100.0.3:4000 |1 [ Add]|  edit| [ Delete)
’;\ User Managemeni [Rule o] [Name] [Periad] [Data Quotal [Time Quotal |4 Jucta Foiicies]
- System ) 5 S E i
B poncsainge | | A ° ¢ ° ; ] s s
= VPN
a Filter
& Antispam/Antivirus
! ID5/IPS
) Messaging
S
w L(?z;\cfieéalancer
@+ License
7 -
@ Refresh
4 1] »
| Lmc server address you are connected to is: 10.100.0.3 Labris Teknolc]lJ
No | Name Description
1 | Add Policy Create a n& quota policy
2 | Edit Policy Edit an existing quota policy
3 | Delete Policies | Delete existing quota policy
4 | Quota Policies Open Quota Policies screen
5 | Quota Exceptiong Open Quota Exceptions screen
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6 | Quota Monitoring| Open Quota Monitoring screen

7 | Rdresh Refresh policies exceptions and monitoring data (unsaved changes will be lost)
8 | Save Save Quota Policies to UTM. Omitting save step will cause changes to be lost
A | Rule No Number of quota policy

B | Name Name of quota policy

C | Type Periodic or norperiodic

D | Period Show f policyis periodic

E | Data Quota Show data quota of policy

F | Time Quota Show time quota of policy

'w! Labris Management Console

Device File Edit Wiew About

- Ox
Help

% g {5 Add \QuotaPolicy) X
P Quall  General Setti
= Davice List - snerslsetnes Quota
=-E10.100.0.3:4000 | | name : [[s58_Limit [1
2 User Managemen Quota Policies
% system 2 - -
- Notwork Setti Type I . F’erlod\c" Mon pericdic |3 Quota Exceptions
E:T!_Fi?e::glr\ etlings A Quota Monitoring
B VPN Period : |1 ”Month hd |5
a Filter .
firLe Time Quota Data Quota
| @ ﬁ\jmst}ﬁjpsammntwlruk 9 10
i & Mossaging surfing Time : |[v| Unlimited | 6 Download ; [5120] e [C unimited
9 SeTVer
Load Balancer I:l 7 Upload : | v Unlimited
B License
11 12
8
Quota Exception
13 |&" Attach ]_4 15 Move upl |_0 Move Dawnl
Rule Mo Name 1
] 18 L
™ Refresh
4 »

[ Lmc server address you are connected to is: 10.100.0.3

Labris Teknaloji

No | Name

Description

1 Policy Name

Name of the policy. This name will be used when assigning
users/groups.

2 Periodic Usaye will be zeroed at the end of period.

3 Non-periodic Usage will not be reset. Limits are final.

4 Period count Period count.

5 Period unit Possible values are: Day, Week, Month, Year

6 | Unlimited surfing time 52y Qi aSd I f AYA ésHaussMId &aaNSs
fields.

7 Surfing Time Hour Limit

Set how many hours a user is allowed to surf. Combination
with minutes field is possible.

8 Surfing Time Minute Limit

Set how many minutes a user is allowed to surf. Combinatig
with hours field is pssible.

9 Quota Download Limit

Set how many megabytes a user is allowed to download.

10 | Unlimited Quota Download

52yQi0 a8 I tAYAG T2NI R24VY|

11 | Quota Upload Limit

Set how many megabytes a user is allowed to upload.
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12 | Unlimited Quota Upload 5 2 #/5& a limit for upload.

13 | Attach New Exception Attach an existing quota exception to this policy.

14 | Remove an Exception Remove an already attached quota exception from this poli
15 | Move chosen exception up | Move attached exception up in the order.

16 | Move chosen exception dow| Move attached exception down in the order.

17 | Add Complete policy creation

18 | Cancel Cancel policy creation

Quota Exception Creation

[

This is Quota Exceptionsscréen 52y Qi T2 NHS G LINB a4 a A yidtleletd: S | F3G SNJ
_."'__‘ﬂgna Management.Gonsole: — _- -l-:I. ‘ﬂ
Device File Edit Wiew About Help

= B =

Users | Groups

Identity Integration

WAUTH = fuuis

Quota Exception Object

+4 Add || 7 Edit | | ¥ Delete

Rule Mo Name Type

=i Device List
= ™ 10.100.0.3:4000
'}‘ User Managemen
3 System

| Network Settings

8% Firewall

%% VPN

a. Filter

@ Antispam/Antivirug

. IDS/IPS

% Messaging
Server

*# |oad Balancer

& License

4 Ll 2

Period

B save
Schedule | Data Quota Time Quota

— = Hlicta Exteptions
Quota Monitoring

Destinatio... Destinatio... Quota Policies

ﬁ? Refresh

Lmc server address you are connected to is: 10.100.0.3

Labris TeknuluﬂJl
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13 Labris Management Console

Device File Edit View About

_® B =

=8l Device List
=9 10,100.0.2:4000
& user Managemeni
& System
! Network Settings
B Firewall
B WPN
i Filter
@ Antispamiantivirug
| ) IDS/IPS
% Messaging
Server
w Load Balancer
@ License

Lo 9||c

Add Quota 0bject

General Sattings

1

Mame :| ssh_exception

Type 2| L) Ferlod\c” MNon per\odlcl 3

v|5

F'eriod4

1 || Month

Deastination

[ Destination P : |

|¢ Destination Port: |22 |

7

Time Quota

10

Surfing Time : || Unlimited

- O X
Help
L
B save Quota
ime Quota Quota Policias
Quota Exceptions
Quota Monitoring
Schedule
+ Day of Week Range
Start Day: |[Monday -
End Day: |Friday -
v Time Range 9
Start Time : |08:00:00-
End Time : [17:00:00-3
Data Quota
1:!' Dowrload : [20000 M8 [ Uniimited |
12 upload: |20000 MB Unlimited |
13 14

4 4

[ y Refresh

| Lmc server address you are connected to is: 10.100.0.3

Labris Teknolaji

No | Name Description

1 Exception Name Name of the exception. This name will be used when attach
exception to a policy.

2 Periodic Usage will be zeroed at the end of period.

3 Non-periodic Usage will not be reset. Limits are final.

4 Peiod count Period count.

5 Period unit Possible values are: Day, Week, Month, Year

6 Destination IP/Net Destination IP Address or Network (CIDR) for this exceptiof

7 Destination Port Destination port for this exception (only one port).

8 Day of WeelRange Which days this exception will match.

9 Time Range Which hours this exception will match.

10 | Surfing time Set time limits for this exception.

11 | DownloadLimit Set download limit fothis exception

12 | Upload Limit Set upload limit for this exceipn.

13 | Add Complete exception creation.

14 | Cancel Cancel exception creation.
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Help

Device File Edit Wiew About
% Users | Groups | Identity Integration | WAUTH | fJuutz

& Quota E xception Object

= Device List 1 .

= 10.100.0.3: 4000 i2Add _7Edit ¥ Delete
# User Managemeni Rule No Name Type Period |Destinatio... Destinatio... Schedule Data Quota Time Quota Quota Policies
.% System 1 ssh_exce...| Periodic 1 month any 22 Mon-Fri, 0... DL: 20000...| Unlimited Quota Exceptions
. Network Settings Quota Manitaring
B Firewall
BE PN
A Filter
& Antispam/antivirus
. IDS/IPS
% Messaging

Server

w Load Balancer
B License

ﬁ) Refresh

Ll L] »
Labris Teknolo]iJ

| Lmc server address you are connected to is: 10.100.0.3
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Attaching a Quota Exception to a Quota Policy

Device File Edit Wiew About
% Users | Groups | Identity Integration | WAUTH | fJugis

B Quota Policy Object

= Device List . -

S 10.100.0.3:4000 {add JEdit ¥ Delete B save
—:_h User Managemeni Rule No MName Type Period Data Quota Time Quota Quota Policies
& Systam 1 5GE_Limit Periadic 1 month DL: 5120MB, UL ... Unlimited Quota Exceptions

- Network Settings Quata Monitoring

B Firewall

B VPN

a Filter

& Antispam/fAntivirus

. IDS/PS

% Messaging
Server

hd Load Balancer

B License

@ Refresh

4 [l »
Labris Teknoloji J

Lmc server address you are connected to is: 10.100.0.3

- 0O X

T Labris Management Console
Help

(CE]

Device File Edit View About

% L IE [EdiOuotaPoliay] x:

c
[0}

Quall _ General Settings

=@ Device List 3
= 10.100.0,3:4000 B | name - [ser T @ save
?é\ User Management e Quota Quota Policies
' SysFemk ’ | | Type: ® Perjodic Non periodic limited Quota Exceptions
E_,E; EetonI Settings Quota Monitoring
irewa
%VPN Period : |1 Manth A
a: Filter -
# Antispam/antivirus e HmE BESOEEES
| = IDSAPS
| B Messaging surfing Time : |+ Unlimited Download : 5120 MB uUnlimited
p SErVer
Load Balancer Upload : v| Unlimited
B+ License
Quata Exception
d # Remove 3 Move up & Move Down
Rule No Name

wPadd | Z cancel

T @ Refresh

4 3
| Lmc server address you are connected to is: 10.100.0.3 Labris Teknoloji

100 Labris Networks



Administration Guide for Labris UTM

i} Labris Management Console - Oox
Device File Edit View About Help
% g Us Edit Quota Policy x
- E:I Davice List Qual  _ General Settings 3
= E10100.0.3:4000 % Name: [scE_lmt . Bsave
?,g' User Managemeni ne Quota Quota Policies
= ilysttemk cett 1 Type: (® Periodic Non periodic alimited Quota Exceptions
E}._Flfe'::f:h ettings Quota Monitoring
= VPN Period: |1 Month
a Filter -
& Antispam/antivirus oz e Xl
| =
-~ IDS/IPS Please select the guota exceptions that you want to attach:
! . Surfing Time : : Unlimited
% g::;iarqmg 9 ssh_exception [
% Load Balancer || Unlimited
B+ License
Quota Exception | -
@ Attach Move Down
Cancel
| gP Add | | 3 cancel
| T ,@ Refresh
4 4
| Lmc server address you are connected to is: 10.100.0.3 Labris Teknoloji
i} Labris Management Console - Oox
Device File Edit View About Help
Ela L] [T EdiBoupL=P0)ioy) x|
=B Device List Quall _ General 5ettings m
5 x e P B save
= 10.100.0.3:4000 | Name: [sGBE_Limit L
?,:," User Managemeni e Quota Quota Policies
- ;ysttemk Setti |  Type: (® Periodic Non periodic plimited Quota Exceptions
E_,!,Fife:ca,lr\ ettings Quota Monitoring
B VPN Period: |1 Month
& Filter -
@ Antispam/antivirus T R Eo=tms
| = IDSAPS N ' !
| ') Messaging Surfing Time : |+ Unlimited Download : |5120 ME Unlimited
2 Server
Load Balancer Upload : v Unlimited
@ License
Quota Exception
@ Attach 2 Remove @ Move up @ Move Down
Rule No Name
1 ssh_exception
2 cancel
T @ Refresh
4 »

| Lmc server address you are connected to is: 10.100.0.3

Labris Teknolaji
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oy brisManagement=Console -0 ;”
Device File Edit View About Help
] i i Qiota
% g Users | Groups | Identity Integration | WAUTH | fuutz

Quota Policy Objzct
=@ Device List

= 10.100.0.3:4000 “2Add _7Edit # Delete
#h user Managemeni Rule No Name Type Period Data Quota Time Quota Quota Policies
; System 1 SGE_Limit Periodic 1 month DL S120ME, UL: ... Unlimited Quota Exceptions
- Network Settings Quota Monitoring
B Firewall
B PN
@ Filter
& Antispam/Antivirus
L iosirs
% Messaging
Server
hd Load Balancer
@ License

ﬁ Refresh
4 L »

Lmc server address you are connected to is: 10.100.0.3

Labris Teknoloji J
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Assigning a Quota Policy to User

After defining a policy (and exceptions), you need to assign uséhsstpolicy. This is possible in both
LMC and WAUTH.

- oxl
Device File Edit Wiew About Help '
% g Usz=rs| Groups | Identity Integration | WAUTH | Quota -
= B Device List Select All # Delete ||| 7 Edit | 4P Add 2, Filter
== 10.100.0.3:4000 User Name Name Surname Source Domain Global Note
'%‘ User Managemeni aliz ali labris uz
= I‘?.Iy?:'temk sett veliz veli labris u3
E_}; F\ferl:r:TI =thngs alil labris uz
kaanl kaan labris u3
= WPN
welil weli labris [T]
a. Filter
& Antispam/antivirus
= IDS/PS
% Messaging
Server
Load Balancer
@ License
- m » _/ Change Local Domain Name ﬁ Refresh
| Lmc server address you are connected to is: 10.100.0.3 Labris Tekna\cjiJ
T Labris Management Console - ox
Device File Edit View About Help
% g Us=rs Groups | Identity Integration  WAUTH Quota
=@ Device List Select All # Delete | | 7 Edit | | 42 Add 2 Filter
=9 10.100.0.2:4000 User Name Name Surname Source Domain Global Mote
'%‘ User Managemer aliz ali labris u3
= ilysttemk Setti weli2 weli labris u3
| Network Settings " .
B Firewall ¢ alil EiE: = s
LAV kaanl [SIEZEEE x uz
& Filter velil | gs
% ;ADH;FPPSSWA”“V”UE User Name |veli2
B ?:;E‘:rqi”g Name Surname |veli
w Load Balancer
&% License Passwaord
Password Again
Domain -
Global
Comment
+| Quota Policy |SGB_Limit -
P N _/ Change Local Domain Name @ Refresh
Lmc server address you are connected to is: 10.100.0.3 Labris Teknaoloji
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2 Yonetim Arabirimi % LOGVIEW @ VISIBILITY A O . admin-

Network Authentication System

Online Users Setting Rule: | pefaui =

S Usemame: ;ji1@u3

Password
Generate Password: 1
Send Password
Send with SMS.
Send wan Mail
GSM Number

Mall Anoress:

Real Name:

Expiation Dates ppe: 30000129

MAC Agdrass: Opsionan

Multipie Login Limit: | 4

Notes:

Assigning a Quota Policy to Group

Assignment to groups are only possible in LMC. When you assign a policy to group, all users not having a
guota policy before are associated with new ga@olicy. If a user is specifically assigned a quota policy
before, policy of this user will not be changed with group quota assignment.

=]

1, Labris Management Console -0 x
Device File Edit View About Help
% Users | fGirutps| Identity Integration | WAUTH | Quota
= B pevice st Select All # Delete | | 2 Edit || | 42 Add 2 Filter
== 10.100.0.3:4000 Group Name Source Domain
'%' ?setr Managemeni veliler labris u3
= System v aliler labris u3
) Network Settings
B Firewall
% VPN
& Filter
@ Antispam/Antivirus, Editagnonp) x
=) IDSAPS
54 Messaging Group Nams
2 Server
Load Balancer ERenpiiErEg) alller D - h | | Quota Policy |SGB_Limit - |
B License
Group Configuration
All Users and Groups Group Components
2 Filter 2, Filter
Name Type Source Damain Name Type Source Domain
aliz user labris uz alil user labris u3
veli2 user labris u3 > ali2 user labris u3
alil user labris uz
kaanl user labris uz
wvelil user labris u3
veliler group labris uz
aliler group labris u3 9

— T
/' Change Local Domain Name @ Refresh

4 4
| Lmc server address you are connected to is: 10.100.0.3 Labris Teknolaji
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L R L IR .
Monitoring Quota Usage
Usages of all users can be monitored in LMC. Additionally, a single user can see ovwin \\sagéH
Welcome screen. Monitoring in LMC is more detailed since you can examine by policy and see all
exception usages also. On the other hand, a user can only see only policy usage in welcome screen.
Exceptions and usages belong to them are not listed.

LMC
Double clicking on a usage shows exception usage.

.o Labris) Gonsole: o EI;‘
Device File Edit Wiew About Help
% L3 Users | Groups | Identity Integration | WAUTH | €ijgzs)
Bioores ot Qusts Menkoring
0 10.100.0.3:4000 : Filter Quota
# User Managemeni Username Policy Name period Time Quota (Used/Total) | Download (Usedrotah||  Upload (Used/Total) Quota Folicies
% System veli2@u3 5GE_Limit 1 morth o Minute  / Unlimited pME J s120m8_||oMe / Unlimited Quota Exceptions
~) Network Settings Juta Hortorng
B Firewall l—l
LAV
& Filter
& Antispam/Antivirus
~ IDSAFS
) Messaging
Server
“# [5ad Balancer
8 License

@ Refresh
4 I »

[ Lmc server address you are connected to is: 10.100.0.3 Labris Teknoloji |

[} Labris Management Console _lax
Device File Edit View About Help

% Users | Groups  Identity Integration = WAUTH | ciigtz)

S:] Quota Monitoring
= Device List ~
X uota

= 10,100.0.3:4000 2, Filter Q

#h User Managemeni Username Policy Name Period Time Quota (UsediTotal) Download (Used/Total) _Upload (UsedTotal) Quota Policies

-1 System [ veliz@u3 568 _Limit 1 month OMinute  / Unlimited OM3 / 5120MB  OMB 1 Unlimited [ | quots exceptions

=) Network Settings

uota Manitorin

BY Firewall Q g

Al

g Filter [MBRitornaJOUDT SIEXCEnTIDNE)

@) Antispam/antivirus e x

| L ID5/PS @ Quota Maritoring
| [
¥ Messaging Quota ... Period Time Q... Data Qu..,Destinati..|Destina... Schedule

Sel : : —
% | oad Balancer ssh_ex..| 1 month |0 minu... |DL: OMB...|  any 22 Mon-Fri...

&= License

ﬁ Refresh
4 3

|Lmc server address you are connected to is: 10.100.0.3 Labris Teknoloji
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~ox|
Device File Edit Wiew About Help
% | users | Groups | Identity Integration | WAUTH | tiidial |
Quota
=3 D List ~
lan Eeq:ne‘lr‘];n.amnn | 2 Filter Quota
: User Managemen Username Policy Name Period Time Quota (Used/Total) Download (Used/Total)  Upload (Used/Total) Quota Policies
o System veli2@u3 5GB_Limit 1 month 1 Minute  / Unlimited 214.521ME [ 5120MB  5.322MB  / Unlimited Quota Excaptions
S ) Network Settings Quota Monitoring
@R Firewall
A
- Filter
H @Antispammnt\wu&
2 IDs/Ps
i B Messaging
e ancer
LB License
@ Refresh
4 »
Lmc server address you are connected to is: 10.100.0.3 Labris Teknnlan
WAUTH Welcome Screen
L b | - L b ,
u'm -\ \ U U =i B -\
VAN . - ) AN . L \\
Sisteme erisiminiz kabul edildi. Tarayicinizin Sisteme erigiminiz kabul edildi. Tarayicinizin
adres gubugunu kullanarak gezintinize adres cubugunu kullanarak gezintinize
baglayabilirsiniz. baslayabilirsiniz.
Bu pencereyi kapatmayiniz Bu pencereyi kapatmayiniz
Kullanici Adi veli2 Kullanici Adi veli2
Ad Soyad veli Ad Soyad veli
Silinme tarihi Silinme Yok Silinme tarihi Silinme Yok
Indirme Kotasi 0 MB /5120 MB indirme Kotasi 214 MB/ 5120 MB
Gonderme Kotasi 0 MB/ Sinirsiz Gonderme Kotasi 5 MB/ Sinirsiz

Zaman Kotasi Kullanim Yok / Sinirsiz

Zaman Kotasi 1 dakika / Sinirsiz

Cikis

Sifre Degistir

Cikis

Sifre Degistir
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L R L IR .
System

System Talin the LMC provides us with different options lReICP , DNS , Date / Time
aSiidAy3da = [ 2yFAIdzZNAY 3T o6 O dzLIQderatsetimgdRF 6 S = |

All the above mentioned options can benfiguredunder SystemModule. Whenwe are connected to
System Modulébelow screen appears.

(L LabrisiManagemeniGonsole - ;’
Device File Edit Wiew About Help
< Users
" =
S:] Device List Login Name Comment
= evice Lis] : P P . yUsers
=] 4000 1 admin Administrator administration account
gllanagement
SrTletwork Settings
B Firewall DHCP
= VPN Cached DNS Server
6 Filter High &wvailability
@ Antispam/Antivirus
. IDSAPS
A Messaging
Server
w Load Balancer Diagnostic Tools
B License
Configuration Backup
Update
Automatic Update
Logs
Date/Time Settings
Console Access Settings
General Settings
Trusted Timestamping
Certificate Management
&8 reboot
(8] shutdown
G Add | | s Remove | | 5 Edit
1 1 »
w Lmc server address you are connected to is: fw Labris TeknD\OJIJ

Viewing Options in System

2 KSYy ¢S wAI3R& OGS ive @i liwing dptions.

1 | Connect It enables us to Connect to the System Module

2 | Disconnect| It enables us to Disconnect from System Module
3 | Properties | It helps us to view properties of System Module in
LMC
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19.System LMC Module

Lt bl Sl Dl LY E T T TN O S UH e

File Edit View Module Abdg

. '
e
ey
E T8.188 50,43 static ttnet.com.tr4(
Lser ka ment

ste
. Newo|[Connect |

B: Firewa Disconnect
"% VPN Properties
& Filter
@ AntispamiAntivirus
_1DsIPS
@E} Messaging

Server
w Load Balancer
B License

Bl @

Users
In System Moduleon the right pane you can findserstab in that click orJsers
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T T & - YR e
Adding User
Click orAdd Tab to add a New User 8ystemModule.

[Ehr s ENAOEMENEoNS0/e - OX

File Edit View Module About \ Help
€1 g Users
o | Users 4 |

e Login Name Comment
= erver

=9 75.188.50.48:4000
?,3'_\ UUser Management

admin Administrator administration account

deneme deneme wauth deneme wauth

= [System SystemUse...|Usert TestUser Services

~ NletworkSetllngs Testadmin |Testing For Demo

B Firewall DHCP

% VPN Cached DNS Server

@ Filter

@ AntispamiAntivirus

& IDSIPS System

5 Messaging
Server

hd Load Balancer

@ License

B wra=

[ 4 Remove | | [/ Edit

| Lmc server address you are connected to is: 78.188.50.48 Labris TeknolojiJ

|Username: |SystemUsert 1 I

x|

]

"F'asswnrd: lassssene _2 q
IRE—‘L‘!.I'DEZ CITTITTY 3

|Name: lusert 4 7 1

- |

| Comment | TestUser

— | Add || cancel

|

These are the inputs for adding\New User

1 | Username| Type the name of thdJsernameof the new User

2 | Password | Type thePasswordof the new User

3 | Retype ReType Passwordf the new User for
confirmation

4 | Name Type theNameof the new User

5| Comment | Typereasonfor the User creation (Optional)

Below screen appears stating tHaser added successfullglick OKto close the current tab
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EMMP x

@/ LUzer added successfully

oK

We can noticenew Useradded in the & SINZoRSystem Module

Users
Login Mame Comment
1 admin Administrator administration account
2 deneme deneme wauth deneme wauth
la SystemUser1 User TestUser |

Deleting User
Select User and click &demove Taltio delete an User.
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Users
Lagin Mame Comment
1 admin Administrator administration account
deneme deneme wauth deneme wauth
SystemUser ser TestlUser
4 SampleUser User test |

L Add | | 'L Remove| | [ Edit

When the below screen appears, clitisto remove User.

Hermove; X

@ Samplelser Do you really want to remaove user?

N

Yes Mo

Alert screenappears displaying User removed successfully; Glidlo clos the current tab.
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P X

@ SampleUser User removed successfully!

\DK

Change Password / Editindser

Select the user from the list and click Bdit

Users

Login Mame Comment
1 admin Administrator administration account
2 deneme deneme wauth deneme wauth
3 ‘SystemUsert Usert TestUser |

G Add | | S Remove || 527 Edit

Viewing options in Edit User

=

Module Displays all the Modules in LMC
Access level | Displays access level of each Module
3 | Set Password| This option h#ps to Set Password to the User

N

Select theModule and chooséAccess leveirom the drop down menu as shown below
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Lsername: |Systemlsert

Mame: U=ser

Comment: [TestUser

1 — |
. 2
™ Module Access Level j

II._ISETE read v .
system none :

iproute read 3
firewall write 1
vpn none

filter none

spam none

HE Y PRy ul
Set Passwaord ﬂ Save Clnsu

When we click orset Passworgdbelow screen appears

|Re—t].fpe password: esesssss|

\l et ”Canceﬁ

=

New Password | Type password of the User
2 | Retype Retype Password of t User for
Password confirmation

Click orSet Talto set New Password

Below screen appears stating that password is changed successfullpIQlicklose the
current tab.

Set Passwor x

@ Fassword changed successfully.

\DK
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Click orSave Talto save changes.

Edilise E’

Lsername: |SystemUsert

Mame: Useri

Comment.  |TestUser

Module Access Level
users read .
system read
iproute nane 3
firewall naonea 1
vpn none
filtar naonea
spam none

il LY

Set Password \ Save

[ Clnsu

When the below screen appears, clOk.
e |

@ Successfull
\ Ok,

Clickon Close Tab
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COL S E] ;[
Lsername: |SystemlUserd

Mame: zer

Comment: |TestUser

Module Access Level

sers read -
system read

iproute none i
firewall none

VEn nane

filter none

spam nane

e Y e

Set Passwaord Save Dlnsu
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20.DHCP
DHCPDHCPRstands forDynamic Host Configuration Protocol

DHCP server provides IP address and other related configuration information like subnet mask
and default gateway to the host systems within a LAN network. For every compuiiér i
provide unique IP to identify the system.

By our configuration setting® address will change certain period of time for the host systems

DHCP is useful in extremely larger networks where we want to centralize the IP management to
reduce human eors.

ISP (Internet Service Provider)

UsuallyL { tmplamentDHCRservers

DHCRs a server which assigns IPs automatically to the clients requested from a range of IPs.
IP leasing process

1. DHCP discoveiThe client machine when turned on, broadcasts tietwork id, broadcast id
and MAC address on Network for discoverdtgCFserver.

2. Offer. TheDHCRPserver listening to the request made by the client offers a pool of IP
addresses to the client machine.

3. Selection The client machine on receiving theol of IP address selects an IP and requests
the DHCRserver to offer that IP.

4. Acknowledgement TheDHCPsends a confirmation about the allotment of the IP assigned
to the client as an acknowledgement.

5. 1P leaself the client machine is not restadeor 8 days, exactly after 4days the client
machine requests th®HCPserver to extend the IP lease duration, on listening to this the
DHCRserver adds 8 more days for existing 4 days which is 12 days

If the client machine is restarted again tbé{CHeas process takes place and again the client
gets an IP for 8 days.

SelectSystemoption from the Labris Management console
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Labns Kanaaemeniltonsole.

File Edit View Module About

" =2 =

=84 Server
= 78.188.50.48:4000
User Management

~. Metwork Settings

B Firewall
= vPN
a Filter
@ Antispamiantivirus
) IDsiIPS
@Iﬁ Messaging
Server
hd Load Balancer
@ License

= el Server
=M 75 188.50.48:4000
#h User Management

a
Slcomnect |
- r\m ——® Select connect

EE.F Disconnect
¥ V| Properties

@ Filter

@ AntispamiAntivirus
L IDEIPS

'EE] Messaging

S onanr

Right click on the System tab and clickGQonnectto get connected

SelectDHCPoption under services.

= gn Server Loy IRELIE UTTITTTETTL
=M 73.188.50.48:4000 admin Administrator administration account Users

.‘:’i\ User Management deneme deneme wauth deneme wauth

W=

& System SystemUserd User1 TestUser
. Network Settings " "
Testadmin Testin For Demo
é{{l}. Firewall g |y |LDHCP
f ﬁ::"{:r Select DHCP | L— Cached DNS Server

@ Antispamidntiving

SelectServertab to view the DHCP server details likame , Subnet , Router , Type and

Status.
“ SErver: I_Leases List | DHCP Relay | Global Settings _
Server
Select All 2 Delete || 7 Edit || £ Add 2 Filter Users
Mame SubnetNetmask Router Type Status
[] WAUTH_DHCP 10.1.0.0/255.255.255.0 10.1.0.1 Dynamic |Active Services
] labtest 192.168.20.0/255.255.255.0  |192.168.20.1 Dynamic |Active Siicp
Cached DNS Server
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Click onAddto Add the New DHCP Server details.

s anageEmentiEonsole;
File Edit View Module About
% g ZzrJzr | Leases List | DHCP Relay | Global Settings
Server
=[] Server -
E— [ 78.188.50.48:4000 Select All # Delete || 7 Edit “
%‘ User Management Mame SubnetNetmask Router
- A EB;SI'::(:?K Settings WAUTH_DHCP 10.1.0.0/255.255.255.0 10.1.01
E}; Firewall labtest 192 168.20.0/255.255.255.0 192168.201
B VPN
f Filter
@ AntispamdAntivirus
. IDSIPS
@ﬁ Messaging
Server
b Load Balancer
B License

Make DHCPscopeActive by enabling theActive checkbox. Select thigype of the scope from
the options mentioned here. In thicreen we selecteBynamicoption. Also Enable Use
AYGSNFI O0SQa&a Lt FRRNBaa a NRdziSN) OKSO|l o62E®

1 | Scope Name | Type Scope name
2 | Interface Select Interface from drop down menu
3 | IP Range Mention Scope

Click orAdd Tabto add an IP Range

ings
Active Type Static Ipsec

| Scope Name * [TestScope |
[ Interface * [tun0 - 10.8.3.1
IP Address * Use interface’s IP address as subnet

Netmask* |/24 (255.255.255.0)

[le Range * [10.83.10 “Tio&3z0 || 4P Add |
[1o.zz10-10.5.3.50 ]| 7 Edit
% Delete

Router * * Use interface’s IP address as router
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Continuation b the above screen, choosease Tim&Maximum Leasdime from the scope
and typeDomain Name Click orSaveTab.

| Lease Time* [1440 | 5-144000 Minutes (100 Days)

[Maximum Lease Time * 2320 | 5-144000 Minutes (100 Days)

Domain Mame |icak.com |

OMs* lze routers IP address as DMNS

Primary DMNS
Secondary DS

<5 Advanced Settings B save

Saving changes is in progress.

Below screen appears stating th@hanges are saved and appliedickOkto close the current
tab.

mm—x

@/ Changes are saved and applied.

N

We can notice from the list that the Server is added
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Zizruzr  Leases List | DHCP Relay | Global Settings
Server
Select All # Delete || 7 Edit || ¢ Add Filtar
Mame SubnetMetmask Router Type Status
WALTH_DHCP 10.1.0.0/255.255.255.0 10.1.01 Dynamic |Active
labtest 192.168.20.0/255 2556 255.0 192.168.201 Dynamic |Active
|' | TestScope 10.8.3.0/255 285 255 0 10.8.3.1 Dynamic Active

If we want toEditthe IP RangeSelect IP Range and clickExfit Tabmodify the contents and
ClickOkto apply changes

Add Dhcp Scope

Settings .

~ | Active Type ® Dynamic Static Ipsec

Scope Mame * | TestScope

Interface * |tun0-10.8.3.1 -

IP Address * «'| Use interface’s IP address as subnet

Metmask* |/24 (255.255.255.0) -

lp Range = |10.8.3.10 - [10.8.3.30 4 add
|10.8.3.10-10.8.3.80 | I _7 Edit I

Edit: w0 2 Delete

@; |10.2.2.10 H1o.2.3.22] |

H Cancel

Router** |« Use interface's IP address as router

Select theServerfrom the list and click okdit Tab.

sizryer | Leases List | DHCP Relay | Global Settings
Server kﬁ!"
Select All # Delete g Add 2, Filter
Mame SubnetMetmask Raouter Type Status
WALTH_DHCP 10.1.0.0/255.255.255.0 10.1.0.1 Dynamic  |Active
labtast 192.168.20.0/255.255.255.0 192.168.20.1 Dynamic  |Active
I[\/' TestZcope 110.8.3.0/255.255 255.0 10831 Dynamic  Active I'
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We can EdiScope Name hterface and IP Ranga Edit DHCP Scopdét the same timave

can everAdd, Edit, Delete IP Ranffem the same talSelect IP Range and clickDeleteto
delete the entire range

EditDhcp Scope.

Settings .

V| Active Type ® Dynamic Static Ipsec

Scope Mame *  |TestScope

Interface * tun0-10.8.2.1 -

IP Address * |« Useinterface’s IP address as subnet

Metmask* |/24 (255.255.255.0) -
Ip Range * [10.8.3.10 - [10.8.3.80 52 Add
l0.2.3.10-10.8.3.80 || .7 Edit

Router** |« Useinterface’s IP address as router

Adding IP Reservation to DHCP scope
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Edit Dhcp Scope x
Settings - IP Reservations
Select All & Delete | 7 Edit 2, Filter
V| Active Type ® Dynamic Static Ipsec
Mac Address IP Address &« Hostname Status
09:2c:a3:4d:13:a9 192.168.20.111 Testhost Active
Scope Name * |iabtest 08:00:27:97:0e:4b 192.168.20.117 labtest_1 Active
débe:d058:d9.a5 192.168.20.118 lablest_2 Active
Interface * |eth2-192.168.20.1 A
IP Address * || Use interface’s IP address as subnet
Netmask * |124 (255.255.255.0) dd| X
- 1
2) 3 5
IpRange * ~ mc!\ddress |4d:Be:3c12:c3:a0 | (0C0000001000)
3 |[IPAddress [132.168.20.111 ]
182 168.20.110-182 168 20120 T
[Hostname Tioaknost | ﬂ
Cancel
Router** || Use interface’s IP address as router
B save
-
Close
These are the inputs for adding IPsRevation
Active We can enable or disable this option

1

2 Mac Address Give Mac Address of the Host

3 IP Address Give the IP Address within the scope of DHCP sery

4 Hostname Type the name of the Host
Cl

ick onOk

In the below screen we can notitlé Reservationadded to the DHCP Server

EditONcH Scope. m
SelectAll [ | | 3 Delete | 2 Edit | & Add 2, Filter
v Active Type & Dynamic Static Ipsec
Mac Address IP Address & Hostname Stalus
09:2c:a3:4d:13:39 192.168.20.111 Testhost Active
Scops Name* [labtest .4d'6c 3c12:c3:a0 .192158 20112 ‘\ﬂakhﬂsl ‘Actwe I:‘
08:00:27:97:0e:4b 192.168.20.117 labtest_1 Active
ieieiacs g oth2 - 192.168.20.1 hd G40e.09:58.09:a5 192.168.20.118 Iabtest_2 Active
IP Address * || Use interface’s IP address as subnet
Netmask™ /24 (255.255.255.0) v
Ip Range * - 9 Add
192.168.20.110-192.188.20.120 ./ Edit
#% Delete
Router™* v Use interface’s IP address as router
B save
-
Close N

Editing IP Reservation
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Select IP and click dfdit tab

We can edit all the fields in the Edit tab and cfiik

Edit Dhcp Scope b4
Settings - IP Reservations
Select All # Delete o Add 2 Filter
| Active Type ® Dynamic Static Ipsec -
Mac Address IP Address Hostname Status
09:2c:a3:4d:13:a9 192.168.20.111 Testhost Active
Scope Name * [fsotest ' 4d:6c:3c12:c3:a0 192.168.20.112 loakhost Active I!
= |08:00:27:97:0e:4b 1192.168.20.117 llabtest_1 |Active |
IEcE g 2 - 192 168.20.1 hd d4:0e-d0-58:00:a5 192.168.20.118 labtest 2 Active
IP Address * |+ Use interface’s IP address as subnet
MNetmask* /24 (255.255.265.0) X
o
I Range * ~ |MacAddress |4g:6c3c12:c3:80 I()a:}o(:}oc:o(::ocm
[IPAddress Trsz168.20.112 |
192.188.20.110-182.188.20.120 -
|Hostname [ioakhost |
Cancel
Router**  |v| Use interface’s IP address as router
Bl save
e
Close
Select the IP and click @elete tab,ClickOkto delete.
Edit Dhcp Scope X
Settings a IF Reservations
Select All 7 Edit | 4 Add 2, Filter
| Active Type @) Dynamic Static Ipsec £
Wac Address IP Address & Hostname Status
v/ 09:2c:a3.4d:13:a9 1192.168.20.111 Testhost Active |
Scope Name * [iabtest 4d:6c:3c12:c3:a0 192.168.20.112 loakhost Active
08:00:27:97:0e:db 192.168.20.117 labtest_1 Active
SRR cth12 - 192163201 h d4:be-d9:58:d9°:a5 192 168.20.118 \abtest_2 Active
IP Address * || Use interface’s IP address as subnet
Metmask* |/24 (255.255.255.0) hd
x
Ip Range * = @ Selected records will be deleted. Are you sure ?
192.188.20.110-192.168.20.120 ]
#% Delete
Router®* |v| Use interface’s IP address as router
Bl save
-
Close
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Below screen appearstating that selected records have been deleted. @icto close the
current tab.

0 Selected records have been deleted

oK |

Select theServerfrom the list and click obelete Takio delete theDHCP Server.

Deleting process is in progress.

When the below screen appears, clOk.
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