
 

 

 
 
 

Administration Guide for Labris UTM 
Unified Threat Management Appliances and Software 
Version 3.4.1 

 
 
http://labrisnetworks.com/support-training/ 

Tel: +90 850 455 4555 
 
 

 
 
 
 

 
 
 
 
  

http://labrisnetworks.com/support-training/


 
 

1 Labris  Networks 

Administration Guide for Labris UTM  

Version 3.4.1 

1. Copyright 

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, 

or transmitted in any form or by any means, electronic, mechanical, photocopying, recording, 

or otherwise, without the prior permission in writing of the author/publisher. 

 

2. Disclaimer 

Neither the author nor the publisher makes any representation or warranty of any kind with 

regard to the information contained in the book. No liability shall be accepted for any actions 

caused, or alleged to have been caused, directly or indirectly from using the information 

contained in this book.  

ϭ /ƻǇȅǊƛƎƘǘ нлмо-2014. All rights reserved.  

 

3. Document Revision History 

# Document modified by Description Authorized by 

1    
2    
3    
4    

 

  



 
 

2 Labris  Networks 

Administration Guide for Labris UTM  

Version 3.4.1 

Table of Contents 
1. Copyright ........................................................................................................................................... 1 

2. Disclaimer .......................................................................................................................................... 1 

3. Document Revision History ............................................................................................................... 1 

Table of Contents .......................................................................................................................................... 2 

4. About Labris Networks Inc. ............................................................................................................. 13 

5. About LABRIS UTM .......................................................................................................................... 14 

6. How to Purchase LABRIS UTM ? ..................................................................................................... 14 

7. LABRIS UTM Appliance deployment Architecture .......................................................................... 15 

8. Connecting Appliance ..................................................................................................................... 15 

9. Accessing the Web Admin Console ................................................................................................. 16 

10. LRMS into the LABRIS UTM Appliance ........................................................................................ 16 

Wizard Installation ...................................................................................................................................... 21 

11. How to use Wizard Installation? ................................................................................................. 22 

12. Hostname and Gateway Mode Configuration ............................................................................ 23 

A - Gateway Mode Network Configuration ........................................................................................ 25 

B - DNS Configuration ......................................................................................................................... 27 

C - DHCP Configuration ....................................................................................................................... 28 

13. Hostname and Bridge Mode Configuration ................................................................................ 29 

A - Bridge Mode Network Configuration ............................................................................................ 29 

Accessing LABRIS UTM through LMC .......................................................................................................... 31 

LMC Interface .............................................................................................................................................. 32 

Menu ........................................................................................................................................................... 33 

File Menu ............................................................................................................................................ 34 

Edit Menu ............................................................................................................................................ 36 

View Menu .......................................................................................................................................... 39 

Device Menu ....................................................................................................................................... 40 

Add Modules from Server Menu ........................................................................................................ 40 

User Management ...................................................................................................................................... 42 

14. Users ........................................................................................................................................... 42 

Adding User ......................................................................................................................................... 42 

Deleting User....................................................................................................................................... 45 

Changing password / Editing User ...................................................................................................... 46 

15. Groups ......................................................................................................................................... 48 



 
 

3 Labris  Networks 

Administration Guide for Labris UTM  

Version 3.4.1 

Adding Group ...................................................................................................................................... 48 

Deleting Group .................................................................................................................................... 51 

Editing Group ...................................................................................................................................... 52 

16. Identity Integration ..................................................................................................................... 54 

Adding Identity .................................................................................................................................... 54 

Editing Identity .................................................................................................................................... 56 

Deleting Identity ................................................................................................................................. 57 

Advanced Options for Identity Integration ......................................................................................... 58 

17. Other Options in User Management .......................................................................................... 58 

WAUTH ........................................................................................................................................................ 60 

Creating WAUTH Configuration for the First Time ............................................................................. 60 

Configuring WAUTH policy .................................................................................................................. 63 

Deleting WAUTH policy ....................................................................................................................... 64 

Editing WAUTH Policy ......................................................................................................................... 65 

Adding WAUTH Authentication and User ........................................................................................... 66 

General WAUTH Settings .................................................................................................................... 68 

Settings of Hotel Authentication......................................................................................................... 74 

Settings of SMS Authentication .......................................................................................................... 75 

Active Directory Authentication ......................................................................................................... 77 

User Interface Customization ............................................................................................................. 78 

Turkish Citizen ID Number Authentication ......................................................................................... 80 

Passport Number Authentication ....................................................................................................... 81 

Access Control List .............................................................................................................................. 82 

Creating WAUTH User ......................................................................................................................... 83 

Online Users ........................................................................................................................................ 84 

All Users (User editing) ....................................................................................................................... 85 

WAUTH Captive Portal ........................................................................................................................ 86 

18. Quota .......................................................................................................................................... 94 

Terminology ........................................................................................................................................ 94 

Creating a Simple Quota Policy with Single Quota Exception ............................................................ 95 

Assigning a Quota Policy to User ...................................................................................................... 103 

Assigning a Quota Policy to Group .................................................................................................... 104 

Monitoring Quota Usage .................................................................................................................. 105 

System ....................................................................................................................................................... 107 



 
 

4 Labris  Networks 

Administration Guide for Labris UTM  

Version 3.4.1 

19. System LMC Module ................................................................................................................. 108 

Users ................................................................................................................................................. 108 

Adding User ....................................................................................................................................... 109 

Deleting User..................................................................................................................................... 110 

Change Password / Editing User ....................................................................................................... 112 

20. DHCP ......................................................................................................................................... 116 

21. DNS ............................................................................................................................................ 132 

22. HA - High Availability Appliance Deployment Architecture ...................................................... 137 

23. Configuration Backup / Restore ................................................................................................ 150 

24. Update....................................................................................................................................... 158 

25. Automatic Update ..................................................................................................................... 159 

26. Record ....................................................................................................................................... 160 

27. Date / Time Settings .................................................................................................................. 161 

28. Console Access Settings ............................................................................................................ 161 

29. General Settings ........................................................................................................................ 165 

30. Trusted Time Stamp .................................................................................................................. 166 

31. Restart ....................................................................................................................................... 167 

32. Shutdown .................................................................................................................................. 167 

Network Settings ....................................................................................................................................... 168 

33. IP Configuration ........................................................................................................................ 168 

IP Alias (Add, Edit, Delete, Status, Enable/disable) ........................................................................... 168 

ADSL (Add, Edit, Delete, Status, Enable/Disable).............................................................................. 175 

Bridge(Add ,Edit, Delete, Status , Enable/disable) ............................................................................ 180 

3G (Add, Edit, Delete, Status, Enable/disable) .................................................................................. 182 

Vlan (Add , Edit, Delete, Status , Enable/disable) ............................................................................. 186 

34. Routes ....................................................................................................................................... 190 

Default Gateway ............................................................................................................................... 190 

Static Route ....................................................................................................................................... 190 

Add (Static Route) ............................................................................................................................. 191 

Delete (Static Route) ......................................................................................................................... 192 

35. Load Balance ............................................................................................................................. 193 

Add Link Screen ................................................................................................................................. 194 

Add Link Group Screen ...................................................................................................................... 195 

Add Policy Based Route Screen ......................................................................................................... 195 



 
 

5 Labris  Networks 

Administration Guide for Labris UTM  

Version 3.4.1 

Policy Based Route Right Click .......................................................................................................... 196 

Firewall ...................................................................................................................................................... 197 

36. Make a new firewall object ....................................................................................................... 197 

37. Objects ...................................................................................................................................... 202 

Network Objects ............................................................................................................................... 203 

Hosts ................................................................................................................................................. 204 

Networks ........................................................................................................................................... 207 

Address Ranges ................................................................................................................................. 210 

Object Groups ................................................................................................................................... 212 

Users ................................................................................................................................................. 215 

38. Services ..................................................................................................................................... 217 

ICMP .................................................................................................................................................. 218 

IP ....................................................................................................................................................... 220 

TCP .................................................................................................................................................... 223 

UDP ................................................................................................................................................... 226 

Service Groups .................................................................................................................................. 228 

39. DoS/DDoS .................................................................................................................................. 230 

General .............................................................................................................................................. 232 

SYN Flood .......................................................................................................................................... 232 

UDP Flood ......................................................................................................................................... 233 

CONN Flood ....................................................................................................................................... 233 

ICMP Flood ........................................................................................................................................ 234 

ICMPv6 Flood .................................................................................................................................... 234 

Notes ................................................................................................................................................. 235 

40. QoS/Bandwidth ......................................................................................................................... 236 

General .............................................................................................................................................. 237 

Notes ................................................................................................................................................. 238 

41. Schedule .................................................................................................................................... 239 

Standard ............................................................................................................................................ 239 

42. User Defined ............................................................................................................................. 241 

General .............................................................................................................................................. 241 

Start ................................................................................................................................................... 241 

Stop ................................................................................................................................................... 242 

Notes ................................................................................................................................................. 243 



 
 

6 Labris  Networks 

Administration Guide for Labris UTM  

Version 3.4.1 

43. Application Control ................................................................................................................... 244 

User Defined ..................................................................................................................................... 245 

44. Labris Firewall Management ..................................................................................................... 247 

Install, Save (create a new policy object for first setup), Install Policy ............................................. 247 

Add Next Generation Firewall ........................................................................................................... 249 

Firewall Properties ............................................................................................................................ 250 

Global Policy table............................................................................................................................. 254 

NAT (Network Address Translate) Policy table ................................................................................. 258 

Interfaces .......................................................................................................................................... 260 

Firewall Application........................................................................................................................... 263 

SSH Inspection ................................................................................................................................... 263 

Network Address Translate (NAT) .................................................................................................... 264 

What is NAT? ..................................................................................................................................... 264 

Why is it made? ................................................................................................................................. 265 

NAT Types ......................................................................................................................................... 265 

SNAT .................................................................................................................................................. 265 

DNAT ................................................................................................................................................. 265 

PAT .................................................................................................................................................... 265 

Port Forwarding/Port Mapping......................................................................................................... 265 

Reverse Proxy engine ................................................................................................................................ 266 

45. Sample configuration ................................................................................................................ 267 

VPN............................................................................................................................................................ 268 

IPSEC VPN Configuration ........................................................................................................................... 269 

46. Profile Administration ............................................................................................................... 269 

47. Add Profile................................................................................................................................. 269 

48. Identity Confirmation RSA ........................................................................................................ 271 

49. Add Local Networks (Manuel) ................................................................................................... 271 

50. Add Remote Networks .............................................................................................................. 272 

51. Policy ......................................................................................................................................... 273 

52. Add Policy .................................................................................................................................. 273 

53. Add PHASE-1 ............................................................................................................................. 273 

54. Add PHASE-2 ............................................................................................................................. 274 

55. Add Global Policy ...................................................................................................................... 276 

56. Add NAT policy .......................................................................................................................... 276 



 
 

7 Labris  Networks 

Administration Guide for Labris UTM  

Version 3.4.1 

57. Delete Profile ............................................................................................................................ 276 

58. Connection Tracking ................................................................................................................. 277 

SSL VPN Configuration using CLI. .............................................................................................................. 277 

59. Create a new global policy ........................................................................................................ 278 

60. Create a new NAT Policy ........................................................................................................... 279 

61. Add a user on policy. ................................................................................................................. 279 

62. SSL VPN CLIENT - User Administration ...................................................................................... 280 

SSLVPN Client .................................................................................................................................... 280 

Add .................................................................................................................................................... 281 

Edit .................................................................................................................................................... 282 

Delete ................................................................................................................................................ 283 

Settings .............................................................................................................................................. 284 

L2TP ................................................................................................................................................... 285 

Add .................................................................................................................................................... 286 

Edit .................................................................................................................................................... 287 

Delete ................................................................................................................................................ 288 

63. Service Management ................................................................................................................ 289 

FILTER ........................................................................................................................................................ 290 

64. Filter Groups ............................................................................................................................. 291 

Add/Edit Filter Group ........................................................................................................................ 292 

Delete Filter Group ........................................................................................................................... 294 

Time limit .......................................................................................................................................... 295 

Add Time ........................................................................................................................................... 295 

Delete Time ....................................................................................................................................... 297 

Add Users .......................................................................................................................................... 298 

Add Groups ....................................................................................................................................... 299 

Add IP/ IP Range ................................................................................................................................ 300 

Delete ................................................................................................................................................ 302 

65. Banned Filters ........................................................................................................................... 303 

66. Domain/ Category Filtering ....................................................................................................... 304 

Add .................................................................................................................................................... 304 

Add More .......................................................................................................................................... 305 

Delete ................................................................................................................................................ 307 

67. URL/Category Filtering .............................................................................................................. 307 



 
 

8 Labris  Networks 

Administration Guide for Labris UTM  

Version 3.4.1 

Add .................................................................................................................................................... 308 

Add More .......................................................................................................................................... 309 

Delete ................................................................................................................................................ 310 

68. Regex URL Filtering ................................................................................................................... 311 

Add .................................................................................................................................................... 311 

Add More .......................................................................................................................................... 313 

Delete ................................................................................................................................................ 314 

69. Phrases ...................................................................................................................................... 315 

Add .................................................................................................................................................... 315 

Delete ................................................................................................................................................ 317 

70. Content Change ........................................................................................................................ 317 

Add .................................................................................................................................................... 318 

Delete ................................................................................................................................................ 320 

71. Extension Filter ......................................................................................................................... 321 

Add .................................................................................................................................................... 321 

Delete ................................................................................................................................................ 322 

72. Application Types Filter (MIME) ............................................................................................... 324 

Add .................................................................................................................................................... 324 

Add More .......................................................................................................................................... 325 

Delete ................................................................................................................................................ 327 

73. Exception Filters ........................................................................................................................ 328 

74. Domain ...................................................................................................................................... 329 

Add .................................................................................................................................................... 329 

Add Multiple ..................................................................................................................................... 330 

Delete ................................................................................................................................................ 331 

75. URL ............................................................................................................................................ 332 

Add .................................................................................................................................................... 332 

Delete ................................................................................................................................................ 333 

76. Phrases ...................................................................................................................................... 335 

Add .................................................................................................................................................... 335 

Delete ................................................................................................................................................ 336 

77. Grey Site .................................................................................................................................... 336 

Add .................................................................................................................................................... 337 

Add Multiple ..................................................................................................................................... 338 



 
 

9 Labris  Networks 

Administration Guide for Labris UTM  

Version 3.4.1 

Delete ................................................................................................................................................ 339 

78. Grey URL ................................................................................................................................... 340 

Add .................................................................................................................................................... 340 

Add More .......................................................................................................................................... 341 

Delete ................................................................................................................................................ 342 

79. Settings ...................................................................................................................................... 343 

Reporting Options ............................................................................................................................. 343 

Authentication .................................................................................................................................. 344 

Join Active Directory Domain ............................................................................................................ 344 

Leave Active Directory Domain ......................................................................................................... 346 

80. HTTPS Filtering .......................................................................................................................... 347 

Introduction and Preliminary Information........................................................................................ 347 

Configuration .................................................................................................................................... 348 

Certificate Import (Desktop) ............................................................................................................. 352 

Certificate Import (Mobile) ............................................................................................................... 367 

Deploy Certificate Using Active Directory Group Policy ................................................................... 374 

Customizing Root CA Details ............................................................................................................. 379 

Firewall Configuration ....................................................................................................................... 380 

NTLM Authentication AD Configuration ................................................................................................... 381 

81. General View ............................................................................................................................. 381 

82. Prerequisite ............................................................................................................................... 381 

83. Scenario ..................................................................................................................................... 381 

84. Configuration ............................................................................................................................ 381 

85. Logging Options ........................................................................................................................ 390 

Network Settings ............................................................................................................................... 390 

Weighted Phrase Settings ................................................................................................................. 391 

Cache Settings ................................................................................................................................... 391 

Fork Pool Settings ............................................................................................................................. 391 

86. Log Monitoring .......................................................................................................................... 392 

87. Show .......................................................................................................................................... 393 

Filter .................................................................................................................................................. 393 

Start ................................................................................................................................................... 393 

Clear .................................................................................................................................................. 394 

ANTISPAM/ANTIVIRUS .............................................................................................................................. 395 



 
 

10 Labris  Networks 

Administration Guide for Labris UTM  

Version 3.4.1 

88. Spam Mail Box........................................................................................................................... 395 

Search Criterions ............................................................................................................................... 395 

Virus Mail Box ................................................................................................................................... 396 

Search Criterions ............................................................................................................................... 396 

89. Antispam-Antivirus Options ...................................................................................................... 397 

Domain Control ................................................................................................................................. 397 

Settings .............................................................................................................................................. 400 

90. Antispam Options ..................................................................................................................... 401 

Check Options ................................................................................................................................... 401 

Report Options .................................................................................................................................. 405 

91. Whitelist Blacklist ...................................................................................................................... 405 

Enable White List .............................................................................................................................. 405 

Enable black List ................................................................................................................................ 408 

92. Antivirus Options ...................................................................................................................... 411 

Antivirus Options .............................................................................................................................. 411 

Report Options .................................................................................................................................. 415 

IDS/IPS ....................................................................................................................................................... 416 

93. Sensor Settings .......................................................................................................................... 416 

Intrusion Detection System............................................................................................................... 416 

94. Settings ...................................................................................................................................... 417 

Network Settings ............................................................................................................................... 417 

Interface ............................................................................................................................................ 422 

Rule sets ............................................................................................................................................ 425 

95. Alert Settings ............................................................................................................................. 433 

Mail Alert Settings ............................................................................................................................. 433 

Report Mails ...................................................................................................................................... 434 

Alerts ................................................................................................................................................. 434 

MESSAGING............................................................................................................................................... 435 

96. Domains .................................................................................................................................... 435 

Domain .............................................................................................................................................. 435 

All Users ............................................................................................................................................ 438 

Aliases ............................................................................................................................................... 443 

Groups ............................................................................................................................................... 446 

97. Services ..................................................................................................................................... 448 



 
 

11 Labris  Networks 

Administration Guide for Labris UTM  

Version 3.4.1 

98. Configuration ............................................................................................................................ 450 

Load Balancer ............................................................................................................................................ 452 

99. Configuration ............................................................................................................................ 453 

Externally Advertised Services .......................................................................................................... 453 

Internal Servers for Selected External Service .................................................................................. 457 

Internal Address ................................................................................................................................ 457 

Service ............................................................................................................................................... 458 

100. Global ........................................................................................................................................ 459 

Global Settings .................................................................................................................................. 459 

101. Monitor ..................................................................................................................................... 460 

Service Monitor ................................................................................................................................. 460 

License....................................................................................................................................................... 461 

New License ...................................................................................................................................... 461 

Install License .................................................................................................................................... 463 

102. Glossary ..................................................................................................................................... 463 

103. Labris Firewall Messages ........................................................................................................... 464 

1. Labris Logview User Guide .................................................................................................................... 469 

1. Introduction ...................................................................................................................................... 469 

2. Parts & Tools ..................................................................................................................................... 470 

3. Instructions ....................................................................................................................................... 474 

4. Records Table .................................................................................................................................... 474 

4.1. Real-time Monitoring ................................................................................................................. 476 

5. Utilities .............................................................................................................................................. 479 

5.1. Settings ....................................................................................................................................... 479 

5.2. Save Screen ................................................................................................................................ 480 

5.3. Load Screen ................................................................................................................................ 480 

5.4. SMTP Settings ............................................................................................................................ 481 

6. Regional Settings ............................................................................................................................... 482 

7. Service Monitoring ............................................................................................................................ 483 

8. Layout Options .................................................................................................................................. 484 

8.1. Single Widget View .................................................................................................................... 484 

8.2. Column View .............................................................................................................................. 485 

8.3. List View ..................................................................................................................................... 485 

8.4. Grid View .................................................................................................................................... 485 



 
 

12 Labris  Networks 

Administration Guide for Labris UTM  

Version 3.4.1 

9. Reports .............................................................................................................................................. 486 

9.1. Create Template ......................................................................................................................... 487 

 

 

 

 

 

 

  



 
 

13 Labris  Networks 

Administration Guide for Labris UTM  

Version 3.4.1 

4. About Labris Networks Inc. 

Since 2002, Labris Networks Inc. has been an R&D focused and rapidly-growing provider of 

network security solutions through its globally-proven products. Labris ensures ultimate network 

security through its extensive product line including Firewall/VPN, Web Security, E-Mail Security, 

Lawful Interception and Availability Protection solutions on LABRIS UTM, Labris LOG and Harpp 

DDoS Mitigator appliances. Next-generation solutions are developed to detect, identify all kinds 

of real-time threats, applications providing a smart shield against intrusions, viruses, spam, 

malware and availability attacks. 

Labris products protect networks of all sizes with a variety of topologies and deployment 

scenarios. Through Labris FLEX firmware options, the customers have privileges to get the 

security software they need as well as extra modules such as Wireless Guest Authentication, 

Detailed Internet Reporting, Lawful Interception and Logging. Having a customer-focused, 

future-oriented and flexible approach, Labris also offers its state-of-the-art security software as 

a Cloud Service. 

Having operations in a rapidly growing global network of more than 20 countries, Labris products 

protect enterprises, brands, government entities, service providers and mission-critical 

infrastructures. 

Labris with its worldwide partners is committed to the highest levels of customer satisfaction 

and loyalty, providing the best after-sales support by the multilingual Global Support Center. 

Being one of the Common Criteria EAL4+ certified security gateway brands in the world and 

rapidly growing global player, Labris provides its customers the top-level security with optimum 

cost. Labris, headquartered in Ankara, Turkey, has offices serving Europe, Middle East, North 

Africa, Caucasus and Southeast Asia. 
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5. About LABRIS UTM 

Labris UTM is an Identity-based UTM Appliance. Labris UTMΩǎ ǎƻƭǳǘƛƻƴ ƛǎ ǇǳǊǇƻǎŜ-built to meet 

the security needs of corporates, government organizations, and educational institutions. Labris 

¦¢aΩǎ ǇŜǊŦŜŎǘ ōƭŜƴŘ ƻŦ ōŜǎǘ-of-breed solutions includes Identity based Firewall, Content filtering, 

Anti Virus, Anti Spam, Intrusion Detection and Prevention (IDP), and VPN. 

Labris UTM provides increased LAN security by providing separate port for connecting to the 

publicly accessible servers like Web server, Mail server, FTP server etc. hosted in DMZ which are 

visible to the external world and still have firewall protection. It also provides assistance in 

improving bandwidth management, increasing employee productivity and reducing legal liability 

associated with undesirable Internet content access. 

Labris UTM is available for Small Enterprises , Medium Enterprises as well as Large Enterprises 

Labris UTM Web Security provides further control to block inappropriate and illegal web sites as 

well as instant messaging and peer-to-peer applications while Labris UTM Application 

Intelligence and Control broadens control over inefficient web applications such as social media 

platforms (Facebook, twitter, etc.), online trading, IM/chat, peer-to-peer sharing and streaming 

video sites. Labris Email Security completes the offering with effective protection against spam 

and phishing attacks so employees only read legitimate emails and are not exposed to fake 

emails. [ŀōǊƛǎ ¦¢aΩǎ ƛƴǘŜƭƭƛƎŜƴǘ ǎƻƭǳǘƛƻƴǎ ǎƛƳǇƭƛŦȅ ǘƘŜ ŎŜƴǘǊŀƭƛȊŜŘ ƳŀƴŀƎŜƳŜƴǘ ƻŦ ƭƻŎŀƭ ŀƴŘ 

remote network services while protecting your precious information and communications 

resources with low TCO. 

6. How to Purchase LABRIS UTM ? 

To purchase LABRIS UTM, Visit - http://labrisnetworks.com/products/product/lbrutm-series-

appliances/  

You can purchase through authorized distributors http://labrisnetworks.com/authorized-

distributors/ 

 

 

 

 

 

 

http://labrisnetworks.com/products/product/lbrutm-series-appliances/
http://labrisnetworks.com/products/product/lbrutm-series-appliances/
http://labrisnetworks.com/authorized-distributors/
http://labrisnetworks.com/authorized-distributors/
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7. LABRIS UTM Appliance deployment Architecture 

This section provides information about the logical and physical design for the prescribed 

deployment architecture. LABRIS UTM Appliance deployment architecture consists of software 

processes called servers, topological units referenced as nodes and the security device known as 

Labris UTM. In the below deployment architecture, all the Servers and LAN users are connected 

to the Labris UTM through L2 switches. Labris UTM Appliance is connected to external network 

through Router. 

 

 

8. Connecting Appliance 

Connect aǇǇƭƛŀƴŎŜ ǘƻ ŀ ƳŀƴŀƎŜƳŜƴǘ ŎƻƳǇǳǘŜǊΩǎ 9ǘƘŜǊƴŜǘ ƛƴǘŜǊŦŀŎŜΦ ¸ƻǳ Ŏŀƴ ǳǎŜ ŀ ŎǊƻǎǎ-over 

Ethernet cable to connect directly or use straight-through Ethernet cable to connect through the 

hub or switch. Both the cables are provided along with the appliance. Connect Ethernet cable 

one end to Labris UTM device in eth0 and other end to computer. 

 

 

ωLabris UTM Device will provide default IP addressNote
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9. Accessing the Web Admin Console 
Labris Default Management Port = eth0/Port1/Net0/Mgt (first port to device) 

Labris Default IP Address: 169.254.1.1 

Labris Default Username: admin 

Labris Default Password:labris 

Connect your computer to the first port on the Labris and then open computer's network settings 

section and assign IP address 169.254.1.2 and subnet 255.255.0.0. Open your browser and 

browse https://169.254.1.1:81(Here IP address is the IP address of your device) to access LABRIS 

UTM Web Console (GUI). Login page is displayed and you are prompted to enter login 

credentials. Use default username andpassword to log on. 

 

10. LRMS into the LABRIS UTM Appliance 

LRMS ς Labris Report and Monitoring Service 

Once you set and install LABRIS UTM Appliance properly this is how you will login in to the 

LABRIS UTM Appliance 

It has a login screen as well as languages selection screen  

 

These are the inputs for LABRIS UTM Login screen 

ωLatest versions of Browsers like Internet Explorer or Mozilla Firefox are required 
to access web Admin ConsoleNote

1 Username Type in your valid Default username.This username 
is the one which you have given during the 
installation 

2 Password Type in your valid Default password. This password 
is the one which you have given during the 
installation.A good password is a mix of alphabets 
, numericals , special characters with a minimum 
length of 8  

3 Warm Me Warm Me before logging me into other sites. 

4 Clear Clear all Input 

5 Login /ƭƛŎƪ ƻƴ άLoginέ ōǳǘǘƻƴ ǘƻ ƭƻƎƛƴ ǘƻ ȅƻǳǊ ŀǇǇƭƛŀƴŎŜ 

6 Languages Select your prefered language before logging into 
your appliance .Currently available languages are 
English and Turkish 

https://169.254.1.1:81/
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ωYou can also change your prefered language even after you login to the appliance 
as shown in following imageNote
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Understanding your landing page or home screen 

In this section you will understand various sections of LABRIS UTM ŀǇǇƭƛŀƴŎŜΩǎ ƘƻƳŜ ǎŎǊŜŜƴ 

after the initial login.   

 

1 Page Header 
Section 

In this section, you will find links to LMC, Logview, Visibility, Wizard, Authentication and Settings 
toggle, Help and Logout. Notice the right hand top corner for Help and Logout. 

2 Main 
Dashboard 

After the initial login, you will be landed on to your Labris Security Gateway Software Dashboard. 
Main dashboard will show you System Information and various historical & real time statistics. 

3 Navigation You can navigate to various sections such as. In addition to these you will also find options to change 
your preferred language. 

 

On Dashboard, You will find widgets such as System Information, Network Interfaces, 

Resources, Protection Information, Application Data and Signature Databases. 
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1 System 
Information 

System Information field in the dashboard displays information on the No.of users , 
Host Name , Labris Version , System Time and Uptime 

2 Resources Resources field displays information on resources(Processors , Memory , Disk) and 
their utilization levels with diagrams which makes us to understand easily. 

3 Signature 
Databases 

Signature Databases displays information which is related to the UTM device 

4 Network Interfaces Network Interfaces field displays information like Ip Address , NetMask , Status and 
Error Information. We can also find a chart which gives pictorical representation of 
the Ethernet utilization. 

5 Accept-Deny Data Accept-Deny Data witget summarizes Accepted and Denied traffics count by a single 
date from Firewall(Network) and Webfilter(Access) data. 

6 Protection 
Information 

Protection field displays information related to the virus / spams caught and also the 
No.of websites blocked and Attacks prevented. 

7 Application Data Application Data widget shows a treemap graph for most used application along the 
whole network. 

 

How to Pop-in/out  and Maximize/Minimize widgets on the Main Dashboard 

You can pop-out/in and maximize/minimize these widgets on the main dashboard by clicking 

icons which, are shown as below based on your need.  
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Pop-out/in 
Maximize / Minimize 
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Wizard Installation  

 

Installation wizard enables simple configuration of Labris UTM products by users in just a few 

steps. Lƴǎǘŀƭƭŀǘƛƻƴ ǿƛȊŀǊŘ Ŏŀƴ ōŜ ŀŎŎŜǎǎŜŘ Ǿƛŀ ǇǊƻŘǳŎǘΩǎ ǿŜō ƛnterface. The wizard is fixed at the 

top right corner of the web interface.  
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11. How to use Wizard Installation? 

 

The product configuration can be started by clicking the Wizard icon on the web interface. The 

product configuration can be made in five steps in total. 

1. Hostname and Gateway Mode Configuration 

a. Gateway Mode Network Configuration 

i. Network Configuration for LAN  or DMZ 

1. Network Configuration for HotSpot and Web Filter on the LAN or 

DMZ interface 

ii. Network Configuration for IP Type DHCP 

iii. Network Configuration for IP Type Static 

iv. Network Configuration for IP Type PPPoE 

b. DNS Configuration 

c. DHCP Server Configuration 

2. Hostname and Bridge Mode Configuration 

a. Bridge Mode Network Configuration 
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12. Hostname and Gateway Mode Configuration 

Configure as Gateway if you want to use Labris UTM as 

¶ A firewall or replace an existing Firewall 

¶ A gateway for routing traffic 

¶ Link load balancer and implement gateway failover functionality 

Apart from configuration Gateway IP address (IP address through which all the traffic will be 

routed), you must also configure LAN and WAN IP addresses. 
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Hostname and Working Mode; 

 

 

1 Hostname Device Hostname 

2 Working Mode Select a Working Mode. Gateway or Bridge 

3 Back The Back Step Now 

4 Next The Next Step Now 

5 Apply & Next Apply Changes and goto Next Step 

6 Jump to Selected Section Connect The Desired Step 
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A - Gateway Mode Network Configuration 

 

 
This is the section where the hostname and working mode settings of the device can be made. 
 

i - Network Configuration for LAN or DMZ; 

 

1 Interface Select Interface 

2 Interface Type Select Network Type for WAN,LAN or DMZ 

3 Interface Name Name for Network 

4 NAT Network Address Translate ON or OFF 

 

ii - Network Configuration for IP Type DHCP; 

 

6 IP Type Select IP Type for DHCP, Static or PPPoE 

7 IP Address IP Address for Network LAN,WAN or DMZ  

8 Netmask Netmask for Network LAN,WAN or DMZ 

9 Default Gateway Gateway for Network WAN 

 

iii - Network Configuration for IP Type Static 

 

6 IP Type Select IP Type for DHCP, Static or PPPoE 

7 IP Address IP Address for Network LAN,WAN or DMZ  

8 Netmask Netmask for Network LAN,WAN or DMZ 

9 Default Gateway Gateway for Network WAN 
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10 VLAN VLAN ON or OFF for Network 

11 VLAN ID ID for VLAN 

 

iv - Network Configuration for IP Type PPPoE 

 

6 IP Type Select IP Type for DHCP, Static or PPPoE 

7 IP Address IP Address for Network LAN,WAN or DMZ  

8 Netmask Netmask for Network LAN,WAN or DMZ 

9 Default Gateway Gateway for Network WAN 

10 DSL Username Username for DSL Authentication 

11 DSL Password Password for DSL Authentication 

12 Verify DSL Password Again Password for DSL Authentication 

 

1 - Network Configuration for HotSpot and Web Filter on the LAN or DMZ interface; 

 

13 WAUTH Wireless Authentication enable or disable for Network LAN or DMZ 

14 WAUTH SSL Connection Connect with SSL on the WAUTH Management Page  

15 HTTP Filtering Web Filtering enable or disable HTTP Protocol for Network LAN or 
DMZ 

16 HTTPS Filtering Web Filtering enable or disable HTTPS Protocol  for  Network LAN 
or DMZ 
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B - DNS Configuration 

 
This is the section where DNS IP address settings can be made. 
 

 

1 DNS 1 IP First DNS Server for IP Address 

2 DNS 2 IP Second DNS Server for IP Address 

3 DNS 3 IP Third DNS Server for IP Address 

4 Internal DNS Domain Name Internal DNS Server Domain Name 

5 Time Zone Select a Time Zone 
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C - DHCP Configuration 

 

This is the section where we can activate or deactivate DHCP server in which the interface and IP 

settings of the IP addresses to be distributed to our DHCP Local users, are made. 

DHCP OFF 

 

1 DHCP Server for LAN Select DHCP Server Active or Passive 

2 DHCP Interface Interface list for DHCP Server or Relay 

 

DHCP ON 

 

1 DHCP Server for LAN Select DHCP Server Active or Passive 

2 DHCP Interface Select DHCP Interface 

3 DHCP IP Start  DHCP IP Start Address 

4 DHCP IP End DHCP IP End Address 

5 DHCP Netmask Netmask for IP Address 

6 DHCP Gateway Gateway IP Address for Client s 

7 DNS 1 IP First DNS IP Address for Clients 

8 DNS 2 IP Second DNS IP Address for Clients 
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13. Hostname and Bridge Mode Configuration 

Configure as Bridge if 

¶ You have a private network behind an existing firewall or behind a router and you do 

not want to replace the firewall. 

¶ You are already masquerading outgoing traffic. 

 

A - Bridge Mode Network Configuration 

 

1 Hostname Device Hostname 

2 Working Mode Select a Working Mode. Gateway or Bridge 

3 Back The Back Step Now 

4 Next The Next Step Now 

5 Apply & Next Apply Changes and goto Next Step 
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1 Bridge Name Name for Bridge 

2 Left Bridge Interface Select Bridge Interface for Left 

3 Right Bridge Select Bridge Interface for Right 

4 Bridge IP Bridge IP for Management 

5 Bridge Netmask Bridge IP Netmask for Management 

6 Submit Apply Changes 
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Accessing LABRIS UTM through LMC 

Click on LMC tab (Labris Management Console) from the Dashboard. 

 

 

After all the validation and verification, the following LMC screen appears.  

 

Now, we are ready to get connected to our appliance for further activities.  

 

 

 

 

ωLMC requires JAVA addon. While opening the LMC, you will be offered certificate 
and security related information. Please accept the information and proceed as 
appropriate.

Note
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LMC Interface 

This is the default LMC interface we get when we connect to the Labris Management Console 

 
 

In Labris Management Console we will find three sections. 

Section 1 Menu Tab Menu Tab is a horizontal strip that contains lists of 
available menus  

Section 2 Module  Module Tab consists of three short cut icons for Change 
view, Add module, Delete Module  

Section 3 Server List Server List consists of list of servers added to LMC 
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Menu 

A Menu Tab is a region of a screen or application interface where drop down menus are 

displayed. A Menu tab is an integral graphical user interface (GUI) component in LMC. 

In Menu Tab we will find Device, File Menu, Edit Menu, View Menu and About Menu. 

 

 

Brief Summary about each of the parameters in Menu tab: 

1 Device Device helps  to manage the server with different options 

 
2 

 
File Menu 

File Menu offers commands for closing windows and exiting 
the current program. It contains commands relating to the 
handling of files, such as New, open, save, exit 

3 Edit Menu Edit Menu consists of LMC options and Certificates. We can 
manage Certificates by using this Menu 

4 View Menu View Menu provides two different options like Sort and GUI 
templates to view the content in different modes 

5 About About Menu gives information about LMC 
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File Menu 

File Menu enables us to connect to new LMC, Open a file, save a file and Exit from the LMC 

Under File Menu we find the following options  

1 New This  option enables to connect to the New LMC  

2 Open This option enables to open an existing document which 
is located in the local machine 

3 Save This option enables  to save the contents of a Files 

4 Exit This option enables to close and exit from the LMC 

 

To open New Labris management console 

1. Go to File>New 

2. New Options helps us to connect to the New Labris Management Console (LMC). 

When we click on New the following screen appears. 
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Opening an existing file using LMC 

1. Go to File>Open 

2. Using Open option we can open an existing file in LMC 

 

 

3. Browse the path of the file, Select the File and click Ok 

 

Saving the files in LMC 

1. Go to File>Save 

 

 
 

2. Using Save option we can save the files in LMC  
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Exiting from LMC console  

1. Go to File>Exit 

2. When we click on Exit it prompts us with a message ά5ƻ ȅƻǳ ǊŜŀƭƭȅ ǿŀƴǘ ǘƻ ŜȄƛǘΚέ 

3. Click on ά¸Ŝǎέ to exit,  or click on άbƻέ to remain in the same LMC 

 

           
 

Edit Menu 

Edit Menu helps us to manage LMC options like change of Language (English & Turkish), 

settings etc. Certificate details can also be viewed and managed from Edit Menu 

Under Edit Menu we find the following options 

1 Options This option helps us manage LMC options 

2 Certificates This option helps us to View details and manage 
certificates in LMC  

 

Editing options in LMC 

1. Go to Edit>Options 

2. Using Options we can view settings and select interface language in LMC and click άhƪέ to 

apply settings. 

1 View settings View Settings consists of show button bar and 
open module list on start. Choose appropriate 
option  

2 Language 
options 

This option enables us to choose preferred 
language either English or Turkish 

3 OK Select OK  to apply the settings 

4 Cancel Select Cancel ƛŦ ǿŜ ŘƻƴΩǘ ǿŀƴǘ ǘƻ ŀǇǇƭȅ ǘƘŜǎŜ 
settings 

5 Help Help options gives the related information 
about LMC options. It provides online help. 
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Certificates details in LMC  

1. Go to Edit>Certificates 

2. When we click on ά/ŜǊǘƛŦƛŎŀǘŜǎέ the Certificate manager console gets opened, where we  

can manage the Certificate using options like Delete, View Details, Close, Help 
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3. LŦ ǿŜ ǿŀƴǘ ǘƻ ǾƛŜǿ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜ ŘŜǘŀƛƭǎ ŎƭƛŎƪ ƻƴ ά±ƛŜǿ 5ŜǘŀƛƭǎέΦ A screen appears as below 

with all necessary details of the certificate 

1  Delete Delete options helps us to delete the 
selected certificate from LMC 

2  Close Close option helps us to close the 
Certificate manager window 

3  Help Help Options gives information about the 
certificates and its related options 

 

 

 
 

1 View public Key This option helps us to view the public key 

2 Cancel This option helps us to close the Certificate details window 

 



 
 

39 Labris  Networks 

Administration Guide for Labris UTM  

Version 3.4.1 

View Menu 

View Menu is one of the option in Menu Tab. View Menu helps us to view the contents in 

different modes depending on the options available in LMC. 

Under View Menu we find the following options 

1 Sort This option helps to sort by server or 
module 

2 GUI Templates This option helps to change the view of 
LMC to Aero mode or MacWin mode 

 

Sorting Labris management console 

1. Go to View>Sort> By Server 

 
 

2. When we sort By Module the view of the LMC appears as below 

 

1. Go to View>Sort> BY Module 

2. When we sort by module the view of the LMC changes as below 

 
 

View using GUI Templates option in Aero Mode 

 

1. Go to View>GUI Templates> Aero 
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2. When we click on Aero the view of the LMC appears as below 

 

View using GUI Templates option in MacWin Mode 

 

1. Go to View>GUI Templates>MacWin 

2. When we click on MacWin  the view of the LMC appears as below  

 

Device Menu 

Device Menu provides us with different options like Add, Remove, Connect, Disconnect server 

from LMC. We can manage the server using the options in Device Menu 

Under Device Menu we find the following options 

1 Add Server This option helps  to Add server to the LMC 

2 Remove Server This option helps us to Remove server from the LMC 

3 Connect This option helps to Connect the server to the LMC 

4 Disconnect This option helps to Disconnect the server from LMC 

Add Modules from Server Menu 

To manage and configure the appliances we will add Server to the LMC. 

1. Go to Device>Add server 
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!ŦǘŜǊ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ άAdd ServerέΣ  ȅƻǳ ǿƛƭƭ ǎŜŜ ǘƘŜ άAdd Devices from Serverέ ƳŜƴǳΦ Φ  

Type in the appropriate Default Username and Default Password and click on 

άAuthenticateέ ōǳǘǘƻƴΦ 

Notice & verifȅ ȅƻǳǊ ŀǇǇƭƛŀƴŎŜΩǎ Lt ŀŘŘǊŜǎǎ ƛƴ ǘƘŜ ά!ŘŘ 5ŜǾƛŎŜǎ ŦǊƻƳ {ŜǊǾŜǊέ menu and 

ŎƭƛŎƪ ƻƴ ǘƘŜ άLoginέ ōǳǘǘƻƴ ŀǎ ǎƘƻǿƴ ōŜƭƻǿ 

 

2. After successful authentication process, you will notice your new appliance 

ŀǇǇŜŀǊƛƴƎ ƻƴ [a/Ωǎ {ŜǊǾŜǊ ƭƛǎǘ ŀǎ ǎƘƻǿƴ ƛƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ƛƳŀƎŜǎ.   

                       

ωWe can even choose a short cut icon under Module to Add server   Note
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User Management 

User Management system providing administrators with the ability to effectively manage users 

on the network. It is an authentication feature that provides administrators with the ability to 

identify and control the state of users logged into the network. 

It is not limited to, the ability to query and filter users that are currently logged into the 

network, but also manually log out users, and control users login counts and login times. 

 

Viewing Options in User Management 

²ƘŜƴ ǿŜ wƛƎƘǘ ŎƭƛŎƪ ƻƴ ά¦ǎŜǊ aŀƴŀƎŜƳŜƴǘ ¢ŀōέ we find following options 

1 Connect It enables  Users, Groups & WAUTH to connect 
to the LMC  

2 Disconnect It enables Users, Groups & WAUTH to 
disconnect from LMC  

3 Properties It helps us to view properties of User 
Management in LMC 

 

14. Users 

Users Tab in LMC enables us to Add new User, Edit existing Users, Delete User in User 

Management Section in LMC. 

When we click on Users tab all the existing Users are displayed with fields User Name, Name 

Surname, Source, Domain, Global and Note 

Adding User 

Add tab in user management helps us to Add a new user to the LMC Appliance 

Click on Add tab to add a New User 
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These are the inputs for adding New User 

1 User Name Type the name of the newUser 

2 Name 
Surname 

Type the Surname of the new User 

3 Password Type Password of the new User s 

4 Password 
Again 

Re type the same Password for confirmation 

5 Domain By default Slave is being selected in Domain 

6 Global It is deemed central management. In the case of the device is the 
ǎŀƳŜ ŀǎ ǘƘŜ ŦƛǊƳΩǎ Ǝƭƻōŀƭ ǇǊƻƧŜŎǘǎ ƳŀǊƪƛƴƎ ƳƻǊŜ ǘƘŀƴ ƻƴŜ ǳǎŜǊ ƛǎ 
deemed to be used every time a user was created in the location is 
achievable UTM device. 

7 Comment Type reason for the User creation (Optional) 

8 Select Group You can make a user, member of a group 

9 Select Quota 
Policy 

You can choose a quota policy for user 
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Global, Comment and Select Group fields can be selected according to the User requirement 

and click on OK to apply these settings.  

 

Type the name of the User in the Filter Tab to check whether the user is added to the list or 

not. If the user is not added click on Refresh Tab 

 

 

Below screen appears stating that it takes some time to Refresh, click OK to continue the 

Refresh process 
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After completing Refresh process type the name of the User in the Filter tab, then you can 

notice the New User ŘƛǎǇƭŀȅƛƴƎ ƛƴ ǘƘŜ ¦ǎŜǊΩǎ ƭƛǎǘ 

 

Deleting User 

Delete Tab in user management helps us to delete the user permanently from the LMC 

Appliance 

 Type the name of the User which you want to delete in the Filter tab, Select the User and click 

on Delete Tab 

 

 

Then the below screen appears, Click OK to delete a User in User Management in LMC 

 

It takes some time to Delete an User ŦǊƻƳ ¦ǎŜǊΩǎ ƭƛǎǘ 
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Below screen gives information that the selected User is deleted successfully. Click OK 

 

 

 

Changing password / Editing User 

{ŜƭŜŎǘ ŀ ¦ǎŜǊ ŦǊƻƳ ǘƘŜ ¦ǎŜǊΩǎ ƭƛǎǘ ŀƴŘ ŎƭƛŎƪ ƻƴ 

Edit Tab 

 

 

Edit option helps us to change the password of the existing User and edit the comment. 
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1 Password Type new Password of the User 

2 Password 
Again 

Re Type new Password again for confirmation  

3 Comment Type reason for the User creation (Optional) 

 

Click OK to apply these settings. 
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15. Groups  

Groups permit us to easily assign to all members of a group abilities in a space that are 

specified to that Group. After creating a Group we are able to manage its membership by 

adding or deleting Users to that Group. All the created Users may be a member of any Group 

with Guest abilities. We can have same Users in multiple Groups. 

Groups Tab in LMC enables us to Add New Group, Edit existing Groups, Delete Groups in User 

Management Section in LMC. 

When we click on Groups Tab all the existing groups are displayed with the fields Group Name, 

Source, Domain. 

 

Adding Group 

 

 

Click on Add Tab to add New Group to the Groups in User Management 

 

Below screen appears with Group Name & Group Configuration. 
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Group Name consists of two fields Group Name & Domain. 

1 Group Name Type name of the New Group 

2 Domain In this field   slave  is selected by default 

 

Group Configuration consists of two fields All Users and Groups and Group Components. 

1 All Users and 
Groups 

All the users and groups are displayed in this 
field 

2 Group 
Components 

Users in specific Group are displayed in this 
field 

3 

 

Click this icon to add Users in to Group 
Components 

4 

 

Click this icon to delete Users from the 
Group Components 

 

Click OK ǘƻ ŀŘŘ bŜǿ DǊƻǳǇ ǘƻ ǘƘŜ DǊƻǳǇΩǎ ƭƛǎǘΦ 

It takes some time to apply changes. 

 

 

Type the New Group name in the Filter tab and click Refresh to find out the New Group in the 

DǊƻǳǇΩǎ list is added or not. 
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Now you can notice the newly added Group in the DǊƻǳǇΩǎ list.  Right click on the Group and 

select Show Group. 

 

When you click on Show Group, Users in that group are displayed. Click OK to close the current 

tab. 
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Deleting Group 

{ŜƭŜŎǘ ǘƘŜ DǊƻǳǇ ŦǊƻƳ ǘƘŜ DǊƻǳǇΩǎ ƭƛǎǘ ŀƴŘ ŎƭƛŎƪ ƻƴ Delete Tab. 

 

 Warning screen is displayed; Click OK to delete a Group from the LMC. 

 

Deleting process is in progress. 

 

Below screen appears stating that the selected Group is Deleted successfully & click OK to close 

the current tab 
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Editing Group 

Select the Group which you want to edit from the list and click on Edit Tab. 

 

 

Select the User from the Group components list and click on the icon 1to remove User from the 

Group Components and click OK 

Select the User from All Users and Groups field and click on the icon 2 to add Users in to Group 

Components list and click OK 

 

 

It takes some time to apply the changes. 
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To notice changes made to the Group right click on the User and select Show Group 

 

Then information about Group Components are displayed and click OK to close the current tab. 
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16. Identity Integration 

Identity Integration Tab in LMC enables us to Add new Identity, Edit existing Identities, Delete 

Identity in User Management Section in LMC. 

When we click on Identity Integration tab all the existing Identity Integrations are displayed 

with fields Name, Domain Name, Hostname, Server IP, Type. 

 

 

Adding Identity 

Add tab in identity integration helps us to Add a new integration to the LMC Appliance 

Click on Add tab to add a New Identity Integration. 

 

 

 

You can type credentials and test without integration using Test button below.  
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These are the inputs for New Integration: 

1 Name Unique name for integration 
2 Type Server configuration type 
3 Domain Name Domain Name  
4 Hostname Hostname of Server  
5 Server IP IP Address of Server 
6 Workgroup Workgroup of User 
7 User Username  
8 Password Password 
9 Port Connection port  
10 Search Base Starting point for the search instead of the default 
11 Filter Conditions for entries 

 

If credentials are correct, you can see queried users. Using Filter button, you can filter queried 

users. 



 
 

56 Labris  Networks 

Administration Guide for Labris UTM  

Version 3.4.1 

 

 

After writing necessary configurations, you can add integration with the Add button below. 

 

 

Editing Identity 

A previously added Integration can be edited by choosing it and clicking the Edit Button.  
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Deleting Identity 

Select the Integration from the Integrations list and click on Delete Tab. 

 

 

 

Warning will be shown after clicking delete button.  

 

 

If you press OK progress bar will be shown. This might take some time. 
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Advanced Options for Identity Integration 

 

Port: Port number between 0-65535 which will be used to connect to the server. Default value 

is 0 which is actually translated into default port of Server. 

Search base: The starting point for the search of the users and groups. If it is empty, default 

search base which consists of domain name will be used. If not, it is concatenated to the 

default search base.  

For example if "OU=Ankara" is written on the search base and domain name is 

"example.com", it will be translated into "OU=Ankara, DC=example, DC=com". 

Filter: Conditions for searching users and groups which should conform to the string 

representation for search filters as defined in RFC 4515.  

For example: "&(objectClass=Person)(primaryGroupId=513)". 

 

17. Other Options in User Management 

Right click on the User Management and select Properties. 
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All the properties of the module are displayed in this screen. 

Click Close to move out of this tab. 

 

Give right click on the User Management Tab and select 

Disconnect to disconnect from the User Management. 
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WAUTH 
 

WAuth is the module used for user authentication and guest authentication. WAuth is enabled by 

interface and supports specific exceptions. 

WAuth (Wireless Authentication) in LMC enables us to Add New WAuth Interface, Edit 

existing WAuth Interface, and Delete WAuth Interface in User Management Section in LMC. 

Creating WAUTH Configuration for the First Time 

First Step: 

Add a separate Network for WAuth in the Network settings module. Select Network settings for 

selected interface. 

Choose the interface you want to choose for enabling WAuth.  

 

¶ Edit Interface IP address or Name; 



 
 

61 Labris  Networks 

Administration Guide for Labris UTM  

Version 3.4.1 

 

Second Step: 

Create a DHCP Server for WAUTH; 

Click for DHCP configuration. 

 
Third Step: 

Create a Network object in firewall for WAUTH host and Network WAUTH_Net. (For Creating 

Network Object, please refer to Hosts under Network Objects section in Make a new Firewall 

object) 

 

Fourth Step: 

Add a policy (For Creating a new policy firewall object please refer to Labris Firewall 

Management) 
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Fifth Step: 

Enable Wauth for the selected interface by configuring in interface WAUTH tab in Firewall 
module.  

 

Sixth Step: 

Add a user for WAUTH.  

Click for User Management. 
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Configuring WAUTH policy 

Click on Add Tab to add Interface to the WAUTH in User Management. 

 

 

Below screen appears. 

 

These are the inputs for the Authentication Policy. 

 

1 Active Enable this option to activate the interface 

2 Policy  Choose required Policy 

3 Interface Choose interface from the drop down list 

4 Name Type name of the Interface 

5 Type Choose type of Interface from drop down list 

6 IP Address Give the IP Address 

7 Statement Type the Statement if any required (Optional) 

 

Click Ok. 

Notice Interface added to the WAUTH in the below screen. 
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Deleting WAUTH policy 

Select the Interface from the WAUTH list and click on Delete Tab 

 

Warning screen is displayed, Click OK to delete the Interface  

 

 

Deleting process is in progress. 

 

 

Below screen appears stating that Deleted successfully & click OK to close the current tab. 
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Editing WAUTH Policy 

 

Select the Group which you want to edit from the list and click on Edit Tab. 

 

We can edit any of the fields in the Authentication policy. 

 

Click Ok. 
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Adding WAUTH Authentication and User 

 

Click on WAUTH tab from the dashboard and select Settings 

Subnet Rules 

Select Subnet Rules tab to view and change Subnet Rule specific settings. You can use subnet 

rules to enable/disable specific settings for specific networks. To illustrate, your internal 

network may not offer any sign up methods in Wauth Welcome screen but your guest network 

may offer TCKN Sign Up method. You can also set how the login screen should look using for 

different networks (different Company Logo's etc.). Combined with Access Control List (ACL) 

you can allow only specific users/groups to login from your internal network. 

Note: Subnet independent configurations (like Hotel and AD configuration). Should be made on 

Default subnet rule. 

 

Adding New Subnet Rule 
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Editing Subnet Rule 

 

 

1 Setting Rule Current subnet rule choice. This affects all configuration data in 
all tabs (General, UI, ACL) 

2 Rule Name Name of this subnet rule 
3 Subnet List Comma separated list of networks that this subnet rule should 

apply to. 
4 Save Save changes to subnet rule. 
5 Delete Delete this subnet rule. 

Warning: This also deletes all configuration choices for this rule 
on other tabs (General, UI, TCKN, SMS, ACL etc.) 

 

Default Subnet Rule 

Default subnet rule can't be deleted and its networks can't be edited. This ensures that if no 

other subnet rules matches the user, Default subnet rule will be applied for user. 
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General WAUTH Settings 

Select General tab to view and change the General settings. Authentication methods in WAUTH 

is configured in General tab. 

 

Common Key 

Common key provides an effective mechanism to prevent unauthorized users from registering. 

During registration, user must provide the common key if authentication method requires it. 

Example scenario:  

TCKN Wauth with common key (Assuming TCKN Wauth is already configured) 

¶ In General tab; 

o Set CK Option to Manual. 

o Set Common Key to the desired value. 

o Click Save. 

¶ In TCKN Wauth tab: 

o Activate common key 

You can also set CK Option to Automatic and provide a CK period. If you do this, common key 

will be changed at the end of this period automatically. 

If you want unauthorized users (users who cannot login to web admin panel) to view common 

key, you can set a username and password for this. 

¶ Set CK Username and CK Password values. 

¶ For wauth listening ip 192.168.0.1, as unauthorized user go to: 

192.168.0.1:85/wauth/show_ck/ 

¶ Enter values from CK Username and CK Password. 

¶ Current common key will be shown. 

 

Important Note: Common keys are different for each subnet rule. If you have multiple subnet 

rules, you should provide matching subnet rule's CK Username and CK Password. Otherwise, 

you will get an authentication error. 

 

Whitelist Management  System 

Whitelist Management System allows operators to decide which users are allowed to sign up using their 

GSM number. If a sign up method requires whitelist check, only GSM numbers that operator allowed 

may sign up. 
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An example scenario would be an organization, which frequently accepts guests. Rather than creating a 

user account for each guest, operator only records the GSM number of guest to the system. This allows 

limiting the authority of operator by not giving the authority of managing user accounts. It also prevents 

the redundant user account creation in the case that guess needs no internet access. 

 

 

Admin may configure operator username, password and other whitelist related settings in General tab 

of Settings. 

 

 

Assuming wauth listens on 192.168.0.1, an operator may access whitelist system using this address : 

http://192.168.0.1:85/whitelist 

 

 

http://192.168.0.1:85/whitelist
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These are the inputs for the General Settings. 

1 Welcome message Welcome message is displayed in Turkish 

2 Welcome message (EN) Welcome message is displayed in English 

3 Local Authent format Choose Authentication format from the drop down list 

4 SMS Wauth We can enable or disable this option 

5 Active Directory Authent We can enable or disable this option 

6 Hotel Integration We can enable or disable this option 

7 TC Identity NVI 
Confirmation 

We can enable or disable option 

8 Passport Wauth We can enable or disable option 
9 Agreement We can enable or disable this option 

10 Agreement [TR] This option displays information regarding agreement in Turkish. 

11 Agreement (EN) This option displays information regarding agreement in english 

12 Time out We can enable or disable this option 

13 Time period Mention time period in minutes 

14 Authentication Type Choose Authentication type from the drop down list 

15 Ingress session We can enable or disable this option 

16 Reference Emails/Domains We can add or delete reference emails/domains from this field 
17 Reference Timeout We can set reference email timeout (seconds) 
18 Smtp Server Address We can set smtp server address 
19 Smtp Mode We can choose smtp mode (TLS, SSL, Normal) 
20 Smtp Port We can set port number for smtp protocol 
21 Smtp Username We can set username for smtp server 
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22 Smtp Password We can set password for smtp server 
23 Smtp Mail From We can set mail from field in sent mail 
24 CK Option Common key will be set manually or generated automatically. 
25 CK Period Common key regeneration period when common key is 

generated automatically. 
26 Common Key Current common key (will be regenerated on save if it's 

automatically generated) 
27 CK Username Username to get current common key for unprivileged user 
28 CK Password Password to get current common key for unprivileged user 
29 CK Instructions Instructions to show user on sign-up screen. 
30 CK Instructions (EN) Instructions to show user on sign-up screen (english) 

 

Click on Save to save the changes 
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Settings of Hotel Authentication 

Select Hotel tab 

 

These are the inputs for the Hotel Authentication. 

1 Default Select User Group 

2 Hotel Name Type the Name of the Hotel 

3 Product type Choose product type 

4 MAC Address Type MAC Address (optional)  

5 Machine Port Type Machine port (optional)  

6 Real Name Type the name of the Database 

7 Real Name  Type the name of the table (optional) 

8 User Name Type the Username 

9 Password Type the password 

10 User Name Field Name Type Username Field Name (optional) 

11 Password Field Name Type Password Field Name (optional) 

12 Name Field Name Type Name of the Field Name (optional) 

13 Surname Field Name Type Surname of the Field Name (optional) 

14 Departure Date Mention Departure Date (optional) 

15 Timeout Mention Timeout in minutes 

16 Infinite timeout We can enable or disable this option  

17 Multiple Login We can enable or disable this option 

Click on Test to test the details and then select save to save the changes  
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Settings of SMS Authentication 

Select SMS Authentication 

These are the inputs for the SMS Authentication. 

 

 

1 Default Group Users authenticated with SMS will be a member of 
this group. 

2 Multiple Login SMS users will be allowed to login from different 
devices simultaneously.  

3 Account Quota Account Quota 

4 Account Expr. Date Users authenticated with SMS will be expired after 
this period of time. 

5 Timeout Mention Timeout Period 

6 Cust. Serv. Tel Type Customer Service Telephone number 

7 Comp. Mobile  Type Company Mobile Name 

8 Cust. Serv. Email Type Customer Service Email address 

9 Help page for SMS 
authentication 

Show a help page to user for SMS authentication. 



 
 

76 Labris  Networks 

Administration Guide for Labris UTM  

Version 3.4.1 

10 Title of SMS auth. help 
page 

Title of SMS authentication help page 

11 Subtitle of SMS auth. 
help page 

Subtitle of SMS authentication help page 

12 Message of SMS auth. 
help page 

Message to show in SMS authentication help page 

13 Enable Common Key Require common key for new user sign-up. 
14 SMS sending will be 

afforded by the company 
Cost of SMS sending will be afforded by the host. 

15 Use Custom SMS Api Use another SMS sending API. You need to configure 
this API via "Custom SMS Service Configuration" 
button 

16 Remained Token If SMS sending cost will be afforded by company and 
custom SMS API isn't used, these tokens will be used 
for new registrations. 

17 Custom SMS Service 
Configuration 

Configure custom (third-part) SMS service API. 

18 Buy Tokens Open token purchase page. 

19 Show Common Key Show common key query webpage. 

20 Save Save changes 

 

Click on Buy tokens and select Save to save the changes. 
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Active Directory Authentication 

Select AD (Active Directory tab)  

Domain name and authenticating account information configuration is done in this tab.  

 

These are the inputs for Active directory Authentication. 

1 AD Domain Name Type Active Directory Domain Name 

2 Disable Group Name Choose this option to Disable Group Name 

3 AD Work Group  Type Active Directory Work Group Name 

4 AD Group Name Type Active Directory  Group Name 

5 AD Timeout Mention  Active Directory  Timeout period 

6 Infinite Timeout We can enable or disable this option 

7 AD Quota Mention time period of Active Directory  Quota 

8 Infinite Quota We can enable or disable this option 

9 AD Expire Date Mention time period of Active Directory  Expire Date 

10 Infinite Expr time We can enable or disable this option 
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User Interface Customization 

Select UI (User Interface tab). UI tab is used for customization of guest and user welcome 

screens.  
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1 Logo Add a company logo 

2 Delete Logo Delete default logo 

3 Logo URL Add a company logo on the web 

4 Background Image Add a image for background 

5 Delete Background Image Delete default background image 

6 Background Image 
Position 

Select position for background image 

7 Background Image 
Repetition 

Select repetition for background image 

8 Page Title Page Title Instructions is displayed in Turkish 

9 Page Title-Eng Page Title Instructions is displayed in English 

10 Login Page Header Login Page Header Instructions is displayed in 
Turkish 

11 Login Page Header-Eng Login Page Header Instructions is displayed in 
English 

12 Login Page Footer Login Page Footer Instructions is displayed in 
Turkish 

13 Login Page Footer-Eng Login Page Footer Instructions is displayed in 
English 

14 Username Caption Username Instructions is displayed in Turkish 

15 Username Caption-Eng Username Instructions is displayed in English 

16 Password Caption Password Instructions is displayed in Turkish 

17 Password Caption-Eng Password Instructions is displayed in English 

18 Login Button Caption Login Button Caption Instructions is displayed in 
Turkish 

19 Login Button Caption-Eng Login Button Caption Instructions is displayed in 
English 

20 Logout Button Caption Logout Button Caption Instructions is displayed in 
Turkish 

21 Logout Button Caption-
Eng 

Logout Button Caption Instructions is displayed in 
English 

22 Background Color Select Background 

23 Header/Footer Font Color Select Header/Footer font color 

24 Page Title Background 
Color 

Select Page Title background color 

25 Page Title Font Color Select Page Title font color 

26 Default Domain Choice Select default domain choice for login screen 
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Turkish Citizen ID Number Authentication 

Select TCKN Wauth tab (Turkish Citizen ID Number Tab). You can set configuration options for 

Turkish Citizen ID Number authentication method in this tab. 

 

1 Default Group Users signed up with this method will be a member of this group 
2 Multiple Login TCKN users will be allowed to login from different devices 

simultaneously.  
3 Infinite Quota We can set enable or disable infinite quota 
4 Account Quota We can set time quota for user 
5 Infinite Account We can set enable or disable infinite account time 
6 Timeout We can set time for login time 
7 Account Expiration Date Users authenticated with SMS will be expired after this period of 

time. 
8 Cust. Serv. Tel Type customer service telephone number 
9 Cust. Serv. Mail Type customer service mail 
10 Reference Approval We can enable or disable reference approval 
11 Request Mobile Number We can require user's gsm no with this field. 
12 Use GSM Number for 

Username 
Checking this option will generate username from gsm no 
(instead of TCKN) 

13 Send Password With SMS Activating this will generate a random password for user and 
send it to user's mobile phone. 

14 Enable Common Key Require Common Key for new users. 
15 Show Common Key Show common key query webpage. 
16 Save Save changes. 

  



 
 

81 Labris  Networks 

Administration Guide for Labris UTM  

Version 3.4.1 

 

Passport Number Authentication 

Select Passport Wauth tab (Turkish Citizen ID Number Tab)  

You can set configuration options for Passport Number authentication method in this tab. 

 

1 Default Group Users signed up with this method will be a member of this group. 
2 Multiple Login Passport users will be allowed to login from different devices 

simultaneously. 
3 Infinite Quota We can enable or disable infinite quota 
4 Account Quota We can set time quota for user 
5 Infinite Account We can set enable or disable infinite account time 
6 Timeout We can set time for login time 
7 Account Expiration Date Users authenticated with SMS will be expired after this period of 

time. 
8 Cust. Serv. Tel Type customer service telephone number 
9 Cust. Serv. Mail Type customer service mail 
10 Reference Approval We can enable or disable reference approval 
11 Request Mobile Number We can require user's gsm no with this field. 
12 Use GSM Number for 

Username 
Checking this option will generate username from GSM No 
(instead of Passport No) 

13 Send Password With SMS Activating this will generate a random password for user and 
send it to user's mobile phone. 

14 Enable Common Key Require Common Key for new users. 
20 Show Common Key Show common key query webpage. 
21 Save Save changes. 
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Access Control List 

Select which users/groups/IP addresses are allowed to (or not allowed to) login WAUTH.

 

1 Ip Addresses Comma separated list of ips 
2 Rule choice Allow or deny these ip's, users  and groups 
3 Select Members Choose users to apply this rule 
4 Select Member Groups Choose groups to apply this rule 
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Creating WAUTH User 

User for WAUTH may be created in two ways. First is LMC. Local users can be created in LMC 

User Management module and directly be used in Wauth. Second is Wauth web based simple 

management screens. By Wauth web screen, one can create Wauth users. 

Select WAUTH tab from the dashboard and click on Create User tab 

 

These are the inputs to Create User. 

1 User Name Type name of the User 

2 Domain Choose Domain Name 

3 Group Select Group for User 

4 Real Name Type Real Name of the User 

5 Expiration Date Select Expiration Date and Time of the User 

6 Quota Mention Quota 

7 Infinite Quota We can enable or disable this option 

8 MAC Address 
(optional) 

Type MAC Address (optional) 

9 Allow multiple Logins We can enable or disable this option 

10 Notes Type any notes regarding User (optional) 

11 Password Type Password of the User 
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Online Users 

IP/MAC addresses and login time information is shown in Online Users screen. Also, this screen 

provides a function to disconnect the user. 

 

 
  



 
 

85 Labris  Networks 

Administration Guide for Labris UTM  

Version 3.4.1 

 

All Users (User editing) 

It is the screen that showing all users and information of users. Editing is easily done by clicking 

and opening Edit User window.  

Note: If a user is online and his account is deleted, the user will be disconnected. 

 

 
This edit window can also be used for just password changing without any account information 

editing. If you do not touch any field other than password, no other information will be 

changed except for password. In the same way, this editing window may be used for prolonging 

account lifetime. 

 

1 User Name Show Username 

2 Real Name Edit Real Name 

3 Expiration Date Edit Expiration Date and Time of the User 

4 MAC Address Edit MAC Address 

5 Allow Multiple Login We can enable or disable this option 

6 Quota Edit Mention Quota 

7 Infinite Quota We can enable or disable this option 

8 Notes Type any notes regarding User (optional) 

9 Password Change User Password 
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WAUTH Captive Portal 

The guest or user is expected to authenticate him/herself to the system with given credential 

information, credential information they get through SMS messages, TCKN, Passport 

authentication. 

Also, the system provides function for authenticating users 

of Active Directory with their AD credentials. 

After account creation, user is expected to open an internet 

browser and will be welcomed with a welcome screen. 

Guest or user should enter the credentials on this stage. 

This welcome screen can be shown in different languages 

ŀŎŎƻǊŘƛƴƎ ǘƻ ƛƴǘŜǊƴŜǘ ōǊƻǿǎŜǊΩǎ ƭŀƴƎǳŀƎŜ ǎŜǘǘƛƴƎǎΦ 

For obtaining passwords, please follow next parts of the 

document. 

 

 

1 User Name Username Input 

2 Password Password Input 

3 Domain Select Domain Local or Domain Controller 

4 Login Login Button 

5 Sign Up Alternative Sign-up Methods 

6 Reset Password Reset forgot password 
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Alternative Sign Up Methods 

 

1 SMS Sign Up Sign up using mobile number 
2 TCKN Sign Up Sign up using your TC Identity Number 
3 Passport Sign Up Sign Up using passport number 
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SMS Sign Up 

Registering with SMS 

/ƭƛŎƪ ǘƻ άhōǘŀƛƴ tŀǎǎǿƻǊŘέ ōǳǘǘƻƴΦ LŦ {a{ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƛǎ ŘƛǎŀōƭŜŘ 

obtain password choice will not be shown. For enabling SMS 

authentication, enable SMS Wauth in Wauth General Settings tab. 

 

GSM number and common key 

Common key is a security solution for preventing unwanted guests to 

ǳǎŜ ǘƘŜ ŎƻǊǇƻǊŀǘƛƻƴΩǎ ǿƛŦƛ ƎǳŜǎǘ ƛƴǘŜǊƴŜǘ ŀŎŎŜǎǎΦ ¢Ƙƛǎ ŎƻƳƳƻƴ ƪŜȅ ƛǎ 

enabled and set in SMSWauth screen. If CK is enabled, guest is 

required to provide it. 

 

 

1 Mobile Number Mobile Telephone Number 

2 Common Key Company Common Key 
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TCKN Sign Up 

Users may sign up using their TC Identity Number. Validity of user-

provided information (TC Identity Code, Name, Surname, Year of Birth) 

is checked against the records. 

1 TC Identity 
Code 

TC Identity Number of user 

2 Name Name of new user 

3 Surname Surname of new user 

4 Year of Birth Year of birth 

5 Mobile 
Number 

Only visible if Request Mobile Number is 
activated.  Will be used for sending 
password via sms if Send Password with 
SMS is activated. 

6 Reference Mail Mail of the person who will approve this 
new user. This fields is visible if Reference 
Approval is activated. Reference mail 
should be one of the mails or member of a 
domain configured in General Settings-
>Reference Emails/Domains. 

7 Common Key We can fill common key 

 

Passport Sign Up 

Users may sign up using their Passport Number.  

 

1 Passport Number Passport number of new user. 
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2 Name Name of new user 

3 Surname Surname of new user 

4 Year of Birth Year of birth 

5 Mobile Number Only visible if Request Mobile Number is activated.  Will be used for 
sending password via sms if Send Password with Sms is activated. 

6 Reference Mail Mail of the person who will approve this new user. This fields is visible 
if Reference Approval is activated. Reference mail should be one of 
the mails or member of a domain configured in General Settings-
>Reference Emails/Domains. 

7 Common Key We can fill common key 

 

 

Welcome Screen 
Post-entry Screen 

 

 

1 Logout Logout Button 

2 Change Password Change Password Button 
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Change Password 

¦ǎŜǊ Ŏŀƴ ŎƘŀƴƎŜ Ƙƛǎ ǇŀǎǎǿƻǊŘ ǿƛǘƘ ά/ƘŀƴƎŜ tŀǎǎǿƻǊŘέ 

button and Change Password window shown. 

 

1 Current Password User Old Password 

2 New Password User New Password 

3 Verify Password New Password Again 
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Reset Password 

Users who signed up with TCKN or Passport Number may reset their 

forgotten password.  

 

Personal Info Validation Step 

In this step, user provides the same information during sign up. These 

fields will be checked against the previous information of user and if 

they match, user will be allowed to reset their password. 

 

1 Name First Name 
2 Surname Last Name 
3 Year of Birth Year of birth 
4 E-Mail E-Mail 
5 TC Identity Code TC Identity Number 

 

 

Set new password step 

 

1 New Password New password for user 
2 Confirm Password Confirm new password for user 

 

 

 

 

 

 

 

 

Password Changed Screen 

After completing all steps user will see the screen below. 
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18. Quota 

Labris UTM can measure internet usage of users in terms of byte count and elapsed time. This 

functionality is provided by Quota module. In this section, all information required to configure quota 

settings and monitor quota usage of users is provided. Quota module measures all the traffic which 

passes over Labris UTM. This means if you have multiple internal networks, you can measure and limit 

traffic between internal networks also. 

Terminology 

In order to simplify configuration and enable advanced configuration options, administrator can define 

Quota Policies and Quota Exceptions and use any combination of them for different users or groups. 

Quota Policy 

A Quota Policy is a set of rules which defines how much a user or members of a group can use the 

internet in a period. 

Period: Defines when the usages will be cleared. In other words, it defines when the quota will be 

renewed. LǘΩǎ ǳǎŜŦǳƭ ƛŦ ȅƻǳ ǿŀƴǘ ǘƻ ǎŜǘ ǘƘŜ ƭƛƳƛǘǎ ŘŀƛƭȅΣ ǿŜŜƪƭȅΣ ƳƻƴǘƘƭȅΣ ȅŜŀǊƭȅΦ LŦ ȅƻǳ ŘƻƴΩǘ ǿŀƴǘ ǉǳƻǘŀ 

to reset and define final limits in the policy, you can choose non-periodic. 

Note: Periods are completed at the end of specified unit. For example, if a new policy is created with 1 

Month period on 15th November, usage will be reset on 30th November, not on 15th December. 

Surfing Time:  It allows limiting the quota by time. Time limit allows measuring surfing time of user and 

set limit for them. Surfing time is not measured directly, instead calculated by counting transferred 

bytes in the last minute. If user transferred at least 100 KB in the last minute, it is passed for a minute 

usage. This means minimum unit for surfing time is minute and for example ten seconds of usage may 

be calculated as one-minute usage.  

If period is set, this usage will be reset at the end of period. 

Data Quota: Download and upload limits can be defined here. 

Quota Exception: Multiple Quota Exceptions can be attached to the policy. Order is important. 

Quota Exception 

A Quota Exception is a rule to measure a specific usage pattern and define limit for this pattern. For 

example, you may have a generic quota policy with 5 GB download limit. If you have an ftp server 

outside of your internal network or in a separate network (e.g. DMZ) you may want to set a separate 

limit for transfers between users and ftp server. In this case you need to define an exception an attach 

this exception to your quota policy. 

Destination IP: Set the destination IP address for this exception. You may also specify a network in the 

CIDR form (e.g. 10.0.0.0/16). 

Destination Port: Set the destination port for this exception. You may specify a single port here. 

Different use cases are possible here. For example, you may skip defining destination IP and set 



 
 

95 Labris  Networks 

Administration Guide for Labris UTM  

Version 3.4.1 

destination port as 22. This allows all SSH traffic to match this exception regardless of the destination IP 

address. 

Day of Week Range: Set a filter for week range.  

Time Range: Set when the exception will match during day. Again, different use cases are possible here. 

For example, you may want that FTP exception match only during work hours. In this case, you can set 

Day of Week Range to Monday-Friday and Time Range to 08:00:00-17:00:00. 

Creating a Simple Quota Policy with Single Quota Exception 

This is a simple scenario with general 5 GB download limit, 20 GB download exception for SSH and 20 

GB upload exception for SSH. SSH exception is defined for work hours. Both policy period and SSH 

exception period are set to one month. 

Quota Policy Creation 

This is the main screen of quota. By default, Quota Policies screen is open. You can add new policy, edit 

or delete existing policies here. Right sidebar allows hopping to other screens: Quota Exceptions, Quota 

Monitoring. 

Note: Do not forget pressing Save after adding/editing/deleting. Otherwise your changes will be lost. 

 

No Name Description 

1 Add Policy Create a new quota policy 

2 Edit Policy Edit an existing quota policy 

3 Delete Policies Delete existing quota policy 

4 Quota Policies Open Quota Policies screen 

5 Quota Exceptions Open Quota Exceptions screen 
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6 Quota Monitoring Open Quota Monitoring screen 

7 Refresh Refresh policies exceptions and monitoring data (unsaved changes will be lost) 

8 Save Save Quota Policies to UTM. Omitting save step will cause changes to be lost 

A Rule No Number of quota policy 

B Name Name of quota policy 

C Type Periodic or non-periodic 

D Period Show if policy is periodic 

E Data Quota Show data quota of policy 

F Time Quota Show time quota of policy 

 

 

No Name Description 

1 Policy Name Name of the policy. This name will be used when assigning to 
users/groups. 

2 Periodic Usage will be zeroed at the end of period. 

3 Non-periodic Usage will not be reset. Limits are final. 

4 Period count Period count. 

5 Period unit Possible values are: Day, Week, Month, Year 

6 Unlimited surfing time 5ƻƴΩǘ ǎŜǘ ŀ ƭƛƳƛǘ ŦƻǊ ǎǳǊŦƛƴƎ ǘƛƳŜΦ 5ƛǎŀōƭes Hours and Minutes 
fields. 

7 Surfing Time Hour Limit Set how many hours a user is allowed to surf. Combination 
with minutes field is possible. 

8 Surfing Time Minute Limit Set how many minutes a user is allowed to surf. Combination 
with hours field is possible. 

9 Quota Download Limit Set how many megabytes a user is allowed to download.  

10 Unlimited Quota Download 5ƻƴΩǘ ǎŜǘ ŀ ƭƛƳƛǘ ŦƻǊ ŘƻǿƴƭƻŀŘΦ  

11 Quota Upload Limit Set how many megabytes a user is allowed to upload. 
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12 Unlimited Quota Upload 5ƻƴΩt set a limit for upload. 

13 Attach New Exception Attach an existing quota exception to this policy. 

14 Remove an Exception Remove an already attached quota exception from this policy. 

15 Move chosen exception up Move attached exception up in the order. 

16 Move chosen exception down Move attached exception down in the order. 

17 Add Complete policy creation 

18 Cancel  Cancel policy creation 

 

 

Quota Exception Creation 

This is Quota Exceptions screenΦ 5ƻƴΩǘ ŦƻǊƎŜǘ ǇǊŜǎǎƛƴƎ ǎŀǾŜ ŀŦǘŜǊ ŜȄŎŜǇǘƛƻƴ ŎǊŜŀǘŜκŜŘit/delete. 
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No Name Description 

1 Exception Name Name of the exception. This name will be used when attaching 
exception to a policy. 

2 Periodic Usage will be zeroed at the end of period. 

3 Non-periodic Usage will not be reset. Limits are final. 

4 Period count Period count. 

5 Period unit Possible values are: Day, Week, Month, Year. 

6 Destination IP/Net Destination IP Address or Network (CIDR) for this exception. 

7 Destination Port Destination port for this exception (only one port). 

8 Day of Week Range Which days this exception will match. 

9 Time Range Which hours this exception will match. 

10 Surfing time Set time limits for this exception. 

11 Download Limit Set download limit for this exception. 

12 Upload Limit Set upload limit for this exception. 

13 Add Complete exception creation. 

14 Cancel Cancel exception creation. 
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Attaching  a Quota Exception to a Quota Policy 
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Assigning a Quota Policy to User 

After defining a policy (and exceptions), you need to assign users to this policy.  This is possible in both 

LMC and WAUTH. 

LMC 
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WAUTH 

 

Assigning a Quota Policy to Group 

Assignment to groups are only possible in LMC. When you assign a policy to group, all users not having a 

quota policy before are associated with new quota policy. If a user is specifically assigned a quota policy 

before, policy of this user will not be changed with group quota assignment. 
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Monitoring Quota Usage 

Usages of all users can be monitored in LMC. Additionally, a single user can see own usage in WAUTH 

Welcome screen. Monitoring in LMC is more detailed since you can examine by policy and see all 

exception usages also. On the other hand, a user can only see only policy usage in welcome screen. 

Exceptions and usages belong to them are not listed. 

LMC 

Double clicking on a usage shows exception usage.
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WAUTH Welcome Screen 
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System 

System Tab in the LMC provides us with different options like DHCP , DNS , Date / Time 

ǎŜǘǘƛƴƎǎ Σ /ƻƴŦƛƎǳǊƛƴƎ ōŀŎƪǳǇΩǎ Σ ǳǇŘŀǘŜ Σ ŀǳǘƻƳŀǘƛŎ ǳǇŘŀǘŜǎ Σ ƭƻƎǎ ŀƴŘ ƎŜƴeral settings. 

All the above mentioned options can be configured under System Module. When we are connected to 

System Module below screen appears. 

 

 

Viewing Options in System 

²ƘŜƴ ǿŜ wƛƎƘǘ ŎƭƛŎƪ ƻƴ ά{ȅǎǘŜƳ ¢ŀōέ we find following options. 

1 Connect It enables us to Connect to the System Module 

2 Disconnect It enables us to Disconnect from System Module 

3 Properties It helps us to view properties of System Module in 
LMC 
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19. System LMC Module 

 

Users 

In System Module on the right pane you can find Users tab in that click on Users 



 
 

109 Labris  Networks 

Administration Guide for Labris UTM  

Version 3.4.1 

Adding User 

Click on Add Tab to add a New User in System Module. 

 

These are the inputs for adding a New User 

1 Username Type the name of the  Username of the new User 

2 Password Type the Password of the new User 

3 Re-type Re-Type Password of the new User for 
confirmation 

4 Name  Type the Name of the new User 

5 Comment Type reason for the User creation (Optional) 

 

Below screen appears stating that User added successfully, click OK to close the current tab 
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We can notice new User added in the ¦ǎŜǊΩǎ list of System Module 

 

Deleting User 

Select User and click on Remove Tab to delete an User. 
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When the below screen appears, click Yes to remove User. 

 

 

Alert screen appears displaying User removed successfully; click Ok to close the current tab. 
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Change Password / Editing User 

 

Select the user from the list and click on Edit 

 

Viewing options in Edit User 

1 Module Displays all the Modules in LMC 

2 Access level Displays access level of each Module 

3 Set Password This option helps to Set Password to the User 

 

 

Select the Module and choose Access level from the drop down menu as shown below 
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When we click on Set Password, below screen appears. 

 

1 New Password Type password of the User 

2 Re-type 
Password 

Re-type Password of the User for 
confirmation 

 

Click on Set Tab to set New Password 

Below screen appears stating that password is changed successfully, Click Ok to close the 

current tab. 
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Click on Save Tab to save changes. 

 

When the below screen appears, click Ok. 

  

Click on Close Tab 
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20. DHCP 

DHCP: DHCP stands for Dynamic Host Configuration Protocol 

DHCP server provides IP address and other related configuration information like subnet mask 

and default gateway to the host systems within a LAN network. For every computer it will 

provide unique IP to identify the system.  

By our configuration settings IP address will change certain period of time for the host systems

  

DHCP is useful in extremely larger networks where we want to centralize the IP management to 

reduce human errors. 

ISP (Internet Service Provider) 

Usually L{tΩǎ implement DHCP servers 

DHCP is a server which assigns IPs automatically to the clients requested from a range of IPs. 

IP leasing process: 

1. DHCP discover: The client machine when turned on, broadcasts the network id, broadcast id 

and MAC address on Network for discovering DHCP server. 

2. Offer: The DHCP server listening to the request made by the client offers a pool of IP 

addresses to the client machine. 

3. Selection: The client machine on receiving the pool of IP address selects an IP and requests 

the DHCP server to offer that IP. 

4. Acknowledgement: The DHCP sends a confirmation about the allotment of the IP assigned 

to the client as an acknowledgement. 

5. IP lease: If the client machine is not restarted for 8 days, exactly after 4days the client 

machine requests the DHCP server to extend the IP lease duration, on listening to this the 

DHCP server adds 8 more days for existing 4 days which is 12 days 

If the client machine is restarted again the DHCP lease process takes place and again the client 

gets an IP for 8 days. 

Select System option from the Labris Management console 
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Right click on the System tab and click on Connect to get connected 

Select DHCP option under services. 

 

 

Select Server tab to view the DHCP server details like Name , Subnet , Router , Type and 

Status. 
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Click on Add to Add the New DHCP Server details. 

 

 

Make DHCP scope Active by enabling the Active checkbox. Select the type of the scope from 

the options mentioned here. In this screen we selected Dynamic option. Also Enable Use 

ƛƴǘŜǊŦŀŎŜΩǎ Lt ŀŘŘǊŜǎǎ ŀǎ ǊƻǳǘŜǊ ŎƘŜŎƪ ōƻȄΦ 

1 Scope Name Type Scope name 

2 Interface Select Interface from drop down menu 

3 IP Range Mention Scope  

 

Click on Add Tab to add an IP Range 
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Continuation to the above screen, choose Lease Time &Maximum Lease Time from the scope 

and type Domain Name, Click on Save Tab. 

 

Saving changes is in progress. 

 

Below screen appears stating that Changes are saved and applied, click Ok to close the current 

tab. 

 

We can notice from the list that the Server is added 
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If we want to Edit the IP Range, Select IP Range and click on Edit Tab, modify the contents and 

Click Ok to apply changes 

 

Select the Server from the list and click on Edit Tab. 
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We can Edit Scope Name, Interface and IP Range in  Edit DHCP Scope. At the same time we 

can even Add, Edit, Delete IP Rangefrom the same tab.Select IP Range and click on Deleteto 

delete the entire range. 

 

Adding IP Reservation to DHCP scope 
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These are the inputs for adding IP Reservation 

1 Active We can enable or disable this option 

2 Mac Address Give Mac Address of the Host 

3 IP Address Give the IP Address within the scope of  DHCP server 

4 Hostname Type the name of the Host 

Click on Ok 

In the below screen we can notice IP Reservation added to the DHCP Server

 

Editing IP Reservation 
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Select IP and click on Edit tab 

We can edit all the fields in the Edit tab and click Ok 

 

 Deleting IP Reservation 

Select the IP and click on Delete tab, Click Ok to delete. 
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Below screen appears stating that selected records have been deleted. Click Ok to close the 

current tab. 

 

Select the Server from the list and click on Delete Tab to delete the DHCP Server. 

 

 

Deleting process is in progress. 

 

When the below screen appears, click Ok. 

 
























































































































































































































































































































































































































































































































































































































































































































































