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4. About Labris Networks Inc.
Since 2002, Labris Networks Inc. has been an R&D focused and rapidly-growing provider of
network security solutions through its globally-proven products. Labris ensures ultimate network
security through its extensive product line including Firewall/VPN, Web Security, E-Mail Security,
Lawful Interception and Availability Protection solutions on LABRIS UTM, Labris LOG and Harpp
DDoS Mitigator appliances. Next-generation solutions are developed to detect, identify all kinds

of real-time threats, applications providing a smart shield against intrusions, viruses, spam,
malware and availability attacks.

Labris products protect networks of all sizes with a variety of topologies and deployment
scenarios. Through Labris FLEX firmware options, the customers have privileges to get the
security software they need as well as extra modules such as Wireless Guest Authentication,
Detailed Internet Reporting, Lawful Interception and Logging. Having a customer-focused,
future-oriented and flexible approach, Labris also offers its state-of-the-art security software as
a Cloud Service.

Having operations in a rapidly growing global network of more than 20 countries, Labris products
protect enterprises, brands, government entities, service providers and mission-critical
infrastructures.

Labris with its worldwide partners is committed to the highest levels of customer satisfaction
and loyalty, providing the best after-sales support by the multilingual Global Support Center.
Being one of the Common Criteria EAL4+ certified security gateway brands in the world and
rapidly growing global player, Labris provides its customers the top-level security with optimum
cost. Labris, headquartered in Ankara, Turkey, has offices serving Europe, Middle East, North
Africa, Caucasus and Southeast Asia.
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5. About LABRIS UTM
Labris UTM is an Identity-based UTM Appliance. Labris UTM’s solution is purpose-built to meet
the security needs of corporates, government organizations, and educational institutions. Labris

UTM’s perfect blend of best-of-breed solutions includes Identity based Firewall, Content filtering,
Anti Virus, Anti Spam, Intrusion Detection and Prevention (IDP), and VPN.

Labris UTM provides increased LAN security by providing separate port for connecting to the
publicly accessible servers like Web server, Mail server, FTP server etc. hosted in DMZ which are
visible to the external world and still have firewall protection. It also provides assistance in
improving bandwidth management, increasing employee productivity and reducing legal liability
associated with undesirable Internet content access.

Labris UTM is available for Small Enterprises , Medium Enterprises as well as Large Enterprises

Labris UTM Web Security provides further control to block inappropriate and illegal web sites as
well as instant messaging and peer-to-peer applications while Labris UTM Application
Intelligence and Control broadens control over inefficient web applications such as social media
platforms (Facebook, twitter, etc.), online trading, IM/chat, peer-to-peer sharing and streaming
video sites. Labris Email Security completes the offering with effective protection against spam
and phishing attacks so employees only read legitimate emails and are not exposed to fake
emails. Labris UTM’s intelligent solutions simplify the centralized management of local and
remote network services while protecting your precious information and communications
resources with low TCO.

6. How to Purchase LABRIS UTM ?
To purchase LABRIS UTM, Visit - http://labrisnetworks.com/products/product/lbrutm-series-

appliances/

You can purchase through authorized distributors http://labrisnetworks.com/authorized-

distributors/
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7. LABRIS UTM Appliance deployment Architecture
This section provides information about the logical and physical design for the prescribed
deployment architecture. LABRIS UTM Appliance deployment architecture consists of software
processes called servers, topological units referenced as nodes and the security device known as
Labris UTM. In the below deployment architecture, all the Servers and LAN users are connected

to the Labris UTM through L2 switches. Labris UTM Appliance is connected to external network
through Router.

External
Network

Router ’

Local Network

Server Segment

8. Connecting Appliance
Connect appliance to a management computer’s Ethernet interface. You can use a cross-over
Ethernet cable to connect directly or use straight-through Ethernet cable to connect through the
hub or switch. Both the cables are provided along with the appliance. Connect Ethernet cable
one end to Labris UTM device in ethO and other end to computer.

eLabris UTM Device will provide default IP address
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9. Accessing the Web Admin Console
Labris Default Management Port = ethO/Port1/Net0/Mgt (first port to device)

Labris Default IP Address: 169.254.1.1
Labris Default Username: admin
Labris Default Password:labris

Connect your computer to the first port on the Labris and then open computer's network settings
section and assign IP address 169.254.1.2 and subnet 255.255.0.0. Open your browser and
browse https://169.254.1.1:81(Here IP address is the IP address of your device) to access LABRIS
UTM Web Console (GUI). Login page is displayed and you are prompted to enter login

credentials. Use default username andpassword to log on.

eatest versions of Browsers like Internet Explorer or Mozilla Firefox are required
to access web Admin Console

10.LRMS into the LABRIS UTM Appliance
LRMS — Labris Report and Monitoring Service

Once you set and install LABRIS UTM Appliance properly this is how you will login in to the
LABRIS UTM Appliance

It has a login screen as well as languages selection screen

These are the inputs for LABRIS UTM Login screen

1 | Username Type in your valid Default username.This username
is the one which you have given during the
installation

2 | Password Type in your valid Default password. This password

is the one which you have given during the
installation.A good password is a mix of alphabets
, humericals , special characters with a minimum

length of 8
3 | Warm Me Warm Me before logging me into other sites.
4 | Clear Clear all Input
5 | Login Click on “Login” button to login to your appliance
6 | Languages Select your prefered language before logging into

your appliance .Currently available languages are
English and Turkish

15 Labris Networks


https://169.254.1.1:81/

Administration Guide for Labris UTM
Version 3.4.2

T ey o WO e . ¥
Labris

NETWORKS

Labris Central Authentication
Service

Username:
Password:

B Warn me before longing me into other sites. ﬂ]

opE A

For security reasons, please Log Out and Exit your web
browser when you are done accessing senvices that require
authentication!

ﬂ] English | Turkish

*You can also change your prefered language even after you login to the appliance
as shown in following image

Preferenc

LOGVIEW

ERM

Choose Language English »

Tlrkce
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Understanding your landing page or home screen

In this section you will understand various sections of LABRIS UTM appliance’s home screen
after the initial login.

& Management Console ¥4 LOGVIEW & VISIBILITY admin~ K3
System Information ch Network Interfaces
@ Hostnal
ey otcunenns 2aemeser [
Uptime:  392h-4m-59s
Ht Accept-Deny Data
2015-12-21
o e
. . ] = = ] . - ° 13:11:02 131503 13:19:03 132303 132703
-
 Applications Data
@ Guvenlik Bilgisi
Engellenen Web Sayfalan: 31157 Yakalan Virasler: 0
Engellenen Saldirilar: 0 Yakalanan Spamler: 0
1 | Page Header In this section, you will find links to LMC, Logview, Visibility, Wizard, Authentication and Settings
Section toggle, Help and Logout. Notice the right hand top corner for Help and Logout.
2 | Main After the initial login, you will be landed on to your Labris Security Gateway Software Dashboard.
Dashboard Main dashboard will show you System Information and various historical & real time statistics.
3 | Navigation You can navigate to various sections such as. In addition to these you will also find options to change
your preferred language.

On Dashboard, You will find widgets such as System Information, Network Interfaces,
Resources, Protection Information, Application Data and Signature Databases.
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Y% LOGVIEW & VISIBILITY 2 admin~ |

sh Network Interfaces

Dec 23, 2015 1:57 PM

Incoming Qutgoing

#t Applications Data

@ Security Information @
Websites Blocked: 251953 Viruses Caught: 0
Attacks Prevented: 0 Spams Caught: 0
,::‘” et doey o App Name;: SMTP
CPU  Storage Memory Labris Networks © 2014
1 | System System Information field in the dashboard displays information on the No.of users ,
Information Host Name, Labris Version , System Time and Uptime
2 | Resources Resources field displays information on resources(Processors , Memory , Disk) and
their utilization levels with diagrams which makes us to understand easily.
3 | Signature Signature Databases displays information which is related to the UTM device

Databases
4 | Network Interfaces | Network Interfaces field displays information like Ip Address , NetMask , Status and
Error Information. We can also find a chart which gives pictorical representation of
the Ethernet utilization.

5 | Accept-Deny Data Accept-Deny Data witget summarizes Accepted and Denied traffics count by a single
date from Firewall(Network) and Webfilter(Access) data.

6 | Protection Protection field displays information related to the virus / spams caught and also the
Information No.of websites blocked and Attacks prevented.
7 | Application Data Application Data widget shows a treemap graph for most used application along the

whole network.

How to Pop-in/out and Maximize/Minimize widgets on the Main Dashboard

You can pop-out/in and maximize/minimize these widgets on the main dashboard by clicking
icons which, are shown as below based on your need.
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Maximize / Minimize

N

Pop-out/in

Ht Applications Data

DNS

App Name: SMTP
Value: 36,551,331

Wizard Installation

Installation wizard enables simple configuration of Labris UTM products by users in just a few
steps. Installation wizard can be accessed via product’s web interface. The wizard is fixed at the
top right corner of the web interface.

admin ~

 Network Interfaces

Labris

CONSOLE o

1 2 3 4 5 &
] ) ) )

400

. 13:41:03 13:45:03 13:49:03 13:53:03 135704
-

2015-12-22 2015-12-23 N :
Incoming -+~ Outgoing

ccess)
Ht Applications Data

J
J
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11.How to use Wizard Installation?

The product configuration can be started by clicking the Wizard icon on the web interface. The
product configuration can be made in five steps in total.

1. Hostname and Gateway Mode Configuration
a. Gateway Mode Network Configuration
i. Network Configuration for LAN or DMZ
1. Network Configuration for HotSpot and Web Filter on the LAN or
DMZ interface
ii. Network Configuration for IP Type DHCP
iii. Network Configuration for IP Type Static
iv. Network Configuration for IP Type PPPoE
b. DNS Configuration
c. DHCP Server Configuration
2. Hostname and Bridge Mode Configuration
a. Bridge Mode Network Configuration

1. Hostname and Gateway Mode Configuration

Configure as Gateway if you want to use Labris UTM as

e A firewall or replace an existing Firewall
e A gateway for routing traffic
e Link load balancer and implement gateway failover functionality

Apart from configuration Gateway IP address (IP address through which all the traffic will be
routed), you must also configure LAN and WAN IP addresses.
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r LAN Network
Linternet 152.158.158.1 : )

[
]

[}
i
:

Labris in Gateway Mode

,.
N
g
w

External Router
85.88.82.81

Hostname and Working Mode;

Iral abris Installation Wizard

n
s 5 HETWORKS

Hostname and Waorking Mode Configuration (1/4)

1, Hostname 2, Weorking Mode

HEE] FEENE v

d.-

Hostname Configuration

Network Configuration

Bridge Configuration

DMS5 Configuration

DHCP Server Configuration

jump to selected section T
1 Hostname Device Hostname
2 Working Mode Select a Working Mode. Gateway or Bridge
3 Back The Back Step Now
4 Next The Next Step Now
5 Apply & Next Apply Changes and goto Next Step
6 Jump to Selected Section Connect The Desired Step
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12. A — Gateway Mode Network Configuration

This is the section where the hostname and working mode settings of the device can be
made.

i - Network Configuration for LAN or DMZ;

Metwork Configuration - (eth2) (2/4)

1] Interface 2_ Interface Type 3 Interface Name 4| MAT

O LAN v NEIDE OFF
1 Interface Select Interface
2 Interface Type Select Network Type for WAN,LAN or DMZ
3 Interface Name Name for Network
4 NAT Network Address Translate ON or OFF

ii - Network Configuration for IP Type DHCP;

E. IF Type ?. IF Address E. Netmask 5‘_ Default Gateway
Cyamic [DH W

6 IP Type Select IP Type for DHCP, Static or PPPoE

7 IP Address IP Address for Network LAN,WAN or DMZ

8 Netmask Netmask for Network LAN,WAN or DMZ

9 Default Gateway Gateway for Network WAN

iii - Network Configuration for IP Type Static

E. IF Type ?. IF Address 8| Netmask 9| Default Gateway
Sk T 192 168.165.1 2552552550

6 IP Type Select IP Type for DHCP, Static or PPPoE

7 IP Address IP Address for Network LAN,WAN or DMZ

8 Netmask Netmask for Network LAN,WAN or DMZ

9 Default Gateway Gateway for Network WAN
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10 yLan

13 wian D

10 VLAN

VLAN ON or OFF for Network

11 VLAN ID

ID for VLAN

iv - Network Configuration for IP Type PPPoE

6] IF Type 7| IP Address E_ Netmask 9 Default Gateway
PEPQE L
10 DSL Username 11 D5L Password 12_ Verify D5L Password
IP Type Select IP Type for DHCP, Static or PPPoE
IP Address IP Address for Network LAN,WAN or DMZ

Netmask for Network LAN,WAN or DMZ

6
7
8 Netmask
9 Default Gateway

Gateway for Network WAN

10 DSL Username

Username for DSL Authentication

11 DSL Password

Password for DSL Authentication

12 Verify DSL Password

Again Password for DSL Authentication

1 - Network Configuration for HotSpot and Web Filter on the LAN or DMZ interface;

13 wauTH m

15 HTTP Filtering m

14 yauTH S5L Connection m

18 1i17ps Filtering m

13 WAUTH

Wireless Authentication enable or disable for Network LAN or DMZ

14 WAUTH SSL Connection

Connect with SSL on the WAUTH Management Page

15 HTTP Filtering

Web Filtering enable or disable HTTP Protocol for Network LAN or
DMZ

16 HTTPS Filtering

Web Filtering enable or disable HTTPS Protocol for Network LAN
or DMZ
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13. B - DNS Configuration

This is the section where DNS IP address settings can be made.

DMS Caonfiguration (3/4)

1|ons11P 2 Dus2IP 3| DS 2 IP

192 168.168.10 3333 1422
4_ Internal DN S Domain Name 5_ Time Zone

SrtsDNS locs Euwrope/|stanbu
1 DNS1IP First DNS Server for IP Address
2 DNS 2 IP Second DNS Server for IP Address
3 DNS3IP Third DNS Server for IP Address
4 Internal DNS Domain Name | Internal DNS Server Domain Name
5 Time Zone Select a Time Zone

14. C - DHCP Configuration

This is the section where we can activate or deactivate DHCP server in which the
interface and IP settings of the IP addresses to be distributed to our DHCP Local users,

are made.
DHCP OFF
CDHCP Configuration (4/4)
1| DHCF Server for LAN 2] DHCF Interface
OFF el r
DHCP Server for LAN Select DHCP Server Active or Passive
2 DHCP Interface Interface list for DHCP Server or Relay
DHCP ON
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DHCP Caonfiguration (4/4)

1| DHCFP Server for LAN 3| DHCF Interface

3| DHCP IP Start 4| DHCF IP End 5| DHCP Metmask & | DHCF Gateway

7 Dus1IF B|ONs 2IP

192 168.168.10

1 DHCP Server for LAN Select DHCP Server Active or Passive
2 DHCP Interface Select DHCP Interface
3 DHCP IP Start DHCP IP Start Address
4 DHCP IP End DHCP IP End Address
5 DHCP Netmask Netmask for IP Address
6 DHCP Gateway Gateway IP Address for Client s
7 DNS1IP First DNS IP Address for Clients
8 DNS2IP Second DNS IP Address for Clients

2. Hostname and Bridge Mode Configuration
Configure as Bridge if

e You have a private network behind an existing firewall or behind a router and you do
not want to replace the firewall.
e You are already masquerading outgoing traffic.

Linternet

-3 LAN Network

External Router o ) !
10.20.30.1 Labris in Bridge Mode

A - Bridge Mode Network Configuration
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5! Labris

NETWORKS

Iy

1
-
—

1. Hostname

Installation Wizard

Hostname and Working Mode Configuration (1/4)

2| Werking Mode

e Eiridge T
3 € Back Next ¥ Apphy & Mext
4

1 Hostname Device Hostname
2 Working Mode Select a Working Mode. Gateway or Bridge
3 Back The Back Step Now
4 Next The Next Step Now
5 Apply & Next Apply Changes and goto Next Step

Bridge Name 1

2| Len Bridge Interface

Brid

ge Configuration (2/4)

3 Right Bridge Interface

¥ end ¥

4| Bridge IP S| Bridge Netmask
2552552550
| submit

1 Bridge Name Name for Bridge
2 Left Bridge Interface Select Bridge Interface for Left
3 Right Bridge Select Bridge Interface for Right
4 Bridge IP Bridge IP for Management
5 Bridge Netmask Bridge IP Netmask for Management
6 Submit Apply Changes
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Accessing LABRIS UTM through LMC
Click on LMC tab (Labris Management Console) from the Dashboard.

# Management Console  ¥£ LOGVIEW & VISIBILITY

System Information

Hostname:  yssyk

o[ MC requires JAVA addon. While opening the LMC, you will be offered certifcate
and security related information. Please accept the information and proceed as
appropriate

After all the validation and verification, the following LMC screen appears.

Help

% =
=@ Device List
=5 10.11.12.221:4000
User Management
2 System
) Network Settings
B Firewall
B VPN
@ Filter
@ Antispam/Antivirus
2 ipsnPs
% Messaging
Senver
hd Load Balancer
@ License

Now, we are ready to get connected to our appliance for further activities.

LMC Interface
This is the default LMC interface we get when we connect to the Labris Management Console
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E:] Device List i
3

In Labris Management Console we will find three sections.

Section 1 Menu Tab Menu Tab is a horizontal strip that contains lists of
available menus
Section 2 Module Module Tab consists of three short cut icons for Change
view, Add module, Delete Module
Section 3 Server List Server List consists of list of servers added to LMC
Menu

A Menu Tab is a region of a screen or application interface where drop down menus are
displayed. A Menu tab is an integral graphical user interface (GUI) component in LMC.

In Menu Tab we will find Device, File Menu, Edit Menu, View Menu and About Menu.
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4 Labnis Managementlonsale,
evice File Edit View gbautl

2 = \

Menu Tab
] Device List

=

Brief Summary about each of the parameters in Menu tab:

1 Device Device helps to manage the server with different options
File Menu offers commands for closing windows and exiting

2 File Menu the current program. It contains commands relating to the
handling of files, such as New, open, save, exit

3 Edit Menu Edit Menu consists of LMC options and Certificates. We can
manage Certificates by using this Menu

4 View Menu View Menu provides two different options like Sort and GUI
templates to view the content in different modes

5 About About Menu gives information about LMC

File Menu

File Menu enables us to connect to new LMC, Open a file, save a file and Exit from the LMC

Under File Menu we find the following options

1 | New This option enables to connect to the New LMC

2 | Open This option enables to open an existing document which
is located in the local machine

3 | Save This option enables to save the contents of a Files

4 | Exit This option enables to close and exit from the LMC

To open New Labris management console

1. Goto File>New
2. New Options helps us to connect to the New Labris Management Console (LMC).
When we click on New the following screen appears.
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Device Edit View About

% Open Al-C ! ]
= E:]D Save Ak-S
E8

Exit ARE  Spement
& System

4000

Opening an existing file using LMC

1. Goto File>Open
2. Using Open option we can open an existing file in LMC

LoEL] :
Devicel File |Edit View About

Mew Alt-N
® e ] =

= E:]D' Save Al-S
=

4000
Exit A®E  Sgement

& System

3. Browse the path of the file, Select the File and click Ok

Enter file name:  Testim

Files: LIC Modute List Files v

Saving the files in LMC
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1. Go to File>Save

QevicelEile Edit View About

e M
= Open At-C —
- 5:]
Exit AYE  Lpement

= System

4000

2. Using Save option we can save the files in LMC

Exiting from LMC console

1. Go to File>Exit
2. When we click on Exit it prompts us with a message “Do you really want to exit?”
3. Click on “Yes” to exit, or click on “No” to remain in the same LMC

T =] 2l

Device Edit View About EXits X
T e
2 Open At-0 = & @ Do you really want to exit?

= E:]D Save ak-s

= A000
N [ w

& System

Edit Menu
Edit Menu helps us to manage LMC options like change of Language (English & Turkish),
settings etc. Certificate details can also be viewed and managed from Edit Menu

Under Edit Menu we find the following options

1 | Options This option helps us manage LMC options
2 | Certificates This option helps us to View details and manage
certificates in LMC

Editing options in LMC

1. Go to Edit>Options
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2. Using Options we can view settings and select interface language in LMC and click “Ok” to
apply settings.

1 | View settings View Settings consists of show button bar and
open module list on start. Choose appropriate
option

2 | Language This option enables us to choose preferred

options language either English or Turkish

3 | OK Select OK to apply the settings

4 | Cancel Select Cancel if we don’t want to apply these
settings

5 | Help Help options gives the related information
about LMC options. It provides online help.

o Labris IManagement Console
Device File | Edit |View About

% | Options  Ato |
(7

Certificates ARC [
=] Device List
=™ 10.11.12.221:4000
-ﬁ‘ Lser Management
E. System

LG Options, X |

View Settings

+/| Show Button Bar

Open recant module list on start

Language Options

Interface Language English v
ish

/ Tirkce

\A ¢ Cancel Qﬂelv—l

Certificates details in LMC

1. Go to Edit>Certificates
2. When we click on “Certificates” the Certificate manager console gets opened, where we
can manage the Certificate using options like Delete, View Details, Close, Help
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Device File View About
% Options Alt-Cr
[

| Certificates At-C_ [
=] Device List
=M 10.11.12.221:4000
1"}‘,‘ ser Management
E System

You have trusted to the following certificates

Cenrificate Name Subject (CN) Expires on
[lﬂ.188.50.l8.’sl3lcmaoomr labris security.gateway ‘Tue Nov20 17:12:231ST 2018 |

Delete Close Help J

3. If we want to view the certificate details click on “View Details”. A screen appears as below

with all necessary details of the certificate

1 Delete Delete options helps us to delete the
selected certificate from LMC

2 Close Close option helps us to close the
Certificate manager window

3 | Help Help Options gives information about the
certificates and its related options
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Certificate Details, ;‘
Cerificate; 78.188.50 48 static.ttnet. com.ir

Subject
Mame: labris. security.gateway
Organization: Labris Teknoloji
Crganization Unit: RaD
Country: TR
State: AMK
Issuer
MName: labris.security. gateway
Organization: Labris Teknoloji
Organization Unit: Ral
Country: TR
State: AMK
Serial. d96e87T2D4667601

View Public Key CancelJl

1 | View public Key This option helps us to view the public key
2 | Cancel This option helps us to close the Certificate details window
View Menu

View Menu is one of the option in Menu Tab. View Menu helps us to view the contents in
different modes depending on the options available in LMC.

Under View Menu we find the following options

1 Sort This option helps to sort by server or
module

2 GUI Templates | This option helps to change the view of
LMC to Aero mode or MacWin mode

Sorting Labris management console

1. Go to View>Sort> By Server

Lad s éld Na QETTEN L On SO

==

Device File Edit About

% Sort #| By Server ARbS
N = | GUI Templates » By Module At-M
=58 Module

+ ‘i‘l Lser Management
+ E. System

2. When we sort By Module the view of the LMC appears as below
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Device  File Edit View About

- 2 =

+- 38 Module

1. Go to View>Sort> BY Module
2. When we sort by module the view of the LMC changes as below

ﬁ':ﬂyr sManagementConsole
Device File Edit About
% g F By Server AktsS
GUI Templates #| By Module Akt-M |
=88 Module

+ ’i‘ User Management
+ 2 System

View using GUI Templates option in Aero Mode

1. Go to View>GUI Templates> Aero
2. When we click on Aero the view of the LMC appears as below

[LabS gementonsole
Device File Edit About

% g Sort r

GUI Templates M Aero
+ S8 Module Mac\Win

View using GUI Templates option in MacWin Mode

1. Go to View>GUI Templates>MacWin
2. When we click on MacWin the view of the LMC appears as below

Device File Editabnut

% g Sort g

| GUI Templates M Aero
+ S8 Module Mac\Win

Device Menu
Device Menu provides us with different options like Add, Remove, Connect, Disconnect server
from LMC. We can manage the server using the options in Device Menu
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Under Device Menu we find the following options

1 Add Server This option helps to Add server to the LMC

2 Remove Server | This option helps us to Remove server from the LMC
3 Connect This option helps to Connect the server to the LMC
4 Disconnect This option helps to Disconnect the server from LMC

Add Modules from Server Menu
To manage and configure the appliances we will add Server to the LMC.

1. Go to Device>Add server

S Latmnsilanagermeni [Console

[Device | File Edit View About
Iﬁu:ld Server Alt-A

Remove Server AR

Connect Alt-C
Disconnect Alt-D

e We can even choose a short cut icon under Module to Add server

After clicking on the “Add Server”, you will see the “Add Devices from Server” menu. .
Type in the appropriate Default Username and Default Password and click on
“Authenticate” button.

Notice & verify your appliance’s IP address in the “Add Devices from Server” menu and
click on the “Login” button as shown below
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- B x
Help

E'_nﬂ Labris Management Console

Device File Edit View About

w (2] =

8 Device List

Please fill in the fields according to the device you want to connect:
P 10.11.12.221
User Name admin

Password |

i Advanced | .__,| Login

2. After successful authentication process, you will notice your new appliance
appearing on LMC's Server list as shown in the following images.

Device | File Edit View About

Device | File Edit View About
o ® =

=] Device List =fia] Device List

+- M 10.11.12.221:4000 = 9 10.11.12.221:4000
—ﬂ‘ﬁ User Management

/ 2 System
| Metwork Settings
B: Firewall
= VPN
& Filter
@ AntispamiAntivirus
. IDsIPS
[EE] Messaging
Senver
w Load Balancer
B License
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User Management
User Management system providing administrators with the ability to effectively manage users

on the network. It is an authentication feature that provides administrators with the ability to
identify and control the state of users logged into the network.

It is not limited to, the ability to query and filter users that are currently logged into the
network, but also manually log out users, and control users login counts and login times.

o Labnshanagementiconsole

Device File Edit View About

= 2 =

=88 Module
|+ 5 User Management |
- g System -
1 Network Settings | D1sconnect
B: Firewall Properties
= VPN

+-[F-F

Viewing Options in User Management

When we Right click on “User Management Tab” we find following options

1 | Connect It enables Users, Groups & WAUTH to connect
to the LMC

2 | Disconnect It enables Users, Groups & WAUTH to
disconnect from LMC

3 | Properties It helps us to view properties of User
Management in LMC

15.Users
Users Tab in LMC enables us to Add new User, Edit existing Users, Delete User in User
Management Section in LMC.

When we click on Users tab all the existing Users are displayed with fields User Name, Name
Surname, Source, Domain, Global and Note

Adding User
Add tab in user management helps us to Add a new user to the LMC Appliance

Click on Add tab to add a New User
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I Us=rs I Groups | Identity Integration | WAUTH Quota

Select Al # Delete | | 7 Edit I o2 Add I 2, Filter
User Name Name Surname Source Domain Global Note

testuser2745 testuser2745 ad labristeknoloji.com b -
testuser7610 testuser7slo ad labristeknoloji.cam v
testuserdss testuserdss ad labristeknoloji.com v
testuserds00 testuserds00 ad labristeknoloji.cam b
testuser3983 testuser3gss ad labristeknoloji.cam v
testuserg446 testusergd46 ad labristeknoloji.com v
testuser2633 testuser2633 ad labristeknoloji.cam e
testuser7236 testuser72as ad labristeknoloji.cam v
testuserg79s testusers79s ad labristeknoloji.com v
testuser8720 testusers720 ad labristeknoloji.cam v
testuser3928 testuser3g2ge ad labristeknoloji.cam v
testuser7s77 testuser7syz ad labristeknoloji.cam b

Add Use xX

1 User Name |Sample

2 Name Surname Sample

3 Password  #etess |
4 Password Again  Fseex |
r 3 Domain |localhost.localdomain -

6 +| Global
[ 7 Comment |Sample note |
+| Select Group  |sample_group 8 -
+| Quota Policy |sample_guota g -

Cancel

These are the inputs for adding New User

1 | User Name Type the name of the new User
Name Type the Surname of the new User
Surname
3 | Password Type Password of the new User s
4 | Password Re type the same Password for confirmation
Again
5 | Domain By default Slave is being selected in Domain
6 | Global It is deemed central management. In the case of the device is the

same as the firm’s global projects marking more than one user is
deemed to be used every time a user was created in the location is
achievable UTM device.

7 | Comment Type reason for the User creation (Optional)

Select Group You can make a user, member of a group

9 | Select Quota You can choose a quota policy for user

Policy

(o]
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Global, Comment and Select Group fields can be selected according to the User requirement
and click on OK to apply these settings.

Labpsfetworkse o B

Applying Changes...

Type the name of the User in the Filter Tab to check whether the user is added to the list or

not. If the user is not added click on Refresh Tab

Us=rs | Groups | ldentity Integration | WAUTH | Quota

Select All # Delete | | 7 Edit | | 492 Add [5ample] ., Filter |
User Name Name Surname Source Domain Global MNote
testusera719 testusera7l9 ad labristeknoloji.com v -~
testuser7ssl testuser7551 ad labristeknoloji.com v E
testuserG&72 testuserés72 ad labristeknoloji.com v
testuser5467 testusers5467 ad labristeknoloji.com v
testuserlss?y testuserlss7 ad labristeknoloji.com v
testuserla03 testuserls03 ad labristeknoloji.com v
testuser3sly testuser351l7 ad labristeknoloji.com v
testuserg747 testuserg747 ad labristeknoloji.com v
testuseras3z testusergs32 ad labristeknoloji.com v
testuser3366 testuser3366 ad labristeknoloji.com v
testuserd2lg testuserd21s ad labristeknoloji.com v
testuserggol testuserggol ad labristeknoloji.com v
testusers784 testusers7s4 ad labristeknoloji.com v
testuserg734 testuserg734 ad labristeknoloji.com v
testuserG082 testuseré082 ad labristeknoloji.com v
testuserg4s88 testuserg4s8s ad labristeknoloji.com v
testuserdgs testuserdgs ad labristeknoloji.com v
testuserf253 testuserf2s3 ad labristeknoloji.com v
testuser784 testuser7g84 ad labristeknoloji.com v
testuser798 testuser7o8 ad labristeknoloji.com v
testusers208 testusers20s ad labristeknoloji.com v
testuser3693 testuser3693 ad labristeknoloji.com v
testuserfsz27y testuserg527 ad labristeknoloji.com v
testuserfoss testuserggss3 ad labristeknoloji.com v
testusers040 testusers040 ad labristeknoloji.com v
testuserd77g testuserd?78 ad labristeknoloji.com v
testuserd783 testuserd783 ad labristeknoloji.com v
testuserod4od testuserg494 ad labristeknoloji.com v =

_/ Change Local Domain Name

Below screen appears stating that it takes some time to Refresh, click OK to continue the

Refresh process

@ Refresh
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This will take some time depending on your user and group count, so it will run as a background process. Do you want to proceed 7

\\* | Cancel

After completing Refresh process type the name of the User in the Filter tab, then you can
notice the New User displaying in the User’s list

Uzzrz Groups | Identity Integration | WAUTH | Quota

Select All ¥ Delete | | 7 Edit | | 42 Add Sample 2, Filter
User Name Name Surname a Source Domain Global MNote
userz labris labris localhost.localdom... L sample
| Sample Sample labris localhost.localdom... v Sample note |
users labris labris localhost.localdom... v sample user
userl labris labris localhost.localdom... v sample note

Deleting User

Delete Tab in user management helps us to delete the user permanently from the LMC
Appliance

Type the name of the User which you want to delete in the Filter tab, Select the User and click
on Delete Tab

Usz=rs Groups | Identity Integration | WAUTH | Quota
Select All € Delete | | 7 Edit | | 42 add |sample 2, Filter |
User Mame « MName surname Source Domain Global Mote
| v Sample Sample labris localhost.localdom... b Sample note |

Then the below screen appears, Click OK to delete a User in User Management in LMC

”ﬁq?

@ Selected users will be deleted. Are you sure ?

T~ Cancel

It takes some time to Delete an User from User’s list
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Selected users are being deleted...

Below screen gives information that the selected User is deleted successfully. Click OK

bm_x

\@ Selected users are deleted successfully.

\‘ oK

Changing password / Editing User
Select a User from the User’s list and click on

Edit Tab
| Ua':-r-;-l Groups | ldentity Integration | WAUTH | Quota
Select All # Delete Ij Edit | 47 Add 2 Filter
User Name Name Surname Source Domain Global MNote
user3 labris labris localhost.localdo... v sample user -
user2 labris labris localhost.localdo... v sample E
| v userl labris labris localhost.localdo... v sample note |
testuserdggso testuserggog ad labristeknaloji.com v
testuserdggs testusergg9s ad labristeknoloji.com v
testusergggy testusergggy ad labristeknoloji.com v

Edit option helps us to change the password of the existing User and edit the comment.

EditsUse: x
User Mame |userl
Mame Surname |labris
| Password [+t 1 j
[Password Again [ekkkes 2 j
Domain hd
v | Global
[Comment [sample note] 3 j
+| Quota Policy |sample_quota -
Ok Cancel

43 Labris Networks



Administration Guide for Labris UTM
Version 3.4.2

1 | Password Type new Password of the User

2 | Password Re Type new Password again for confirmation
Again

3 | Comment Type reason for the User creation (Optional)

Click OK to apply these settings.

Applying Changes...

16.Groups
Groups permit us to easily assign to all members of a group abilities in a space that are
specified to that Group. After creating a Group we are able to manage its membership by
adding or deleting Users to that Group. All the created Users may be a member of any Group
with Guest abilities. We can have same Users in multiple Groups.

Groups Tab in LMC enables us to Add New Group, Edit existing Groups, Delete Groups in User
Management Section in LMC.

When we click on Groups Tab all the existing groups are displayed with the fields Group Name,
Source, Domain.

Users I Cirgup-::l Identity Integration | WAUTH | Quota
Select All # Delete | | JEdit | | 47 Add 2, Filter
Group Name Source Domain +
sample_group labris localhost.localdomain -
testgroup4s ad labristeknoloji.com
testgroup3a ad labristeknoloji.com
ras and ias servers ad labristeknoloji.com

Adding Group
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Users @ fGrouuys | Identity Integration | WAUTH | Quota
Select All # Delete | | 7 Edit | 47 Add | 2\, Filter
Group MName Source Domain +
sample_group labris localhost.localdomain -
testgroup45s ad labristeknoloji.com L
testgroup33 ad labristeknoloji.com i
ras and ias servers ad labristeknoloji.com
incoming forest trust builders ad labristeknoloji.com
testgroup4s ad labristeknoloji.com
enterprise admins ad labristeknoloji.com
testgroup43 ad labristeknoloji.com
Click on Add Tab to add New Group to the Groups in User Management
Below screen appears with Group Name & Group Configuration.
Add|Group) x
Group Mame
[Group Name : |ad_users| | |pomain: [localhost.localdomain M| I qQuota Policy vI
Group Configuration
All Users and Groups 1 Group Components 2
[ 2, Filter || | 2, Filter |
MName Type Source Domain MName Type Source Domain
testuser2745 user ad labristeknoloji.... |« 3
testuser7610 user ad labristeknaloji.... | =
testuserd8s user ad labristeknaoloji...
testuserds00 user ad labristeknaloji....
testuser3983 user ad labristeknaloji.... 4
testusergd4e user ad labristeknaloiji....
testuser2633 user ad labristeknaloj....
testuser7236 user ad labristeknolaji....
testuserg7as user ad labristeknoloji....
testuser8720 user ad labristeknoloji.... |+
Cancel

Group Name consists of two fields Group Name & Domain.

1 Group Name | Type name of the New Group
2 Domain In this field slave is selected by default

Group Configuration consists of two fields All Users and Groups and Group Components.

1 All Users and | All the users and groups are displayed in this
Groups field
2 Group Users in specific Group are displayed in this
Components | field
3 S Click this icon to add Users in to Group
Components
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4 42 Click this icon to delete Users from the
Group Components

Click OK to add New Group to the Group’s list.

It takes some time to apply changes.

L S ET

LI,

Apphlving Changes...

Type the New Group name in the Filter tab and click Refresh to find out the New Group in the
Group’s list is added or not.
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Users | SGruuus  ldentity Integration | WAUTH | Quota

Select All # Delete | | /2 Edit | | 42 Add IsampIE_groun| 2, Filter I
Group Name Source Domain +
testgroupll ad labristeknoloji.com =
testgroupl2 ad labristeknoloji.com
testgroupls3 ad labristeknolaji.com
testgroupl4d ad labristeknoloji.com
testgroupls ad labristeknoloji.com
testgroupls ad labristeknoloji.com
testgroupl? ad labristeknolaji.com
testgroupls ad labristeknoloji.com 3
testgroupl®g ad labristeknoloji.com 1
testgroup2 ad labristeknoloji.com
testgroup2d ad labristeknolaji.com
testgroup2l ad labristeknoloji.com
testgroup22 ad labristeknoloji.com
testgroup23 ad labristeknoloji.com
testgroup24 ad labristeknolaji.com
testgroup25s ad labristeknoloji.com
testgroup2s ad labristeknoloji.com
testgroup27 ad labristeknoloji.com
testgroup2s ad labristeknolaji.com
testgroup29 ad labristeknoloji.com
testgroup3 ad labristeknoloji.com
testgroup30 ad labristeknoloji.com
testgroup3l ad labristeknolaji.com
testgroup3z2 ad labristeknoloji.com
testgroup3s ad labristeknoloji.com
testgroup34 ad labristeknoloji.com
testgroup3s ad labristeknolaji.com
testgroup3s ad labristeknoloji.com -
.~ Change Local Domain Name ﬁ Refresh

Now you can notice the newly added Group in the Group’s list. Right click on the Group and
select Show Group.

Users | Sruuus  ldentity Integration | WAUTH | Quota
Select All & Delete | | 7 Edit | | 42 Add 2, Filter
Group MName Source Domain
sample_group labris localhost.localdomain -
windows authorization access group Lonew Group ad labristeknaloji.com |
users ad labristeknaoloji.com 1
testgroupg ad labristeknoloji.com
testgroupss ad labristeknoloji.com

When you click on Show Group, Users in that group are displayed. Click OK to close the current
tab.
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dMple_group x

Mame Type Source Domain

testuser2745 user ad labristeknolgji....

testuserd 86 user ad labristeknoloji....

testuser7slo user ad labristeknoloji....

testuserds00 user ad labristeknaoloji....
Sample user labris localhost.local...
userl user labris localhost. local...
user2 user labris localhost.local...

0K

Deleting Group
Select the Group from the Group’s list and click on Delete Tab.

Users | frouys  Identity Integration | WAUTH | Quota

Select all | # Delete | 7 Edit | | ¢7 Add 2, Filter

Group Mame Source Domain «

| |~ test_group labris localhost.localdomain |~
sample_group labris localhost.localdomain
testgroup4ds ad labristeknoloji.com B
testgroup3s ad labristeknoloji.com

Warning screen is displayed; Click OK to delete a Group from the LMC.
s
X

@ Selected groups will be deleted. Are you sure 7

QK Cancel

Deleting process is in progress.

ENOTHS

Selected groups are being deleted...

Below screen appears stating that the selected Group is Deleted successfully & click OK to close
the current tab
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- mTale . ORIt e, ¥
mm—x

@/ Selected groups are deleted successfully.

N

oK

Editing Group
Select the Group which you want to edit from the list and click on Edit Tab.

Users | Sruuus  |dentity Integration | WAUTH | Quota

Select All # Delete | 4 Editl 48 Add 2, Filter
Group Name Source Domain
| v sample_group labris localhost.localdomain I‘
windows authorization access group ad labristeknoloji.com
users ad labristeknolaji.com =
testgroup99 ad labristeknoloji.com
testgroup9s ad labristeknoloji.com
testgroup97 ad labristeknoloji.com

Select the User from the Group components list and click on the icon 1to remove User from the
Group Components and click OK

Select the User from All Users and Groups field and click on the icon 2 to add Users in to Group
Components list and click OK

\Edi=groip) x
Group Marme

Group Mame : sample_group Domain : S Quota Policy A

GSroup Configuration

All Users and Groups Group Components
2 Filter 2, Filter
MName Type Source Domain Name Type Source Domain
testuser2745 user ad labristeknaloji.... | & 2 testuser2745 user ad labristeknaolaji....
testuser7610 user ad labristeknaloji.... | = testuserd8s user ad labristeknalaji....
testuserd 86 user ad labristeknalaj.... testuser7610 user ad labristeknalaji....
testuserdS00 user ad labristeknolaji.... testuserds00 user ad labristeknolaji....
testuser3983 user ad labristeknaoloji.... Sample user labris localhost.local...
testuserg446 user ad labristeknaoloji.... userl user labris localhost.local...
testuser2633 user ad labristeknaoloji.... user2 user labris localhost.local...
testuser7236 user ad labristeknaloji....
testuserg7os user ad labristeknolgji.... 1
testuser8720 user ad labristeknaloji.... |+

Cancel

It takes some time to apply the changes.
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Ld =

SIS

Apphving Changes...

To notice changes made to the Group right click on the User and select Show Group

Users | Sruuus | ldentity Integration | WAUTH | Quota
Select All # Delete | | L/ Edit | | 4P Add 2 Filter
Group Name Source Domain «
sample_group labris localhost.localdomain -
- P Show Group . -
windows authorization access group ad labristeknoloji.com 3
users ad labristeknoloji.com r
testgroup99 ad labristeknoloji.com
testgroup9s ad labristeknoloji.com

Then information about Group Components are displayed and click OK to close the current tab.

SamplelqRoup; >
MName Type Source Domain
testuser2745 user ad labristeknoloji....
testuserd6 user ad labristeknoloji....
testuser7alo user ad labristeknaoloji....
testuserdso0 user ad labristeknaoloji....

Sample user labris localhost.local...

userl user labris localhost.local...

userz user labris localhost.local...
Ok

17.ldentity Integration
Identity Integration Tab in LMC enables us to Add new Identity, Edit existing Identities, Delete
Identity in User Management Section in LMC.

When we click on Identity Integration tab all the existing Identity Integrations are displayed
with fields Name, Domain Name, Hosthame, Server IP, Type.
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Users | Groups I lel=piEity IriE= e reiion I WAUTH  Quota
Identity Integration
s Add _7Edit & Delete

Name Domain Name Hostname Server [P Type
ad_name_4 example.com host.example.com 192,168.0.1 AD_LDAP
ad_name_3 example.com host.example.com 192.168.0.1 AD_LDAP
ad_name 2 example.com host.example.com 192.168.0.1 AD LDAP
ad_name_1 example.com host.example.com 192.168.0.1 AD_LD&P

labris labristeknoloji.com develad.labristeknoloji.c... 192.168.0.89 AD_LD&P

Adding Identity
Add tab in identity integration helps us to Add a new integration to the LMC Appliance

Click on Add tab to add a New Identity Integration.

Users | Groups | ldzpigity [riezegrztionn. WAUTH | Quota
Identity Integration
2 Add | 7 Edit 3 Delete

Name Domain Name Hostname Server IP Type
ad_name_4 example.com host.example.com 192.168.0.1 AD LDAP
ad_name_3 example.com host.example.com 192.168.0.1 AD_LD&P
ad_name_2 example.com host.example.com 192.168.0.1 AD_LD&P
ad_name_1 example.com host.example.com 192.168.0.1 AD_LDAP

labris labristeknoloji.com develad.labristeknoloji.c... 192.168.0.89 AD_LDAP

You can type credentials and test without integration using Test button below.
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ntegration -Add!
1 I Mame*: |example_name I
2 | | Type*: |aD LDAP ~|
Configuration
|Domain Name*: |example.com 3 |
|Hostname*: test.example.com 4 |
| server iP*: |152.168.0.1 5 |
|Wworkgroup*: |EXAMPLE 6 |
Authentication
I User*: |administrator 7 I
IPass'wgrd*: sEssamuan 8 I
Advanced
| Port: [389 9 |
| Search Base : |ou=unit 10 |
I Filter: |CN=testgroup |77 I

" greas must be filled.

%=| Test | 57 Add

€ cancel

These are the inputs for New Integration:

1 Name Unique name for integration
2 Type Server configuration type

3 Domain Name Domain Name

4 Hosthame Hostname of Server

5 Server IP IP Address of Server

6 Workgroup Workgroup of User

7 User Username

8 Password Password

9 Port Connection port

10 | Search Base Starting point for the search instead of the default
11 | Filter Conditions for entries

If credentials are correct, you can see queried users. Using Filter button, you can filter queried

us

ers.
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x
I %, Filter I
Mame Type
testuser3s42 user -
testusers03l user =
testuserl 365 user
testuserlsGd user
testuserlssy user
testuserl 366 user
testuserlssl user
testuserl 350 user
testuserlssz user
testuserlssg2 user -

After writing necessary configurations, you can add integration with the Add button below.

MName*

Type*:

Configuration

Authertication

Advanced

Domain Name* :
Hostname* ;
Server IP* .

Workgroup#* :

User*:

Password® :

Paort :
Search Base :

Filter :

example_name

AD_LDAP

example.com
test. example.com
152.168.0.1

EXAMPLE

Administrator

389
QU=Unit

CMN=testgroup

" greas must be filled.

¥=| Test

< Add

#¢ cancel

Editing Identity
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A previously added Integration can be edited by choosing it and clicking the Edit Button.

Users | Groups | ld=nfity Inesgreiiior | WAUTH | Quota
Identity Integration

< Add # Delete

Name Domain Mame Hostname Server IP Type
1 ad name 4 example.com host.example.com 192,168.0.1 AD LDAP |
example_name example.com test.example.com 192.168.0.1 AD_LDAP
ad_name_2 example.com host.example.com 192.168.0.1 AD_LDAP
ad_name_1 example.com host.example.com 192,168.0.1 AD_LDAP
labris labristeknoloji.com develad.labristeknoloji.com 192.168.0.89 AD_LDAP

Deleting Identity

Select the Integration from the Integrations list and click on Delete Tab.

Users | Groups | ldznfiey lnt=gracios | WAUTH | Quota
Identity Integration

MName Domain Name Hostname Server IP Type
| ad_name_4 example.com host.example.com 192,168.0.1 AD_LDAP |
example_name example.com test.example.com 192.168.0.1 AD_LDAP
ad_name_2 example.com host.example.com 192,168.0.1 AD_LDAP
ad_name_1 example.com host.example.com 192.168.0.1 AD_LDAP
labris labristeknoloji.com develad.labristeknoloji.com 192,168.0.89 AD_LDAP

Warning will be shown after clicking delete button.

>

@ All users and groups belong to this domain will be deleted. Do you want to continue?

0K Cancel

If you press OK progress bar will be shown. This might take some time.

Canceling doamain. ..

Advanced Options for Identity Integration
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Advanced
Port: |0
Search Base :

Filter :

Port: Port number between 0-65535 which will be used to connect to the server. Default value
is 0 which is actually translated into default port of Server.

Search base: The starting point for the search of the users and groups. If it is empty, default
search base which consists of domain name will be used. If not, it is concatenated to the
default search base.

For example if "OU=Ankara" is written on the search base and domain name is
"example.com", it will be translated into "OU=Ankara, DC=example, DC=com".

Filter: Conditions for searching users and groups which should conform to the string
representation for search filters as defined in RFC 4515.

For example: "&(objectClass=Person)(primaryGroupld=513)".

Other Options in User Management

Right click on the User Management and select Properties.

o EEIns N anagemenieonsole

Device File Edit View About

= =2 =

=58 Module
=
= 2] User Management | ¢
+ gp System :
1 Network Setings | D1sconnect

B Firewall
= VPN

F|- [
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All the properties of the module are displayed in this screen. Froperties

Click Close to move out of this tab. Server. |8 static.tinet.com.tr:4000
Module: users

Status:
Give right click on the User Management Tab and select

Disconnect to disconnect from the User Management. \

e NS e A T O =TT ETT LT S0

==

Device File Edit View About

+| )
B
= B8 Module
=
[+ User Management | T

+ g System -

. Metwork Settings
EX Firewall Properties
= VPN

|-

WAUTH

WAuth is the module used for user authentication and guest authentication. WAuth is enabled by
interface and supports specific exceptions.

WAuth (Wireless Authentication) in LMC enables us to Add New WAuth Interface, Edit
existing WAuth Interface, and Delete WAuth Interface in User Management Section in LMC.

Your device configuration for WAUTH
First Step:

Add a separate Network for WAuth in the Network settings module. Select Network settings for
selected interface.

Choose the interface you want to choose for enabling WAuth.
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labpsiianagementConsole
File Edit View Module About
% L [ e0ii0ird00 | Routing |
Interfaces
= ) Server . 4
= 78.188.50.48:4000 Active Device Name Type IP
User Management v tun0 Tunnel 10.8.3.1
ystem ____ v eth0 Ethernet 169.254.1.1
- zere"w“’a';'l‘ o v eth1 OUTSIDE Ethernet 10.11.14.221
% VPN v eth2 INSIDE Ethernet 192.168.20.1
& Filter | V! eth3 WAUTH 'Ethernet 10.1.0.1 |
@ Antispam/Antivirus s ethd OUTSIDE2 Ethernet 10.11.12.231 ‘
>t IDS/‘PS. v eths INSIDE2 Ethernet 192.168.168.1
@E} Messaging
Server
i Load Balancer
&= License

e Edit Interface IP address or Name;

se dynamic IP configuration

Static IP Configuration

Mame WALUTH
IP Address 10.1.0.1
Mask 255.255.255.0

Save Apply || Cancel

Second Step:
Create a DHCP Server for WAUTH;

Click for DHCP configuration.

Third Step:

Create a Network object in firewall for WAUTH host and Network WAUTH_Net. (For Creating
Network Object, please refer to Hosts under Network Objects section in Make a new Firewall
object)
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Eile Edit View Module About Help
5 ! I & Policy &) Object © Insert Rule P install Connections IP-MAC Matcher
= B server St
= B slave:4000 Objects No. Source Destination Senice Action Schedufe QoS/Ban... Applications Securi.. Options
i User Management k5 ( Network Objects e :
System = (§ Hosts . it [ o :
) Network Settings # B INSIDE 2 .
Firewall # @ NewHostsObject
VPN QUTSIDE R htps
o Filter = @ WAUTH R nttp
Y—
% 10SPS T B Weberver 1 5P wautH Net | any B pop3 @accept Dany Day Dany D any Bl
Messaging . TROTR B smep
o Server Standard
% Load Balancer : User Defined & NewSenviceGroup_DNS
@ Ucense Q2

* @B Object Groups e
& @) Users |

+ [ Services
# (@3 DoS & DDoS
* QoS/Bandwidth
# @ Schedule
# @ Apphcation Control
= Q Firewall
= B NewFirewallObject Proparties of WAUTH_Net (Network)

@ Global Policy s
& NAT Policy [SETEFIN Notes |

Fourth Step:

Add a policy (For Creating a new policy firewall object please refer to Labris Firewall
Management)

5 ! ! I & Policy ) Object © insert Rule P instan Connections IP-MAC Matcher
= B Server a NanfrenalObrect
= [ slave:4000 Objects No. Source Destination Senvice Action Schedule QoS/Ban... Applications Secur... Options
g User Management |- [ Network Objects
System = ( Hosts
2 Network Settings & @ INSIDE
Firewall # & NewHostsObject
VPN oUTSID B hetps
o i i
Antispam/Antadrus] + @ interfacel -
B 0515 T B WebServer 1 P wautH Net | Any B pop3 @accopt Many Day Dany D any il
3 Messaging Y T B smep
Server @ ga Standard
¥ Load Batancer &0 User Defined & NewserviceGroup_DNS
& Lcense B8 scinE e
£ Agdress Ranges
# @a Object Groups o
* @y Users

* @B Services
# @ DoS & DDoS
* @ QoS/Bandwidth

# @ Schedule
# @ Application Control
= Q Frrewall
Y b&*‘lr“‘a"o‘)l‘-‘“ Properties of WAUTH_Net (Network)
Global Policy [ Genpral
@ NAT Policy (ST Notes

Fifth Step:

Enable Wauth for the selected interface by configuring in interface WAUTH tab in Firewall
module.
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i 511 EmENtEonsole) - X
File Edit View Module About Help

[
% Q ‘ = Policy B Object & Insert Rule [ instanl Connections IP-MAC Matcher
= B soner erenaosie
= Q 1@0\-11-12 2214000 ﬁ. Objects No Source Destination Senice Action Schedule  QoS/Bandwidth Applications | Security Policy Options
I User Management i
2 syctem @ Network Objects 0 [ Any &= outsiez [@ ssLvPN (@ Accept [N Any 0 Ay D Any [ any ey
) Network Settings O Senvices & OUTSIDE
B Firewall #- () Do & DDos 1 ™ Any ™ Any @ Accept ™ Any ™ Any ™ Any ™ Any ey
=% PN #-[@l) QoS/Bandwidth & WAUTH
& Filter #-Ely Schedule |
" https
@ Antispam/Antivirus = [ Application Contral
_ IDSIPS 50 Firewal B nttp
L] Hessaging NewFirewallObject 2 B wautH_. [ Any I pop3 @ Accept [ any O any O Any [ any B!
Snver B Global Palicy
Load Balancer N m smitp
@ License

NewService

Interface Policy
Internal Networks

1P-1 Properties of eth3 (Firewall Interface)

o I_l
i ﬁem!ﬁ General Settings Notes | YWALTE

WAUTH

Use 8SL Connection

' Use Default Gateway IP

Listening IP Address

" Apply 43 cancal

Sixth Step:
Add a user for WAUTH.

Click for User Management.

Configuring WAUTH policy

Click on Add Tab to add Interface to the WAUTH in User Management.

Users | Groups | JUAUTA| /i
Select All # Delete | | 7 Edit | 57 Add |" 2 Filter
Mame IP/IP - Range / MAC ad... Interface Palicy Statement State
Wa 10.0.01 ethD Fequire Authentication Active
Wauthinterface 16925412 ethD Require Authentication |new Wauth interface to... Active
WALUTH Interface 10.1.01 eth3 Require Authentication Active

Below screen appears.
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|Anthentication Policy) x
'

|Policy (@ RequireAuthentication|2J Doesnt Require Authentication

|Interface Ieth0[169.254-.‘1.1} H I'I

| Name |Wauthinterface1 4 r 1

IT\,rpe |IP Adress 5 r
—r

| 1P Adress |169.252.1.2 6 |
—

i
|Statement |news Wauth interface to the LMC 7 [ [

Cancel

These are the inputs for the Authentication Policy.

1 Active Enable this option to activate the interface

2 Policy Choose required Policy

3 Interface Choose interface from the drop down list

4 Name Type name of the Interface

5 Type Choose type of Interface from drop down list

6 IP Address Give the IP Address

7 Statement Type the Statement if any required (Optional)
Click Ok.

Notice Interface added to the WAUTH in the below screen.

Users | Groups |“:'J’}£UJ’} r_
Select All # Delete I o Edit %P Add 2., Filter
Mame IP/IP - Range { MAC ad... Interface Paolicy Statement State
Wa 10.0.0.1 ethd Require Authentication Active
1 Wauthinterface1 169.254.1.2 ' sthl ' Require Authentication new Wauth interface to... Active |
" wauthinterface2 | 169.254.11 | eth0 | Require Authentication | | Active ]
WALTH Interface 10.1.0.1 eth3 Require Authentication Active

Deleting WAUTH policy
Select the Interface from the WAUTH list and click on Delete Tab
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Users | Groups || LY H

Select All | 22 Delete ]D Edit | | 42 Add 2\, Filter

Mame & IP/IP - Range / MAC ad... Interface Paolicy Statement State

Wa 10.0.0.1 ethl Require Authentication Active

WALTH Interface 10.1.01 eth3 Require Authentication Active
Wauthinterface 169.254.1.2 ath0 Require Authentication |new Wauth interface to... Activa

| v wauthinterface2 169.254.1.1 eth0 " Require Authentication | ! Active

Warning screen is displayed, Click OK to delete the Interface

X

@ Selected rules will be deleted. Are you sure?

K [ Cancel

Deleting process is in progress.

LIRS

Selected users are being deleted...

Below screen appears stating that Deleted successfully & click OK to close the current tab.
[ |
@ Deleted successfully

Ok

Editing WAUTH Policy

Select the Group which you want to edit from the list and click on Edit Tab.
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Users | Groups _
Select All # Delete _~ Edit 5 Add 'f-_ Filter
Mame IP/IP - Range { MAC ad... Interface Paolicy Statement State
w 192.168.0.1 atho Require Authentication Active
| v wauthinterface1 | 169.254.0.1 | ethl " Require Authenfication new WAuth interface in... Active
WAUTH Interface | 10.1.0.1 [ etha | Require Authentication | ' Active

We can edit any of the fields in the Authentication policy.

AthEnticationPo)icy] x

|F'0Iic:y' ®' Require Authentication Dioesnt Require Authentication

[ intertace leth3(10.1.0.1) v |

|Mame |wautnintertace1 |

|T\,rpe 'IF'Adress 'VI

[ 1P Adress [169.254.0.1 |

IStatement Inew Wauth interface in User management section |'
\ Cancel
Click Ok.

Adding WAUTH Authentication and User

Click on WAUTH tab from the dashboard and select Settings

Subnet Rules

Select Subnet Rules tab to view and change Subnet Rule specific settings. You can use subnet
rules to enable/disable specific settings for specific networks. To illustrate, your internal
network may not offer any sign up methods in Wauth Welcome screen but your guest network
may offer TCKN Sign Up method. You can also set how the login screen should look using for
different networks (different Company Logo's etc.). Combined with Access Control List (ACL)
you can allow only specific users/groups to login from your internal network.

Note: Subnet independent configurations (like Hotel and AD configuration). Should be made on
Default subnet rule.
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Subnet Rules - Adding New Subnet Rule

Settings - Default

Setting Rule: Default 4
Q
Default

Subnet list: 19.0.0.0/0.0.0.0

Subnet Rules - Editing Subnet Rule

Settings - subnet-based-rule 2
Sefting Rule: | subnet-based-rule 2 v 1

General Ul ACL
Rule name: Isubnet—based—rule 2 | 2
Subnet list: (192,168.0.0/255.255.255. 3
0

B3 4 [oeee | I

1 Setting Rule Current subnet rule choice. This affects all configuration data in
all tabs (General, Ul, ACL)

2 Rule Name Name of this subnet rule

3 Subnet List Comma separated list of networks that this subnet rule should
apply to.

4 Save Save changes to subnet rule.

5 Delete Delete this subnet rule.
Warning: This also deletes all configuration choices for this rule
on other tabs (General, Ul, TCKN, SMS, ACL etc.)

Subnet Rules - Default
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Default subnet rule can't be deleted and its networks can't be edited. This ensures that if no
other subnet rules matches the user, Default subnet rule will be applied for user.

Setting Rule: Default

CTIR O CN

Rule name: |Defau|t

Subnet list: 16.0.0.6/0.0.0.0

General Settings
Select General tab to view and change the General settings.

Authentication methods in WAUTH is configured in General tab.

Common Key:

Common key provides an effective mechanism to prevent unauthorized users from registering.
During registration, user must provide the common key if authentication method requires it.

Example scenario:
TCKN Wauth with common key (Assuming TCKN Wauth is already configured)

¢ |n General tab;
o Set CK Option to Manual.
o Set Common Key to the desired value.
o Click Save.
e In TCKN Wauth tab:
o Activate common key

You can also set CK Option to Automatic and provide a CK period. If you do this, common key
will be changed at the end of this period automatically.

If you want unauthorized users (users who cannot login to web admin panel) to view common
key, you can set a username and password for this.

e Set CK Username and CK Password values.
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e For wauth listening ip 192.168.0.1, as unauthorized user go to:
192.168.0.1:85/wauth/show_ck/

e Enter values from CK Username and CK Password.
e Current common key will be shown.

Important Note: Common keys are different for each subnet rule. If you have multiple subnet
rules, you should provide matching subnet rule's CK Username and CK Password. Otherwise
you will get an error.
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Network Authentication System

s - Default

Create User Se

Online Users Setting Rule: Default v

All Users Subnet Rules ul A

CKN Wauth
Settings

Welcome message: |sisteme erigiminiz kabul
edildi. Tarayicinizin
adres cubugunu 1
kullanarak gezintinize
baglayabilirsiniz.

Welcome message (EN): [Your access to the
system is granted. By 2
using the address bar of
your browser, you can
now start surfing.

| Local Authent. Format: | o oo o

w

‘ SMS Wauth: [T 4 |

| Active Directary Authent. | . T 5 ‘

‘ Hotel Intsgration® | . T 6 |

‘ TC Identity NVI Canfirmation: | | _ 7 |

‘ Passport Wauth: | 3 |

| Agreement Enable/Disable: 9 |

| Agreement: TR 10 |
| Agreement (EN): | ] 11 \

I Timeout Enable/Disable; @ 12 |

| ] — |
| Authentication Type [ | 14 |
[ Ingress Session Enable/Disable ]15

Reference Emails/Domains:

16

| Reference Timeout (seconds): [7200 17
| Smitp Server Address: 18 ‘

‘ Smip Mode: | yorma |« 19 ‘

Smtp Port 20 |
Smitp Username: 21 |
e — ¥
Smip Mail From: [ | 23
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CK Option:

1
Automatic | » 2 4

CK Period: 1

(mins) .25

Common Key:

SPWUYS

26

CK Username:

commaon

27

CK Password:

28

CK Instructions:

29
I

Kayit olabilmek icin litfen damismadan ortak
anahtar temin ediniz.

CK Instructions (EN):

30

Please get the common key from advisory.

These are the inputs for the General Settings.

1 Welcome message Welcome message is displayed in Turkish
2 Welcome message (EN) Welcome message is displayed in English
3 Local Authent format Choose Authentication format from the drop down list
4 SMS Wauth We can enable or disable this option
5 Active Directory Authent We can enable or disable this option
6 Hotel Integration We can enable or disable this option
7 TC Identity NVI We can enable or disable option
Confirmation
8 Passport Wauth We can enable or disable option
9 Agreement We can enable or disable this option
10 Agreement [TR] This option displays information regarding agreement in Turkish.
11 Agreement (EN) This option displays information regarding agreement in english
12 Time out We can enable or disable this option
13 Time period Mention time period in minutes
14 Authentication Type Choose Authentication type from the drop down list
15 Ingress session We can enable or disable this option
16 Reference Emails/Domains We can add or delete reference emails/domains from this field
17 Reference Timeout We can set reference email timeout (seconds)
18 Smtp Server Address We can set smtp server address
19 Smtp Mode We can choose smtp mode (TLS, SSL, Normal)
20 Smtp Port We can set port number for smtp protocol
21 Smtp Username We can set username for smtp server
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22 Smtp Password We can set password for smtp server

23 Smtp Mail From We can set mail from field in sent mail

24 CK Option Common key will be set manually or generated automatically.

25 CK Period Common key regeneration period when common key is
generated automatically.

26 Common Key Current common key (will be regenerated on save if it's
automatically generated)

27 CK Username Username to get current common key for unprivileged user

28 CK Password Password to get current common key for unprivileged user

29 CK Instructions Instructions to show user on sign-up screen.

30 CK Instructions (EN) Instructions to show user on sign-up screen (english)

Click on Save to save the changes
Settings of Hotel Authentication

Select Hotel tab

Settings
General SMSWauth AD ul

| Default: [Defautt ™ | lJ

2J |H:|tel Mame: |HD_E|_1 |

| Product Type: [Fidelio (OracleDB) ElE

4 |MF~C Address: (112232445588 |

|Machi-.e Port: | | 5 |
6| |RE5| Name: |DE_Hatel ‘
|RP_9I Name: [05_Users | u
8 | | Username: [dbadmin |
| Password: [eesssssss | | 9]
10 | Username Field Name: | |
| Password Field Name: | | 11
12| | Name Fisid Name: | |
| Surname Fieid Name: | REE
1_4| | Departure Date: | ‘
| Timeout: [g (mins) | 15|

ie
(et ]

Test
Save

These are the inputs for the Hotel Authentication.

1 Default Select User Group

2 Hotel Name Type the Name of the Hotel
3 Product type Choose product type

4 MAC Address Type MAC Address (optional)
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Machine Port

Type Machine port (optional)

Real Name

Type the name of the Database

Type the name of the table (optional)

User Name

Type the Username

5
6
7 Real Name
8
9

Password

Type the password

10 User Name Field Name

Type Username Field Name (optional)

11 Password Field Name

Type Password Field Name (optional)

12 Name Field Name

Type Name of the Field Name (optional)

13 Surname Field Name

Type Surname of the Field Name (optional)

14 Departure Date

Mention Departure Date (optional)

15 Timeout

Mention Timeout in minutes

16 Infinite timeout

We can enable or disable this option

17 Multiple Login

We can enable or disable this option

Click on Test to test the details and then select save to save the changes

Settings of SMS Authentication

Select SMS Authentication

These are the inputs for the SMS Authentication.
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|De'fauILGrcup — | 1

[l togn | 2

Account Quota: 4., (mins) 3
Account Expiration Date: 5, (hours) | 4
| Timeout: 1,40 (minsy | 5

Cust. Serv. Tel: 44499991191 | 6

Comp. Mobile™ 1341111111 7

Cust. Serv. Email

examplel@labrisnetworks.col 8

|Help page for SMS authentication | 9

itle of SMS authentication help page: | ..o Natworks | 10

11

Subtitle of SMS authentication Nelp 54y Af Yetkilendirme Sist
page
Message of SMS authentication help

Girig igin Kullanici adi ve sifreniz var ise 12
Page: | cp>gifrem Var</b> butonuna basip bilgilerinizi
girip internette gezinmeye baslayabilirsiniz.
<brf>Girig bilgileriniz yok ise <b>Sifrem Yok</b>
butonuna basarak cep telefonu numaramizi girip,
SMS ile giris bilgilerini alabilir ve bu bilgilerle giris
yapip internette gezinmeye baslayabilirsiniz.

I Enable Common Key: & I 13

SMS sending will be afforded by the (&) 14
company”

Ese Custom SMS Api 15
16
| 17
=]
Showcammon Key 19
20

1 Default Group Users authenticated with SMS will be a member of
this group.
2 Multiple Login SMS users will be allowed to login from different
devices simultaneously.
3 Account Quota Account Quota
4 Account Expr. Date Users authenticated with SMS will be expired after
this period of time.
5 Timeout Mention Timeout Period
6 Cust. Serv. Tel Type Customer Service Telephone number
7 Comp. Mobile Type Company Mobile Name
8 Cust. Serv. Email Type Customer Service Email address
9 Help page for SMS Show a help page to user for SMS authentication.
authentication
10 | Title of SMS auth. help Title of SMS authentication help page
page
11 | Subtitle of SMS auth. Subtitle of SMS authentication help page
help page
12 | Message of SMS auth. Message to show in SMS authentication help page
help page
13 | Enable Common Key Require common key for new user sign-up.
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14 | SMS sending will be Cost of SMS sending will be afforded by the host.
afforded by the company
15 | Use Custom SMS Api Use another SMS sending API. You need to configure
this API via "Custom SMS Service Configuration"
button
16 | Remained Token If SMS sending cost will be afforded by company and
custom SMS APl isn't used, these tokens will be used
for new registrations.
17 | Custom SMS Service Configure custom (third-part) SMS service API.
Configuration
18 | Buy Tokens Open token purchase page.
19 | Show Common Key Show common key query webpage.
20 | Save Save changes

Click on Buy tokens and select Save to save the changes.

Active Directory Authentication
Select AD (Active Directory tab)

Domain name and authenticating account information configuration is done in this tab.

Settings
[ Gonerst | ot re— o]

| AD Domain Mame: | | lJ

| Disable Group Mame: IE' | g

| AD '-.-‘n'curkgroup:| | ﬂ

| AD Group Mame: | | ﬂ

| TimEn:u..rt:l {haurs) | 5

e ] o]

|F«D Quota: | {haurs) | a

=] o)

| AD Expire After: | (r--c-ur51 3

| Infinite Expr Time: ||E|| lﬂ

Test
Sawe

These are the inputs for Active directory Authentication.

1 AD Domain Name Type Active Directory Domain Name
2 Disable Group Name Choose this option to Disable Group Name
3 AD Work Group Type Active Directory Work Group Name
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4 AD Group Name Type Active Directory Group Name
5 AD Timeout Mention Active Directory Timeout period
6 Infinite Timeout We can enable or disable this option
7 AD Quota Mention time period of Active Directory Quota
8 Infinite Quota We can enable or disable this option
9 AD Expire Date Mention time period of Active Directory Expire Date
10 Infinite Expr time We can enable or disable this option

User Interface Customization
Select Ul (Active Directory tab)

Ul tab is used for customization of guest and user welcome screens.
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Subnet Rules General

Logo: | Choose File | No file chosen | 1
2
Logo URL: | Il 3
Background Image: | Choose File | No file chosen | 4
|Delete Background Image: | 5
Background Image Position: Default | + 6
Background Image Repetition: Default | + 7
| Page Title: | | | 8
|Page Title: | |(eng) | 9
Login Page Header:
10
Login Page Header:
11
#| (eng)
Login Page Footer:
12
4
Login Page Footer:
13
<l (eng)
|Username Caption: | | | 14
Username Caption: | |(eng] 15
| Password Caption: | | | 16
|F‘aasword Caption: | | feng) | 17
|Login Button Caption: | | | 18
Login Button Caption: | lteng) | 19
|Lognut Button Caption: | | | 20
| Logout Button Caption: | |(eng] | 2 1
| Backgroud Color: |FFFFFF | | 2 2
Header/Footer Font Color: m 23
| Page Title Background Color: [EEEEEE | | 24 <S
Page Title Font Color: [BED12B | 25
| Default Domain Choice: | |4 | | | 26
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1 Logo Add a company logo
2 Delete Logo Delete default logo
3 Logo URL Add a company logo on the web
4 Background Image Add a image for background
5 Delete Background Image | Delete default background image
6 Background Image Select position for background image
Position
7 Background Image Select repetition for background image
Repetition
Page Title Page Title Instructions is displayed in Turkish
Page Title-Eng Page Title Instructions is displayed in English
10 Login Page Header Login Page Header Instructions is displayed in
Turkish
11 Login Page Header-Eng Login Page Header Instructions is displayed in
English
12 Login Page Footer Login Page Footer Instructions is displayed in
Turkish
13 Login Page Footer-Eng Login Page Footer Instructions is displayed in
English
14 Username Caption Username Instructions is displayed in Turkish
15 Username Caption-Eng Username Instructions is displayed in English
16 Password Caption Password Instructions is displayed in Turkish
17 Password Caption-Eng Password Instructions is displayed in English
18 Login Button Caption Login Button Caption Instructions is displayed in
Turkish
19 Login Button Caption-Eng | Login Button Caption Instructions is displayed in
English
20 Logout Button Caption Logout Button Caption Instructions is displayed in
Turkish
21 Logout Button Caption- Logout Button Caption Instructions is displayed in
Eng English
22 Background Color Select Background
23 Header/Footer Font Color | Select Header/Footer font color
24 Page Title Background Select Page Title background color
Color
25 Page Title Font Color Select Page Title font color
26 Default Domain Choice Select default domain choice for login screen

Turkish Citizen ID Number Authentication

Select TCKN Wauth tab (Turkish Citizen ID Number Tab)

You can set configuration options for Turkish Citizen ID Number authentication method in this

tab.
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Default Group: | poes e |

Multiple Login: 2

[rmeows =] 3

1

Account Quota: 445

4

(mins)

Infinite Account: 5

Timeout: 1440

(mins) 6

Account Expiration Date: 5,

7

(hours)

Cust. Serv. Tel: 1111111111

8

Cust. Serv. Email:

example @labrisnetworks.col 9

| Reference Approval:

| 10
| 11

|Request Mobil Number:

| Use GSM Number for Username:

| 12

[ send Password with SMs:

[ 13

| Enable Common Key: «l 14

Show Common Key 15

B 1

Default Group

Users signed up with this method will be a member of this group

N (=

Multiple Login

TCKN users will be allowed to login from different devices
simultaneously.

Infinite Quota

We can set enable or disable infinite quota

Account Quota

We can set time quota for user

Infinite Account

We can set enable or disable infinite account time

Timeout

We can set time for login time

Njoju|bh|jw

Account Expiration Date

Users authenticated with SMS will be expired after this period of
time.

0o

Cust. Serv. Tel

Type customer service telephone number

©

Cust. Serv. Mail

Type customer service mail

10

Reference Approval

We can enable or disable reference approval

11

Request Mobile Number

We can require user's gsm no with this field.

12

Use GSM Number for
Username

Checking this option will generate username from gsm no
(instead of TCKN)

13

Send Password With SMS

Activating this will generate a random password for user and
send it to user's mobile phone.

14

Enable Common Key

Require Common Key for new users.

15

Show Common Key

Show common key query webpage.

16

Save

Save changes.

Passport Number Authentication

Select Passport Wauth tab (Turkish Citizen ID Number Tab)

You can set configuration options for Passport Number authentication method in this tab.
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1

Default Group: | poe | 1
| Multiple Login: 2
| Infinite Quota: 3
Account Quota: ;445 (mins) 4
5
| Timeout: 4 445 (mins)l 6
|Acc0unt Expiration Date: -, (hours) | 7
Cust. Serv. Tel: 17997911111 8
Cust. Serv. Email: example@Ilabrisnetworks.col 9
| Reference Approval: 10
| Request Mobil Number: 11
| Use GSM Number for Username: | 12
|Send Password With SMS: | 13
| Enable Common Key: |# | 14
[orowconmon oy |INEIN
B |16
1 Default Group Users signed up with this method will be a member of this group.
2 Multiple Login Passport users will be allowed to login from different devices
simultaneously.
3 Infinite Quota We can enable or disable infinite quota
4 Account Quota We can set time quota for user
5 Infinite Account We can set enable or disable infinite account time
6 Timeout We can set time for login time
7 Account Expiration Date Users authenticated with SMS will be expired after this period of
time.
8 Cust. Serv. Tel Type customer service telephone number
9 Cust. Serv. Mail Type customer service mail
10 Reference Approval We can enable or disable reference approval
11 Request Mobile Number We can require user's gsm no with this field.
12 Use GSM Number for Checking this option will generate username from GSM No
Username (instead of Passport No)
13 Send Password With SMS Activating this will generate a random password for user and
send it to user's mobile phone.
14 Enable Common Key Require Common Key for new users.
20 Show Common Key Show common key query webpage.
21 Save Save changes.

Access Control List
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Select which users/groups/ip's are allowed to (or not allowed to) login Wauth.

Subnet Rules General ul
IP Addresses:
A
Rule choice:
Only allow given IPs,users and groups
2 * Deny given IPs,users and groups
Select Members: Members All Users
testuser3129i@labnsteknoloji.com
testuser2754i@labrsteknoloji.com
3 testuser?327@labristeknoloji.com
testusers861@labristeknoloji.com
testuser707 1@ labristeknoloji.com
testuserd161i@labnsteknoloji.com
testuser2547@labristekmoloji.com
testuserd7 28@labristeknoloji.com
testuser7e69@labristeknoloji.com
-
Mext »
Select Groups: Member Groups All Groups
testgroup98@labristeknoloji.com
4 testgroup78(@labristeknoloji.com
testgroup68@labristeknoloji.com
testgroup70i@labristeknoloji.com
testgroup31@labristeknoloji.com
testgroup66@labristeknoloji.com
testgroup29@labristeknoloji.com
hasanlar@ud
enterprise admins(@labristeknoloji.com
-
Mext »
\
1 Ip Addresses Comma separated list of ips
2 Rule choice Allow or deny these ip's, users and groups
3 Select Members Choose users to apply this rule
4 Select Member Groups Choose groups to apply this rule
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Creating WAUTH User

User for WAUTH may be created in two ways. First is LMC. Local users can be created in LMC
User Management module and directly be used in Wauth. Second is Wauth web based simple
management screens. By Wauth web screen, one can create Wauth users.

Select WAUTH tab from the dashboard and click on Create User tab

Create User

|L|5E'I'IElﬂ"Ei Testser || lJ
| Diomain: |glaye | H
[ Grow: [pemar ] | 3|

|REEI| Mame: || abris Test User || H
Epiration Date: | e 014-0430 | zocze [ 5|
Tima:| 12:00:00 | B I:I
| Cwuota (min): | | ﬂ
| Infinite quota: | [ | ?J
| MAC Address{Optional): | 112233445584 x| | EJ
| Allow Multiple Logins: E | ﬂ

Mates:

Labris Test O=zax

9

Password:

B ] jﬂ

These are the inputs to Create User.

1 User Name Type name of the User
2 Domain Choose Domain Name
3 Group Select Group for User
4 Real Name Type Real Name of the User
5 Expiration Date Select Expiration Date and Time of the User
6 Quota Mention Quota
7 Infinite Quota We can enable or disable this option
8 MAC Address Type MAC Address (optional)
(optional)
9 Allow multiple Logins We can enable or disable this option
10 Notes Type any notes regarding User (optional)
11 Password Type Password of the User
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Online Users

IP/MAC addresses and login time information is shown in Online Users screen. Also, this screen
provides a function to disconnect the user.

Online Users

Username Name Surname ] Login Time Quota (min} Action

salin®slave | Salih Ucpinar 10.1.0.110 | bE:EL:23:33:94:13 | April 22, 2014, 10:52 am.  Unlimited

All Users ( User editing )

It is the screen that showing all users and information of users. Editing is easily done by clicking
and opening Edit User window.

Note: If a user is online and his account is deleted, the user will be disconnected.

All Users

Search Results

User Mame Real Name Account Expiration Date  Expired In Creation Time MAC Address Multiple Login QOuota {min) MNotes User Name Transaction

SalihEslave Salih Ucpinar | Unlimited Unlimited April §, 2014, &:41 p.m. Active Unlimited minutes Local

This edit window can also be used for just password changing without any account information
editing. If you do not touch any field other than password, no other information will be

changed except for password. In the same way, this editing window may be used for prolonging
account lifetime.
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| Usemsme: Salin@slave 1|1

| Real Mame: |Salih Ucpinar | | EJ

Expiration Date: o ono.0128 | Tossy | LY 3|

Tima: |01:52:58 | Moo I:I

|".-'IAC.~'-fddrE55:Dp1anal]: | | ﬂ

|P-.I:-'.!.r Multiphe Logins: EI. | 5_|

| Quots: | | ﬂ
7]
Motes! [Gue=t U=ax y
| F'EEEWI:II‘d: IIIIIII.4 | BJ

1 User Name Show Username
2 Real Name Edit Real Name
3 Expiration Date Edit Expiration Date and Time of the User
4 MAC Address Edit MAC Address
5 Allow Multiple Login We can enable or disable this option
6 Quota Edit Mention Quota
7 Infinite Quota We can enable or disable this option
8 Notes Type any notes regarding User (optional)
9 Password Change User Password

WAUTH Welcome Screen

The guest or user is expected to authenticate him/herself to the system with given credential
information, credential information they get through SMS messages, TCKN, Passport
authentication.

Also, the system provides function for authenticating users of Active Directory with their AD
credentials.

After account creation, user is expected to open an internet browser and will be welcomed
with a welcome screen. Guest or user should enter the credentials on this stage.

This welcome screen can be shown in different languages according to internet browser’s
language settings.
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For obtaining passwords, please follow next parts of the document.

Labris

A BATHYSN

Sign In
9 | Usemname il
% Password 2
Domain:
udl v 3
6 [Reset Password| | Loow 4
Sign Up 5
1 User Name Username Input
2 Password Password Input
3 Domain Select Domain Local or Domain Controller
4 Login Login Button
5 Sign Up Alternative Sign-up Methods
6 Reset Password Reset forgot password

Alternative Sign Up Methods
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Labris

O N
l ¥

Wﬂlllll

Sign In

Sign Up

BT
| mown

& Passport Sign Up 3

1 SMS Sign Up Sign up using mobile number

2 TCKN Sign Up Sign up using your TC Identity Number

3 Passport Sign Up Sign Up using passport number
18.Login

Post-entry Screen
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o

WAUTH Network
Authentication System

Your access to the system is granted. By using
the address bar of your browser, you can now
start surfing.

Username salih
Mame Surname Salih Ucpinar
Expiration Date Unlimited

Logout

Change Password

=

1 Logout Logout Button
Change Password Change Password Button

19.Change User Password
User can change his password with “Change Password” button and Change Password window shown.
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Change Password

}::: urrent password

1=

New password 2_|

Jer :'-_,-' passwo rd il

N

Back

1 Current Password User Old Password
New Password User New Password
3 Verify Password New Password Again

20.Reset Password
Users who signed up with TCKN or Passport Number may reset their forgot passport.

Reset Password - Personal Info Validation Step
In this step, user provides the same information during sign up. This fields will be checked against the
previous information of user and if they match, user will be allowed to reset their password.
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e 1
e 2
ear of B 3
E- i
_ entit 5
1 Name First Name
2 Surname Last Name
3 Year of Birth Year of birth
4 E-Mail E-Mail
5 TC Identity Code TC Identity Number

Reset Password - Set new password step
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) ] ¢ N
gy ULl
o W B 1
o \ i1 F [ 2
1 New Password New password for user
2 Confirm Password Confirm new password for user

Reset Password - Password Changed Screen
After completing all steps user will see the screen below.

Labris

sy auL

Password changed.

Click here to login with your new password.
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21.
SMS Sign Up

22. Registering with SMS
Click to “Obtain Password” button. If SMS authentication is disabled, obtain password choice will not be
shown. For enabling SMS authentication, enable SMS Wauth in Wauth General Settings tab.

GSM number and common key
Common key is a security solution for preventing unwanted guests to use the corporation’s wifi guest
internet access. This common key is enabled and set in SMSWauth screen. If CK is enabled, guest is

wanted to enter it.
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WAUTH Network
Authentication System

Flease enter your number in the box below for
network authenticating (ex: 5xx1234567 or
+6875554443322). After loggin in with the
username and password that will come to you
via SMS, you can start surfing.

Answer the SMS, which will come to you, as

'Evet’.

2 | Mobile Number 1_'
2

@ Common Key _|

Customer Services
Phone: 0500000000
E-Mail: destek@labrisnetworks.com
For registering with SMS, please get the common key from advisory.

1 Mobile Number Mobile Telephone Number

Common Key Company Common Key
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23.TCKN Sign Up

Users may sign up using their TC Identity Number. Validity of user-provided information (TC Identity
Code, Name, Surname, Year of Birth) is checked against the records.

Labris

I O 1
o 2
o 3
© 4
o 5
P 6
al 7
Back

Customer Services
Phone: 3122101490
E-Mail: supporti@labrisnetworks.com

1 TC Identity Code TC Identity Number of user

2 Name Name of new user

3 Surname Surname of new user

4 Year of Birth Year of birth

5 Mobile Number Only visible if Request Mobile Number is activated. Will be used for
sending password via sms if Send Password with Sms is activated.

6 Reference Mail Mail of the person who will approve this new user. This fields is visible
if Reference Approval is activated. Reference mail should be one of
the mails or member of a domain configured in General Settings-
>Reference Emails/Domains.

7 Common Key We can fill common key

24.Passport Sign Up

Users may sign up using their Passport Number.
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Labris

N il Wl

I 1
) 2
) 3
O 4
0 5
A 6
a 7
Back

Customer Services
Phaone:
E-Mail:

1 Passport Number Passport number of new user.

2 Name Name of new user

3 Surname Surname of new user

4 Year of Birth Year of birth

5 Mobile Number Only visible if Request Mobile Number is activated. Will be used for
sending password via sms if Send Password with Sms is activated.

6 Reference Mail Mail of the person who will approve this new user. This fields is visible
if Reference Approval is activated. Reference mail should be one of
the mails or member of a domain configured in General Settings-
>Reference Emails/Domains.

7 Common Key We can fill common key
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25.Quota
Labris UTM can measure internet usage of users in terms of byte count and elapsed time. This
functionality is provided by Quota module. In this section, all information required to configure quota
settings and monitor quota usage of users is provided. Quota module measures all the traffic which
passes over Labris UTM. This means if you have multiple internal networks, you can measure and limit
traffic between internal networks also.

Terminology
In order to simplify configuration and enable advanced configuration options, administrator can define
Quota Policies and Quota Exceptions and use any combination of them for different users or groups.

Quota Policy
A Quota Policy is a set of rules which defines how much a user or members of a group can use the
internet in a period.

Period: Defines when the usages will be cleared. In other words, it defines when the quota will be
renewed. It’s useful if you want to set the limits daily, weekly, monthly, yearly. If you don’t want quota
to reset and define final limits in the policy, you can choose non-periodic.

Note: Periods are completed at the end of specified unit. For example, if a new policy is created with 1
Month period on 15" November, usage will be reset on 30" November, not on 15" December.

Surfing Time: It allows limiting the quota by time. Time limit allows measuring surfing time of user and
set limit for them. Surfing time is not measured directly, instead calculated by counting transferred
bytes in the last minute. If user transferred at least 100 KB in the last minute, it is passed for a minute
usage. This means minimum unit for surfing time is minute and for example ten seconds of usage may
be calculated as one-minute usage.

If period is set, this usage will be reset at the end of period.
Data Quota: Download and upload limits can be defined here.
Quota Exception: Multiple Quota Exceptions can be attached to the policy. Order is important.

Quota Exception

A Quota Exception is a rule to measure a specific usage pattern and define limit for this pattern. For
example, you may have a generic quota policy with 5 GB download limit. If you have an ftp server
outside of your internal network or in a separate network (e.g. DMZ) you may want to set a separate
limit for transfers between users and ftp server. In this case you need to define an exception an attach
this exception to your quota policy.

Destination IP: Set the destination IP address for this exception. You may also specify a network in the
CIDR form (e.g. 10.0.0.0/16).

Destination Port: Set the destination port for this exception. You may specify a single port here.
Different use cases are possible here. For example, you may skip defining destination IP and set
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destination port as 22. This allows all SSH traffic to match this exception regardless of the destination IP
address.

Day of Week Range: Set a filter for week range.

Time Range: Set when the exception will match during day. Again, different use cases are possible here.
For example, you may want that FTP exception match only during work hours. In this case, you can set
Day of Week Range to Monday-Friday and Time Range to 08:00:00-17:00:00.

Creating a Simple Quota Policy with Single Quota Exception

This is a simple scenario with general 5 GB download limit, 20 GB download exception for SSH and 20
GB upload exception for SSH. SSH exception is defined for work hours. Both policy period and SSH
exception period are set to one month.

Quota Policy Creation

This is the main screen of quota. By default, Quota Policies screen is open. You can add new policy, edit
or delete existing policies here. Right sidebar allows hopping to other screens: Quota Exceptions, Quota
Monitoring.

Note: Do not forget pressing Save after adding/editing/deleting. Otherwise your changes will be lost.
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m

P —
o LabrisiManagement: Console:

Device File Edit View About

" B2 =

Users | Groups | Identity Integration WAUTH

QoLE

Quota Palicy Object 2

=84 Device List
= 10.100.0.3:4000

: — 3
1 |~_-l Add" & Edlt-l |k§ Delete|

ﬁ,\ User Managemenl

|Rule No|

[ Mame | |Period| |Data Quotal [Time Quota]

Palicies

& System

~ Network Sattings

B Firewall

B PN

& Filter

& Antispam/Antivirus

= IDS/IPS

@ﬂ Messaging
Server

w Load Balancer

@ License

4 i »

A

T e
LIOLa EXCeprions
B c D E F Quota Monitoring

@ Refresh

| Lmc server address you are connected to is: 10.100.0.3

Labris TekncloJiJ

No | Name Description
1 Add Policy Create a new quota policy
2 Edit Policy Edit an existing quota policy
3 Delete Policies Delete existing quota policy
4 | Quota Policies Open Quota Policies screen
5 Quota Exceptions | Open Quota Exceptions screen
6 Quota Monitoring | Open Quota Monitoring screen
7 Refresh Refresh policies exceptions and monitoring data (unsaved changes will be lost)
8 | Save Save Quota Policies to UTM. Omitting save step will cause changes to be lost
A | Rule No Number of quota policy
B | Name Name of quota policy
C | Type Periodic or non-periodic
D | Period Show if policy is periodic
E Data Quota Show data quota of policy
F Time Quota Show time quota of policy
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I} Labris Management Console - Ox
Device File Edit View About Help
% UE-?;'_FJ_QUUE:J Policy) x|
Quall G eneral Settings I
= [ Device List .
. Save Quota
=3 10.100.0.3:4000 T | Name :| 5GE_Limit |]_ -
’g\ User Managemeni e Quota Quota Policies
® System 2 ta Excenti
A K Type . (@ Ferlodlc" Non periodic |3 Quota Exceptions
- N.etwor’ Settings Quota Monitoring
B~ Firewall 4
= VN Period : |1 [ [Montn ~[]s
a: Filter -
' & Antispamiantivirug Time Queta Data Quota 9 10
| IDS/IPS
| %Messaging surfing Time : ||+ Unlimited |6 Download : |5120\ I~AB r Unlimited
s Server
Load Balancer I:l 7 Upload : | | | Unlimited
@ License
11 12
8
Quota Exception
13 |@" Attach ]_4 156 Move upl I_O Move Duwnl
Rule Mo Name 16
i 18 L
T @ Refresh
4 3
| Lmc server address you are connected to is: 10.100.0.3 Labris Teknaoloji
No | Name Description

1 Policy Name

Name of the policy. This name will be used when assigning to
users/groups.

Periodic

Usage will be zeroed at the end of period.

Non-periodic

Usage will not be reset. Limits are final.

Period count

Period count.

Period unit

Possible values are: Day, Week, Month, Year

AN IWIN

Unlimited surfing time

Don’t set a limit for surfing time. Disables Hours and Minutes
fields.

7 Surfing Time Hour Limit

Set how many hours a user is allowed to surf. Combination
with minutes field is possible.

8 Surfing Time Minute Limit

Set how many minutes a user is allowed to surf. Combination
with hours field is possible.

9 Quota Download Limit

Set how many megabytes a user is allowed to download.

10 | Unlimited Quota Download Don’t set a limit for download.

11 | Quota Upload Limit Set how many megabytes a user is allowed to upload.

12 | Unlimited Quota Upload Don’t set a limit for upload.

13 | Attach New Exception Attach an existing quota exception to this policy.

14 | Remove an Exception Remove an already attached quota exception from this policy.
15 | Move chosen exception up Move attached exception up in the order.

16 | Move chosen exception down | Move attached exception down in the order.

17 | Add Complete policy creation

18 | Cancel Cancel policy creation
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Quota Exception Creation

This is Quota Exceptions screen. Don’t forget pressing save after exception create/edit/delete.

DTSR ANESY ENTENSUEONEOIE —I:lxl

= S8
Device File Edit Wiew About

o ; i :
om | Users | Groups | Identity Integration | WAUTH | Ciiioez)
Quota Exception Object

i M 10.100.0.5:4000 & add || edit] [ Delete] @ save
& User Managemeni Rule Mo Name Type Period  Destinatio... Destinatio...| Schedule Data Quota| Time Quota
% System e Q Z
. MNetwork Settings Qﬁota Monitorinq"
B Firewall
= WPN
i Filter
& Antispam/antivirug
. IDS/PS
B Messaging
Server

w Load Balancer

@ License

@ Refresh

4 {l} »
| Lmc server address you are connected to is: 10.100.0.3

Labris Teknoloji_ ||

95 Labris Networks



Administration Guide for Labris UTM
Version 3.4.2

1, Labris Management Console
Device File Edit View About

- O x
Help

% Q _l_“ Add Quota Object XL
[+]8 ™
= D List | - General settings
= Qevllcoe.lcliso.o.a:dooo b ° | B save
A User Managemenl Mame :| ssh_exception |1 ime Quota Quota Policies
2‘_ System _ 2 Quota Exceptions
) Network Settings Type * | L) Perlod\c” MNon perlodlcl 3 Quota Monitoring
B Firewall 4
%% VPN Period : ‘ 1 "Month - |5
@ Filter
@ Antispam/antivirug Dastination Schadule 8
| - IDS/IPS
| % Messaging | Destination IP : | +| Day of Week Range
o Senver
& tiocae:fealancer | +| Destination Port : 22 | Start Day H Monday hd
7 End Day: |Friday -
+| Time Range 9
Start Time : |0s:00:00-
End Time : 17:00:00-5
Time Quata Data Quota
Surfing Time : || Unlimited 10 1 :I' Download : (20000 MB Unlimited |
12 Upload: |20000 MB Unlimited |
13 14
|
5 5 y Refresh
| Lmc server address you are connected to is: 10.100.0.3 Labris Teknoloji
No | Name Description
1 Exception Name Name of the exception. This name will be used when attaching
exception to a policy.
2 Periodic Usage will be zeroed at the end of period.
3 Non-periodic Usage will not be reset. Limits are final.
4 Period count Period count.
5 Period unit Possible values are: Day, Week, Month, Year.
6 Destination IP/Net Destination IP Address or Network (CIDR) for this exception.
7 Destination Port Destination port for this exception (only one port).
8 Day of Week Range Which days this exception will match.
9 Time Range Which hours this exception will match.
10 | Surfing time Set time limits for this exception.
11 | Download Limit Set download limit for this exception.
12 | Upload Limit Set upload limit for this exception.
13 | Add Complete exception creation.
14 | Cancel Cancel exception creation.
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Help

Device File Edit Wiew About

% Users | Groups | Identity Integration | WAUTH | fidgtz
Quota E xception Object

= B Device List . .
=8 10,100.0.3:4000 4 Add _/Edit 3 Delete
# User Managemeni Rule Mo Name Type Period  Destinatio... Destinatio... Schedule Data Quota Time Quota Quota Policies

.% System 1 ssh_exce...| Periodic 1 month any 22 Mon-Fri, 0... DL: 20000...| Unlimited Quota Exceptions
- Network Settings Quota Monitoring
B Firewall
= VPN
A Filter
& Antispam/antivirus
) IDS/IPS
% Messaging
Server
w Load Balancer
@ License

ﬁ) Refresh

q L] 4
Labris Teknoloji J

Lmc server address you are connected to is: 10.100.0.3
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Attaching a Quota Exception to a Quota Policy
Z[a/x]

Help

Device File Edit Wiew About
4 T =
% g Users | Groups | Identity Integration | WAUTH

gz

Queota Palicy Dbject
B save

= Device List ; .
= 10.100.0.3.4000 s2Add _Edit ¥ Delete
2 User Management Rule No Name Type Period Data Quota Time Quota Quota Policies
1 month DL: 5120M8B, UL: ... Unlimited Quota Exceptions

-4 5)'3temk 1 SGE Limit Periodic
) Metwark Settings -
uota Monitorin
B Firewall Q g
B VRN
a Filter
& Antispam/antivirug
= IDs/PS
@ﬁ Messaging
Server
w Load Balancer
&= License

@ Refresh

4 il »
Labris Tekno\c]lJ

Lmc server address you are connected to is: 10.100.0.3
i} Labris Management Console - Ox
Device File Edit Wiew About Help
% \E EdinonotaBolicy x|
= B Device Lst Quell - General Settings i
a2
% Save
=-H 10.100.0.3:4000 T | Name: 568_Limit | 9
?é\ User Managemeni | e Quota Quota Policies
k3 SysFemk ) .| | Type: (® Periodic Non periodic limited Quota Exceptions
E—:'- Eetwo:l settings Quota Monitaoring
irewa
= VPN Period : |1 Month A
A Filter
& Antispam/Antivirus e Bemiime
: = IDSNPS » ) | g S —
& Messaging surfing Time : |+ Unlimite Download : 5120 MB Unlimite
Server
Load Balancer Upload : v| Unlimited
B License
Quots Exception
d # Remove () Moveup £ Move Down
Rule Mo MName

42 add | | & cancel

T @ Refresh

A »
| Lmc server address you are connected to is: 10.100.0.3 Labris Teknoloji
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E[rhj Labris Management Console - O X
Device File Edit View About Help
w3 Edit Quota Poli
E - I s & *k
Qual ‘ b
= B9 Device List ®! [ General Settings @ save
= 10.100.0.3:4000 T | Name: [seB_Lmit L
#h User Managemen e Quota Quata Folicies
2 system F X
& - 1 Type: (® Periodic Non periodic alimited Quota Exceptions
. Network Settings Quota Monitoring
B Firewall
= VPN Period: |1 Month hd
A Filter - z —— o
@ Antispam/Antivirus Time Quota QUoLEEXCe plapTINab)| x|
=) IDS/IPS Please select the quota exceptions that you want to attach:
. Surfing Time : : Unlimited
% Messaging g |ssh_ex(ept\on [
op SETVEr
Load Balancer |v| Unlimited
B License
Quota Exception | 3
Move Down

@ Attach

| Lmc server address you are connected to is: 10.100.0.3

Cancel
gP Add | | 3 cancel
| T ,@ Refresh
4 4
| Lmc server address you are connected to is: 10.100.0.3 Labris Teknolaji
i} Labris Management Console - Ox
Device File Edit VWiew About Help
% g [T EdiBoupL=w0)ioy) x|
= B Device List Quall _ General Settings W
fE 5
= 10.100.0.3:4000 | Mame: [sGB_Limit | Save
v’,:," User Managemeni e Quota Quota Policies
- aysttEmk etti 4 Type: (® Periodic Non periodic nlimited Quota Exceptions
= hetwork Settings Quota Monitoring
B Firewall
B VRN Period: |1 Month hd
& Filter -
@ Antispam/antivirus T R Ea=mn
| ) IDSPS o o )
| 1) Messaging Surfing Time : |+ Unlimited Download : |5120 ME Unlimited
2 Server
Load Balancer Upload : v Unlimited
@ License
Quota Exception
Attach % Remove © Move u M Move Down
& P
Rule Mo Name
1 ssh_exception
¢ cancel
T ;@ Refresh
4 4
Labris Teknaloji
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Device File Edit Wiew About Help
% g Users | Groups | Identity Integration | WAUTH | fJuuis
& Quota Policy Object
= Device List ) -
= 10.100.0.3:4000 ‘2 Add _7Edit # Delete
# User Management Rule No Name Type Period Data Quota Time Quota Quota Policies
; System 1 SGE_Limit Periodic 1 month DL: 5120ME, UL: ... Unlimited Quota Exceptions
- Network Settings Quota Monitoring
B Firewall
B VPN
@ Filter
@ Antispam/Antivirus
2 IDs/Ps
% Messaging
Server
hd Load Balancer
@ License
ﬁ? Refresh
4 ] »
Lmc server address you are connected to is: 10.100.0.3 Labris Teknolc]lJ
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Assigning a Quota Policy to User

After defining a policy (and exceptions), you need to assign users to this policy. This is possible in both
LMC and WAUTH.

ki 5 MB EmeniGonsole) - o ;"
Device File Edit Wiew About Help '
% g r=| Groups | Identity Integration | WAUTH | Quota -
= B8 Device List Select All # Delete | .7 Edit | $9 Add 2 Filter
== 10.100.0.3:4000 User Name Name Surname Source Domain Global Note
'%‘ gsetr Managemeni aliz ali labris u3
& System veliz veli labris u3
E_}; :?;fx::lk Settings alil labris uz
aanl aan abris u3
= PN ki ki lab
5 Filter velil veli labris u3
@ Antispam/antivirus
= IDs/IPS
% Messaging
Server
Load Balancer
@ License
‘ i N _/ Change Local Domain Name ﬁ Refresh
| Lmc server address you are connected to is: 10.100.0.3 Labris Teknolc]lJ
IHi} Labris Management Console - 0%
Device File Edit View About Help
% g Usizrs Groups | Identity Integration  WAUTH | Quota
= BN Device List Select all # Delete | | L2 Edit | | 47 Add 2, Fitter
=9 10.100.0.3:4000 User Name Mame Surname Source Domain Global Mote
'%‘ User Managemeni aliz ali labris u3
- ilﬁfg;k Settings veli2 veli labris u3
—d Lo 1
B Firewall &l ‘Edit Usel x L
=% PN kagnl [SLIESEEE u3
& Filter velil | )
% E”;}ﬁjpsammm'\"rus User Name |veli2
% g:;zarqiﬂg Name Surname |veli
w Load Balancer
@ License eI
Password Again
Domain -
Global
Comment
+| Quota Policy |SGE_Limit -
. » _/ Change Local Domain Name @ Refresh
| Lmc server address you are connected to is: 10.100.0.3 Labris Teknoloji
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WAUTH

Labris & Yanetim Arabirmi % LOGVIEW & VISIBILITY

Network Authentication System

Online Users Setting Rule: | pefaui =

Create User

S Usemame: ;ji1@u3

e
-
GSM Numbaer.
-
=
MAC Address:

Notes:

Date: 30000129 Today
Mow

(Optionas)

Assigning a Quota Policy to Group

Assignment to groups are only possible in LMC. When you assign a policy to group, all users not having a

guota policy before are associated with new quota policy. If a user is specifically assigned a quota policy

before, policy of this user will not be changed with group quota assignment.

'] Labris Management Console - Oox
Device Eile Edit View About Help
5 " > B - -
% Users | frutps| Identity Integration | WAUTH | Quota
= B Device List Select All & Delete 7 Edit 48 Add 2, Fitter
== 10.100.0.3:4000 Group Name Source Domain
':g-‘ User Managemen veliler labrig u3
& System v aliler labris u3
) Network Settings
B Firewall
% VPN
& Filter
& Antispam/Antivirus Edibgroup) x
= IDSIPS
i Messaging Group Marns
2 Server
Load Balancer ERenpiR=rEg) alller i - v | | Quota Policy |SGB_Limit - |
B License
Group Configuration
All Users and Groups Group Compaonents
2 Filter 2 Filter
Mame Type Source Domain Name Type Source Domain
aliz user labris uz alil user labris u3
veli2 user labris u3 S ali2 user labris u3
alil user labris uz
kaanl user labris uz
wvelil user labris u3
veliler group labris uz
aliler group labris u3 {

4 ¥ /' Change Local Domain Name

T
ﬁ Refresh

| Lmc server address you are connected to is: 10.100.0.3

Labris Teknoloji
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Monitoring Quota Usage
Usages of all users can be monitored in LMC. Additionally, a single user can see own usage in WAUTH
Welcome screen. Monitoring in LMC is more detailed since you can examine by policy and see all

exception usages also. On the other hand, a user can only see only policy usage in welcome screen.
Exceptions and usages belong to them are not listed.

LMC
Double clicking on a usage shows exception usage.

.o Labris) Goysplel - o ?‘
Device File Edit View About Help
- ; i Quota
% L3 Users | Groups | Identity Integration | WAUTH | sz
Broees ot Qusts Hanitoring
=B Device List =
uota
=3 10.100.0.3:4000 : Filter a
A User Managemeni Username Policy Name period Time Quota (Used/Total) | Download (UsedrTotah||  Upload (Used/Total) i
a y p Quota Policies
= System veli2@u3 5GB_Limit 1 month o Minute  / Unlimited pME / s120M8 || oMe / Unlimited Quota Exceptions
 Network Settings Justa Horitarng
B Firewall
%% VPN
& Filter
& Antispam/Antivirus
~ IDSAFS
) Messaging
Server
# [oad Balancer
& License

@ Refresh
4 UL »

| Lmc server address you are connected to is: 10.100.0.3 Labris TeknolopJ

':n:" Labris Management Console - o x
Device File Edit View About Help
% Q Users | Groups  Identity Integration = WAUTH | tiugts)

Quota Monitoring

= S:] Device List
=M 10.100.0.3:4000

% User Managemeni Username Policy Name Period Time Quota (Used/Total) Download (Used/Total) _ Upload (Used/Total)
& System | veliz@u3 5GB_Limit 1 month 0Minute / Unlimited OMB / 5120MB  OMB / Unlimited | Quota Exceptions
! Network Settings Quota Monitaring
BY Firewall
% vPN
5& ‘I;il”tte‘SrpammntmmS MBRItoring UoLa EXce pLioT 51 x

: 2 IbsiPs . @ Quota Monitoring
% Messaging Quota .. Period Time Q... Data Qu..,Destinati... Destina... Schedule;

ssh_ex.. | 1 month |0 minu... |DL: OMB... any 22 Mon-Fri...

2 Filter Quota

Quota Policies

Server
“ Load Balancer
B License

ﬁ Refresh
4 »

|Lmc server address you are connected to is: 10.100.0.3 Labris Teknoloji
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" Labris Management Console _o/xl
Device File Edit View About Help
% |users | Groups | Identity Integration | WAUTH | tiigis

Quota
=@ Device List

=M 10.100.0.3:4000

| 2 Filter Quota

Username
veliz@u3

Policy Name
SGE_Limit

i User Managemeni
@ System

Period
1 month

Time Quota (Used/Total) Download (UsedTotal) Upload (Used/Total)
1 Minute / Unlimited ‘Zld 521ME [ 5120MB ‘5 322MBE / Unlimited

L Network Settings
L% Firewall

[ AN

i@ Filter

H @Antispammntiwu&
-2 IDs/Ps

- Bf Messaging

i Server

- % [oad Balancer
‘@ License

[T

@ Refresh

Quota Policies

Quota Exceptions
Quota Menitoring

Lmc server address you are connected to is: 10.100.0.3

WAUTH Welcome Screen

Labrism\_\

"I“ ;:.\ “'J —~

Wauti

Sisteme erisiminiz kabul edildi. Tarayicinizin
adres gubugunu kullanarak gezintinize
baglayabilirsiniz.

Bu pencereyi kapatmayiniz

Labri

. —
I

1) L h o\

waull

Sisteme erisiminiz kabul edildi. Tarayicinizin
adres gubugunu kullanarak gezintinize
baslayabilirsiniz.

Bu pencereyi kapatmayiniz

Kullanici Adi veli2 Kullanici Adi veli2

Ad Soyad veli Ad Soyad veli

Silinme tarihi Silinme Yok Silinme tarihi Silinme Yok
Indirme Kotasi 0MB/5120 MB indirme Kotasi 214 MB /5120 MB
Gonderme Kotasi 0 MB/ Sinirsiz Gonderme Kotasi 5 MB/ Sinirsiz

Zaman Kotasi Kullanim Yok / Sinirsiz

Cikis

Sifre Degistir

Zaman Kotasi 1 dakika / Sinirsiz

Cikis

Sifre Degistir

Labris TeknulupJ
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Rl . NIRRT e .. ¥
System

System Tab in the LMC provides us with different options like DHCP , DNS, Date / Time
settings , Configuring backup’s , update , automatic updates, logs and general settings.

All the above mentioned options can be configured under System Module. When we are connected to
System Module below screen appears.

L Labris Magagement Gonsole: - O ;’
Device File Edit View About Help
4 Users
= om
s:] Device Lt Lagin Name Comment
= evice Lis . - ;
= = fw. 4000 1 admin Administrator administration account
ST Tletwork Settings
B Firewall DHCP
B VPN Cached DNS Server
a Filter High fwvailability
& Antispam/antivirug
= IDS/IPS
A Messaging
Server
~“’Loacl Balancer Diagnostic Tools
@ License
Configuration Backup
Update
Automatic Update
Logs
Date/Time Settings
Console Access Settings
General Settings
Trusted Timestamping
Certificate Management
& Reboot
@ shutdown
‘5 Add || e Remove || S Edit
Ll Ll »
w Lmc server address you are connected to is: fw Labris Teknc\chJ

Viewing Options in System

When we Right click on “System Tab” we find following options.

1 | Connect It enables us to Connect to the System Module
Disconnect | It enables us to Disconnect from System Module
3 | Properties | It helps us to view properties of System Module in
LMC

26.System LMC Module
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[HhnsanaEgementEonsale;
File Edit View Module Abg

- 2 =

ener

5?8.188. 438 static ttnet.com trd(
-ﬁ‘ﬁ ser Ma ment
2
ste
* Newo| [Conneet |

B: Firewa Disconnect
= VPN
g Filter
@ AntispamiAntivirus
= IDSIPS

@E} Messaging

4 Server

Load Balancer
B License

FProperties

Users
In System Module on the right pane you can find Users tab in that click on Users

Adding User
Click on Add Tab to add a New User in System Module.

2 Laliris gEmentEonsole)
File Edit View Module About \ Help
€1 g Users
% e 1 |
Laogin Name Comment
= @0 Server 1 |admi Administrat dministrati t Users
=M 75.185.50.48:4000 admin Administrator administration accoun
lﬁ\- UUser Management 2 |deneme deneme wauth deneme wauth
2 151 3 |SystemUse...|User TestUser Services
~ NletworkSetllngs 4 |Testadmin |Testing For Demao
B Firewall DHCP
% VPN Cached DNS Server
@ Filter
@ AntispamiAntivirus
= IDSIPS System
5 Messaging
Server
hd Load Balancer
B License
[ ‘i Remove | | 7 Edit
Lmc server address you are connected to is: 78.188.50.48 Labris Teknolo]iJ
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Add Use) ;[
[Username:  |systemUsert 1 [ 1
"F'asswnrd: sssssans ] 2
IRE—T!.-'FIEZ (snssnnne 3
IName: [Usert 4
— g

| Comment  |TestUserd

—» | A || r:.anu:mJ

These are the inputs for adding a New User

1 | Username | Type the name of the Username of the new User
Password | Type the Password of the new User

3 | Re-type Re-Type Password of the new User for
confirmation

4 | Name Type the Name of the new User

5 | Comment | Type reason for the User creation (Optional)

Below screen appears stating that User added successfully, click OK to close the current tab

.]Ih-u'mﬂﬂ al e

@ Jser added successfully

Ok

We can notice new User added in the User’s list of System Module
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Users
Login Mame Comment
1 admin Administrator administration account
2 deneme deneme wauth deneme wauth
3 SystemUser Usert TestUser I

Deleting User
Select User and click on Remove Tab to delete an User.

Users
Login Mame Comment
1 admin Administrator administration account
deneme deneme wauth deneme wauth
SystemUser LUsert Testlser
4 SampleUser User test |

add | | ' Remove| | ‘¥ Edit

When the below screen appears, click Yes to remove User.
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Bemovee X

@ Samplelser Do you really want to remaove user?

N

Alert screen appears displaying User removed successfully; click Ok to close the current tab.

@ Samplelser User removed successfully!

\DK

Change Password / Editing User

Select the user from the list and click on Edit

Users

Login Mame Comment
admin Administrator administration account
2 deneme deneme wauth deneme wauth

3 ‘SystemUserd User TestUser ”

S Add | | S Remove || Edit

Viewing options in Edit User
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1 | Module

Displays all the Modules in LMC

N

Access level

Displays access level of each Module

3 | Set Password

This option helps to Set Password to the User

Select the Module and choose Access level from the drop down menu as shown below

=il SE] ;[
Llsername: |SystemUseri
Mame: ser
Comment. | TestUser
\ — |
: 2
™ Module | Access Level
[users | read v a
system none ‘\
iproute read L
firewall write
vpn none
filter none
spam none
o
i P
3
Set Password Save Clnsu

When we click on Set Password, below screen appears.

ot [
=l

) L

[ewpassworg [seceeses

ﬁ

|F€e—hfpe password: eseseses|

2

’ |

\l Set HCancelJ

1 | New Password
Re-type
Password

Type password of the User
Re-type Password of the User for
confirmation

Click on Set Tab to set New Password

Below screen appears stating that password is changed successfully, Click Ok to close the
current tab.
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X

@ Password changed successfully.

oK.

Click on Save Tab to save changes.

Username: |5‘_.rst&ml..lser1 |

Mame: |Llser1 |

Comment: |T&stl.l ser |

Module Access Level
users read -
system read
iproute none
firewall naone
vpn none
filter naone
spam none
HE: | e Y

N [E] e

Click on Close Tab
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Editlisarn ;I
lsername:; SystemlUserd
Mame: Uzer
Comment: | TestUzer
Module Access Level
users read -
system read
iproute none L
firewall none
Vpn nane
filter none
spam nane
e o
Set Passwaord Save Clnsu
27.DHCP

DHCP: DHCP stands for Dynamic Host Configuration Protocol

DHCP server provides IP address and other related configuration information like subnet mask
and default gateway to the host systems within a LAN network. For every computer it will
provide unique IP to identify the system.

By our configuration settings IP address will change certain period of time for the host systems

DHCP is useful in extremely larger networks where we want to centralize the IP management to
reduce human errors.

ISP (Internet Service Provider)

Usually ISP’s implement DHCP servers

DHCP is a server which assigns IPs automatically to the clients requested from a range of IPs.
IP leasing process:

1. DHCP discover: The client machine when turned on, broadcasts the network id, broadcast id
and MAC address on Network for discovering DHCP server.

2. Offer: The DHCP server listening to the request made by the client offers a pool of IP
addresses to the client machine.
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3. Selection: The client machine on receiving the pool of IP address selects an IP and requests
the DHCP server to offer that IP.

4. Acknowledgement: The DHCP sends a confirmation about the allotment of the IP assigned

to the client as an acknowledgement.

5. IP lease: If the client machine is not restarted for 8 days, exactly after 4days the client
machine requests the DHCP server to extend the IP lease duration, on listening to this the
DHCP server adds 8 more days for existing 4 days which is 12 days

If the client machine is restarted again the DHCP lease process takes place and again the client

gets an IP for 8 days.

Select System option from the Labris Management console

@ Labris ManagementConsole,
File Edit View Module About

" =2 =

=84 Server
=M 78.188.50.48:4000
o) User Management

]

System

. Network Settings
B Firewall

= VPN

Filter

@ AntispamiAntivirus
. D3PS

@Iﬁ Messaging
Server

Load Balancer
B License

L

=] Server
= 78 188.50.48:4000

"h User Management

a
“|Connect |
. r\m ——*  Select connect

EE. g Disconnect
%% V| Properties

& Filter

@ AntispamiAntivirus
. ID=IPS

[EE‘] Messaging

Sonanr

Right click on the System tab and click on Connect to get connected

Select DHCP option under services.

=B Server

= (= 78.188.50.48:4000
ﬁ,\ User Management
2 system
| Network Settings
B Firewall
B wPN
& Filter

LUYTT NATTTE
admin Administrator
deneme deneme wauth
SystemUser1 User1
Testing

B w M=

Testadmin

fuirl)

CUTTITTIETTT
administration account
deneme wauth
TestUser

Users

For Demo

DHCP
Cached DNS Server

Select DHCP |'-”
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Select Server tab to view the DHCP server details like Name , Subnet , Router , Type and

Status.
U Server: I_Leases List | DHCP Relay | Global Settings _
Server
Select Al # Delete || .7 Edit || 42 Add 2 Filter Users
Name Subnet™etmask Rauter Type Status
[ ] \WAUTH_DHCP 10.1.0.0/255.255.255.0 10.1.0.1 Dynamic |Active Services
] labtest 192.168.20.0/255.255.255.0 | 192.168.20.1 Dynamic |Active 5
Cached DNS Server

Click on Add to Add the New DHCP Server details.

Labns Managementionsale.

File Edit View Module About
= i Serra) i i
% Zzrizr | Leases List | DHCP Relay | Global Settings

—_—
= Server ==

=M 78,188 50.48:4000 Select Al # Delete || .7 Edit “

'%‘ User Management Mame SubnetMetmask Router
& System \WAUTH_DHCP 10.1.0.0/255 255 255.0 10.1.0.1

. Metwork Settings
E:. Firewall labtest 192 168.20.0/255.255.255.0 192168.201

B VPN

a Filter

@ AntispamiAntivirus

L IDsNPS

@E} Messaging
Server

hd Load Balancer

B License

Make DHCP scope Active by enabling the Active checkbox. Select the type of the scope from
the options mentioned here. In this screen we selected Dynamic option. Also Enable Use

interface’s IP address as router check box.

1 | Scope Name | Type Scope name
Interface Select Interface from drop down menu
3 | IP Range Mention Scope

Click on Add Tab to add an IP Range
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s oncp gﬁu},a

Settings -

Active Type Static Ipsec

| Scope Name * [TestScope |

| Interface * [tun0-10.8.3.1 [~]

IP Address * Use interface’s IP address as subnet

Metmask ™ |/24 (255.255.255.0) -

[P Range * [1023.10 | -l10.8.3.80 || <2 Add |

[foe=10-10.53.50 ] .7 Edit

# Delete

Router ** Use interface’s |IP address as router

Continuation to the above screen, choose Lease Time &Maximum Lease Time from the scope
and type Domain Name, Click on Save Tab.
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| Lease Time* [1440 | 5-144000 Minutes (100 Days)

[Maximum Lease Time * |2330 | 5-144000 Minutes (100 Days)

. |
| Comain Mame |lpak.com

OME = Llse routers IP address as DS

Primary DMS
Secondary DMNS

“ Advanced Settings B save

Saving changes is in progress.

Below screen appears stating that Changes are saved and applied, click Ok to close the current
tab.

kﬂ_x

@ Changes are saved and applied.

N

We can notice from the list that the Server is added
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Zzruysr  Leases List | DHCP Relay  Global Settings
Server
Select All # Delete || 7 Edit | | 42 Add ., Filter
Mame SubnetMetmask Router Type Status
WALTH_DHCFP 10.1.0.0/2565.255.255.0 10.1.01 Dynamic |Active
labtast 192.168.20.0/255.255 255.0 192.168.201 Dynamic |Active
|| TestScope 10.8.3.0/255 285 2550 10.8.31 Dynamic Active

If we want to Edit the IP Range, Select IP Range and click on Edit Tab, modify the contents and
Click Ok to apply changes

Add Dhcp Scope

Settings -

| Active Type ® Dynamic Static lpsec

Scope Name * |TestScope
Interface * |tun0-10.8.3.1 hd

IP Address * |+ Use interface’s IP address as subnet

Metmask* |/24 (255.255.255.0) -
Ip Range * (10.8.2.10 - |10.8.3.80 5 Add
[70:83.10-1083.80 | | _” Edit I
Edit, w2 € Delete

@/ l10.8.3.10 H10.2.3.50] |

““"‘*i- Cancel

Router ** |« Use interface’s IP address as router

Select the Server from the list and click on Edit Tab.
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sizryer | Leases List | DHCP Relay | Global Settings
Server kﬁ!"
Select All # Delete g Add 2, Filter
Mame SubnetMetmask Router Type Status
WALTH_DHCP 10.1.0.0/255.255.255.0 10.1.0.1 Dynamic  |Active
labtast 192.168.20.0/255.255.255.0 192.168.20.1 Dynamic  |Active
I[\/' TestZcope 110.8.3.0/255.255 255.0 10831 Dynamic  Active I'

We can Edit Scope Name, Interface and IP Range in Edit DHCP Scope. At the same time we
can even Add, Edit, Delete IP Rangefrom the same tab.Select IP Range and click on Deleteto
delete the entire range.

EditDhcp Scope.

Settings -

v | Active Type ® Dynamic Static Ipsec

Scope Mame * [TestScope

Interface * tund-10.8.31 -

IP Address ® |« Use interface’s IP address as subnet

Metmask=® /24 (255.255.255.0) -
Ip Range * [10.8.3.10 -[10.8.3.80 S Add
|10.8.3.10-10.8.3.80 || 7 Edit

Router** |+ Useinterface’s IP address as router

Adding IP Reservation to DHCP scope
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Edit Dhcp Scope x
Settings - IF Reservations
Select All #% Delete | 7 Edit 2, Filter
| Active Type ® Dynamic Static Ipsec
Mac Address IP Address & Hostname Status
09:2c:ad:4d:13:a9 192.168.20.111 Testhost Active
Scope Name * |iabtest 08:00:27:97:0e:4b 192.168.20.117 labtest_1 Active
d4:be:d9:58:d9:a5 192168.20.118 labtest 2 Active
Interface * |eth2 - 192.168.20.1 A
IP Address * |+| Use interface’s IP address as subnet
Metmask* /24 (255.255.255.0) IR Reseryation Add X
(?) i
- 2
Ip Range * [mac Address ssecacizeran | pdoonoceom

3 I[P Address 19218820111

J
[Hostname oaknost | ﬂ
Cancel

159218820 110-152 188 20120

Router** |v/| Use interface’s IP address as router

B save
Close
These are the inputs for adding IP Reservation
1 Active We can enable or disable this option
2 Mac Address Give Mac Address of the Host
3 IP Address Give the IP Address within the scope of DHCP server
4 Hostname Type the name of the Host

Click on Ok

119 Labris Networks



Administration Guide for Labris UTM
Version 3.4.2

In the below screen we can notice IP Reservation added to the DHCP Server

Efibicokon: x|
SelectAll || | 3¢ Delete | _” Edit| 42 Add 2, Filter
' Active Type &) Dynamic Static Ipsec
Mac Address IP Address Hostname Status
09:2c.a3:40:13:39 192.168.20.111 Testhost Active
S [ ] 4&e3c1Ze3a0 152.168.20.112 Toakhost Active |'|
08:00:27:97:0e:4b 192.168.20.117 labtest_1 Active
Interface * |eth2 - 192.168.20.1 A d4:be:d9:58:09:a5 192.168.20.118 |abtest_2 Active

IP Address * || Use interface's IP address as subnet

Netmask = /24 (255255 2550) -

Ip Range * - 9 Add
192.168.20.110-192.188.20.120 ./ Edit

#% Delete

Router ™= |+ Use interface’s IP address as router

B sae
3
Close J
Editing IP Reservation
Select IP and click on Edit tab
We can edit all the fields in the Edit tab and click Ok
Edit Dhcp Scope x
Settings i IF Reservaticns
Select All #¢ Delete 47 Add 2 Filter
v Active Type ® Dynamic Static Ipsec J
Mac Address |P Address Hostname Status
09:2c:a3:4d:13:a9 192.168.20.111 Testhost Active
Scope Name* [labtest I 4d:6c3c12:c3:a0 192.168.20.112 ‘loakhost Active |'|
i} 108:00:27:97:0e:4b 192.188.20.117 llabtest_1 |Active |
et <f12 - 192.168.20.1 M 44:08:09:58:09:35 192.168.20.118 |abtest_2 Active

|P Address *  |v| Useinterface’s IP address as subnet

MNetmask® /24 (255.255.255.0) X
(?)
Ip Range * - [acaddress [sascacnzezan | gezamaTETeny

|iP Address T192.16820.112 |

192.168.20.110-192.168.20.120

|Hostname [ioaknost |

Cancel

Router** |« Use interface’s IP address as router

B save

Close

Deleting IP Reservation

Select the IP and click on Delete tab, Click Ok to delete.
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Edit Dhcp Scope X
Settings - IP Reservstions
Select Al ¢ Delete | 7 Edit| 5 Add 2 Fiter
| Active Type ® Dynamic Static Ipsec £
Wac Address IP Address Hostname Status
v/ 09:2c:a3:4d:13:a8 192.168.20.111 Testhost Active
Nl cotcst 4d:6c3c12:c3a0 192.168.20.112 loakhost Active
08:00:27:97:0e 40 192 168.20.117 lantest_1 Active
Sce gy o2 - 192168201 hd d44:0e:09:56:09 a5 192.168.20.118 labtest_2 Active

IP Address * |+ Use interface’s IP address as subnet

Netmask* /24 (255.255.255.0) -

X

Ip Range *

@f Selected records will be deleted. Are you sure ?

Cancel

#% Delete

192.168.20.110-192.168.20.120

Router**  |v| Use interface’s IP address as router

B save
Close
Below screen appears stating that selected records have been deleted. Click Ok to close the
current tab.
nfo; x
@/ Selected records have been deleted
OK
Select the Server from the list and click on Delete Tab to delete the DHCP Server.
Zzruzr Leases List | DHCP Relay Global Settings
Server
Select Al 22 Delete | 7 Edit || £ Add 2 Filter
Mame Subnet™etmask Router Type Status
WALTH_DHCP 10.1.0.0/255.255.255.0 10.1.0.1 Dynamic |Active
|labtest 192.168.20.0/255.255.2558.0 192.168.201 Dynamic |Active
||\/' TestScope 10.8.3.0/255.255 2585 0 10.8.3.1 Dynamic  Active I

Deleting process is in progress.
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Labris Teknoloji x

Deleting...

When the below screen appears, click Ok.

X

@ Selected records will be deleted. Are you sure 7

\ Cancel

We can notice that the selected Server is deleted from the Servers list.

sizryer | Leases List | DHCP Relay Global Settings
Server
Select All # Delete ./ Edit 4 Add '?-_ Filter
Mame SubnetMetmask Raouter Type Status
WALTH_DHCP 10.1.0.0/255. 255 255.0 10.1.01 Dynamic | Active
labtest 192.168.20.0/255.255.255.0 192 .168.20.1 Dynamic | Active
Lease list options
Select Lease List to display the details of DHCP Lease List.
Server | Lesiz=z 5r DHCP Relay | Global Settings
DHCP Leases
Select All #% Delete | | 17 Add Reservation | |All - 2 Filter
IP Address « | Physical Address Start Date End Date Haostname Lease Status
10.1.0.110 18:67:00:34:0e... 2013112818 2013 129-18.... (Unknown Free Off
19216820117 |08:00:27:97:0e... | 20M13M2M317... (2013121417 \Unknown Free Off
192 168.20.118 |dd:be:d9:58:d9.... 20131210513 |2013M12/06-13.... |Unknown Free Off
192 168.20119  |08:00:27:db:94. . (201311012519 (20131 126-19.... |Unknown Free Off
19216820120 |08:00:27:f.dfdc |2Z0M13M2M317.. 2013121417 |Unknown Free Off

Choose IP Address and click on Add Reservation Tab.

122

Labris Networks




Administration Guide for Labris UTM

Version 3.4.2

Server Lziz=s izt DHCP Relay | Global Settings

DHCP Leases

Select Al 3 Delete || <7 Add Reservation | |4l - %, Filter

IP Address «  Physical Address Start Date End Date Hostname Lease Status

10.1.0.110 18:67:00:34:0e... [2013M11/28-18... [201311/20-18.... |Unknown Free Off
19216820117 |(08:00:27:97:0e... |20M3NM2N3A7... (2013121417 |Unknown Free Off
192.168.20.118 |d4:be:d®:58:d9:.... |201312/05-13.... |2013M12/06-123:... |Unknown Free Off
192 168.20.118  |08:00:27.db:94: . (201312519 [2013M1126-19.... |Unknown Free Off

||\/' 192.168.20.120 08:00:27:f:dfd4c 2013121317 2013M1214-17.... Unknown Free 'off ||

Click Ok to Add reservation for the selected IP Address.
X
@ Selected records will be reserved. Are you sure 7
\ oK Cancel
Select the IP Address and click on delete tab to delete the selected lease list.

Server Lzzzz2z Ljsf | DHCP Relay | Global Settings

DHCP Leases

Select Al #¢ Delete || <7 Add Reservation | |All - ., Filter

|IP Address « | Physical Address Start Date End Date Hostname Lease Status

10.1.0.110 18:67:00:34:0e:... |2013M11/28-18.... | 2013M1/28-18.... \Unknown Free Off
192 168. 20117 |08:00:27:97:0e.... 201321317 201321417 [Unknown Free Off
192 168.20.118 |dd:be:d9:58:d9:... (2013210513, [20M13M2/106-13.... (Unknown Free Off
192 168.20.119 |08:00:27.dbp:94: . (20131102519 201312619 (Unknown Free Off

[ v 19216820120 08:00:27::df4c 201312/13-17. 2013112114-17. Unknown Free Off

Click Ok to delete the selected lease list

x

@/ Selected records will be deleted. Are you sure ?

N

Ok Cancel

DHCP Relay options

Select DHCP Relay and click on Add Tab.
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Server | Leases List |'Dr']i_.'?' Eaja;rl Global Settings

DHCP Relay

Select Al # Delete || 7 Edit || 42 Add] 2 Filter

Interface Senver

Give the server IP Address and click OK.

@ Arabirim®*  tun0-110.8.3.1 -

[ Sunucu IP Adresi*  |192.188.0.10 |

—| OK | Cancel

We can notice that Server is added in the DHCP Relay.
To set up the DHCP Relay with one Server and more than one interfaces, each interface should
be added separately with Server .

After add operation, a route which is from DHCP Server to DHCP Relay should be added.

Server  Leases List | RS2 flay] '_Global Settings
DHCP Relay
Select All # Delete 7 Edit S Add f-\-_ Filter

Interface Sernver
tun0 192 168.0.10

Select the Server and click on Edit Tab.

Server Leases List | LFCF 25y Global Settings

DHCF Relay
Select All # Delete | | 7 Edit | 47 Add 2 Filter

Interface Server
(v tund 192 1658.0.10

Edit the Server IP Address and click OK.
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@ Arabirim®*  tun0-"10.8.3.1 -

[Sunucu IP Adresi*  152.168.0.11] |

—_— Ok, Cancel

Select the Server and click on Delete Tab to delete server from the DHCP Relay.

Server | Leases List LT H=lsiy Global Settings
DHCP Relay
Select All ﬁ Delete | ./ Edit ,_J-l Add '.?-‘ Filter

Interface Sener
v un0 192.168.0.11 |

Click OK to delete the server from DHCP Relay.

X

@ Selected records will be deleted. Are you sure 7

N

Ok Cancel

Below screen appears stating that Selected Records have been deleted, click Ok to close the
current tab.

m_x

@ Selected records have been deleted

\DK

Global Settings options
When we click on Global Settings, below screen appears.

From the IPSec VPN Interface drop down list select the Ethernet adapter.
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Server Leases List DHCP Relay |'Eifui;'uf SeLLNyS |_

IFSec Settings

Activate IPSec Server

IPSec VPN Interface eth3-10.1.0.1/255.255.255.0 |-

tun0 - 10.8.3.1/255.255.255.0 I~
V| Activate Advanced Paramellaing - 169.254.1.1/255.255.0.0

eth1-10.11.12.221/255.255.255.0 \
152.168.0.10 ath? -/ I~ Add

eth3 - 10.1.0.1/255.255 255.0

—/ Edit

#% Delete

Enable Activate Advanced Parameters, give the IP Address and click on Add and then Save.

Server | Leases List | DHCP Relay | Sluizil Szitiings
IPSec Settings

Activate IPSec Server

IPSec VPN Interface eth3 - 10.1.0.1/255 255 255.0 -

Activate Advanced Parameters

|192.1ss.u.1u | | - Add I
7 Edit
#% Delete

Select the IP Address and click on Edit tab to edit IP Address.
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Server | Leases List | DHCP Relay | Sluis] Sziiigs

|IFSec Settings
Activate IPSec Server

IPSecVPM Interface eth3 - 10.1.0.1/255.255.255.0 hd

v | Activate Advanced Parameters

152 168.0.10 Y4 Add
[isz 88010 |I _7 Edit |
# Delete

Edit the IP Address and click OK.

O x

@/ [192.165.0.11] |
Cancel
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Select the IP Address and click on Delete button to delete the IP Address.

Server Leases List | DHCP Relay | Slvuzl St

IPSec Settings
Activate IPSec Server

IPSecVPM Interface eth3 - 10.1.0.1/255.255.255.0 hd

v | Activate Advanced Parameters

182.168.0.10 #7 Add
192.168.0.11 | 7 Edit
¢ Delete

We can notice that IP Address is deleted, click on Save Tab to save the changes.

Server Leases List | DHCP Relay Clobzl Z=ifinngs

IFSec Settings
Activate IPSec Server

IPSec VPN Interface eth3 - 10.1.0.1/255.255.255.0 -
| Activate Advanced Parameters
182.168.0.10 9 Add
7 Edit

# Delete
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Below screen appears stating that Changes are Saved. Click OK to close the current tab.

28.DNS
Domain Name System (DNS) is the name resolution protocol for TCP/IP networks, such as the
Interne. DNS translates Internet domain and host names to IP addresses. DNS automatically
converts the names we type in our Web browser address bar to the IP addresses of Web
servers hosting those sites.

DNS is that it serves as the "phone book" for the Internet by translating human-friendly
computer hostnames into IP addresses.

In System Module, right pane click on Services tab and select Cached DNS Server to manage

DNS Server.
Services
ha DHCP
Cached DME Server,

Click to manage
System
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In the DNS Server Management tab we find different options like Local Subnet, Real DNS
Servers. In the Real DNS Servers give the IP Address of the DNS server and click on Add.

DMS Server Management

Local Domain -1""--—- 1 I—

ILUCEIl Subnet: ||
Add Delete “pdate

Real DNS Sevec@i 2 E

|DNS Server [121.1.2.31 I

8.8.8.8

Add Delete =11 ]

Service Management . 3 F
Start Restart Stop | Status:RUMNMMNIMNG

Viewing fields in DNS

1 | DNS Server In this we can Add, Delete, Update Local Domain
Management

2 | Real DNS Server | In this we can Add, Delete, Update DNS server

3 | Service In this we can Start, Restart, Stop DNS Server and it also displays status of the
Management DNS Server

In the below screen we can notice DNS Server is added.

Real DNS Servers

DS Server: 121.1.2.31
8.6.8.8
\
Add Delete pdate

Service Management

Start | | Restart Stop | Status:RUMMING

Select the server and click on Start tab to start the services of DNS Server.
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Real DNS Servers
DMNE Server: 121.1.2.31

2888
[121.1.2.31 ||

Add Delete pdate

ire Management

[Bestart Stop | Status:RUMMING

Below screen appears stating that DNS Service Started, click Ok to close the current tab.

In the below screen we can notice the Status of the DNS Server is shown as Started.

Real DNS Servers

OMS Server: 121.1.2.31
88383
121.1.2.31

Add Celete pdate

Service Management

Start Festar Stop (| Status: Started

Select the Server and click on Stop button to stop the services of DNS Server.
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Real ODMNS Servers

DME Server: 121.1.2.31

8888

[121.12.21 | |
Add Delete pdate

Service Management

Start || Restart | ["Siop | Status: Started

Below screen appears stating that DNS Service Stopped, click OK to close the current tab.

In the below screen we can notice the status of the DNS Server is shown as Stopped.

Real DNS Servers
DME Server: 121.1.2.31

&.8.8.8
121.1.2.31

Add Delete Update
Service Management \

Start Restart Stop | |Status: StnppedJ
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Select the Server and click on Restart button to Restart the Services of DNS Server.

Resl DNS Servers
DMNE Servar: 121.1.2.31

3.8.8.8
[121.1.2.31 ||

Add Delete pdate
Service Ma @Ent

Start Bestan_[ Stop | Status: Stopped

Below screen appears stating that DNS Service Restarted, click OK to close the current tab.

nio) X

@/ DMS Service Restarted!

\

Select the Server and click on Delete button to delete a DNS Server.

Real DMN5 Servers
DMS Server: 121123

3.3.3.8
fiz1.1.2.31 ||

™~

Service Management

Start | | Restart Stop | Status:RUMNMNIMG
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In the below screen we can notice newly added DNS Sever got deleted.

Real DNS Servers
DMNS Server:

&.8.0.8

Add Delete pdate
Service Management

Start Restart Stop | Status: Started

29.HA - High Availability Appliance Deployment Architecture

High Availability service is designed for Labris UTM devices to run in a redundant (active-
passive) mode. With this service, you can configure two Labris UTM devices in a redundant way
and ensure non stop service.

*You can also change your prefered language even after you login to the appliance
as shown in following image

L abris MEnEgEmENREonSsolE - 0 ;‘
Device File Edit Wiew About Help
High Availability
wl
- =
=88 Device List High Availability Enable ESave Users
= H fw:4000

Synchronize Period  [120 Minutes { Min: 10, Max: 1440 )

Services

B Firewall HA Shared Key sharedkey
% VPN

o Filter

& Antispam/antivirus

DHCP

This Node Settings
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Steps;

By following the steps below and with the information in the document, Labris High Availability
system can be setup.

Active Device (Master) Passive Device (Slave)

1 - Device hostname is configured

2 - IP configuration is done. Here, High Availability
port and dummy IP settings are configured. (Alias IP
address configuration is done on the active device on
first configuration)

3 - Console access settings are configured.

4 - Device hostname is configured.

5 - IP configuration is done. High Availability port,
dummy IP and alias IP settings are configured.

6 - Console access settings are configured.

7 - High Availability service is configured.

8- All the other configurations are done. Firewall,
webfilter etc.

High Availability system is tested.
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Topology

For the redundant setup of Labris UTM devices, the following topology can be used as a
reference.

The basic logic while setting the topology is to connect both of the Labris devices via ethernet
cable to the other devices that they are connected and connect the two Labris UTM devices to

o

each other, for health checking.

Router
v v
0y S O D s 0 [
BN BN DA 5 H T R D
- 1Yl ROUH RUISH 300N v s Red (RO el -
a asie Rafies P 7 i i o R N @ La ave
A1 Y Y RS DA [FON 0 SN
O D @20 E= 0 e e @
==t le=t gt =SEEs

| Switch

For the High Availability system, first of all hostname, IP settings (except alias IP addresses) and
console access settings are configured on the second device.

All other configurations are done on the first device. When high availability is started all the
configurations will be synchronized between the two devices.

After setting the above topology, you can continue following the configuration steps.
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Hostname Settings

Devices used in High Availability should have different hostnames. High Availability service
checks access control between each other using this hostname.

To configure the hostname, enter the system module from LMC. After clicking General Settings
you can edit the hostname.

=-f) Device List System A
=M 169.254.1.1:4000
% User Managemeni||[ Configuration Backup
& System ] Update
 Network Settings Automatic Update
8% Firewall Logs
%VPN Date/Time Settings
a Filter Console Access Settings
@ Antispam/Antivirug| | General Settings |
- IDS/IPS Trusted Timestamping
T3 Messaging Certificate Management
. o DEIVEr Y,
&4 R
e Load Balancer @ Epost
@« License (@] shutdown
Haostname
Hostname labrisl
Save
Hostname Labris UTM Device Name
2 Save Configuration Save

The same setting is also configured on the second Labris UTM device. On the second device
another hostname should be given.

IP Configuration

When setting up the High Availability system an unused IP address from the internal network is
given from the Network Settings module.

Active and passive devices are configured to have different IP adresses.
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The IP adresses that will actually be used should be defined as an alias IP on the related
ethernet. (Only defined on the active device on first configuration.)

For IP configuration, enter the netwok settings module from LMC.

IP settings are configured according to your network topology.

=i Device List
= 169.254.1.1:4000
# User Management

2 System
g Network Settings|
Firewall
*% VPN
a Filter
& Antispam/Antivirus
. IDS/IPS
&% Messaging
Server
e Load Balancer
% License

Dummy IP Address

For ethernet interfaces to be active, an unused IP address which will not normally be used
should be set on an ethernet. The IP adresses which will be actually used will be defined as an
alias IP on the ethernets. The alias IP adresses are automatically run on the current active
device by High Availability service.

Dummy IP addresses, which are not used in the network, are given to the related ethernets via
the IP Configuration menu. For this, after selecting the related ethernet, right click and press
edit. After the configurations press apply button.
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1P Carnfigurzsfiorl | Routing
Interfaces
Active Device MName Type IF {}
v etho Ethernet 159.254.1.1 L Add
:: Zt:]é [Ethernet Properties Xi
v ath3 Use dynamic IP configuration Q._ Delete
Tk
L tuno Static IP Configuration
Name Lan
v .
o O tivat
IP Address 192.168.55.11] /K sactivate
Mask 255.255.255.0 —
a_'-(’ Edit
Adwanced Ethernst Settings L;l—:j Status
Ethernet Speed Auto-Negotiation - -
MTL 1500 (576-1500)
MAC Address 00:90:0B:2A:76:7E
Restore Settings
Save Apply || Cancel

Name A name defining the ethernet interface

2 IP Address The IP address used for the selected interface. In this scenario, an
unused IP address should be given. Also on the second device an
unused IP address should be given.

3 Mask Mask of the network address.
Apply Applies the configurations.
Other Parameters For other parameters, please refer to the Ethernet Settings section

in the admin guide.

This procedure is done for all the used ethernets.

Alias IP

More than one IP address can be defined on a physical ethernet interface. For this, alias IP
addresses are added to the system. When using Labris High Availabilty service, IP settings are
done using alias IPs. Press on the Add button in IP Configuration menu and select Alias IP.
Define the IP addresses which will actually be used.
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e

Labris Security Gateway Widget by

Labris IpRoute create wizard allows you create [P
aliases and PPPoE connections.Please select the
interface type that wou want to create

® |P Alias

ADSL

Types

Bridge
3G

WLAN

Mext k

Cancel
— |
Route - O ;[

IP aliases gives you the ability to assign another g
IP address and netmask to an interface

Alias Configuration

Name lan_1
IP Address 152.168.55.1
Metmask 255.255.255.0
Interface Lan (eth2) -
4 Previous Mext b Cancel J
Name A name defining the alias ethernet interface.

2 IP Address The IP address used for the selected interface. In this scenario, an
unused IP address should be given. Also on the second device an
unused IP address should be given.

3 Mask Mask of the network address

Interface The ethernet interface which the alias IP will be configured on
Next After the settings are configured click on the Next button and the
alias interface will be defined.

This way, all IP addresses which will actually be used are added as an alias ethernet interface.
After the definitions are made, the alias ethernet interfaces which have been defined are
selected and activated.
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eth2:0 lan_ 1 IP Alias 152.168.55.1
yx Activate

This procedure is done for all alias ethernets.

Alias IP addresses are only configured on the active device. There is no need to do this
configuration for the passive device.

HA Port

It is the ethernet interface which will be used to communicate between Labris UTM devices. HA
ethernet interface is defined on both the active and passive devices. The two devices are
connected via an ethernet cable using these ports configured for HA.

The ethernet interfaces used for HA should be the same on both devices. In other words, if
the active device is using eth3 for HA, the passive device should also use eth3.

An IP address is given to the ethernet interface configured as HA port. Any unused IP address
having a minimum mask of /30(255.255.255.252) in the local network can be given. The IP
adresses given to the HA ports of the active and passive device should be in the same subnet.

I Cupfiguraiivn | Routing

Interfaces

Active Device Name Type IP (}
v etho Ethernet 169.254.1.1 = Add
) ethl |[Ethernet Properties x
hd sth2 Use d ic IP configurati
th2:0 se dynamic IP configuration Q,. Delete
Il eth3 Static IP Configurati I =
v tun Name HAL
v, :
IP Address 10.20.30.1 /3‘ Deactivate
Mask 255.255.255.252]
=%
1_’-7 Edit
Advanced Ethernet Settings s |
=\ status
Ethernet Speed  |Auto-Negotiation hd L,
MTU 1500 (575-1500)
MAC Address 00:90:0B:2A:76:TF
Restore Settings
Save| | Apply | ||Cancel

Name A name defining the ethernet interface.
2 IP Address The IP address used for the selected interface. The IP adress given
to the HA port for the access of two Labris devices.
3 Mask Mask of the network address.
Apply Applies the changes.
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5

Other Parameters

For other parameters, please refer to the Ethernet Settings section
in the admin guide.

The same configuration is done for the second device.

Console Access (Access Between Devices)

For allowing connection between active and passive devices, the IP addresses given to the HA
ports should be written to the console access configuration of the active and passive devices.

Just for the first time thsi setting should be done on both devices. After HA starts running, it is
enough to configure the console access on active device.

Under the system module in LMC you will see the console access settings. The IP addresses
defined for the HA ports of both devices should be added here.

= Device List
=M 169.254.1.1:4000

3 User Management,
@ System

.. Network Settings
B Firewall

®% VPN

a Filter

& Antispam/Antivirug,
& IDS/IPS

% Messaging

. 8 OCMVEr

w Load Balancer

@ License

System A

Configuration Backup
Update
Automatic Update
Logs
Date/Time Settings

| Console Access Settings|
General Settings
Trusted Timestamping
Certificate Management

&3 Reboot
8] shutdown
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Console Access Blocking

Block remote console access

Console Access Addresses

IP/Metwork Address Metmask

159.254.1.10 255,255.255.255
0.0.0.0 0.0.0.0

155.254.1.9 255,255,255.255
182.168.1.100 255,.255,.255.255
10.0.2.15 255,255,255.255
10,11.12.155 255,255.255.255
10.11.12.10 255,255.255.255

ddress »
IP/Metwork Address

Metmask

&dd || Cancel

¥ éEdit = nemove

1 IP/Network The IP or network addess which will be allowed for accessing the
device. In this scenario, the IP/network address defined for the HA
ports are written.

2 Netmask The netmask of the IP/network addess which is allowed to access
is written.
3 Add After clicking this button, it will also be applied. There is no need

to click the save button additionally.

High Avadilability Service Settings

HA service settings are located under the services menu in system module of LMC.

It is sufficient to make the configurations from the active device. The configuration of the
passive device is done by the active device automatically.

143 Labris Networks



Administration Guide for Labris UTM
Version 3.4.2

High Availability Enable E Save
Synchronize Period  |120 Minutes ( Min: 10, Max: 1440 )
HA Shared Key sharedkey

High Availability Enable. Activation of the service

2 Synchronize Period The time period of the synchronization between Active and
Passive devices.
HA Shared Key The shared key of the HA service between the two device.
Save The button to save and apply the configurations.

This Maode Settings
Mode Master -
Interface eth3 (10.20.30.1 / 255.255.255.0) -
1 Node This is used to determine if the device being configured is the first

(master) device or the second (slave) device. Master device is the
active device whereas the slave device is the device on stand by

mode.
2 Interface The HA ethernet port configured for this device.
Peer Mode Settings
IP Address 10.20.30.2
‘ 1 ‘ IP Address ‘ The IP address given to the HA port of the other device.
Feliable Host 5ettings
Interface eth2 (192.168.116.186 / 255.255.255.0) -
Reliable Ping IP 192.165.116.100
1 Interface This is used to determine the ethernet which has the address
which is used to control the life status of the devices by sending
ping packets. It is advised to select the ethernet which is on the
LAN.
2 Reliable Ping IP The IP address of a device which is behind the selected IP address,
which will be always up and sent ping packets to.
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Saving and Applying Configurations

After pressing the save button the configurations are saved.

Process Status
Saving Configuration _ ;
Check Authentication

Authenticate Peers

Saving Configuration on Peer Node
Synchronizing Nodes A
Checking Reliable Host ‘
Restarting Service ‘ [

Access to the second device is started over SSH protocol. The key of the second device is seen.
Click yes if the key is correct.

Saving High Availability Configuration X

First time connecting to peer host.
Peer host's host key : “1C:48:7E:5E:FC:E0:58:A4:39:78:1D:4D:05:F2:68:A1*
Do you want to proceed?

Yes | No
ST ReStarng oerves |

Enter the root password of the other device. This procedure is done only once. It will not
appear on consecutive configurations.

Saving High Availability Configuration X

Sync oK Cancel

Restarting Service

After establishing the connection, the configuration of the other device is saved and the
synchronization between devices start.
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After the procedure completes successfully High Availability system will be established.

Saving High Availability Configuration X
Y A W—~ & 1
Sa\nng C :@Mﬂﬁﬁﬂ-———-’ X
Check Al
Authentil High Availability configuration is saved successfully.
Saving C
Synchrof oK
Checking
Restarting Service /

The status of the High Availabilty service can be seen below the page.

30. Configuration Backup / Restore
In System module, right pane select Configuration Backup

| Configuration Backup |

| Click to manage configuration
Automatic Update

Logs

DiateiTime Settings
Caonsole Access Settings
General Settings
Trusted Timestamping
tﬂ Reboot

@ Shutdown

According to user requirement choose any one of the radio button in the below screen and
click on Backup Tab to start the Backup process.

Choose Configuration radio button and click on Backup button.
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r Backup

Choose backup type:

'® Configuration

User Settings
Permanent Logs
() Operational Logs

Metwork Logs

Click on Save tab to save the file with file name.bak extension in your local machine as in the

below screenshot.

x|

~| [@ ][] [cx| N

Save In:

I Documents

J. Blustooth Exchange Folder Q T8.188.50.48 slatic_tinet.com.tr_oper
J. Camiasia Studio || T8.188.50 48 static_tinet com.tr_user
& uy Shapes
J. New Folder .
|, Snagt ) LaBRis 1.doc
L_| T8.188.50.45. static tinet comtr_2013-12-27_1125 bak 1] Labris xisx
BB 75.185.50.48.static.ttnet com.tr_auditiog_2013-12-27_1110.tar.gz
BB 75.185.50.48 static tinet com tr_networkiog_2013-12-27_1118 tar.gz

<« H i »

|Enter file name: |

Files:

Save [ Cancel

Creating Backup process for Configuration is in progress.

Ereating Bachip

Please wait...
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Below screen appears stating that Backup saved at the chosen location in your hard drive, click
OK to close the current tab.

MESSHnE. X

0

Backup saved.

According to user requirement choose any one of the radio button in the below screen and

click on Restore to start restore process

Choose Configuration and click on Restore button.

Restore

Choose backup type:

'® Configuration

ser Settings \

Restore

Choose the backup file from the local machine and click OK to Restore Backup
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x|

~| (@] a] || N

LookIn: |} Documents

J. Bluetooth Exchange Folder 3 T8.188.50.48 slatic_tinet.com.tr_oper
J. Camtasia Studio || TB.188.50.48 static_ttnel com.ir_user
,_‘j Wy Shapes

J. New Folder

ﬂ:'l LABRIS 1.doc
3] Labris xisx

BB 75.185.50.48.static.tinet. com.tr_networkiog_2013-12-27_1118.tar.g2

4 L i 3

| Enter file name:  78.185.50.48 static ttnet. com.tr_2013-12-27_1125.bak |

Files: . v

Restoring Backup process for Configuration is in progress.

Restoning Backip

Please wait...

Below screen appears stating that Backup restored, click OK to close the current tab.

Choose User Settings and click on Backup Tab
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Backup
Choose backup type:

Configuration

@ User Settings

Permanent Logs
Operational Logs

Metwork Logs

N\

| ‘Backup

Click on Save tab to save the file with file name.bak extension in your local machine as shown
in the below screen.

'l Documents

. Bluetooth Exchange Folder
., Camiasia Studio
&) My Shapes
. New Folder
. Snagit

%‘I LABRIS 1.doc
i3] Labris xisx

LEnter file name: [7/8:186:50.48 staic tinet com ir_user-seffings_2013-12-27_1053.bak |

Files: . -

\-. Cance
—|

Creating Backup process for User Settings is in progress.

Please wait...

Below screen appears stating that Backup Saved, click OK to close the current tab.
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Choose User Settings and click on Restore button.

- Restore

Choose backup type:

) Configuration

f? User Settings
estore

Choose the backup file from the local machine and click Ok to Restore Backup

x|l

LookIn: | )} Documents - @ || & C¥ l'g !TIT_

|, Bluetooth Exchange Folder &) LagRis 1.doc
J. Camtasia Studio fﬂ Labris. xisx

Q Wy Shapas
) New Folder

&I . i ¥

|Enterfile name: 72 188.50.48. static Hinet. com ir_user-settings_2013-12-27_1053.bak |

Files: . v

=

Restoring Backup process for User Settings is in progress.

Restoning Backip

Please wait...
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Below screen appears stating that Backup restored, click OK to close the current tab.

[lessage. X

@/ Backup restored!

~~alok

Choose Permanent Logs and click on Backup button.

Backup
Choose backup type:

Canfiguration

Lser Settings

® Permanent Logs

Operational Logs

Metwork Logs

Delete logs after backups \

Backup

Click on Save tab to save the file with file name. tar.gz extension in your local machine at your
chosen location as shown below.
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x|

Save In: | Ji) Documents ~| @& e¥] :'="'_: 1]}

|, Bluetooth Exchange Folder ) LaeRis 1.doc
J. Camtasia Studio f"i] Labris. xisx

Q Wy Shapes
J. New Folder
J. Snagi
.| T8.188.50.48.static.tnel. comir_user-setings_2013-12-27_1053.bak

4 L i 3

| Enter file name: 7816850,
Files: [

Creating Backup process for Permanent logs is in progress.

Ereating Backip

Please wait...

Below screen appears stating that Backup Saved, click OK to close the current tab.

Choose Operational Logs and click on Backup Tab
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Backup

Choose backup type:

Canfiguration
Lser Settings

Permanent Logs

\® Operational Logs

Metwork Logs

Delete logs after backups

Backup

Click on Save tab to save the file with file name .tar.gz extension in your local machine to save
the operational logs as shown below.

Documents

; Bluetooth Exchange Folder

, Camiasia Studio -@I LABRIS 1.doc
& wy Shapes 3] Labris xisx

, Hew Folder -

, Snagit

BB 75.185.50.48 static. tinet com tr_auditiog_2013-12-27_1110.tar.gz
L TB.188.50 48 siatictnal.comtr_user-sattings_2013-12-27_1053.bak

4 | »
[Enter file name:_78.185.50.48 static tinet.com.tr_operiog_2013-12-27_1114.tar.gz |
Files: . hd

o iy

Creating Backup process for Operational logs is in progress.
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Please wait...

Below screen appears stating that Backup Saved, click OK to close the current tab.

lessage. X

Choose Network Logs and click on Backup Tab.

If we want to delete logs after completion of Backups process for each log, Check the Delete

logs after backups check box.

Backup

Choose backup type:

Configuration
User Settings
Permanent Logs

Operational Logs

(® Network Logs |

V| Delete logs after hackupsl

Backup

Click on Save tab to save the file with file name .tar. gz extension in your local machine as

shown below.
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Save In: | | Documents - G || &F | PeN =

| Bluetooth Exchange Folder
./ Camtasia Studio

My Shapes W1 LaBRIS 1.doc
. MNew Folder @ Labris.xl=x
./ Snagit

@ T&.188.50 48 static ttnet. com.tr_auditiog_2013-12-27_1110.tar.qz
E 78.188.50.48 =tatic.ttnet. com.tr_operlog_2013-12-27_1114.tar.g=
L_| T8.188.50.48 static.ttnet. com.tr_user-settings_2013-12-27_1053.bak

1 Il | »

| Enter file name: |78.128.50.48. ftnet.com.tr_| " 1118 tar. |

* |v|

\f Save || Cancel |

]

Files:

Creating Backup process for Network logs is in progress.

Ereating BacKip

Please wait...

Below screen appears stating that Backup Saved, click OK to close the current tab.

Factory settings

Click on Factory to roll back Labris UTM the default settings.

Factory Settings

Return to factory default configuration:
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31. Update
In System module, Right Pane under system tab click on update tab

System

Automeatie Lndata
Ll:lg.:.Updﬂt& Manager
Date/Time Settings
Console Access Settings
General Settings
Trusted Timestamping

.ﬂ Reboot

@ Shutdown

Note — In the below screen if any package is pending for upgrade, please request from the service
provider using the mail id or call.

When we click on Update Tab, below screen appears, Package of the Server version and
Signature has to browsed from local machine and click Install

LUM packet Manager

Server Version 2.2.0

AW

‘.. Package | I Browse|
. Signature | I|| Browse |
Install |

32. Automatic Update

In System Module, right pane under System Tab click on Automatic Update Tab to get
Updated automatically
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System

Configuration Backup
pdate

Automatic Update |
| nns \_
L:f«utumati-: Update Manager

TS T TTs e LT g

Console Access Settings
General Settings
Trusted Timestamping

ﬂ Feboot

L:D] Shutdown

System

33. Record
In System Module, right pane under System Tab click on Logs to view | ©onfiguration Backup

Logs of LMC Update _
Automatic Update

«—
DateTime view Logs
Console Access Settings
General Settings
Trusted Timestamping

ﬂ Feboot

Below screen appears displaying all the Log Types in LMC. L8] shutdown

Select any required log from the Log Types then the related
information is displayed in the right pane.

=) MG liog Viewesd - o x|
Log Types View |30 * | per page 3] Search
A 7 # Date User Mame Source Ip Url
(—{ Access.log — _
o] 1 |2013.12.18-18:24:48 |- 10.11.12.28 |hitp://zafebrowsing.clients.google.com/zafebrowsing/dowe | &
Administrative 2 |2013.12.19-168:22:37 |- 10.11.12.28 |httpuivew . milliyet.com.tridihandlerMilliyetHandler.ashxzhi
3 |20M3.12.18-18:22:37 |- 10.11.12.28 |hitpiiwow w . milliyet. com.ir/ddhandler/MilliyetHandler.ashx7hi
Dhcp 4 |2M312.18-18:22:37 |- 10.11.12.28 |hitpiwowowe . milliyet. com.tr/ddhandler/MilliyetHandler.ashx?hi
S |20M312.18-16:22:37 |- 10.11.12.28 |httpuiiweww. milliyet.com.trid/handler/MilliyetHandler.ashx?hi
Ipmac_log & |201312.19-15:22:38 |- 10.11.12.28 |hitpiiwow we milliyet. com.ir/diadvertleml&nasayfalv2_2 himl]
7 |2013.12.18-18:22:38 |- 10.11.12 28 |hitpiwow w . milliyet. com.irfashx/GoogleBanner.ashx?a=Ani =
thp g [20M13.12.19-16:22:36 |- 10.11.12.28 |httpuiwew w. milliyet.comtrfashx/GoogleBanner.ashx?a=An;
9 |2013.12.18-16:22:35 |- 10.11.12.28 |hitp:iirtax. criteo.comidelivery/rtairta.js ?netld=2196&cookiel
Maillog 10 |12013.12.18-18:22:38 |- 10.11.12.28 |hitp://pubads.g.doubleclick.net/gampad/ads?gdip_reg=15&c
11 [2013.12.19-16:22:38 |- 10.11.12.28 |hitp:ilive.sporx.com/banners/millivet.php
Network 12 [2012.12.18-16:22:35 |- 10.11.12.28 [hitpi//ads. milliyet cubecdn.net/iframe/millyet/300x150_4.him
13 |12013.12.18-18:22:35 |- 10.11.12.28 |hitp:dhwow w.milliyet.com.ir
Operational 14 (2013 12.19-16:22:18 |- 10.11.12.28 |hitp:/app.pubserver.adheod com/89461
15 [2013.12.19-16:22:17 |- 10.11.12.28 [hitp://app.pubserver.adhood. com/B967
SSIVF}H 18 |12013.12.18-18:22:17 |- 10.11.12.28 |hitp:/app.pubserver.adhood. com/S8361
17 (2013 12.19-16:22:17 |- 10.11.12.28 |hitp:i/app.pubserver.adhood com8918
Wauth-access_log 18 [2012.12.18-16:2215 |- 10.11.12.28 [hitpahwowow . milliyet. com.trisubs/ fotegaleri csuv.azp?DOL
19 |12013.12.18-18:22:18 |- 10.11.12.28 |hitp:iiwow w.milliyet. com.ir/fotogaleriid§083-yasam-reza-za
20 |2M312.18-18:2218 |- 10.11.12.28 |hitp:/zecure.milliyet.com.triredirect/Default.aspx?z=1438=| *
4 11l 4
Goto Page 10111 Mext J
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Different types of Logs in LMC.

1 | Access.log Log messages related to Access can be viewed

2 | Administrative Log messages related to Administrative can be viewed

3 | Dhcp Log messages related to Dhcp can be viewed

4 | Lpmac.log Log messages related to Lpmac can be viewed

5 | L2tp Log messages related to L2tp can be viewed

6 | Maillog Log messages related to Maillog can be viewed

7 | Network log Log messages related to Network log can be viewed

8 | Operational Log messages related to Operational can be viewed

9 | Ssslvpn Log messages related to Ssslvpn can be viewed

10 | Wauth- Log messages related to Wauth-access can be viewed
access.log

System

34. Date / Time Settings Configuration Backup

In System Module, right pane under System Tab click on Date/Time Update
Settings. Automatic Update \
Logs

Date/Time Seflings |

Click to manage datedtime
SETETAN SELNgS

Trusted Timestamping

hﬂ Reboot

@ Shutdown

Below screen appears, set the date and time and click Save to save the Current Date/Time.

Cate/Time

Current Date/Time: 2012-12-20 13:24: Save

35. Console Access Settings
In System Module, right pane under System Tab click on Console Access Settings.

System

Configuration Backup
pdate

Automatic Update
Logs \

Date/Mime Settings
[conszole Access Settingd
General Selinns

Console Access .
T e Mping

Lﬂ Feboot

@ Shutdown
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Enable Block remote console access check box to block remote access for other users or
desktops.

Conscle Access Blocking

Block remote console access

Click on Add Tab to add an IP/Network Address to Console Access Address.

Conscle Access Addresses

IPiMNetwork Address Metmask

169.254.1.2 255.255.255.255
0.0.0.0 0.0.0.0

10.11.12.10 255.255.255.255
10.11.12.28 255.255.255.255
10.1.0.110 255.255.255.255
169.254.1.10 255.255.255.255
192.168.0.100 255.255.255.255

N

¥ 5qd || ® Eait | ™ Remove

Below screen appears

IPiMetwork Address  |192.168.0.20

Netmask 1255255 .255.0 P |

| Canu:?

1 | IP/Network Address | Type IP/Network Address
2 | Netmask Type Sub Netmask

We can notice the IP/Network address in the Console Access Address
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Conscle Access Addresses

IPiMetwork Address

Metmask

169.254.1.2 255.255.255.255

0.0.0.0 0.0.0.0

10.11.12.10 255.255.255.255

10.11.12.28 255.255.255.255

10.1.0.110 255255255 255
169.254.1.10 255.255.255.255
192.168.0.100 255.255.255.255
192.168.0.20 |255 255 255 0

N

L5

= Eqit

E Remaove

Select the IP/Network Address and click on Edit button.

Conscle Access Addresses

IPMMetwork Address Netmask

169.254.1.2 2565.255.265.255

0.0.0.0 0.0.0.0

10.11.12.10 255.255.255.255

10.11.12.28 255.255.255.255

10.1.0.110 2565.255.265.255
169.254.1.10 255.255.255.255
192.168.0.100 255.255.255.255
192.168.0.20 1255,255,255.0

N\

I g Edit || ™ Remove

We can Edit the IP/Network Address and click Apply.

IPMMetwork Address  |192.168.0.21|
Metmask 255.255.255.0
Apply [Cancel

We can notice the applied changes
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Conscle Access Addresses

IPMMetwork Address Metmask
169.254.1.2 255.255.255.255
0.0.0.0 0.0.00
10111210 255.255.255.255
10111228 255255 255 255
10.1.0.110 255.255.255.255
169.254.1.10 255255 255 255
192.168.0.100 255.255.255.255
192 168.0.21 255256 26610

'\\

Select the IP/Network Address and click on Remove button, then it will be removed from the
Console Access Address.

Conscle Access Addresses

IPiNetwork Address Metmask

169.254.1.2 255.255 255 255

0.0.0.0 0.0.0.0

10.11.12.10 255.255 255 255

10.11.12.28 255.255.255 255

10.1.0.110 255.255 255 255
169.254.1.10 255.255.255 255

192 168.0.100 255.255 255 255
192.168.0.21 255.255.255.0

N\

s W

36. General Settings
In System Module, right pane under System Tab click on General Settings.
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System

Configuration Backup
pdate

Automatic Lipdate

Logs

DateTime Settings
Caonsole Access Settings
|General Settings |
Trusted Timestamping
ﬂ RebCEeneralﬁeﬁings

@] Shutdown

Below screen will appear displaying Hostname, Internal network hostname/IP address, and
Notification mail address.

Hostname:
[Hostname ‘slave |
Save
Web Access Address
Internal network hostname/IP address  |localhost localdomain
Save
Systemn Monitor Settings
Motification mail addresses [nereplyi@labristeknoleji.com
Save

37. Trusted Time Stamp
In System Module, rightpane under System tab select Trusted Time stamping
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System

Configuration Backup
Update

Automatic Uipdate

Logs

Date/Time Settings
Console Access Sem

General Settings

Trusted Timestamping |

= i s

L‘_ Labriz Trusted Timestamping
L8] Shutdown

Below screen appears displaying settings and Previous Time Stamped Log Packages, select
log/date/hash row click on Save Tab.

Turkey is valid within the boundaries of the "Law No. 5651" requirement;

content provider, provider, access provider and public liability and responsibilities of providers
of certain crimes committed on the internet with the content relating to the fight over the
location and access providers and procedures.

The item is provided on behalf of the meet.

Must be held according to law, and the mandatory or hits just set cvars labris UTM equipment
that meets the requirement of the law in any way.

In the case of certain specified property on every day or istenillmesiperiyorlarda for the
protection of the State against the log file, which consists of modified authorized the signing of
the "TURK TRUST" side of the premises.

Select the Log file and click on Save
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Sattings
® Turkinust

Local

Frévious Time Stamped Lag Packages

Date Hash
20131219 03:31:14 dd15edd089aal2TdbB5Ta8Ic60a32d3b
20131217 03:31:14 2eBdb4cheTeTc0bb19f62a0c180d1548
20131214 03:31:33 b4a4cB6d0B8097d6Ce3808MDBCINTOIS
PEH 3M2M1303:31:32 r2040007556816e44067321M0c 100126 ||
201312M203:31 BI0ME5E5Td6bb4d20931681a562a03a |
20131211 03:31:31 dc19a2d1042b4ad8cad426e494951966
201311/28 03:31:28 2265320793d95a6a745c138391603722
2013M11/27 03:31:36 1a77644TH0ET 2bealdTHBBea2b5ca541
201311/26 03:31:36 42130285986d2c1c13e4912678628c

38. Restart
In System Module, under System Tab click on Reboot to Reboot the
System. System

Configuration Backup
pdate
Automatic Update

System

39. Shutdown
In System Module, under System Tab click on Shutdown to shutdown Configuration Backup
pdate
Altomatic Update
Logs
Date/Time Settings
Caonsole Access Settings
General Settings
Trusted Timestamping

ﬂ Feboot
E]] Shutdown R\

Shutdown the system

the System.

Network Settings

In Network settings IP Configuration and Routing can be done for Labris UTM appliance.
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In this section we can Add, Delete, Edit and View the Status of the Interface.

40. IP Configuration

Labris Secure Gateway is a capable router, and it has i b MENE0emeNieonsole
many Ethernet interfaces both used for security and Eile Edit View Module About
also routing, load balancing and many other network '
D e e oo &
tasks. IP Routing is used to Configure Ethernet L == ==
interfaces and routing configuration of Labris Security - B Server
Gateway. =M 73 188.50.48:4000
Right click on Network Settings and select Connect. %‘ User Management
System
!:-' Netwaork Setting
Firewall “[connect
‘3?{5 WPM Disconnect
IP Alias (Add, Edit, Delete, Status, Enable/disable) Filt i
. . . a: Fl "_n’r .| Properties
Below screen appears select IP Configuration, click on & AntispamiAntiviie
. IDSIPS
Add button. @E‘J Messaging
Server
hd Load Balancer
B License
PO RO Lo Routing ~
Interfaces \
Active Device Mame Type IP —
v ethd Ethernet 169.254.1.1 {}', S
v eth1 OUTSIDE Ethernet 10.11.12.221 =
v eth3 WALTH Ethernet 10.1.0.1

eth4 Ethernet

u:l Status

Choose IP Alias radio button from the types of Interfaces, Click on Next button to continue the

process.
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Labris Security Gateway Widget __|

Labris IpRoute create wizard allows vou create IP aliases and PPPoE
connections. Please select the interface type that you want to create

Eemmln

ADSL

Types

Bridge
3G

Ylan

Cancel
—

Configuration of the Alias connection.

_a/x]

IP aliases gives you the ability to assign another IP address o
and netmask to an interface

Alias Configuration

| Mame ltest 1

| 1P Address 1169254 1.10 2

| Metmask 255.255.255.0 3_
|Interfa|:e eth0 4 'v'

\

4 Previous Cancel J

These are the inputs for the Configuration of Interface.
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-l . WO .. W
1 | Name Type the Name
2 (1P Give the IP Address
Address
3 | Netmask | Type the Netmask
4 | Interface | Select Interface from the drop down Menu

Installation is finished, Click on Finish button.

W-Dﬂ

Congratulations, it should be all setup

'*.j

Installation finished

N\
R

4 Previous Cancel i

Below screen appears, click on close button.

Cangratulations, it should be all setup s

Installation finished

Close
- |
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We can notice the New interface added to the Interfaces list with IP Alias connection.

| IEAGOTTHG UG o I Routing

Interfaces

Active Device MName Type IP "
v etho Ethernet 169.254.1.1 S {}’, Add
[ eth0.0 test IP Alias 169.254.1.10 |
] eth OUTSIDE Ethernet 10.11.12.221 ' Q
v eth2 INSIDE Ethernet 192.168.20.1 oy Detete

v, )
/X Activate

1f Edit
v eth3 WALUTH Ethernet 10.1.01
ethd Ethernet
Select the Interface and click on Activate button.
I Cunfiguriiivi | Routing
Interfaces
Active Device Name Type IF z}
v ethl Ethernet 169.254.1.1 Add
1~ eth0:0 test IP Alias 169.254.1.10 |
[v] eth1 OUTSIDE Ethernet 10.11.12.221 [ Q
v ath2 INSIDE Ethermnet 192.168.20.1 QL) Delete
\\ ¥ :
/K Activate
¥
= ¢ Edit
v eth WAUTH Ethernet 10.1.0.1
ethd Ethernet

Activation process is in progress.
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Interface is beig activated

Now we can notice that the newly added Interface is Active.

IP Cunflgursiiing | Routing
Interfaces
Active Device Mame Type P
\ v ethl Ethernet 169.254.1.1
| v eth0:0 test IP Alias 169.254.1.10
[+ eth OUTSIDE Ethernet 10.11.12.221 [
v eth2 INSIDE Ethernet 192.168.20.1

Editing IP Alias

Select the Interface and click on Edit button to Edit the Interface.

I Coyfigurativg | Routing

Interfaces
Active Device Mame Type IP -
v etho Ethernet 169.254.1.1 'Z_E'_, S
7] gth0:0 test IP Alias 169.254.1.10 | ;
v eth1 OUTSIDE Ethernet 10.11.12.221 ' Q
v eth2 INSIDE Ethernet 192.168.20.1 oLy Delete

Vv .
/R Deactivate

\ { H? Edit
L

v eth3 WAUTH Ethernet 10.1.01
eth4 Ethernet

Editing the Alias configuration, give the inputs and click on Apply tab to apply the changes.
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¢Click on Save tab to save the changes in Configuration

Note: Click on Save tab to save the changes in configuration.

Alias Configuration 1 B
|
I Mame test sample ' |

[P Address [169.254.1.11] 2 t |

[retmask 255 255.255.0 3

Save | Cancel

These are the inputs for Editing the Interface

1 | Name We can Edit the existing Name
IP Address We can Edit the existing IP Address
3 | Netmask Give the Netmask for the given IP Address

After applying the changes, Interface will restart.

Restart process is in progress.

Restarting Interface
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We can notice the changes in the Interface in the Interfaces list.

HL Cufigursiic | Routing
Interfaces
Active Device Mame Type IP
v ethl Ethernet 169.254.1.1
W eth0:0 testzample IP Alias 169.254.1.11
I eth1 OUTSIDE Ethernet 10.11.12.221
b eth2 INSIDE Ethernet 192.168.20.1
v eth3 WAUTH Ethernet 10.1.0.1
ethd Ethernet

Enable / Disable

Select the Interface and click on Deactivate button to deactivate the Interface.
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HY Confinursiiug | Routing
Interfaces
Active Device Mame Type IP 'E}'
v eth0 Ethemnet 169.254.1.1 5y Add
v eth0:0 testsample IP Alias 169254111
v eth1 OUTSIDE Ethernet 10.11.12.221 | Q
4 eth2 INSIDE Ethernet 192.168.20.1 I \\.J._.Pﬂ Delete
yx Deactivate
—
= ? Edit
L
ul Status
v eth3 WAUTH Ethernet 10.1.01
ethd Ethernet
Status

Select the Interface and Click on Status button to check the status of the Interface

UY Confiyursifivg | Routing
Interfaces
Active Device Mame Type IP @
¢ ath Ethernet 160.254.1.1 3 Add
v eth0:0 testsample IP Alias 169.254.1.11
v eth OUTSIDE Ethernet 101112221 |' Q
[+ eth2 INSIDE Ethemnet 192.168.20.1 [ P Deiste
Vx Deactivate
.
= ? Edit
=
\ﬂ [D Status
¢ eth WALITH Ethernet 10.1.01
ethd Ethernet

Below screen gives the status of the Interface

RECIEVED TRAMSMITTED
Packets 204 M 2045867 Packets 971.34 K 971342

Bytes 27332 MB 286602294 Bytes 44543 MB 467067233

Error 0 Error 0

Dropped 244 Dropped 0

Owverruns ] Owverruns ]

Frame 0 Carrier 0 J
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Right click on the Interface, to perform Edit, Activate, Deactivate, status, Delete, Edit groups,
Activate groups, Deactivate groups actions.

e Cunfinguritivg . Routing
Interfaces
Active Device Name Type IP
v eth0 Ethernet 169.254.1.1
v eth0:0 testsample IP Alias 169.254.1.11
| v eth1 OUTSIDE Ethernet 10.11.12.221 |
v eth2 INSIDE | Edit [ 192.168.20.1 '
Deactivate
Status
Delete
v eth3 WALUTH Ethernet 10.1.0.1
ethd Ethernet

ADSL (Add, Edit, Delete, Status, Enable/Disable)
Select IP Configuration and click on Add button

I TR Gonhiigunabaon I_Routing -
Interfaces \
Active Device Mame Type IP 6
v etho Ethernet 169.254.1.1 5 Ndd
vl eth ouUTSIDE Ethernet 10.11.12.221
' eth3 WALTH Ethernet 10.1.0.1
eth4 Ethernet
Ll—:j Status

Choose ADSL from the types of Interfaces and click on Next button to continue.
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LabnsdEROULE,

Labris Security Gateway Widget e

Labris IpRoute create wizard allows you create IP aliases and PPPoE
connections. Please select the interface type that you want to create

Types
IF Alias

Bridge
e
Wlan

-ﬂextb Cancel
— |

Choose the Ethernet Interface to the ADSL from the drop down list, check mark the default
Gateway and click on Next button.

[Ehrisi PRonie; - 0O X

Selectthe interface connected to your ADSL device -

Interface List

| Please choose the Ethernet interface connected to the ADSL mod.l|

OUTSIDE (eth1)] = | Select as default gateway

etho
OUTSIDE (eth1) w

INSIDE (sth2)

WALTH (eth3) \
ethd
gths

4 Previous Cancel J

User Information should be provided
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User information is used for authenticating your ADSL ]
connection

Authentication

| Lagin Testlsar

I Password [snsssnns p

i

| Password (again)  |eeesssss|

N

4 Previous Cancel J

These are the inputs for the User

1 | Login Type Login name of the User

Password Type the Password of the User

3 | Password (again) | Type the Password of the User again for
confirmation

ADSL

Configuration of ADSL connection.

ML——D;[

Make sure all the information is correct @

ADSL configuration

The following device will be created.

1
I Lagin |Testlser 'l

|Interface |DUTSIDE (eth} 2 ]

| Device 'pppu QJ

‘p\a ==

1 | Login It displays Login name of the User

2 | Interface It displays the Interface type
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‘ 3 l Device ‘ It displays device name l

Click on Next button to continue.

Once the installation is finished, Click on Finish button.

- [a]x|

“

Congratulations, it should be all setup

Installation finished

N\

4 Previous Cancel J

Below screen appears, click on close button.

- o[x|

o

Congratulations, it should be all setup

Installation finished

We can notice Interface added in the Interfaces list with ADSL type of connection
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UL Configurativ | Routing
Interfaces
Active Device MName Type IP
v eth0 Ethernet 169.254.11
v eth0:0 testsample IP Alias 168.254.1.11
v eth1 OUTSIDE Ethernet 10.11.12.221
- ppp0 ADSL
[+ eth2 INSIDE Ethernet 192.168.20.1
v eth3 WAUTH Ethernet 10.1.0.1
ethd Ethernet
L2 Cugfigurativg | Routing
Interfaces
Active Device Mame Type IP @
v eth Ethernet 169.254.1.1 & A
v ethD:0 testsample IP Alias 169.254.1.11
v eth DUTSIDE Ethernet 10.11.12.221 Q Delet
| - pppo ADSL 1 [ 15, Detete
[v! ethz INSIDE Ethernet 192.168.20.1 ' L
yx Activate
(= ? Edit
L
v etha WAUTH Ethernet 10.1.0.1
athd Ethernet

Select the Interface and click on Activate button to activate the Interface.

Activation process is in progress

Interface is beig activated
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Bridge(Add ,Edit, Delete, Status, Enable/disable)

_alx]

Labris Security Gateway Widget

Labris IpRoute create wizard allows you create IP aliases and PPPoE
connections.Please =elect the interface type that you want to create

Types

IP Alias

ADSL

3G

Wlan

Cancel
— |

To configure Bridge connection for the Interface select Bridge radio button from the types of
connection.

Configuration of Bridge Connection screen.

_ox]

IP aliases gives you the ability to assign another IP address o
and netmaskto an interface

LEbnisdEROULE:

Bridge

Bridge Interface

br0

| Bridge Mame

1P

'TestEridg& u
[182.188.0.110 2

| Netmask

[255.255.255.0]

| First Interface

'OUTSIDE (eth1) EJ_vﬂ

| Second Interface

4 Previous

ethd 4| 5J

Cancel
— |

These are the inputs for Bridge connection

Bridge Name Type the Bridge connection
IP Type the IP Address
Netmask Type the Netmask

First Interface

Select the First Interface from the drop down list

U IWIN|(F

Second Interface

Select the Second Interface from the drop down
list
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Interface Configuration process is in progress

L= Tl G O TN L0 O

Caonfiguring Interface
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Once the installation finished click on Finish button.

& Labris IPRoute - 0O X
Caongratulations, it should be all setup 8
1 |
Installation finished
4 Previous Finish Zancel

We can notice that the Interface is added in the Interfaces list with Bridge type of connection.

12 Culfiglruiiui | Routing
Interfaces
Active Device Mame Type IP
v ethd Ethernet 169.254.1.1
v eth0:0 testsample IP Alias 169.254.1.11
' eth1 OUTSIDE Ethernet 10.11.12.221
pepo ADSL
v ethz INSIDE Ethernet 192.168.20.1
v ethz:9 sampleuseri IP Alias 192.168.0.201
v eth3 WAUTH Ethernet 10.1.01
v \ ethd Ethernet
| |50 TestBridge Bridge 192.168.0.110

Activation process is in progress.
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Interface is beig activated

Click on Add button to add an interface.

TN Configuruiivyg | Routing \
Interfaces \
Active Device Mame Type IP _
| |v| eth0 Ethernet 169.254.1.1 | {} Add
W eth1 OUTSIDE Ethernet 10.11.12.221 & -
v eth3 WAUTH Ethernet 10.1.0.1 \ﬁ 2L
ethd Ethernet

v, ;
/x Deactivate

1’? Edit
L

m-_ Status

3G (Add, Edit, Delete, Status, Enable/disable)
To configure 3G connection for the Interface

Select 3Gbutton from the types of connection.

Labris Security Gateway Widget 5

Labriz IpRoute create wizard allows you create IP aliases and PPPoE
connections Please select the interface type that you want to create

Types
IP Alias

ADSL

Bridge
® 3G

Vlan

Choose the service provider of the 3G modem from the drop down list, check the default
gateway.
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Selectthe 3G service provider
P w

Service Provider List

Please choose the service provider of the 3G modem

avea R Select as default gateway

avea
turkcell
vodafone

4 Previous Cancel J

Scanning of 3G Modems process is in progress.

Scannig Modems..

Then the below screen appears stating that, User information is used for authentication.
Choose the “Modem” from the drop down list and enter the “pin” of the modem and click on

“Next” to proceed further.

=
abrisIPRoute =0 X
User information is used for authenticating your ADSL 7
connechon o
Modem
| Modem ~|
| Pin | NoPiN

i

4 Previous Next
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Note — Since we don’t have connection to the 3G modem, in the below screen message is

displayed as “There is no plugged modem on the Labris device Please check your modem”.
Click on Cancel tab.

@' S ERONTE - 0O f’l

Userinformation is used for authenticating your ADSL
connection <

Modem

| Madem [ 'vl

[ Pin ' | [] nopin

There is no plugged modem on the Labris device.
Flease check your modem.

4 Previous Mext bk -gancel
=

3G Release Note;

1 Configuration of old generation 3G Modem
o Plug the modem into the USB port on the device.
o Labris Management Console is opened and accessed to the system with an authorized user name

and password.

o By clicking on the add button on the right in the IP Configuration tab from the Network Settings
Module the Labris Interface Wizard opens.

. The forward button is clicked by selecting the 3G on the opened screen.

. The service provider is selected on the next screen, and in case the added 3G shall be used as the
default gateway the related box is selected and clicked on next button.

. In the next screen are the 3G modems listed on the modem line. The appropriate modem is
selected and, if available, the pin entered, if no pin available then the" no pin" box is selected
and clicked on the next button.

. On the next screen are the features of the configured modem listed, the PPP interface is created
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by clicking on the next button.

. By clicking on end button on the next screen the interface wizard is closed.
. The created PPP interface is listed under interfaces.
. The related PPP interface is selected and enabled with the help of the "Activate" button on the

right or right-clicking on the interface. Activation may last up to 1-2 minutes..

. The type, IP address, connection status, referrals status, signal status will be shown on the
enabled interface.

. In case the added modem shall not be used as the default gateway and will be used as additional
line it has to be saved as an additional line. For this, it can be added as a line by clicking on the
advanced button on the Network Settings> Routing screen.

o The permission rule of the created interface is added to the firewall general policy.

o According to the usage status of the created interface in the firewall NAT policy the NAT rule is
added and the modem is made available to use.

2. Configuration of new generation 3G modem
o The modem is plugged into the USB port on the device.

o The Labris Management Console is opened and accessed to the system with an authorized user
name and password.

. Network settings module is opened. The new generation of devices plugged on the device is seen
as ether interface. The latest added interface on the interface list is the interface of the modem.

o The IP address of the modem is usually example:192.168.1.1 or 192.168.2.1. We can give the IP
address of the modem interface on the device in the same subnet with the modem interface by
clicking on create on the right side, for example:192.168.1.2 or 192.168.2.2

o If the modem is selected as the default gateway the IP address of the modem is entered by
selecting the related interface in the pre-defined network gateway from the Network Settings>
Routing section and saved with the button in the bottom right.

o In case the added modem shall not be used as the default gateway and will be used as additional
line it has to be saved as an additional line. For this, it can be added as a line by clicking on the
advanced button on the Network Settings> Routing screen.

. The permission rule of the created interface is added to the firewall general policy.

. According to the usage status of the created interface in the firewall NAT policy the NAT rule is
added and the modem is made available to use.

Vlan (Add, Edit, Delete, Status , Enable/disable)

To configure VLAN for the Interface.
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Select VLAN button from the types of connection.

Labris Security Gateway Widget __I

Labris IpRoute create wizard allows vou create IP aliases and PPPoE
connections Please select the interface type that vou want to create

Types
IP Alias

ADSL

Bridge
3G

186 Labris Networks



Administration Guide for Labris UTM
Version 3.4.2

Configuration of VLAN

Esujris | Mtai) = — I:I;[

Yirtual LAMS (Vlans) give you the ability to assign multiple
netwarks to an interface

Vlan Configuration

IName [VLANT1 1' I

| 1P Address 10.1.13.1 EJ'_ |
| Netmask 255,255,255 255 9 '_]

| vian Tag

Interface ‘eths -
I 5J |

4 Previous Mext b

cancel
— |

These are inputs for configuration of VLAN

Name Type the Name

IP Address | Give the IP Address

Netmask Give the Netmask of the IP Address

Vlan Tag Give the Tag of the Vlan

5 | Interface Choose the Interface from the drop down list
Click on Next tab to continue

AIWIN|[F

Interface Configuration process is in progress

'ﬂf‘!mﬂﬁ;’F_.mhiuﬂﬁﬂr gl e

Configuring Interface
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Installation finished click on Finish button.

Caongratulations, it should be all setup iy

Installation finished

A Previous

Cangratulations, it should be all setup .

Installation finished

— |

In the below screen we can notice Interface, click on Activate tab to activate the Interface.
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UE Cunfiyuraiivg | Routing

Interfaces

Active Device Mame Type IP @
v tun0 Tunnel 10831 S Add
v etho Ethemet 169.254.1.1
v ath1 OUTSIDE Ethamet 10.11.14.221 Q
v eth2 INSIDE Ethemet 192.168.20.1 QI Delete
v eth3 WAUTH Ethemet 10.1.01
b v,
", Activate
v eth4.10 VLAN10 Vian 10.1.131 /3(
oth5.11 VLANTT Vian 10.1.131 I

13 Edit

@ Refresh

Activation process is in progress.

Interface is beig activated

We can notice Interface is Activated in the below screen.

IU Cunfigursiing | Routing
Interfaces
Active Device Mame Type IP
v tun0 Tunnel 10.8.31
v etho Ethernet 169.254.1.1
v gth OUTSIDE Ethernet 10.11.14.221
v gth2 INSIDE Ethernet 192.168.20.1
v eth3 WAUTH Ethernet 10.1.0.1
v
v gth4.10 VLANTD Vian 10.1.13.1
v
| | eth5.11 VLANT1 Vian 10.1.13.1
41.Routes
In Routing tab the touting table of Labris Secure Gateway is displayed. In this table you can see
the

189 Labris Networks



Administration Guide for Labris UTM
Version 3.4.2

Destination, Mask, Default Gateway, Interface and Metric properties of each route. Destination
is the destination IP or network; mask defines the destination host or network's Netmask,
default gateway is next way point of the package. Interface is the interface which will be used

for routing operation.

IP Configuration 1
Destination Mask Default Gateway Interface Metric
\ {,' *
H J‘) Advanced add || 5 Delete
Default Gateway
Gateway [10.11.12.1
Interface |OUTSIDE (eth1)| =
Load Balancing Disabled | 4/ Enable
B Save gﬁ? Refresh

Default Gateway

The Default gateway is the default next hop for every packet, when there is no explicitly specified
gateway for destination of that packet. In order to change the default gateway firstly enter an IP
address of the default gateway and choose an interface from which Packets are sent to the

gateway.

Default Gateway
[cateway 1011121 |
|Interface IOUTSIDE (eth1) v

eth /

OUTSIDE (eth1)
Load Bala\yauty (eth3) / Enable

Static Route
A static route is a manually configured mapping of an IP address to a next-hop destination.

A static route causes packets to be forwarded to a different next hop other than the configured
default gateway. By specifying through which interface/gateway the packet will leave and to
which device the packet should be routed, static routes control the traffic exiting Labris UTM.

190 Labris Networks



Administration Guide for Labris UTM
Version 3.4.2

Add (Static Route)

Add static routes when you want to route traffic destined for specific network/host via a
different next hope instead of a default route.

Click on Add button to add static route.

IP Configuration |'Hr_su£my l_

Destination Mask Default Gateway Interface Metric

d.r
Advanced | Add
f}: L~

Below screen appears.

W;{
Route
Destination [192.168.0.10 A |
[Mask loeg 25K oEE 2 |
~ g
[Gateway [192.163.0.1 3 | |

Device 'etho - fiJ
Metric i]e= 5J

Add Cancel J

These are the inputs to Add route

1 | Destination Give the Destination IP Address

2 | Mask Give the Netmask of the Destination IP Address
3 | Gateway Give the Gateway IP Address

4 | Device Choose Device from drop down list

5 | Metric Choose Metric value
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Click on Add button.

We can notice Static route in the Routing list.

IP Configuration | [{uifing

Destination Mask Default Gateway Interface Metric

N,

|‘192.‘|68.U.10 ~ 255.255.255.0 192.168.0.1 eth 0

Delete (Static Route)
Select the Static Route from the list and click on Delete button, to delete Static route.

IP Configuration |outiiy|

Destination Mask Default Gateway Interface Metric

[192 168 0.10 2552552550 19216801 ethd 0 ]
1

EA Advanced ® | Agd y Delete

Load Balance (OLD)

Load Balance (NEW)

42.Load Balance

Load balance module allows administrators to create Policy Based Rules using links and/or link groups.
PBR allows administrators to write advanced route rules. User, group, ip based rules can be written to
specific destinations over chosen links or link groups. Also for network stability administrators can add
backup links and link groups. To load balance traffic between links administrators can create link groups.
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MAIN SCREEN
Abris M - o xl
Device File Edit Wiew About Help
% g IP Configuration | Routing | LirLg/Luziel Hellaneg(Ha8i DHCP | Cached DNS Server 1
& Links and Link Groups
= Device List " - " - T
=% 192.163.0.58:4000 | Add ;”ﬂ [ Add Link Group| Bgdﬂ | Delete|
-ﬂ,\ User Managemeni Name Gateway Interface Reachable Router 7
£ System GROUPS
) Network Settings . -
B Firewall =13 labris_group
%\.-"PN @ eth3 10.101.0.201 eth3 v v
& Filter @ ethl 10.100.0.201 sthl v v
& Antispam/fAantivirus
& weseaging LiNKs
e Server @ eth3 10.101.0.201 eth3 v v
Load Balancer ° ethl 10.100.0.201 ethl v v
B License 8
Policy Based Routing
| add]| [ Edit| |x Delete|
9 Id 10 Source 11 Destination Link Backup
1 aliler@uzo 0.0.0.0/0 eth3 (link)
2 0.0.0.0/0 0.0.0.0/0 labris_group (link_group)
I 3 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0 eth3 (link)
2

A N &icelgtatus:Running“-\_f it;rﬂlg it;leﬂRisstaﬂ D Save ﬁ Refresh

Lmc server address you are connewed to is: 192.168.0.58

Labris Teknoloj.
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No

Name

Description

10

11

12

13

14

15

16

17

18

Link and Link Groups
Policy Based Routing
Add Link

Add Link Group

Edit Link/Link Group
Delete Link/Link Group
Link Groups

Links

Add PBR

Edit PBR

Delete PBR

Default Route

Load Balance
Service Status
Start Service

Stop Service
Restart Service
Save Changes

Refresh Screen

Manage all links and link groups

Manage all policy based routing rules (PBR)
Create a new link to use in a link group or in a PBR.
Create a new link group to use in a PBR.
Edit an existing link or link group.

Delete an existing link or link group.

Link groups section.

Links section.

Create a new policy based routing rule.

Edit an existing policy based routing rule.
Delete an existing policy based routing rule.

Default gateway written in Route tab is automatically written as
last rule of PBR.

Service status. PBR rules only work when service status is
"Running".

Start service.

Stop service.
Restart service.
Save changes.

Refresh everything in the screen.
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Add Link Screen

Addifnee
Add Link
Link Mame 1
Gateway 2
Interface |ethO v 3
Add Ping Address Iml 5
4 J/Edit | 6

% Detete] 7

8
10
9 S Add K Cancel
No | Name Description
. Link Name Name of the new link.
5 Gateway Gateway IP address of new link.
3 Interface Interface of new link.
. Ping Address Input Use this field to add a new ping ip address.
: Add Ping Address Add the value in Ping Address Input.
6 Edit Ping Address Edit selected ping address.
. Delete Ping Address Delete selected ping address
o Ping Addresses Show all ping addresses. To edit/delete, select one.
9 Add Link Save new link
Cancel Cancel.
10

Add Link Group Screen
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Add Link Group) x
Add Group
Group Name | 1
Links Links in this group with weight (You can edit the weight value in the table
Link Name Gateway Interface Link Name Weight
eth3 10.101.0.201 eth3 3
ethl 10.100.0.201 ethl
4
2 5 J
6 92 Add |:§ Cancel

No | Name Description

Group Name Name of the new link group.
1

All Links Available links for adding to this link group.
2

Add link to group Add selected link to link group (left -> right)
3

Remove link from group Remove selected link from group. (left <- right)
4

Links in this group Selected links in this link group.
5

Create Link Group Create this link group.
6

Cancel Cancel.
7

Network traffic going through link group is load balanced between links in the link group according to
links' weights. Also links in a link group are failovered, network traffic is not redirected to down links.
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Add Policy Based Route Screen

Basedikonke X
Add Policy Based Route 1
Sources
|~ﬁ'—l Add IP or Netwarkl |~*'-l Add Users or Graupsl I&Deletﬂ
Source Type
Destinations
<~ Add IP or Network ¢~ Add Users or Groups  # Delete
Destination Type
2
3 Link and Link Backup
7
Link / Link Group eth3 -
Link / Link Group Backup 8 -
sAadd || 2 cancel
9 10
No | Name Description
Sources Sources for this policy based routing rule.(PBR)
1
Destinations Destinations for this policy based routing rule.
2
Link and Link Backup Link and link backup choice for this PBR.
3
Add IP or Network Add a new IP or network to this PBR.
4 Examples: 192.168.0.5, 192.168.0.0/24, 10.0.20.0/255.0.255.0
Add Users or Groups Add User or Group
5
Delete Delete selected IP/Network/User/Group.
6
Link/Link Group Configure link choice for this PBR.
7
Backup Link / Enable/Disable backup link choice for this PBR.
8 Backup Link Group
Add Policy Based Route | Save changes.
9
Cancel Cancel.
10
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Backup links/link groups are activated if main link is down or if all links in the main link group are down.
Backup links/link groups are active until main link is up or one of links in main link group's is up again.

Policy Based Route Right Click
Policy Based Routing
s2Add _7Edit i Delete

Id Source

1 aliler@u2o

2 0.0.0.0/0
0.0.0.0/0.0.0.0

Destination
0.0.0.0/0
000 nin

£ Move this rule to top

]
1
Move this rule to end 2
Insert Rule at the top 3

sl

& Insert Rule above this rule 4

&) Insert Rule below this rule 3

W Move this rule up 6

M Move this rule down 7

Description

Link
eth3 (link)
ris_group (link_group)
eth3 (link)

No | Name

Move to top
1

Move to end
P

Insert at top

Move selected rule to the top.
Move selected rule to the end.

3 Insert a rule at top.
Insert above
4 Insert a rule above the selected rule.
Insert below
5
Move up
6
Move down
7

Load balance can be configured based on following types

e Configuring a virtual web server with three real web servers

e Adding a server load balance port forwarding virtual IP

e Weighted load balancing configuration

e HTTP and HTTPS persistence configuration

e Packet load balance or destination load balance
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By default Load Balance is in disable mode, click on Enable button.

Default Gateway
Gateway 10.11.121

Interface (QUTSIDE (eth1) w

«

Load Balancing Disabled / Enable

When Load Balance is enabled Gateways section with the fields Gateway, Interface, Weight,
Reachable, Router are seen

Gateways
Gateway Interface Weight Reachable Router oA Add # Remove

© © o/ Edit

Load Balancing Enabled K Disable

Add (Load Balance Route)
Click on Add tab to add Gateway

Gateways
Gateway Interface Weight Reachable Router # Remove
© © /7 Edit
Load Balancing Enabled | 2 Disable |
Below screen appears
x|
Gateway Edit
| IP Address 192 182.0.10 1_ |
|| | |
[Interface  ethd 2 [ |
B
Weight | 0= 3
OK || Cancel J
These are the inputs to add Gateway.
1 IP Address Type IP Address
2 Interface Choose the Interface from the drop down list
3 Weight Choose Weight value
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Click Ok to add Gateway

We can notice Gateway added in the below screen

Gatewsys

Gateway Interface Weight Reachable Router 5 Add A Remove
- 9 9 7 Edit
[ 2] 2] |Ed

Load Balancing Enabled K Disable

Edit (Load Balance Route)
Select the Gateway and click on Edit tab to Edit the Gateway

Gateways

Gateway Interface Weight Reachable Router 5 Add # Remove
© © |
I_.--._-... . @ @
Load Balancing Enabled x Disable
Below screen appears
-
x|
Gateway Edit 1 r
[IP Address |192.162.0.1] — |
] |
|Interfat:e eth0 2 ‘rl
Weight | iE E.J
[ Cancel J
These are the inputs to edit gateway
1 IP Address We can Edit the existing IP Address
Interface We can Edit Interface (Optional)
3 Weight We can Edit Weight value (Optional)

Click Ok to apply changes
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Delete (Load Balance Route)
Select the Gateway and click on Remove tab to remove gateway

Gateways
Gateway Interface Weight Reachable Router %P Add |
2] 2] >
P — - @ @ |J &7 Edit

Load Balancing Enabled K Disable

We can notice Gateway removed from the list in the below screen

Gateways
Gateway Interface Weight Reachable Router Y7 Add # Remove

© © o/ Edit

Load Balancing Enabled K Disable

43.Advanced/ Policy Based Routing
Click on Advanced Tab

IP Configuration & iouiing

Destination Mask Default Gateway Interface Metric

i 15 Advanced {‘j Add g Delete
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There are two sections in the Advanced Routing table:

Advanced Routing Table x
Links i o
Link Mame Gateway Interface 52 Add
Decision Takble
Source Destination Link 52 Add
& Cancel

Upper section is for link configuration and the other one is for decision configuration. A Link is a

virtual “link” for packets to a specific interface and a gateway. By defining decisions, one can
redirect a package to a link based on the package's source and destination IP or network
addresses.

Link Configuration
A Link is represented by a name, a default gateway and an interface.

To create an Interface, click on Add button in the Link Configuration table.

Links Configuration

Link Mame Gateway Interface 5~ Add

Below screen appears to create a New Gateway
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LT R e T ;l

Link
|Link Name Testink | 1 |
|DefauItGatewa}r 1192.163.0.1 2
[interface eth0 v 3

add | cancel

_|

These are the inputs to add Link

1 | Link Name Type the Name of the Link
2 | Default Gateway | Give the Default Gateway
3 | Interface Choose the Interface from the drop down list

Click on Add tab

We can notice New Link added in the Link Configuration in the below screen

Links Configuration

Link Mame Gateway Interface 54 Add

\ # Remaove
192.168.0.1 eth( |

[Testlink

Decision Table
A Decision is represented by source IP/network, destination IP/network and the link name to

which the packages are redirected.

To add new decision, click on Add tab

Decision Table

Source Destination Link %A Add |

Below screen appears
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[YecisTonAdd| x

Decisicn

Flease type an ip address or select a user or group
|Fr0m |zalin 1 r | Add User or Group
|T0 |testgroup1768 2 I Add User or Group
[Link Tmain (10.11.12.1) - ﬂ

I Cancel
(OR)

Dedsion Add) ®

(07"
Please type an ip address or select a user or group

From 192 168 20.0/24 Add User or Group

To 0.0.0.0 " 2dd User or Group

Lnk Testlink (192.168.0.1)

Add | | Cancel

These are the inputs to add Decision

1 | From | Click on Add User or Group and browse User or Group as
Source or we can give the IP address

2| To Click on Add User or Group and browse User or Group as
Destination or provide the IP address

3 | Link Choose Link from the drop down list

Click on Add tab

eSource IP can also be mentioned in the From tab instead of browsing User or Group.

eDestination IP can also be mentioned in the To tab instead of browsing User or Group

We can notice Decision added in the Decision table in the below screen

Decision Table
Source Destination Link 5 Add
salih testgroup 1768 main

!l # Remaove
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Click on Save button to save newly added Link and Decision to the Advanced Routing Table.

x|

Links Configuration

Link Mame Gateway Interface oA Add
# Remove
Testlink 192.168.0.1 ethl
Decision Table
Source Destination Link oA Add
salih testgroup17G6a main 3 Remove

\

| 5} Refresh | | ¥ Cancel

1 | Save It enables us to Save changes made to the
Advanced Routing Table

2 | Refresh It enables us to Refresh Advanced Routing Table

3 | Cancel It enables us to Cancel and close the tab

Saving and Applying Links and Decisions is in progress.

Saving and Applying Links and Decisions
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Select the Link and click on Remove tab to remove Link from Link Configuration.

Links Configuration

Link Mame Gateway Interface o2 Add

Testlink 192.168.0.1 eth0

We can notice Link is removed from the Link Configuration.

Links Configuration

Link Mame Gateway Interface 52 Add

#£ Remove

Select the Decision and click on Remove tab to remove Decision from the Decision table.

Decision Takle

Source Destination Link 54 Add
salih testgroup 17638 main

Click on Save tab to save the changes made to the Routing.

Click on Refresh tab to refresh Routing.
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IP Configuration | f{uutin)

Destination Mask Default Gateway Interface Metric

i J‘ Advanced ‘8} - Add g Delete

Gateways
Gateway Interface Weight Reachable Router 9 Add # Remaove

® © & Edit

Load Balancing Enabled K Disable \
B Save ‘ @ Refresh

Saving process is in progress

Saving static routes

WAN failover (WAN Backup)
By default load balance is disabled, Click on enable tab, to make Load balance Enable.

In the below screen we can notice Load Balance Enabled

Gateways
Gateway Interface Weight Reachable Router 5 Add # Remove
1011121 OUTSIDE (eth1) 1 L4 L4
X X o/ Edit

Load Balancing Enabled | € Disable |

B Save ﬁ Refresh

Click on Add tab
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IP Configuration = ‘uutiny

Destination Mask Default Gateway Interface Metric

Gateway Edit

[P Agdress | l_l

|interface  INSIDE (ath2) v | E_l

-

[ Weignt iE 3-1

f;" Avanced ‘ \@ P _1 fl} | Ada 8 Delete

Gateways
Gateway Interface Weight Reachable Router 2 Remove
10.11.121 OUTSIDE (eth1) 1 v v .
2 % 7 Eont

Load Balancing Enabled = 3¢ Disable

U Save ﬁ Refresh
-

These are the inputs for the Gateway Edit.

1 IP Address Type IP Address
Interface Choose Interface from the drop down list
3 Weight Select Weight. Weight of the distribution

ratio between each of the two represents
default gateway.

Click on Ok tab.

We can notice one interface in active mode.

Gateways

Gateway Interface Weight Reachable Router -_j-l Add # Remove
1011121 OUTSIDE (eth1) 1 v v -
| x X = o/ Edit

Load Balancing Enabled K Disable

WAN Failover using CLI
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When more than one internet line is used for active-passive in-line redundancy then in that

case truncation of the preferred line is the second line, in the second line of the first line again
when auto and auto disable.

This process is carried out via the CLI.

These are the following command lines.
Information

WANL1 IP Address:10.10.10.2/30

WAN1 Gateway: 10.10.10.1

WAN?2 IP Address:20.20.20.2/30

WAN2 Getaway: 20.20.20.1

LAN IP Address: 192.168.168.0/24

DMZ IP Address: 10.0.0.0/24

WAN Failover Configuration
Step 1:

The configuration file patch

NOTE: Open CLI and Open conf file for editing using the below command

vim /opt/labris/etc/sysconfig/labris-trigger.conf

The following is the configuration file, you can use your own network ip addresses contained in
the update according to the requirement.

#It's starting

#NOTE : Default GW for WAN1 (Active)
routel ="10.10.10.1"
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#NOTE : WAN1 up Interface
routel.iface = "eth1"

#NOTE : WANL1 live checkup the line will make the control of the external environment, ip
addresses.
routel.ping = "144.122.166.1 195.175.39.40"

#NOTE : WAN1 in the absence of the line to the following line in this line.
routel.action.NOT_ROUTER ="\

echo ---METRO ETHERNET1DOWN--- | logger \

route del default gw10.10.10.1 \

#NOTE : Add a new route for backup link WAN2
route add default gw20.20.20.1 \

#NOTE: Users are added to the Internet through a NAT policy to WAN2.The IP address of the
LAN. If more than one of the same row is copied only ip addresses are changed.
iptables -t nat -1 POSTROUTING -0 eth2 -5 192.168.168.0/24 -j SNAT --to-source 20.20.20.2 \

iptables -t nat -1 POSTROUTING -o eth2 -s 10.0.0.0/24 -j SNAT --to-source 20.20.20.2 \

#NOTE : updates the settings for the web filter
/etc/init.d/labris-webfilter reload \

echo "---SNAT changed to METROETHERNET1" | logger"

#NOTE: Check the status of the line would last WAN1 3 second
routel.action.ROUTER ="\
echo ---METRO ETHERNET 1 UP--- | logger \

#NOTE :If the WAN1 WAN?2 to stand up for the route will be deleted.
route del default gw20.20.20.1 \

#NOTE :WAN1 to route again.
routeadd default gw10.10.10.1 \

//NOTE: Delete old rule for WAN2
iptables -t nat -D POSTROUTING -0 eth2 -s 192.168.168.0/24 -j SNAT --to-source 20.20.20.2\
iptables -t nat -D POSTROUTING -o eth2 -s 10.0.0.0/24 -j SNAT --to-source 20.20.20.2\

//NOTE: updates the settings for the web filter
/etc/init.d/labris-webfilter reload \
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echo "---SNAT changed to METRO ETHERNET1" | logger"
route2 ="20.20.20.1"

route2.iface = "eth2"

route2.ping = "144.122.166.1 195.175.39.40"

route2.action.UNREACHABLE = "echo ---METRO ETHERNET 2DOWN--- | logger"
route2.action.REACHABLE = "echo ---ADSLMODEMUP--- | logger"
route2.action.ROUTER = "echo ---ADSL-LINE-UP--- | logger"
route2.action.NOT_ROUTER = "echo ---ADSL-LINE-DOWN--- | logger"

/etc/init.d/labris-trigger restart

#It's finished

Step 2:

Add Advance routing on the new gateway for wan2.

Click on Advanced option under Routing in Network Settings tab.

Click on Add tab to add a link.

IP Configuration | {uuiing

Destination Mask Default Gateway Interface Metric
AdvancedRontmaiahle) ;_”

Links Configuraticn

Link Mame Gateway Interface '

Decision Table

Source Destination Link 5 Add

/= save || & Refresh | | & Cancel

m Advanced J {1 Add g Delete

Give the Link Name, mention Default Gateway and choose interface from the drop down list
and click on Add tab.
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Advanced Routing Table »

Links Configuration

Link Mame Gateway Interface |

Link
" Link Name lWaN2 |
. Default Gateway [20.20.20.1 l
Decision Tabl
Sourcel Interface INSIDE (eth2) 3

add | cancel

/“) save || 5} Refresh | | % Cancel

We can notice new Link added to the Link Configuration table.

Under Decision Table click on Add tab.

=

Links Configuration

Link Mame Gateway Interface 1,'-! Add

# Remaove

||WAN2 2020201 eth2 |
| |

Decision Table

Source Destination Link - - Add |

[“Y Ssave || &} Refresh | | ¥ Cancel

J

Step 3:

Add a source/policy base route on the decision table for DMZ and LAN network.
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Mention Source and Destination IP address and choose Link from the drop down list.

Click on Add tab.

Advanced Routing Table x

Links Configuration

[DecrsionAdd X
Decision

Flease type an ip address or select a user or group

From [10.0.0.0/24 Add User or Group
To 0.0.0.0 Add User or Group
Link  [WAN2 (20.20.20.1) v

Add [Cancel

/) save || ) Refresh | | ¥ Cancel

In the below screen, we can notice Decision added in the Decision table.

x|

Links Configuration

Link Mame Gateway Interface 54 Add

= Remove
WAMZ 2020201 eth2

Decision Table
Source Destination Link S Add
10.0.0.0/24 all WAN2 [ # Remaove

[ save || 5 Refresh | | ¥ Cancel
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Firewall

Firewall is software which controls the traffic of incoming and outgoing by analyzing the data
packets which is allowable or not in a network. It serves as a gate keeper between severs and

outside of the world.

A firewall is a software program or piece of hardware that helps screen out hackers, viruses,
and worms that try to reach your computer over the Internet.

b EnEgemenEonso/e;
File Edit View Module Abg

= =2 =

= el Server

=™ 75 188 50.48 static ttnet.
-ﬁ‘l ser Management
E’. System

_ Metwark Settings
B* Firewall
2 PN

@ Filter

@ AntispamiAntivirus

DsnPs

[EE] Messaging
Server

hd Load Balancer

B License
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Right click on Firewall and select Connect.

[EEns N anagemenkEansole;
File Edit View Module Aboy

= 2 =

= Server
= M 73 188.50.48.static.ttnet.
‘i‘* zer Management
E System
| Metwork Settings

L EFirEWEl'IlCannect
g VPN

as Filter Disconnect

{# sntispa Properties
. DsIPs
@E} Messaging
Server
o

Load Balancer
B License

44.Make a new firewall object
A firewall is a rule that describes us what all the incoming connections that are accepted by
which instances. Each firewall contains one rule, which specifies a permitted incoming
connection request, defined by source, destination, ports, and protocol.

By default, all incoming traffic from outside a network is blocked and without an appropriate
firewall rule, no packet is allowed into an instance. You need to set up firewalls to allow
incoming network traffic to permit these connections. Each firewall represents a single rule
that determines what traffic is permitted into the network. It is possible to have many firewall
rules and to be as general or specific as we would like.

When we get connected to Firewall, below screen appears.

By default Labris Demo is displayed.
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‘ 2 Policy @ Object B install Connections IP-MAC Matcher
Compile, save and Install the rules of Labris_Deme
Ei Objects Opened Policy :Policys
-l Network Objects Save Date (30 Dec 2013, 10:25:05
@ Senices Current Active Policy :Policys
@) DoS & DDos Save Date  :30 Dec 2013, 10:25:05
+ -l QoS/Bandwidth
+- @) Schedule Previpus Active Policy:Policys
+- @) Application Control Save Date 30 Dec 2013, 10:21:44
=, Firewall
4 Rollback
MAT Policy

+ ﬂ eth0 Froperties of Labris_Demo (Firewsll)

+- i ath1

- eth2 Geizril  Options | Notes | SSH Inspecting

+- [ sth3

- ethd

+- i sth5

- {8 tuno

Mame
Lakbris_Demo
4 M » h Cancel
ected to is: 78.188.50.48 Labris TeknolojiJ

Right click on Policy, Select New Policy

—

| Mew Policy r_

Default Open File |

= Policy

(3 objects Open Backup #
Tl Metwork Objed Save b
+-@ Senvices Delete File ]

) DoS & DDoS

It consists of two fields, Name and Network Interfaces.
In the Name tab, name of the new firewall object should be mentioned.
Network Interfaces with Name, IP , Mask are selected by default.

Click on Add tab.
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e
X

Make a new Firewall chject

Name

|N ewsampleObject I

HEE] .
MNetwork Interface
Name |

IP:

»

Mask :

Network Interface

o Add A/ 4 Cancel

We can notice new firewall object under firewall.

It consists of two fields.

Compile, Save and Install the rules of new firewall object field displays information regarding

newly added object to the firewall.

Properties of new firewall object displaying General, Options, Notes, SSH Inspecting.

Under General tab, the name of the new firewall object is displayed
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| [Z Policy @ Object [ 1nstal Connections IP-MAC Matcher
m | Compile, save and Install the rules of NewsampleObject |

Ei Qbjects Opened Policy Default

+ T Network Objects save Date

@ Senvices Current Active Policy ‘Policys

+-C) Do3 & DDo3 Save Date :30 Dec 2012, 10:25:05

+- ) QoS/Bandwidth

+-El) Schedule Previous Active Policy:Policys

Save Date 30 Dec 2013, 10:21:44

@ MAT Policy
+ ﬁ tun0
+- B8 eth0
- i eth
+-i ath?
+-i oth
+ B8 athd
- eth5 B save 4 Rollback
I FProperties of NewsampleObject (Firewall) 4
Ceizril | Options | Motes SSH Inspecting
Mame
NewsampleObj&cﬂ
q m S »" Apply 43 Cancel

Under Options tab, we can checkmark options like Firewall is part of “ANY”, Accept TCP
sessions opened prior to firewall installation, Accept ESTABLISHED and RELATED packets
before and click on Apply tab to apply these rules to the firewall object.

Properties of NewsampleObject [Firewall)

General |'Upﬂun; I_Nntes SSH Inspecting

Iv" Firewall is part of "Any"l

I_v"' Accept TCP sessions opened prior to firewall installatinnl

||v"' Accept ESTABLISHED and RELATED packets before first rule |

\

»* Apply 4 Cancal

Under Notes tab, we can describe any points regarding new firewall Object and click on Apply
tab.
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Properties of NewsampleObject {Firewall)

General | Options | Jluizs 55H Inspecting

Naotes

Mew firewall u:lt:-jectl

y

" Apply| ) Ccancel

SSH inspecting

SSH inspecting is a unique security solution which enables both real-time inspection, and full
replay of SSH, SFTP, Telnet, and RDP traffic and sessions to meet compliance, governance,
auditing, and forensics requirements in enterprises and government entities.

In SSH Inspecting tab, we can check mark options like Allow HTTP request through ssh port
forwarding, Allow scp, Allow shell login, Allow sftp and click on Apply tab to apply them to the
firewall object.

Properties of NewsampleObject (Firewall)

wereii

General | Options | Notes | S2r] LiSu=rrlii]

Allow HTTP requestthrough ssh port forwarding

Allow scp

[[v/] aitow shell 1ogin |

Allow sftp

&

»" Apply ) cancel

Click on Save tab to save changes.
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‘ = Policy @ Object B Install Connections IP-MAC Matcher
Default Compile, save and Install the rules of NewsampleObject
ﬁ Objects Opened Policy :Default
{0 Metwork Objects Save Date

Ty Services
£ DoS & DDoS
£l QoS/Bandwidth
£l Schedule Previous Active Policy:Policys
E. Application Contral Save Date 30 Dec 2013, 10:21:44
= Firewall
= E* NewsampleObj
@ Global Palic
@@ MAT Policy
i tuno
8 otho
i oth
i oth?
il oth3
il otha |
i cths B save

Current Active Policy :Policys
Save Date 30 Dec 2013, 10:25:05

4 Rollback

Input tab appears, Give the name of the New file (new firewall object name) and click on Ok to
close the current tab.

Pk X
@ Mew filename:
|Newsamp|&0bject| |

[ Cancel

Below screen appears stating that “New sample Object have been saved successfully” click Ok
to close the current tab

Saved X

@ MewsampleObject has been saved successfully

NE

45.Objects

Firewall rules can be created in an object-oriented design. A firewall object is a named

collection that represents specific networks, services, or connections. Using firewall objects
gives you the following advantages:

e Each object has a unique name that is more easily referenced than an IP address or a
network range.
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e Maintenance of the firewall rules is simplified. When you update a firewall object, the
change is automatically updated in every rule that uses the object.

The Firewall objects are a prime example of those building blocks. They are something that can
be configured once and then used over and over again to build what you need. They can assist
in making the administration of the LABRIS UTM unit easier and more intuitive as well as easier
to change. By configuring these objects with their future use in mind as well as building in
accurate descriptions the firewall will become almost self-documenting. That way, months
later when a situation changes, you can take a look at a policy that needs to change and use a
different firewall object to adapt to the new situation rather than build everything new from
the ground up to accommodate the change.

Objects folder consists of Network Objects, Services, Dos &DDOS, QoS/Bandwidth, Schedule,
Application Control, Firewall.

Objects [
+-Z Metwork Objects
T} Services
+-ZJ) DosS & DDoS
+-Z) QoS/Bandwidth
+-TJ) Schedule
+-Z Application Contral
[Zl) Firewall

¥

FPolicys

G |objects
[T Metwark Objects
T} Services

+- ) DoS & DDos

+- ) QoS/Bandwidth
+-Z) Schedule

+-Z) Application Contral
+- [T Firewall

Network Objects

Network objects are used to categorize IP addresses into different types of network entities.
These network entities are then used to represent sources and destinations in the access rules,
publishing rules, cache rules, traffic chaining rules, and HTTP compression settings that make
up your firewall policy.

Expand Network Objects.

It consists of Hosts, Networks, Address Ranges, Object Groups, Users.
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G objects
|-G Netwark Objects

: EEE
Tl Metworks
)y Address Ranges
2l ©bject Groups

Ol Users
[l Sernvices

Ty DosS & DDoS

T QosiBandwidth
2l Schedule

[l Application Contral
[Zh Firewall

Brief Summary about each of the parameters in Network Objects:

1 Hosts It enables us to Add new Host

2 Networks It enables us to Add new Networks

3 Address Ranges It enables us to Create new Address

Range

4 Objects Groups It enables us to Add new Object Groups

5 Users It enables us to Add new User Groups
Hosts

G objects

=L Network Objects
£l Metwarks
2l Address Range
2l Object Groups
2l YUsers

iZlh Services

Tl Dos & DDos

Tl QoSi/Bandwidth

Zl Schedule

Zl Application Control

= Firewall

Expand Hosts, by default it consists of three Hosts.

They are INSIDE, OUTSIDE, WAUTH
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L R L R e . ¥
poicys

[ objects

= Metwark Objects
|I‘:‘| Ei Hnsts|

# & INSIDE
B OUTSIDE
B WAUTH

Right click on Hosts to Add new Host.

(3 objects

=0 Metwork Opjects

= (3 Hosts i Add new Host
[ =
B OUTSIDE
B WAUTH

2 Metworks

Tl Address Ranges

2l ©Object Groups

Bl Users

Below screen appears, Select General tab.
It consists of two fields, Name and Interfaces.
In the Name tab, name of the new Host Object should be mentioned.

These are the inputs for the Interfaces:

1 Name Type the name of the Interface
2 P Give the IP Address of the Interface
3 MAC(Optional) Give the MAC Address (Optional)

IMake a new Host object

|i.5;':r1 arai | Notes

Name

|£Jewhusﬂ |

Interface

| Name [interface1 1 ”
[ o T T T

|I'v1AC(opti0naI} : W : W : W : W . W : '_]

=
=

L

Click on Add tab to Add new Host.
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Select Notes tab to provide information about the newly added Host and click on Apply tab.

Cancel tab helps to cancel the Notes.

Properties of Newhost [Host)

General |ilﬁf)!£ |

Motes

Mew Host is added to the Network objects
Interface of Newhost is 1
P Address10.0.0.1]

We can notice newly added Host under the Hosts list with selected type of the Interface.

"J Cancel

i Obiects
=LY Metwork Obj
1= Hosts
=& INSIDE
® interface

acfs

A interface
B OUTSIDE
B WAUTH

Right click on added Host, to perform actions like viewing Properties of the Host, to find out
where it is used, copying Host, Deleting Host and Adding new Interface to the Host.

B OUTSIDE
B WAUTH

Efi Objacts Opened Policy
=3 Network Objects Save Date 26 D
= ﬁ Hosts
=& INSIDE Current Active Pali
= !1 interface Sawe Date 28 Dy
= _ o
'?‘I % :whtnfrtj & Properties of Newhost
interfilS
s IF Eﬂﬁ Where used: Newhost
== News |0l Copy: Newhost
2 IF ¥ Delete: Newhost

|lﬂ Add new Interface

To Add new Interface

to the Host, Right click on the Host select Add new Interface tab.
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Puolicys Compile, save and Insi

Efi, Objects Opened Policy
= Efi Metwork Objects Save Date 26 Dec
= E’i Hosts
= E INSIDE Current Active Policy
; !i interface Save Date 26 Dec

=8 Newhost]
@ @ interf &5 Properties of Newhost

+-@ ouTsIDE 0y Where used: Newhost
+- @ WAUTH Gy Copy: Newhost

+- T Metworks
& [ Address Rar ¥ Delete: Newhost

+- [T Object Grouy !ﬂhdd new Interface

=i | lenr

Below screen appears, Select General tab.
It consists of two fields, Name and Interfaces.
In the Name tab, name of the new Interface should be mentioned.

These are the inputs for the Interfaces:

1 IP Give the IP Address of the Interface
2 MAC(Optional) Give the MAC Address (Optional)

Make a new Host Interface Object

‘Gaii=r1l| Notes

Name

|!ewE31 |

Interface

\ MAC({optional): |00 |-[o0 |-/o0 |- Joo |- ﬁ: J
& Add

Click on Add tab.

We can notice the newly added Interface under the New Host.

Right click on the Interface to perform actions like viewing Properties of the Interface, to find
out where it is used, copying Interface, Adding new IP address to the Interface, Adding new
MAC address to the Interface and Deleting Interface.

225 Labris Networks



Administration Guide for Labris UTM
Version 3.4.2

[ﬁ, Objects Opened Policy
= Efi Metwork Objects Save Date 26 Dec 201
= f.fi, Hosts
=& INSIDE Current Active Policy
dinterfacm [ ||5ave Date :26 Dec 201

| =& MNewhost |

---a_linterfacm e ot o s
= & News3 1|l properties of New531
B
]

W 1P|
[+ OUTSIDE Eﬁj Where used: New531

w- WAUTH  ||Cy Copy: News31

Z Metworks &< Add new IP address
) Address Range

@ Object Groups 5 Add new MAC address
Bl Users ¥ Delete: News31

-

-

We can notice Interfaces for the newly added Host in the below screen.

(3§ objects
= Network Objects
= f,fi, Hosts
=& INSIDE
= !ﬂinterface‘l
& IP-1
= MNewhost

= E interface

s 1P-1
=-m New531
s 1p-1

£ OUTSIDE
B WAUTH
Zly Metworks
Cly Address Ranges
Zl Object Groups
oy Users
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Networks

(j objects
= Network Objects
Tl Hosts )
£ Networks
) Address R
2l ©Object Groups
o Users
Tl Services
iZlj DoS & DDos
Tl Qos/Bandwidth
Zl Schedule
=l Application Control
[Zl Firewall

Expand Networks, by default it consists of two Network

They are Standard and User Defined networks

(3§ objects
= Network Objects
Tl Ho
- [¥ & Standard
) User Defined
Zl) Address Ranges
2l ©bject Groups
@l Users

Right click on Networks, to Add new Network

Zeudle
Efi, Objects Opened
= Network Objects Save Da

= Add new Netwo
) Address e =

Cl Object Groups
Clh Ysers
il Senvices
Ol Dos & DDos
Tl Qo=/Bandwidth
2l Schedule
Zl Application Control
2l Firewall

F're'.fiou
Save Da
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Below screen appears, Select General tab.
It consists of two fields, Name and Interfaces.
In the Name tab, name of the new Network object should be mentioned.

These are the inputs for the Interfaces:

1 P Give the IP Address of the Interface
2 MAC(Optional) Give the MAC Address (Optional)

Make a new Metwork chject

Feneraly

_N otes

Hame

1
|N ewnetwork |

IF and hMask

[F_To 1t b 1 ]|
[=cc | |7cc | |=cc | |
|Mask 255 | |255 | 255 | |0 12J

4 Add /

Click on Add tab.

We can notice Newly added Network under the User Defined Network with selected type of
the Interface.

[ objects
=0 Metwork Objects

+ Haosts
= Metwaorks

-0 Standard
= % User Defined
E INSIDE et
- B Newnetwork
B WALITH_Met
[T Address Ranges
T Object Groups
T Users

Right click on added Network, to perform actions like viewing Properties of the Network, to
find out where it is used, copying Network, Duplicating Network and Deleting Network.
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Compile, save and Install the rules
(i objects Opened Policy Policy
= ﬁ Metwark Objects Save Date 26 Dec 2013, 10:47|
[+ Hiosts
=! Metworks Current Active Policy :Policy:
Standard Save Date 28 Dec 2013, 10:47]
= % L.IserDefned _ _ . .
Previous Active Policy:Policys

D s sl PN W ¥ I T o P T

N
I;. NEW”EM"“ Properties of Newnetwork
S WALTH _Me

4 El) Address Ranges Dj Where used: Newnetwork
% @) ObjectGroups |5 Copy: Newnetwork
i Users ¥ Duplicate Newnetwork

Ch Senvices M Delete: Newnetwork

ol i Cin i B s o

Address Ranges

[ objects
=L Metwork Objects
[Cl) Hosts
[l Metworks
[# £y Address Ranges |
£l Object Groups
[l Vsers

Expand Address Ranges, User Defined is displayed

Gl objects
=L Network Objects
l Il Hosts
Metworks
| EI g Address Ranges |
----- kel User Defined

2l ©Object Groups
2l Users

Right click on User Defined, to Create New Address Range
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ﬁ Objects Opened Policy

=4 Network Objects Save Date  :30 D
+-[T) Hosts
r Metworks Current Active Polig
- Address Ranges Save Date 30 De

[ User Defined o -

* Z1 9 3 Create New Address Range
+]--Fly | SETS =

Below screen appears, Select General tab.
It consists of two fields, Name and Address Range.
In the Name tab, name of the new Address Range should be mentioned.

These are the inputs for the Address Range:

1 Start IP Give the IP Address of the Interface
End IP Give the MAC Address (Optional)

Create Mew Address Range

“Ei=pl=ril | Notes

Mame

| NewAddressRange |

Address Range 1
StartiP[10 |.jo |.lo |1 J

EndiPli0 Lo [0 |2
2§

=<

Click on Add tab.
We can notice the new Address Range in the below screen.

Right click on added Address Range, to perform actions like viewing Properties of the New
Address Range, to find out where it is used, copying New Address Range, Duplicating New
Address Range and Deleting New Address Range.
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E:i Objects Opened Policy
= [ﬁ Metwork Objects Cave Date :30 Dec 3
iZlh Hosts
Metwarks Current Active Policy
= Address Ranges Save Date 30 Dec 3
= User Defined _ _ _
BH Dypoos Previous Active Policy
| B8 Mewiddre==Ranae] | STOSLTE =lEEL

] Object ¢ Properties of NewAddressRange
i ;- "‘_ISEFS 5 Where used: NewAddressRange
ervices
4 Copy: NewAddressRange
£l DoS & DDt B <
Duplicate NewAddressRange

2l ©QosS/Bandy
) Schedule M Delete: NewAddressRange

When we click on Duplicate New Address Range, below screen appears.

In which it displays Name of the Duplicate Address Range and Address Range.

Properties of Dup®08 [Address Range)

Address Range
Start IP|10 |.|0
EndIP 10 |.0

[ R )
[ S Ty

Y Duplicate ¥ Delete:

We can notice Duplicate Address Range under User Defined list.

(G objects
= Metwork Objects
Cl) Hosts
Metworks
= % Address Ranges

= d
----- ewAddressRange
2l Object Groups
il YUsers
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Object Groups

(3§ objects

= Network Objects

Ty Hosts

Tl Metworks

[l Address Ranges
[:. Object Grnupsl
# o)) Users

.H'HHH

Expand Object Groups, by default Standard and User Defined Object Groups are displayed.

3 objects

=0 Network Objects
- Hosts
[ EI Metwaorks

EI . Object Grnups

) Standard
ser Defined
B Users

Right click on Object Groups, to add new object Group.

(j objects
=3 Network Objects
[Cl) Hosts
) Metworks
| Address Ranges

[ EI Users

Below screen appears.
Select General tab, give the name of the new Object Group.

We can copy and paste new Objects in this Object Group.
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Make a new Object Group object

‘Eidi=ril | Notes

MName

MNew 7209

Objects in this Group. Copy and Paste new Objects
|
-

& Add

Click on Add tab.

We can notice new Object Group in the User Defined.

G objects
= Metwork Objects
+-T) Hosts
+ Metwarks
= Address Ranges
+-Z]) User Defined
fﬂ Qbject Groups

-3 Standard
= User Defined

oy Ysers

+

Right click on the Object Group, to perform actions like viewing Properties of the Object
Group, to find out where it is used, copying Object Group, Duplicating Object Group and
Deleting Object Group.
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ﬁ Objects Opened Policy
= Metwork Objects Save Date 30
[T Hosts
Metworks Current Active P
= % Address Ranges Save Date  :30
Ch Yser Defined Brevious Active ¢
= Q goes s e
= standard :
_ fc1918-nets
= User Defined
| &3 Mew7254]
£l Users '|= Properties of New7254
@ Services Where used: New7254
Ch DoS &DDoS 1My copy: New7254
Eh QoS/Bandwidth) | Duplicate New7254
Schedule
- o 3 Delete: New7254
F-E Annlication Cons

Right click on the object Group and select Properties.

G objects
=3 Metwork Objects
ol Hosts
Metworks
= % Address Ranges
Zly Yser Defined
= ﬁ Object Groups
= Standard
-[E% rfc1918-nets
= Eﬂ User Defined
NewT7254
il Users
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We can notice name of the Object Group and list of objects in the Group.

Properties of fc1918-nets (Object Group)

" Sapdral| Motes

Mame

Objects in this Group. Copy and Paste new Objects

1. F net10.0.0.0 -
2. F net-192.168.0.0
3. Fnet172.16.00

-

¥ Duplicate

Users
Expand Users.

(j objects
= Network Objects
ol Hosts

Metworks
% Address Ranges
Zl Yser Defined
L Object Groups
Users

-

[+

i

g
|

=

By default User Defined is displayed.

I

(5 objects

= Network Objects
Cly Hosts

Metworks

= % Address Ranges
2l Yser Defined

Object Groups
=
@ User Defined

Right click on the User Defined to Add new User Group.
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G objects
=0 Metwork Objects
+-Z] Hosts
+ Metworks
Address Ranges
+-Z) User Defined
Qbject Groups
|lzars

| Iser Nefined

Below screen appears.

{Create a8 new User Group)
Name
[»I&wuser u

UsersIn Datahase| EJ Users In EurrentGroupI EJ
lnaklser ., Filter ﬂ ~\, Filter

Mame Type Cramain Source Mame Type Cramain Source
Sales gqroup slave labris . sam user slave labris
Marketing |group slave labris = 4€ loaklsers aroup slave labris
loaklsers group slave labris -
& ndd | & 3 YT Duplicate

These are the inputs two add new User Group:

1 Name Type Name of the new User Group

2 Users in Data base Displays Users in Data base

3 Users in Current Group | Displays Users in Current Group

4 I } I It enables to add Users from Database to Current Group
5 < It enables to remove Users from Current Group

Click on Add tab.

We can notice new User Group under the User Defined list.
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[ objects
=3 Network Objects
ol Hosts
Metwaorks
= % Address Ranges
Zl Yser Defined
% Object Groups

= sers
= User Defined

W Mewuser

Right click on the User Group, to perform actions like viewing Properties of the User Group, to
find out where it is used, copying User Group, Duplicating User Group and Deleting User

Group.
Compile. sg
[::i Objects Opened Po
= Network Objects Save Date
£l Hosts
Metworks Current Ag
=L Address Ranges Save Date
i User Defined S
Object Groups [ENMCHES
= Users Save Date
= E’ﬁ User Defined
---5 \lewuserl

[+

N Senices | & Properties of Newuser

Il DoS & DDY [y Where used: Newuser
2l Qos/Bandy

B

D_u, Copy: Newuser

@ Schedule ¥ Duplicate Newuser
2l Application
Delete: Newuser
=- L Firewall X T
46.Services

In Firewall Builder, service objects are represented by IP, ICMP, TCP, and UDP services such as
"host unreachable" in ICMP, HTTP in TCP, GRE in IP, and DNS in UDP. Firewall Builder plays a
crucial role in providing necessary service objects for hundreds of well-known and frequently-
used services in ICMP (IP protocol number 1), TCP (IP protocol number 6), and UDP (IP protocol
number 17).
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F-I Do3 & DDos

Tl QoS/Bandwidth
Cll Schedule

Zl Application Contral
i Firewall

Expand Services, service Objects ICMP, IP,TCP ,UDP, Custom, Service Groups are displayed

i objects

El Metwork Objects

5
iz IP

T TCP

Ty VDP

Zl Custom

Zl Service Groups
) DoS & DDoS

Tl QoS/Bandwidth
2l Schedule

2l Application Control
2l Firewall

+

ICMP
Expand ICMP, by default Standard and User Defined.

G objects

Metwaork Objects
A i
EI |CHMP

F-F Standard
Iser Defined

o P

o TCP

ol VDR

Zl Custom

[ Service Groups

Right click on Standard, to add new ICMP service
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Compile, save =
Ei Objects Opened Policy
+ Metwork Objects Save Date 3

= Senvices
- [ﬁ [P Current Active
I_rj; Standard Save Date 3
#) B Add new ICMP service

=T B

g1 TCP Save Date 3

Z YOF
[l Custom
Cl Service Groups

+
+
+
+
+
5™ nns e ninne

Select General tab, to givethe name of the ICMP object and choose the type of object from the
drop down list in the Type tab

_ 0 : Echo reply -
Make @ new ICMF object 3 : Destination unreachable 4
rer M Notes 4 : Source quench 1
* 5 Redirect =
e : & : Echo request
NewUser | 9 : Router advertisiment
10: Router solicitation
Type And Code 11: Time exceeded ul
Any kind Type |0 : Echo reply ' v”
[ T 1
Code [0 hd
& Add
Enable Any kind option and click on Add tab
Make a new ICMP object
Gizfzrill  Notes
MName
Newlser
Type And Code
Any Kind [v! Type -
/ Code -
= Add
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We can notice new Object under User Defined.

[
(j objects
Metwark Objects
= % Senices
= Eii ICMP
Standard

ar e | d
EIIF'
-l TCP
-3 UDP

Zh Custom
Cly Service Groups

Right click on the new ICMP Service object, to perform actions like viewing Properties of the
ICMP Service object, to find out where it is used, copying ICMP Service object, Duplicating and
Deleting ICMP Service object.

I Compile, save and Install the ru
[ objects Opened Policy Poli
Metwark Objects Save Date 30 Dec 2013, 21
= % Senices

=] E‘i ICMP Current Active Policy :Poli
Standard Save Date 30 Dec 2013, 21

= User Defined _ _ _ _
NewUser] Previous Active Policy:Policys

1P l|&= Properties of NewlUser
h TCP (i where used: NewUser
£ UDP .
) Custom [ﬁj Copy: Newlser
1) Service Groups [\ Duplicate NewUser

Ch DoS &DDo3 3¢ Delete: NewlUser

[ s P T o e e R W o —Tx

IP
Expand IP, by default Standard and User Defined.

240 Labris Networks



Administration Guide for Labris UTM
Version 3.4.2

Gl objects

+ Metwork Objects
Senvices

= 1cvp

+-) Standard

Lser Defined

o TCP

Zh VDFP
[l Sustom

Sl Service Groups

Standard ‘

o S Y
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Right click on IP, to add new IP service

Comile, s
Eﬁ Objects Opened Pol
+ Metwork Objects Save Date

= Senices
= 1cup Current Act
+-{@) Standard Save Date

ser Defined

J Previous Ad
— ~ & Add new IP service |J
% ser Defined [
+-T TCP
+-T) UDP
-] Custom
+

£l Senvice Groups

Select General tab, give the name of the IP object and choose Protocol Number.

Click on Add tab.

Make a new IP object

CziiZril| Options | Notes

MName

Newlpobject

Protocol Number

Protocol Mumber, 1-255, 0 for Any

I:Iv

+ Add_l ‘/
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We can notice new IP object under User Defined.

Gl objects
Metwark Objects
= % Senices
=0 1cup
[Zl Standard
i Wser Defined
=03 P
Standard
= % User Defined
[ Newlpobject]
o TCFP
o VDP
Tl Custom
Cl Service Groups

Right click on the new IP Service object, to perform actions like viewing Properties of the IP

Service object, to find out where it is used, copying IP Service object, Duplicating and Deleting
IP Service object.

Ei Objects Opened Policy
Metwork Objects Save Date  :30 Dec 20
= % Senices
=0 1cup Current Active Policy
) Standard Save Date 30 Dec 20
£l User Defined _ _ i
= ﬁ IP Previous Active Policy:
Standard Save Date 30 Dec 20
g

gy TcP | |& Properties of NewlIpobject
VDR Where used: Newlpobject
Zl Custamn b . bi
Bl Service Copy: NewlIpobject
£ Dos & DDc Duplicate NewlIpobject
Tl QosS/Bandy B Delete: Newlpobject
[+}--F Schedyle T=TE
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TCP
Expand TCP ,by default Standard and User Defined are displayed.

(3§ objects

Metwark Objects

= % Senices
o 1CMP
P
=3 TCP
N = andard

Lzer Defined

o VOP
Zh Custom
Cl Service Groups

Right click on TCP, to add new TCP service.

[:fi, Objects Opened P
Metwork Objects Save Date
& Senices

= ICMP Current A

= 1P Sawve Datel

) Custom i —
Tl Service Groups
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Select General tab, give the Name of the TCP object and choose Source port range,

Destination port range.

Click on Add tab.

Make a new TCP ochject

c=i=rill| Flags @ Notes

Name
NewTcpobject
| Source port rsngEl- I Destination port rsngEI-
Start: | ol Start| o5
| = =
End: s End: | A=

/ _ _

4 Add

Select Flags tab, to enable Flags which need to be examined by the firewall.

Click on Apply tab.

Properties of MewTcpobject (TCP)

General | FEir= | Notes

TCP Flags

Match when the TCP flags are as specified.
Flags that firewall should examine:

URG ACK PSH RST [v‘ SYM FIM
Flags that must be set:

[v] YN

w Apply 4 cancel
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We can notice new TCP object in the User Defined option.

(i objects
Metwark Objects
= % Senices

o 1CMP

P
= TCF

Standard

= % Uszer Defined
B Labris_SSL_VPN
()& NewTcpabject

Tl Custom
Tl Service Groups

Right click on the new TCP Service object, to perform actions like viewing Properties of the TCP

Service object, to find out where it is used, copying TCP Service object, Duplicating and
Deleting TCP Service object.

Gl objects Opened Policy
Metwark Objects Save Date  :30 Dec
= % Senices
=) ICMP Current Active Policy
P Save Date 30 Dec
E%TCP Previous Active Poli
Standard revious Active Polic)
= % User Defined Sawe Date 30 Dec
b ) o

o YOF

2l Custom

Tl Sernvice
Tl Dos & DDo
2l QoS/Bandw

F o En Srhodinla

iy Copy: NewTcpobject
Duplicate NewTcpobject

Delete: NewTcpobject
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ubP

Expand UDP ,by default Standard and User Defined are displayed.
(3§ objects

Metwark Objects
Senices

o ICMP

=

B Standard

ser Defined
[y Custom

Cl Senvice Groups

Right click on UCP, to add new UCP service.

T
Lo
[::i Objects Opened Po
Metwork Objects Save Date
= Senvices
i 1SMP Current Ac
@ P Save Date
TCFP _
Prewious A
E Y Add new UDP service
#] User Defined | |
[l Custom
T Service Grougs
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Select General tab, give the Name of the UDP object and choose Source port range,

Destination port range.

Click on Add tab.

make a new UDP ochject
S2izril | Notes
Mame
NewUDPobject '
I Source port range I— IDestinEtian port lrElngEl—
Start: | b= Start: | 2=
/ End: I= End: ars
— 1
4 Add

We can notice new UDP object under User Defined.

I
(3 objects
= Metwork Objects

Cly Hosts
+-Z Metwaorks
+-ZJ) Address Ranges
+-Z) Object Groups
+-Z) Users

= Efi, Senices
i
i
i

+

o 1CMP
on P
TCP
= % UDp
+-E) Standard
= _User Defined
I NewUDPobject|
Zly Custom
il Senvice Groups

+

+
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Right click on the new UDP Service object, to perform actions like viewing Properties of the

UDP Service object, to find out where it is used, copying UDP Service object, Duplicating and
Deleting UDP Service object.

=R | Cormeile. save end |
Efi, Objects Opened Policy
=] Network Objects Save Date 30 Dg
[Cl Hosts
i Metworks Current Active Polig
Ely Address Ranges Save Date  :30 D¢
Zh Object Groups _ )
Bl Users Previous Active Pol
= [’:i Sanices Save Date 30 Dsg
iz 1CMP
P
TCP
& % UDP
) Standard
= “ arliefined
| NewUDPobiect]|
il Cus[z5 Properties of NewUDPobject
T Sen |

_El Where used: NewUDPobject
1 Dos & [ = :

1) QoS/Ba Uy Copy: NewUDPaobject
) Schedu ¥ Duplicate NewUDPobject

1 Applica| #€ Delete: NewUDPobject

Service Groups
Expand Service Groups, by default Standard and User Defined are displayed.

policys ______________
(4 objects
=L Metwork Objects

[Tl Hosts

[l Metworks

Tl Address Ranges

Zl Object Groups

oy Ysers
= [ffi, Senices
o 1CMP
on 1P
o TCP
h UDF
I Custom

Izer Defined

Right click on Service Groups, to add new Service Group.
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[ﬁ, Objects Opened A
= Metwork Objects Save Dat
2l Hosts
El Metworks Current A
Bl Address Ranges Save Dat
Object Groups i
g Users Previous
=L semnvices =ave Dat
i 1CMP
& P
& TCP
Add new Service Group |
LBl LEIHNITEU |_|'

Below screen appears.
Select General tab, give the name of the new Service object Group.
We can copy and paste new Objects in this Service Object Group.

Click on Add tab.

Make a new Service Group chject

‘fzzrul | Notes

Name

IEIEW ServiceGroup

Service Objects in this Group. Copy and Paste new Objects

| 2

< Add ‘/
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We can notice new Service Group under User Defined.

E% Objects

Metwork Objects
= % Senices

i 1CMP

P

i TCFP

i YOP

Custom
= Senice Groups

Standard
= Izer Defined
(& NewSeMceGmup“

Right click on the new Service Group, to perform actions like viewing Properties of the New
Service Group, to find out where it is used, copying New Service Group, Duplicating and
Deleting New Service Group.

I
Objects Opened Policy
Metwaork Objects Save Date 30 Dec 20
= Senvices
ISP Current Active Policy
iz IP Save Date 30 Dec 20
£l TCP
£l UOP Previous Active Policy:H
Custom Save Date 30 Dec 20
= % Senvice Groups
2l Standard
=0
| ; aunl |
N Dos & poc[&s Properties of NewServiceGroup
Ch Qo3SBand |y where used: NewServiceGroup
i Schedule . .
&) Application Elj Copy: NewServiceGroup
) Firewall ¥ Duplicate NewServiceGroup
| ¥ Delete: NewServiceGroup
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Right click on the Service Group and select Properties.

E% Objects

+ Metwaork Objects
% Senvices

iz 1SMP

P

o TP

o VDF

Custom
Semnice Groups

= fﬂ Standard
DHCP
DNS
IPSEC
NETBIOS
nfs

= User Defined
MewSeniceGroup

o o O

Below screen appears, name of the Service Group and list of Objects in this Service Group is
displayed.

Properties of Useful _ICMP [Service Group)

‘f=i=ril| Notes

Service Objects in this Group. Copy and Paste new Objects

1of4 Htime exceeded -
2of4 E fime exceeded in fransit

3 of 4 E ping reply

4 of 4 E all ICMP unreachables -

VX Duplicate
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47.DoS/DDoS

A Denial of Service (DoS) attack is a malicious attempt to make a server or a network resource

unavailable to users, usually by temporarily interrupting or suspending the services of a host
connected to the Internet.

The most common type of Denial of Service attack involves flooding the target resource with
external communication requests. This overloaded prevents the resources from responding to
legitimate traffic, or slows its responses so significantly that it is rendered effectively
unavailable.

A Distributed Denial-of-Service (DDoS) attack is one in which a multitude of compromised
systems attack a single target, thereby causing denial of service for users of the targeted
system. The flood of incoming messages to the target system essentially forces it to shut down,
thereby denying service to the system to legitimate users.

In a typical DDoS attack, the assailant begins by exploiting a vulnerability in one computer
system and making it the DDoS master. The attack master, also known as the boot master,
identifies and identifies and infects other vulnerable systems with malware. Eventually, the
assailant instructs the controlled machines to launch an attack against a specified target.

*Source - www.searchsecurity.com

|

(j objects

+-Z) Metwork Objects

- Seryces

# ) DosS & DDos
BTl QosS/Bandwidth
2l Schedule

2l Application Control
2 Firewall

T

+

+

Expand DoS & DDoS, by default User Defined is displayed.
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G . R e . ¥
(3§ objects

T Metwork Objects
Senices

= Dos & DDo3
o) User Defined|
Tl QoS/Bandwidth
2l Schedule

20 Application Contral
Zl Firewall

Right click on Dos &DDoS, to add new DoS

I

(3 objects

2l Metwork Objects
Senvices

Add new DoS
Z “osEandwiadin

2l Schedule
2l Application Control
2 Firewall

General

Below screen appears. Select General tab it consists of two fields, Name & General Settings.

In the Name field, name of the Dos object should be mentioned.

In General Setting’s field, we can enable or disable Before Dnat, Log, Drop.

Create a new DoS object

SYN Flood UDP Flood | CONN Flood | ICMP Flood | ICMPv6e Flood | Motes

Mame

|
|[wlew Dos0bject |

General Settings

|v| Before Dnat v| Log |+| Drop
4 Add 4 cancel
SYN Flood

SYN Flood helps us to view and change the SYN Flood Settings.
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We can enable or disable SYN Flood, Per Source, Per Destination, and Total.

Give the appropriate Count and Burst values.

Create a8 new DoS chject
General | 2711 Fluud  UDP Flood | CONN Flood | ICMP Flood ICMPv6 Flood | Notes

SYM Flood Settings

lv| SYN Flood

lv| Per Source Cnun|1 I Burst [‘I—ml:ll:lu]-mu |'

|
lv| Per Destination Counf40 |  Burst(1-10000s5 ||
|\/ Total Countpsg | Burst(1-10000)200] ||
4 Add 4 cancal
UDP Flood

UDP Flood helps us to view and change the UDP Flood Settings.
We can enable or disable UDP Flood, Per Source, Per Destination, and Total.

Give the appropriate Count and Burst values.

Create a new DoS ocbject

General | SYN Flood || ULZ Fluuid| CONN Flood ICMP Flood ICMPv6 Flood | Notes
UDF Flood Settings

+| UDP Flood

| PerSource Countf20 | Burst(1-10000fs0 |
|

+| PerDestination Counign | Burst(1-10000)800 ||

| Total Countj800 |  Burst(1-10000){1000 |
|

4 Add 4 cancel
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CONN Flood
CONN Flood helps us to view and change the UDP Flood Settings.

We can enable or disable CONN Flood, Per Source, Per Destination, Total.

Give the appropriate Count and Burst values.

Create a new Do5 chject
General | SYN Flood | UDP Flood | Syl Floued | ICMP Flood | ICMPv6 Flood | Notes

COMN Flood Settings

v CONN Flood

V| PerSource Countfso |  Burst(1-10000)589 |
lv/| Per Destination Countf300 | Burst(1-10000)3000 ||
lv/| Total Coun{500 | Burst (1-10000)fe72 |
£ Add 4 Cancal

ICMP Flood

ICMP Flood helps us to view and change the UDP Flood Settings.
We can enable or disable ICMP Flood, Per Source, Per Destination, Total.

Give the appropriate Count and Burst values.

Create 8 new DoS cbject

General SYN Flood | UDP Flood | CONN Flood | [T Flugd | ICMPv6 Flood | Notes
ICMP Flood Settings

v/ ICMP Flood

\v| Per Source Coun{70 | Burst(1-10000)pse |
lv| PerDestination Counfs? |  Burst (1-10000)887 |
lv| Total Countf200 | Burst(1-10000]300] |

ICMPv6 Flood
ICMPv6 Flood helps us to view and change the UDP Flood Settings.

We can enable or disable ICMPv6 Flood, Per Source, Per Destination, and Total.

Give the appropriate Count and Burst values.
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Create 8 new DoS cbject

General SYN Flood UDP Flood CONN Flood ICMP Flood | 1201255 Fluuil| Notes

-

—

ICMPvE Flood Settings

|+ ICMPv6 Flood

|v*| PerSource Count20 | Burst(1-10000)330 |

/| Per Destination Countfso | Burst (1-10000)ks00 |

|+ Total Counffi | Burst(1-10000)f |
Notes

In Notes column, we can write information regarding new DOS Object.

Create 8 new Do5 chject
General | SYN Flood | UDP Flood | CONN Flood | ICMP Flood | ICMPv6 Flood | [luiZs 1
Motes

NewDusDbjecﬂ

4k Add 4 Cancel

After providing all the inputs to the New Dos Obiject, click on Apply tab.

Properties of NewDosObject {DoS)

 Genergl ' SYN Flood | UDP Flood CONN Flood | ICMP Flood | ICMPvE Flood | Notes

Mame

NewDosObject
General Settings

v | Before Dnat v | Log v | Drop

»" Apply 4 cancel
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Click on Add tab.

Create a new DoS object

Szpizril | SYN Flood | UDP Flood | CONN Flood | ICMP Flood ICMPv6 Flood | Notes

Mame

NewDosObject
General Settings

~'| Before Dnat | Log ~'| Drop

‘) Cancel

In the below screen, we can notice New Dos Object under User Defined.

‘ = Policy @ Object [ install Connections IP-MAC Matcher
P Compile, save and Install the rules of Labris_Demo

Objects Opened Policy -Policys
+ -l Metwork Objects Save Date 07 Jan 2014, 14:34:13
B Senices
= DoS & DDosS Current Active Policy -Policys

= ﬁ Save Date 07 Jan 2014, 14:34:13

|ﬂ, MewDosObject |

Right click on the New Dos object, to perform actions like viewing Properties of the Dos object,
to find out where it is used, copying object, Duplicating and Deleting Dos object.

‘ = Policy i) Object
P Compile, save and Install the rules of Labris_Dem
Objects Opened Policy :Policys
+-Z Metwork Objects Save Date 16 Jan 2014, 13:22:52
+ Senices
= Dos & DDos Current Active Policy :Policys
= Uszser Defined Save Date 16 Jan 2014, 13:22:52
[\ NewDosObjep}—
+- 2 QoSBandwidth &= Properties of NewDosObject
+ - Schedule (¥ where used: NewDosObject
+-Z Application Control . i
+ [ Firewall Uiy Copy: NewDosObject
KL Duplicate NewDosObject
3 Delete: NewDosObject
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48.QoS/Bandwidth

QoS (Quality of Service) plays a crucial role in ensuring high-quality performance to latency and
bandwidth sensitive applications. Differential treatment of traffic based on rules are accepted

and prioritized. Necessary protocols and performance of the network is effectively improved by
QosS.

E% Objects

Cl Metwork Objects

5 [£]) QoS/Bandwidth
- El) Schedule

2l Application Control
[l Firewall

Expand QoS/Bandwidth, by default User Defined is displayed.

E% Objects

Zh Metwork Objects
Zh Services
Dos & DDos
= )

@ ser Defined
Zl Schedule

20 Application Contral
[Zh Firewall

R

Right click on User Defined under QoS/Bandwidth, to add new QoS/Bandwidth.

G objects

Tl Metwork Objects
il Senvices

Tl DosS & DDos
=LY QosBandwidth
) User Defined|
& Add new QoS/Bandwidth |
) APETCauoTT oo ||

General

To make a new QoS/Bandwidth, select General tab.

Give the name of the QoS/Bandwidth object.
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Give appropriate values for Rate (Mbit/s), Ceil (Mbit/s), Burst (Byte) and Priority in
QoS/Bandwidth Settings.

Choose Interface for the New QoS/Bandwidth object from the list of Interfaces.

Properties of qostest (JoS)

Tzri=rzl | Notes

Mame
anstest |
Qo5/Bandwidth Settings
Type Shared ® Per|P
+| Download +| Upload
Rate 1.0 Mbitjs| - 2.0 Mbit/s|w
Burst (2.0 Mbyte| « 4.0 Mbyte| w
i Duplicate X Delete:
Properties of shared_qos (Qo5)
fizr=rzll Notes
Mame
Ishared_qos I
QoS/E andwidth Settings Intarfaces
Type ® Shared Per IP etho
Rate 1000.0 Mbit/s| «
Ceil 1000.0 Mbit/s| »
Eurst 15360.0 byte |w
Priority 3
YL Duplicate K Delete:

Choose between per ip or shared, for your rule’s purpose. Then press apply to save changes.

Notes

Select Notes tab to write notes regarding new object creation.

Properties of NewlQoSobject (QoS)

General | [loizz|

MNotes

Mew QoS bandwidth is created with the interface eth £ with appropriate bandwith settings '

v Apply| 4 cancel
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Click on Apply tab.

In the below screen we can notice QoS/Bandwidth object.

3 objects

+- ) Metwork Objects

+-T) Senvices

+ DoZ & DDoS

=] QloS/Bandwidth

- =l User Defined

| @ NewQoSobject |

+-Zl) Schedule

+-Z Application Control

+-Z] Firewall

Right click on the new QoS/Bandwidth object, to perform actions like viewing Properties of the
QoS/Bandwidth object, to find out where it is used, copying object, Duplicating and Deleting
QoS/Bandwidth object.

EEIIE ST T
t::i Objects Opened Policy

+-Tl) Metwork Objects Save Date 06 Jan 2
-l Senvices

Current Active Policy

- DoS & DDoS Save Date 08 Jan 2
=3 cosBandwidth
= ser Defined Previous Active Policy

MewCloSobject Save Date 05 Jan 2
0 Schedl|& Properties of NewQoSobject
-2 ApPlicE |y where used: NewQoSobject
- Firewa Elj Copy: NewQoSobject

¥ Duplicate NewQoSobject

¥ Delete: NewQoSobject

+

49.Schedule

Firewall rules are scheduled in such a way that they must be Active only at certain times of the
day or particular days or particular hours and minutes.

Firstly schedule should be created under Firewall and then apply a schedule to the rule or while
creating a rule pick up appropriate defined schedule to the rule.
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We can create one time schedule or recurring time schedule. One time schedule is applied only

once for the specified period in the schedule, recurring time schedule are applied repeatedly at
specified times.

(3§ objects

Zl Metwork Objects
2l Services

Zll DosS & DDos

)

) Schedule

- Application Contral
2l Firewall

Standard

Expand schedule, Standard and User Defined is displayed.

(3§ objects

Zl Metwork Objects
2l Services

[Tl Dos & DDos
LoS/Bandwidth

User Defined

2l Application Control
2l Firewall

+

Expand standard, by default some schedule objects are displayed under Standard Schedule.

G objects

2 Metwork Objects
2l Services

izl DoS & DDoS

=l QoS/Bandwidth

Schedule

E {5 sun

- {5) weekends
@wnrkhnurs
Il User Defined
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Right click on the schedule object, to perform actions like viewing Properties of the Schedule
object, to find out where it is used, copying object, Duplicating and Deleting Schedule object.

Sl o
(1 objects Opened Policy
i Metwork Objects Save Date 06

) Senvices
il DoS & DDos

% CQio3/Bandwidth

= I:hEdLIIE Previous Active A
=03 Standard Save Date 06

(= afterhours]
L Properties of afterhours

€] _B,j Where used: afterhours
Ej‘ Blj Copy: afterhours

=§ Us| ¥ puplicate afterhours
e = T

Current Active Pqg
Save Date 06

50. User Defined
Right click on User Defined to Add new Time Definition.

[:Ei, Qbjects Opened Policy

Zh Metwork Objects save Date 0]

- )

@ EI Senices Current Active

Zh Do5 & DDo3 Save Date 0]

QoS/Bandwidth

= Schedule Previous Activ
Standard Save Date 0

Add new Time Definition |
[l Application Contral I

i Firewall

General

Select General tab, Give the name of new time Object in the Name field.
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Make a new Time chject

fiziZrul | Start | Stop | Notes

Name

|Newtimeu bject |

4= Add

Click on Add tab.

Start
Schedule object start time should be mentioned in this section, select Start tab.

Properties of Mewtimeobject [Time)

t| Stop | Notes calender \

= 1| . .
v Activate date Date: |[Jan 7, 2014 =

s

| - |
[+ Activie hour EJ Hour: Tzf, Minute: 200~
v | Activate day EJ Day of Week: 'Tuesday -

General

Y Duplicate ¥ Delete:
These are the inputs for Start
1 Active date Enable Active date to choose start date from the calendar
2 Active hour Enable Active hour to choose starting hours and minutes
3 Active day Enable Active day to choose starting day from drop down list

After choosing appropriate date, hour and day disable Active mode of date, hour, day and click

on Apply tab
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Properties of Newtimecbject (Time)

General

_Stup MNotes

|| Activate date]

|| Activte hour = =
| | Activate day -
" Apply / 4 cancal

Stop

Schedule object stop time should be mentioned in this section, select Stop tab.

Properties of Newtimeobject [Time)

General | Start _Nute5 calender

. 1 T
~*| Activate datg J Date: Jan 16, 2014
| Activte hour ;zJ ' = ' =

v | Activate day EJ Day of Week: 'Wednesday -
" Apply 4 cancel
1 Active date Enable Active date to choose stop date from calendar
2 Active hour Disable Active hour for not mentioning stop hour and minutes
3 Active day Enable Active day to choose week day
Notes

Select Notes tab, to write necessary information regarding time Object.
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Properties of Mewtimeobject [Time)

General | Start | Stop

MNotes

new time object is created with start time and stop time

" Apply 4 Cancel

Click on Apply tab.

We can notice new time Object in the below screen.

(3 objects

2 Metwork Objects
2l Services

[l oS & DDoS
QoS/Bandwidth

= Schedule
Standard

= % User Definad
f§ Newﬁmenbjec‘tl
2l Application Control
2l Firewall

Right click on the schedule object, to perform actions like viewing Properties of the Schedule
object, to find out where it is used, copying object, Duplicating and Deleting Schedule object.
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Sl
Gl objects Opened Policy
[l Metwark Objects Save Date (06 Jan 2

2l Services
Zll DosS & DDos
% QoS/Bandwidth

Current Active Policy
Gave Date 06 Jan 2

= Schedule Previous Active Policy
Standard Save Date 08 Jan 2
= erDeﬂned

feRTTrrl
=1 Applic [& Properties of Newtimeobject
I Firew: |0y where used: Newtimeobject
Eﬁj Copy: Newtimeobject
¥ Duplicate Newtimeobject
¥ Delete: Newtimeaobject

51. Application Control

Using Application Control in firewall enables us to block applications based on Users or User
Groups. So, that you can control risky port and protocol hopping applications before they get
in.You can also reduce your attacks surface by enforcing mobile applications and social media
application policies. You can even control bandwidth

(3 objects
2l Metwork Objects
il Services
i DosS & DDos
Clos/Bandwidth
= Schedule
2y Standard
2y YUserDefined
[ ] Application Control |
£l Firewall

User Defined
Expand Application Control, by default User Defined is displayed.
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(3§ objects

Zl Metwork Objects
2l Services

Zll DosS & DDos

QoS/Bandwidth
= % Schedule

[Zl Standard

[+ F User Defined
EI L1 Application Control

2 Firewall

Right click on User Defined to add new Application Group.

Sl
Eﬁ Cbjects Opened Policy
[l Metwark Objects Save Date 06 J

2l Services
Zll DosS & DDos
% QoS/Bandwidth

= Schedule Previous Active P
[Zl Standard SaveDate 06 J
Cl Yser Defined

= Ei Application Cantrol
ser Defined
lw Add new Application Group '
[ Firewan

Current Active Po
Gave Date 06 J

Creating new application group

Create a new Application Group

Name 1
IEJewAppG _|

Applications In Datahasel 2 [ Applications In CurrentGroupl 3 I
Y T
.. Filter .. Filter
. - I[ .
Mame Category Risk Productivity 3, Mame Category Risk Productivity
050FIus Messaging |2 2 s 12306.cn Web Services |4 1
12306.cn |Web Senvi... |4 1 = ‘f 126.com Iail 4 2
126.com Iail 4 2 -
P Add | o— 5 ¥ Duplicate

These are the inputs for new Application Group.
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1 Name Type the name of the Application Group
2 Application in It displays list of Application in Database
Database
3 Application in Current | It displays list of Applications in Current Group
Group
4 S This symbol enables to add Applications in to Current Group from Database
5 I < This symbol enables to remove Applications from Current Group to Database

In the below screen we can notice new Application Group.

T
(3§ objects
+-T) Metwork Objects
+-T] Services
+-T) Do2 & DDos
+ QoS/Bandwidth
= % Schedule
+-Z])) Standard
+-F Jser Defined
{=- L4 Application Control|
— =1 User Defined
w ApplicationBlockl
[ & NewhppG|
+-Z Firewall

Right click on the Application Group, to perform actions like viewing Properties of the
Application Group, to find out where it is used, copying Application Group, Duplicating and
Deleting Application Group.
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e EEl
Eﬁ Objects Opened Policy
£l Metwark Objects Save Date 104

[l Senvices
[l Dos & DDos
QioS/Bandwidth
= % Schedule Previous Active
2l Standard Save Date 04
Zl Yser Defined
= E’j Application Control
= Efi, User Defined
jcationBlockl
- % NewAppG
i Firewal| = Pri

Current Active R
Save Date .04

_Elj Where used: NewAppG
[_Elj Copy: NewApp(G

¥ Duplicate NewAppG

| ¥ Delete: NewAppG

52.Firewall

Firewall is a concept which blocks unwanted traffic and passes desirable traffic to and from
both sides of the network.

A firewall is a system (either software or hardware or both) that enforces an access control
policy between two networks.

Example:

e Allows: http, mails etc

e Keeps out : Intruders ,Denial of services attacks, spam etc.

53. Labris Firewall Management

Install, Save (create a new policy object for first setup), Install Policy

‘New Policy
i Objects | Open Policy P
£y Metwo| Open Backup P
Zl Senvice Save »
[l DoS & Delete File }
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Creating new policy firewall object

Give the Name of the Object in the Name tab, by default Network Interfaces have been
selected for the new firewall object and click on Add tab.

E_rﬂ Labris Management Console -0 X
File Edit View Module About Help
4
% Q ‘ - Policy ) Object B Install Connections IP-WAC Matcher
= Server Default Welcome ta Labris Firewall Policy Maker
= 73.188.50.48 static.ttnet @ Objects
* ;Jsetr Management & @) Network Objects
& System
) Network Settings %@ Senices
l &7 DoS & DDoS
% VPN -l QoS/Bandwidth
& Filter ) Schedule
Q AntispamiAntivirus || &gy Application Control
) IDSIPS T
% Messaging
Sarver
Load Balancer
@ License
X
Makz 2 new Firswall object
Nams
3
Name =
P
Mask
Network Interface:
Name
\ F
4 Add  Cancel
4 14 B Kl »
Lmc server address you are connected to is: 78.188.50.48.static.ttnet.com.tr Labris Teknoloji

Below screen appears stating Welcome to Labris Firewall Policy Maker.
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‘ = Policy @ Object B instan Connections IP-MAC Matcher
ﬁ Objects

#-El Network Objects

®-@l Services

® @) DoS &DDoS

=@l QoS/Bandwidth

#-Z) Schedule

*-F Application Control
(B Firewall |

[Welcome to Labris Firewall Policy Maker|

I Firewall
iy |

1= Policy
Labris Maker

cted to is: 78.188.50.48.static.ttnet.com.tr Labris Teknoloj !

Now we have created a new firewall object and we will configure it now.

Default Compile, save and Install the rules of Newfirewallobject
ﬁ Objects Opened Policy :Default
+-[@l) MNetwaork Objects Save Date
£ Services
] Current Active Policy :Policys
#-J) DoS & DDos SaveDate 20 Jan 2014, 12:35:00
#-0) QosS/Bandwidth
#-[@l) Schedule Previous Active Policy:Policys

Save Date .20 Jan 2014, 12:23.52

m

[T Application Control
Cil Firewall

!
4
3
i
i
i
2 B save 4 Rollback
£

Froperties of Newfirewsllobject (Firewall)

Cznzrul | Options | MNotes | SSH Inspecting
Mame
Newfirewallobject
‘) Cancel

Add Next Generation Firewall
First step:

Create Global policies
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Global policy

Global policies in one logical system are in a separate context than other security policies.
According to the source from the target set on the way to the Objects or forbids. In addition,
these rules can be imported from the previously created Network Objects(Hosts, Networks,
Addresses, Address Ranges, Object Groups and Users), Services (ICMP,IP,TCP,UDP, Custom,
Service Group), DoS/DDoS Objects, QoS(Bandwidth Management) Objects can be added to the
schedule Objects for controlling application profiles.

Second step:

Create NAT Policies

NAT Policy

NAT: It is a service of routing provides network address translation from private to public

When we have 2 networks public & private in order to protect private network from public
network (intruders) we need NAT.

NAT enables one way communication. i.e. private network can communicate with public
network but not vice versa.

NAT policies

It allows you to control Network Address Translation based on matching combinations of
Source IP address, Destination IP address, and Destination Services.

For example, a lot of the IP subnet address from internal network will route to outside network
with single IP address.

Third step:
Physical interfaces

The physical interface that are supported by the device and subsequently added to the
interface listed in the area.

This field contains the interfaces for the WAUTH interface, Dynamic source address translation
interface, and the external network interface definitions.
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m Compile, save and Install the rules of Newfirewallobject
ﬁ Objects Opened Policy ‘Default
+- @) Metwork Objects Save Date
= )
Eh Senices Current Active Policy :Policys
* El' Dos &DDos Save Date 20 Jan 2014, 12:35:.00
Zh Co3/Bandwidth
E Schedule Previous Active Policy:Policys

Save Date 20 Jan 2014, 12:23:52

[ e

& cthz
i\ ethd. 10
& cth3
gi' ethd B save 4 Rollback
= [ sths

e
¥
g
£
£
+
+

Properties of Mewfirewallobject (Firewsll)

G=i=r3]  Options | Notes | SSH Inspecting

Name

New firewallobject

4 Cancal

Firewall Properties

e Interface - Use this property to match which network port or data link packet is
traversing such as "eth0" for Ethernet built-in.

e Source MAC Address - Use this property to specify an Ethernet Hardware Address that
matches the source MAC (Media Access Control) address in the link layer frame header.

e Destination MAC Address - Use this property to specify an Ethernet Hardware Address
that matches the destination MAC (Media Access Control) address in the link layer
frame header.

e Source Net - Use this property to specify a single IP address or network range that
matches the source IP address of a packets IP header.

e Destination Net - use this property to specify a single IP address or network range that
matches the destination IP address of a packets IP header Network ranges can be
specified as address1-address2.

e Protocol - Use this property to specify the protocol number that appears in a packets IP
header.

e [P Options - Use this property to specify the IP option numbers that appear in a packets

IP header.

e ICMP Type - Use this property to specify the ICMP type that appears in a packets ICMP
header.

e ICMP Code - Use this property to specify the ICMP code that appears in a packets ICMP
header.
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TCP Header Flags - Use this property to specify the TCP header flags that appear in a
packets of TCP header.

TCP Options - Use this property to specify the TCP option numbers that appear in a
packetsof TCP header.

Destination Port - Use this property to specify a single protocol port or range of
protocol ports that matches the destination port of a packets TCP or UDP header. Port
ranges can be specified as portl-port2.

URL Keyword - Use this property to search for keywords that appear within a HTTP
(web site) URL.

Parent Match Count - Use this property to notify you if the parent rule has been
matched a specified number of times.

Parent Byte Count - Use this property to notify you if the parent rule has been matched
by network traffic containing a specified number of bytes.

Right click on Firewall object to view Properties of firewall object.

Select General tabto view details about Name of the Firewall object.

We can change name and click on Apply tab to change the name.

= Policy ) Object B Instal Connections IP-MAC Matcher
Compile, save and Install the rules of Labris_Demo
m Objects Opened Policy Policys
+-3l) Metwork Objects Save Date 07 Jan 2014, 14:34:13
@ Services Current Active Policy Policys
@) DoS & DDos SaveDate 07 Jan 2014, 14:34:13
+-[7f) QoS/Bandwidth
- Schedule Previous Active Policy:Policys
. T
@1 Application Control Save Date  :07 Jan 2014, 10:25:42
= Ei Firewall
= ::::I'.‘. i .
By Global Polic 4 Rollback
@ NAT Palicy | —
+ ﬂ ethl | Froperties of Labiis_Demo IFirE'.vsII:-r
- eth1 = - -
3 ﬁeth? | G':n':rnfl_Optlons Notes | SSH Inspecting
-8 eth3
+ - ethd
4 eths
=@ tun0
Name
Labriz_Demo
4 1 » ‘) Cancel

Select Options tab.
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We can Enable or Disable Options Firewall is part of “ANY”, Accept TCP sessions opened prior
to firewall installation, Accept ESTABLISHED and RELATED packets before first rule.

= Policy i) Object [ install Connections IP-MAC Matcher
Compile, save and Install the rules of Labris_Demo
ﬁ Objects Opened Policy :Policys
+-Fl) Metwork Objects Save Date  :07 Jan 2014, 14:34:13
=@ Services Current Active Policy ‘Policys
+- ) Do3 &DDo3 Save Date 07 Jan 2014, 14:34:13
+-Z) QosS/Bandwidth
+ -] Schedule Previous Active Policy:Policys
_— Save Date :07 Jan 2014, 10:25:42
+-Z)) Application Control
=-[3 Firewall
€8 clobal Polic 4 Rollback
@ MAT Policy
4 ﬁ ethl I Properties of Labris_Demo (Firewall) I—
@ eth1
i eth2 General [ ©/uiiuiis| Notes | SSH Inspecting
: g :I:i || Eirewall is part of "Any’|
: g te::g |[¢' Accept TCP sessions opened prior to firewall installationl

II\/ Accept ESTABLISHED and RELATED packets before first ruIeI

4 ] 5 ~" Apply 4 Cancel

Click on Apply tab to apply changes to the firewall object.

Select Notes tab to write information regarding firewall object (Optional).
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| = Paolicy @ Object B Install Connections IP-MAC Matcher
Compile, save and Install the rules of Labsis_Demo
ﬁ Objects Opened Policy :Policys
#- @) Metwork Objects Save Date  :07 Jan 2014, 14:34:13
@ Senices Current Active Policy :Policys
+-) DoS & DDos SaveDate 07 Jan 2014, 14:34:13
+-Z]) QoS/Bandwidth
+-@) Schedule Previous Active Policy:Policys
- Application Contral Save Date (07 Jan 2014, 10:25:42
= Firewall
@ clobal Polic 4 Rollback
@ MAT Policy
+ ethd Froperties of Labris_Demao [FirE‘.vsII:-I—
- eth - -
+- i ath? General | Options _SSH Inspecting
- @8 eth3
#-i ethd
+-@ eths
i ﬁtunﬂ Motes
Labris Demo
hJ Ll » -m 4 cancal

Click on Apply tab to apply changes.
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Select SSH Inspecting tab

We can Enable or Disable Allow HTTP request through SSH port forwarding, Allow SCP, Allow
shell login, Allow sftp.

= Palicy @ Object [ Install Connections IP-MAC Matcher
Compile, save and Install the rules of Labris_Demeo
Eﬁ Objects Opened Policy :Policys
+- ) Network Objects Save Date .07 Jan 2014, 14:34:13
+- 7l Services

Current Active Policy :Policys

#-) DoS &DDos Save Date 07 Jan 2014, 14:34:13

+-[T) Qo3/Bandwidth

+-@l) Schedule Previous Active Policy:Policys
P— Save Date 07 Jan 2014, 10:25:42
+-Z)) Application Control

= Firewall
4 Roliback
@ NAT Palicy
+ § eth0 | Properties of Labris_Demo (Firewall} |-
- eth1
5 ﬁ ath? General | Options | Notes | S2F Tisy=eiiiy
- eth3 - z
i ﬁ etha |[¢ Allow HTTP request through ssh port forwarding
== ~| Allow scl
+ ﬁtunﬂ = =
|v| Allow shell login
|_\7 Allow sftp

4 ] y | || Aty 43 cancel

Click on Apply tab to apply changes

Global Policy table

Global policy table is displayed with the fields Source, Destination, Service, Action, Schedule,
QoS/Bandwidth, Application, Security policy, Options.

How to add new Global policy? And what can be done?

Examplel: My host objects for policy

Fde Edt View Module About

Help
#) Object B Instal Connections IP-MAC Matcher
a  NeaFrenalObject
No. Source Destination Senice Action Schedule  QoS/Bandwidth Applications  Security Policy  Optlons

e Day  Daw  Oaccept Daw  Dany Day  Dany )

My global policy
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In the above screen we can notice columns such as Source, Destination, Service, Action,
Schedule, QoS/Bandwidth, Application, Security Policy, Options.

Application is allowed if the created Source with interfaces INSIDE & OUTSIDE is accessed, and
when the Destination, Service, Schedule, QoS/Bandwidth, Application, Security Policy options
are Selected as ANY. We can even drag-and-drop the desired objects created earlier, or copy
and paste can be added with it.

Example 2: My network objects for policy.

Ede Edt \ew Module about Help
R - =
% = g ) Object P install Connections IP-MAC Matcher
= B Server NenfrenalObject
= M stave:4000 No. Source Destination  Senice Action Schedule ' QoS/8and... Applications Security P. Options
B User Managemen! = & Nsoe
2 S0 0 D any B any @ Accept [ Ay [ any D any D any i
w Network Settings & OUTSIDE
8 Firewall . . . : . . :
¥ VPN B https
o Fite B http
am/Antaarus
o 1DS/PS 1 5 insioe_Net [ any Bpop3 @ Accept [Bany D any D any D any il
'\'} Messaging msm!p
Server
i Load Balancer @ NewServ
@ Ucense
C
= S Groups
* S Standard
& "
NewsSery

All of the destinations on the IP addresses of the source of the rule INSIDE_Net with access to
only the specified services. This rule also holds at their outer radio marker internal IP addresses
on the policy.

Example 3: How do we add a rule for users and My.applicaiton.info.stacktrace users with QoS,
control, DDOS and schedule how do we apply.

=B
we
’ Instadl Connections PR Matcher
a Source “DesteL. Servce  Actien Schedule " QoSEandwidth -:;.-" ol SeormyPoly  Op
B WSDE
0 D sy D sy @ ccop By sy B sy Day Do Al

& SUTLE

’ __‘ 1%y Deparment users ) ey 03y O accope T Newschedubedh. 0 Newdos et Yy (3 ewo00s 0bpet <1

Fropetes of Hewd cheduiedibmes (Troa

FLa] Ehes @Ras Siaba

The rule previously created users ((For creating users please refer to users section in User
Management ) in the same way as the example demonstrates how to use the drop-down with
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-l . WO .. W
the yerede rule, let's link the current field) and user network appeal (For adding users in
Network objects please refer to users field in Network Objects Section)owed as the source,
and again before our Schedule-appeal (Please refer to Schedule section in Network Objects
and the link in the same was the example demonstrates how to use the drop-down with the
yerede rule, let's link the current field),QoS-appeal (Please refer to Qos/Bandwidth section in
Network Objects here's the link and the link in the same way as the example demonstrates
how to use the rule drop down yerede with the current field link), and DoS/DDoS previously

created object located at the source by placing the user in the appropriate fields in the rule or
the rope according to the specified criteria.

How to add an application control rule for users?

ﬁr’ﬁﬁﬁﬁ?}unutjsmah!’ Console. - QX
Fle Edr \lew Module About Hep
& Policy «) Object P instal Connections PMAC Matcher
Conbguraton LU
Objects No Source Destin... Sevice  Action Schedule  QoS/Band Appications Secu... Optio
" 8 508 ‘
; A it Day Day @ acceptDany Day Day [ any [t
0 B OUTSIDE —_—
@ QoS/Bandwidth -
58 he L Swyropmmp s Oky Oty [Qowy oy By | - wrowwmen sy 2
0 W ‘ e 4 bl AL L
() Antispamantirug | = Q User Defined
& 10895 \ w My.IT Depatment Ap
= { Feewal [
= B NeafrrewaliObject
(8 (inhal Dok

The rule previously created users ((For creating users please refer to users section in User
Management ) and here is the link in the same way as the example demonstrates how to use
the drop-down with the yerede rule, let's link the current field) and Application control profile
(Please refer to Application control section in Network Objects and here is the link in the same
way as the example demonstrates how to use the drop-down with the yerede rule, let's link the
current field).

Read all the rules in the table. Buy why you must be careful when writing the canonical
ordering Application control. If the source specified in the rule is a rule used in the queues and
objects in higher action has been ruling on the accept or deny rule.

Example 4: The outside should be accessed with specific protocols for access to the web or
other services to the rule writing. And create a new NAT policy (NAT policy Please refer
Example2)
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[ gl 9BTE MADAg P CTR LOOTOIC
Fée Ece

Yew M

dbe LdoR

Heo
. et P nsran Comnections P MAC Matcher
ok ¢ e
D Source Destnation Service Action Schedule QoSBandwidth Applications Security P Ogtions
ISOE A
ﬁ B Any D ary @ accept [ any D 2y D any D 2y il
LTSIOE

y O ]nm- Be, |osom O D D D

*p s Propenes of bergs (TCP

Rp Sate passan

retp Zrusral Flags Notes
hetos N

mep

For example, one in which each web server and outside a place gave over to access http and
https protocols. The source column of the address will be "any", which is the target column
because the target to a specific server to be accepted through the "host object" (for creating
hosts object Please refer to Hosts field in Network object section here is the link to give the
host object will be created in the same manner as the host and the creation stage of the policy
section and use the example currently in the link).

= Policy ) object & InsertRule [ Instan Connections IP-MAC Matcher
1 obiects Mao. Source | Destination  Semice Action Schedule | QoS/Band... Applicatio..| Security P Options
120 Metwork Objects & suleym.. -
[Tl Services
£ DoS & DDoS 0 & win_for_[Y Any ™ Any @ Accept [N Any ™ any ™ any ™ any i
[l QoS/Bandwidth £ win_for_|
2l Schedule &, INSIDE
Application Control
£ App 1 mouts.Bay  Day  @accept Bany  Bay Bay  Dany B
=-C Firewall L
=-E&% | abris Demo & WAUTH :
8 Global Policy ‘ T T
TAT Policy . .
i ctno 2 ™ Any & kalilinux Bt @ Accept Ay Dyany Dyany Many Bl
B th1 H
& ethz 3 EinsoeE™any  Many  @Deny [Many [ any G Applicati[™ Any B
i eth I
= w2ki12
& etha 4 ™ any a & rap @ accept any  Dyany  Dyany Dany Bl
& eths & win?
5 o 2 INSIDE.._ C _ L C C C [ ~
Firewall
= Maker
Labris
cted to is: 78.188.50.48. static.ttnet.com.tr L abris Teknoloji |
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NAT (Network Address Translate) Policy table

NAT Policy table is displayed with the fields Original Src, Original Dst, Original Srv, Translated
Src, Translated Dst, Translated Srv, Comment.

In this section, in accordance with the global policy also created the device permissions,
changing the status of the source, destination, and services will write the rules.
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Examplel: Internet NAT policy

-dﬁﬂﬁ.rﬂ—"-.hr e PR F.kug_ - a 5

Fle Edt Yew Modde Shout Hede

= 2 =

s [ Senar . koebguration 00 [t
5 [ slave- 4000 (1 obiects [ Me
B user Management | = [ etwork Objects )
= HGHS

& B INSDE

@ insert Fule I inatal Connsctions FMAL Matcher

o] Object

Cormmant

Tramslated Sre]  Tramslsted Dat Translated Sov

Doges  [gaece Do 4

Origanal Sre Original Dt

Emsoenet [any

Drignal Sov
: Sy1em E L, |
= Network Settings
2, Frewall

oy

= I feafrenaline
- g-{-{-[-a-iﬁy
& HAT Pobey

Propartsd of REEE (Haati

For example, a lot of the IP subnet address my device contains and leave all our internet users
out of their IP addresses through a single IP address we need over. So we have to translate the
network address.

IP subnet is 255.255.255.0 and your default gateway is 192.168.168.1 and 192.168.168.0
considering the need to build rule my IP Address; a of range IP address and target the source
192.168.168.0 255.255.255.0 on the Internet as a place to which "any" and all the services in
the same way that any change in the subverted will be converted to the destination address in
the above policy, such as changing to run assuming the IP address. In our example, changing IP
address is 192.168.168.1
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Example2: Web server access from Wide Area Network.

Copeole e e

Ele ESt Jew Module about Hep
{ & Polkcy ) Ctject © insert Aude P stat Cernacticns P MAC Matchar
‘ o  NesfrenaObect
Q Objects 3 No. Original Sr¢ Original Dst Orgingl Srv Translated Sec Transiated D5t Translated Sev Comment
) Q Q": :;ce,«n ) - - D 2y D crigesl 8 WsoE [ ongnat o]

* B Ws0E
& B NeasiostsObpe
* B OuTSOE

#
A = (Y Networks

Server
Load Balancer
& Lcense

v

»

T
s Q standard
AP
A0L
ash
datime
domain
frgee Peopertas of Weblerve Mo

fash wdeo
“p

Rp dxta
fp datapa
retp

Feeierdl’ Notes

Any source outside web server "any" http and https access to the supplier global policy is
written as (For global policy please refer to ADD Next generation firewall section) and later to
the server on specific ports from outside should identify which requests inside.

Example 3: Web Filter service enables.

Internet web filter service requests that returning web filtering. The following rule is written to
the NAT policy.

7 & X
Ele Edt Yew Modue About e

= = = 0 Pakcy ) Object © insent R P rarat Commactions B 1AL Matchar
= Bsenr ortouron  JNRURTIT )
= W save:2000 Q Oby g No Oniginal Src Origral 08t Origngl Srv Translated Src Transiated Dst Transiated Sev Commant
2 User Managemend IS
etvedAnging 0 FPwosoene ooy D 2y D orgnal B8 Ws0E D ongnal =

System
D Natwork Settngs retp
1 D2y B outsoe :”m D ongna B webServer [ Ongnal [}
- SRR - >

@ Artspamizetianug
:,' 0595
B Messagng

Server

o’ ? A‘-‘SCE_.‘-Q’.[
Lo0d Batancer = O A3%ess Panges
& @ Object Groups

= Lense

Propartas of Laben Webfe (TCF)

UZaueril’ Flags Notes

The resources specified in the rule, the user/user group, IP addresses/IP range, in the case of
http service running on the device to web subnet, IP filter rule is required to be sent to the
service. This rule should be written to all devices with web filtering. (For web filter please refer
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to Filters section here is the link to the web filter also web filter configuration screens to give

the link).
[Z Policy @ Object & InsertRule B instal Connections IP-MAC Matcher

[ objects Ma. Original Src | Original Dst | Original Srv | Translated Src| Translated Dst Translated Srve Comment
+ (@ Network Objects X0 B INSIDE_Net: routenet [ Any [ original [ original  [Y Original (5!
@ Services 1
5 @) DoS & DDoS %1 2 routenet | INSIDE_Net[™ Any [ original [ original [ Original &
%) QoS/Bandwidth I3 nttp N - N
5 @) Schedule 2 ™ Any £ OUTSIDE HTSDQD [ original B kalilinux ™ original ]_ﬂ
+ Application Control 1
. % Firewall 3 ™ Any & oUTSIDE B rap [ original & w2k12 [ original ]

=-E% | abris_Dem 4 ™ Any & OUTSIDE mwin?rdp [ original 2 win? H rdp ]'I_-—rl

5 B INSIDE_Net[™ Any B8 nttp [ original & INSIDE B Labris we ]
i B INSIDE_Net[™ Any O any & oUTSIDE [ original [ original 5!

- BB -

Firewall
Policy
Labris Maker

ected to is: 78.188.50.48. static.tinet.com.tr Labris Teknoloji J
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Interfaces
By default seven Interfaces are present in the firewall object.

They are eth0, ethl, eth2, eth 3, eth4, eth5, tun0.

Select General tab, Name of the interface is displayed.

[ Policy L8 Object B Install
Compile, save and Install the rules of Labris_Demo

Eﬁ Qbjects Opened Policy :Policys
+-[70) Metwork Objects Save Date 07 Jan 2014, 14:34:13
+-T) Services

+ -7 DoS &DDoS
+-- QoSBandwidth

+ - Schedule Previous Active Pelicy:Policys
- Save Date 07 Jan 2014, 10:25:42
+ -7l Application Contral

= Firewall
=B | abris_Demo
B Global Policy
MAT Policy
ethD
& cth
i cth2
& ctha
& cthd
& cths
ﬁ tun0

Connections IP-MAC Matcher

Current Active Policy ‘Policys
Save Date 07 Jan 2014, 14:34:13

4 Rollback

Properties of ethl ([Firewall Interface)

[ZZ02A0] settings | Notes  WAUTH

Name

cted to is: 78.188.50.48.static.ttnet.com.tr

Labris Teknoloji |
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Select Settings tab, we can Enable or Disable Dynamical source Address Translation, This
interface is an external network interface.

Coempile, save and Install the rules of Labris_Demo
tfi Qbjects Opened Policy :Policys
+-[F) Metwork Objects Save Date 07 Jan 2014, 14:34:13
+ Services
@ Current Active Policy :Policys
-} DoS & DDoS Save Date (07 Jan 2014, 14:34:13
+-Tl) QoS/Bandwidth
+-El Schedule Previous Active Policy:Policys

N S Cat 07 Jan 2014, 10:25:42
+ -7 Application Control ave ate an !

= Firewall
—-E% | abris_Demo
@ clobal Policy
@@ NAT Policy
& - eth 1
i oth?
i othz

=
=
=
+- il ethd
-
-

8 cihs
& tuno B save 4 Rollback

Properties of eth0 [Firewall Interface)

General WAUTH

Settings

| al Dynamical Source Address Translationl

||_ | This interface is an external network interfacel
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Select Notes tab, to write information regarding Interface (Optional).

‘ = Policy @ Object [ instan Connections IP-MAC Matcher
Compile, save and Install the rules of Labris_Demo
[fi Objects Opened Policy ‘Policys
+- @) Metwork Objects Save Date 07 Jan 2014, 14:34:13
+ Semvices
@ Current Active Policy :Policys
-] DoS & DDoS Save Date 07 Jan 2014, 14:34:13
+- ) QoS/Bandwidth
-l Schedule Previous Active Policy:Policys

o Save Date 07 Jan 2014, 10:25:42
+ - Application Control ave Sae an

= ﬁ Firewall
= E% | abris_Demao
B clobal Policy
@ NAT Policy
i ctho
i oth1
i cth?
i cth?
& oths
& oths
& wno Bl save 46 Rollback

T

Properties of ethD [Firewall Interface)

General | Settings |/lui=5| WAUTH

Notes
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Select WAUTH tab, we can enable or disable options like Active, Use SSL Connection, Use
Default Gateway IP

= Policy @ Object [ Install Connections IP-MAC Matcher
Compile, save and Install the rules of Labris_Demc
Eﬁ Qbjects Opened Policy ‘Policys
+-{Z7|) Metwork Objects Save Date .07 Jan 2014, 14:34:13
# @ Services Current Active Policy ‘Palicys
i@l DoS & DDo3 Save Date 07 Jan 2014, 14:34:13
+-[T) QoS/Bandwidth
+-E) Schedule Previous Active Policy:Policys
g Application Control Save Date .07 Jan 2014, 10:25:42
=] Ei Firewall
—-B% Labris_Demao
B Global Policy
G& MNAT Policy
[+ ath
+- i eth?
+ - eth3
+ - ethd
- @8 eths
- tuno B save

4 Rollback

Properties of ethd (Firewsll Interface)

General Settings Notes | WALTH |_

WAUTH
| Active

|_ | Use 3L Connedionl

[+ Use Default Gateway IP|

|Listening IPAddress: (159 |.[254 |.[1 |.| |

Firewall Application

e The Web Application Firewall (WAF) protects applications from current and future
security threats by combining multiple security engines into a cohesive Web
defense.

e Not like a “normal” firewall- Applies rules to HTTP conversations

e Allow or deny based on expected input — Unexpected input is a common method of
exploiting an application.

e SQl injection — Add your own commands to an application’s SQL query.

e A major focus of payment card industry, Data Security Standard (PCI DSS).

SSH Inspection

Labris SSH Inspector provides an easy and effective way to limit actions allowed over ssh. Its
engine detects the internals of ssh traffic and allows administators to manage and log ssh

traffic in depth. Administators can allow/block/log shell login, sftp, scp or HTTP request through
ssh port forwarding.
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Enabling SSH Inspection
SSH Inspection configuration is done in firewall object settings under Firewall module.

=L Firewall
=B slave

(8 Global Policy
- MAT Policy
- ethl

- eth2

- eth0

- eth3

- ethd

-l eths

In firewall object properties administrators can choose which actions will be enabled in ssh
traffic.

- Properties of slave (Firewall)

| General | Options | Notes | 225 Inzg=ciiny |

["] Allow HTTP request through ssh port forwarding
[ Allow scp

Allow shell login

[ Allow sftp

Restricting SSH Activities

In Firewall module under NAT Policy administrators decide which users will be redirected to
SSH Inspector.

Administrators add users/hosts/networks to be restricted to Original Src of NAT rule, port
number of SSH service to Original Srv, internal interface IP of restricted network to Translated
Dst and port number of SSH Inspector to Translated Srv.
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After installing NAT rule SSH traffic of users will be inspected by Labris SSH Inspector and
unauthorized actions will be blocked.

Monitoring SSH Activities

SSH activities of users are logged under /var/log/labris/sshinspection and can be monitored by
accessing Labris UTM over ssh.

Usage Notes About Labris SSH Inspector

e When using Labris SSH Inspector clients should accept Labris SSH Inspector's SSH key as
their remote SSH server key.

e When using Labris SSH Inspector remote SSH key changes are not visible to clients
behind Labris SSH Inspector.

Network Address Translation is used to communicate the internal network to internet. It will be
configured in the Router.

Network Address Translation is nothing but converting a group of computers IP Address to
communicate or to send the packets to the outside of the world through the internet.
Whenever the host computer in a Network need to send packets to the other internet user it
will be possible through the Router. In the router it must be configured for the communication
between outside of the internet user and host computer in a company LAN Network. The
router only will take care the changes in IP address whenever sending and receiving the packets
to and from outside of the network and internal LAN. It will be configured in Router in a table.

In the whole world there are billions of computers. For communication between them they
need unique IP Address like our street numbers and door numbers .NAT is a network

protocol used in IPv4 networks that allows multiple devices to connect to a public

network using the same public IPv4 address. NAT was originally designed in an attempt to

help conserve IPv4 addresses. NAT has become a common, indispensable feature in routers for
home and small-office Internet connections.
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NAT Types
There are three types of NAT

SNAT
Static NAT: In this type, host computer will have particular IP Address to communicate with
outside network. It is used for one device to communicate with outside network.

DNAT
Dynamic NAT: In this type, Router will assign the IP Address to communicate with outside
network. It is used for communication of group of computers with outside network.

PAT

PAT (Port Address Translation): This is the type of dynamic, but it will map multiple
unregistered IP Addresses to registered single IP Address using port numbers called Port
Address Translation.

Port Forwarding/Port Mapping

Port Forwarding is also known as Port Mapping is the process that a router uses to sort the right
kind of network data to the right port. Computers and routers use ports as a way to organize
network data. Different types of data, like web sites, file downloads, and online games, each are
assigned a port number. The router or firewall uses forwarding to send the correct data to the
correct place.

A firewall protects a computer by blocking unauthorized information, but if a firewall blocked all
the incoming and outgoing data, the computer would be unable to access the Internet. When a
computer user wants some data to go through the firewall and to send it to a specific location,
he can set up port forwarding. This gives the firewall instructions about which types of data are
allowed and how they should be directed.

Information on the Internet is associated with a port. Web pages, for example, are typically
assigned port 80. File transfer protocol (FTP), often used for downloading and uploading files,
typically uses port 21. Online games may use a number of different port numbers, but often
choose numbers in the thousands.

Port forwarding also serves as another way to protect computers. People outside the network

will only have access to the router or firewall, which will, in turn, control which types of data
reach the computers. Any data that does not come to the router with the correct port will not
be passed through to the computers inside the network.

Reverse Proxy engine

Reverse proxy engine is the feature for proxying web sites hosted on different real server with
different internal IPs through a single public IP address. Engine welcomes any incoming web
connection to your web sites. Then, fetch the web site data from the real server in your LAN or
DMZ and gives to the client.
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For example, any incoming web connection to your public IP (for example 85.10.10.10) will be
welcomed by the engine. There may be several web sites be hosted on this IP address. These
web sites may be hosted in different real/virtual machines inside your network. The engine will
bring web sites from where they are located and give to the client.

The engine is configured through a configuration file on current version. (/etc/sysconfig/Labris-
reverseproxy.conf). Configuration options and remarks are explained in the following table.

[options]
listen_port=2480
listen_port_ssl=2443

default_certificate_file=/etc/httpd/certs/serverl.crt
default_certificate_key_file=/etc/httpd/certs/privkey.pem

[revproxyl]
original_website_name=www.labrisnetworks.com
incoming_conn_type=nonssl
realserver_conn_type=nonssl
realserver_conn_url=http://www.labrisnetworks.com/

"listen_port" and "listen_port_ssl" attributes are
used for configuring listen ports for http ad https,
respectively.

Default value should be used, if there are not any
special conditions.

These attributes used for setting SSL certificates
which are used for terminating SSL connections.

A block of variables are defined for each web site
served through this reverse proxy engine.

Each block has a name which is enclosed between
“[ 17 and should include 4 attributes.

"original_website_name" attribute is the web site
name that the end user uses in his/her web
browser to request your web site.

"incoming_conn_type" attribute defines incoming
connection type. Options are "ssl" and "nonssl".

"realserver_conn_type" attribute defines protocol
with the real server hosting the web site. Options
are "ss|" and "nonssl".

"incoming_conn_type" and
"realserver_conn_type" attributes are also used for
terminating a SSL connection and fetching data
from a nonssl web server.

"realserver_conn_url" attribute defines the address
for the real web server inside your networks. Each
definition should end with a “/”. Internal IP
addresses for the real servers are defined in hosts
file (etc/hosts) or in first DNS forwarder server.

After configuring the engine itself, traffic should be redirected to the engine.

1. First of all traffic should be allowed. Traffic coming into YourPubliclP:2480 and

YourPubliclP:2443 should be allowed.

Example Global Policy;
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MNo. Source Destination Service Action Schedule |QoS/Bandw... Applications Security Po.., Options
Bl r_244z
0 ™ any £ OUTSIDE ) Accept [ Any ™ Any ™ any ™ Any =L

BElr 2430

2. HTTP/HTTPS traffic should be redirected into the engine. Traffic coming into
YourPubliclP:80 (or other http port) should be redirected to UTM_IP:2480 (or
configured listen_port). Traffic coming into YourPubliclP:443 (or other https port)
should be redirected to UTM _IP:2443 (or configured listen_port_ssl).

Example NAT Policy;

No. Original Src Original Dst Original Srv | Translated Src | Translated Dst | Translated Srv Comment
0 ™ Any 5, OUTSIDE B http [™ original £, webServerl B P 2480 i
1 ™ any £ OUTSIDE B hitps [ original & WebServerz B P 2443 i

54.Sample configuration:

/etc/sysconfig/labris-reverseproxy.conf:

;options must be set

[options]

listen_port=2480

listen_port_ssl=2443

; default certificate will be using on a ssl connection if any

; certificate for VirtualServer defined

; default_certificate_file=/opt/labris/etc/labris-Imc/certs/server.crt

; default_certificate_key_file=/opt/labris/etc/labris-Imc/certs/server.key
default_certificate_file=/etc/httpd/certs/serverl.crt
default_certificate_key_file=/etc/httpd/certs/privkey.pem

; Configuration parameters for VirtualServer setup

; numbers at the end of section names (revproxy*)

; must be increased sequentially

; (but writing order can be random)

; following configuration examples demonstrate connection types
; (incoming_conn_type - realserver_conn_type)

; non-ssl - non-ssl

; ssl - non-ssl

; non-ssl - ssl

; ssl - ssl

[revproxyl]
original_website_name=www.labrisnetworks.com
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incoming_conn_type=nonssl

realserver_conn_type=nonssl
realserver_conn_url=http://www.labrisnetworks.com/

[revproxy2]
original_website_name=www.labrisnetworks.com
incoming_conn_type=ssl|

realserver_conn_type=nonssl
realserver_conn_url=http://www.labrisnetworks.com/

VPN

VPN stands for Virtual Private Network. It is a Private Network which allows us to connect to
public network remotely in a secured way.

Personal VPN's allow you to encrypt your data from being sent from your computer to a VPN
Server. This prevents hackers from stealing your information when you access the Internet
from a public Wi-Fi. VPN’s can be used for several other things, than just getting passed
blocked sites, use Windows Firewall to block non-VPN traffic for selected applications, e.g. your
torrent client, a browser, download manager, etc. When using a VPN to secure a public Wi-Fi
spot.

From using your ISP connection, permit it to connect the the Internet using only the VPN
connection. Unfortunately, this will not work with the built-in firewall in Windows XP or Vista.

Right click on the VPN tab and select Connect.

(o Labris ManagementConsale.
evice File Edit View About

= 2 =

=] Device List
=M 40.99.12.221:4000
"h Lser Management
E System
| Metwork Setftings

v all
ﬁfﬁw
b FIen —

@Antis Disconnect

_ IDS/| Properties

@E] Messaging
Sernver

g Load Balancer

B License

=
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I T, - YT
IPSEC VPN Configuration

55. Profile Administration;
It is the section where IPSEC Profile definitions are made.

side ISSLVPN CLIENT | L2TP | Servis Yonetimi
<= Add Profile| | Edit Profile | {3 Delete Profile| 4|
2 3| Server Name Remote Wan IP Firewall Rule Status
3
= Policy
.+ Connection Tracking
1 Profile Administration Manage IPSEC Profile
2 Add Profile Create a New IPSEC Profile
3 Edit Profile Edit Selection IPSEC Profile
4 Delete Profile Delete Selection IPSEC Profile
Step 1:

56. Add Profile
It is used to create a new IPSEC Profile.

\AddProfile: X

Local Networks

1} Prafile Name |r-|erkez_tU_Ankara || | Active |§
Local Wan IP |eth1 (10.11.12.221) hd |]£

3! Description |IP5ECVPNAnkara
Local Metworks | Route Remote Netwaork Traffic From This Site | ]ﬂ

i gl |5
4] SelectPolicy |D"'fa“It hd | 5 lan_net - 192.168.20.0/24 (255.255.255.0) 12

d 7) 13
Identity Confirmation |'® Shared Key RSA 15

Shared Key
= s g | [
o o [ Fa] s

Remaote Networks @ ZJ g

1ﬂ Select Al | (<2 Add | |7 Edit ||3 Delete Zﬂ | | 2., Filter
Id Mame Remaote Wan IP Remote Netwarks Remote Lan IP Remote Id Process MAT_T | Status
1 Ankara 88.10.10.12 10.0.0.0/8 Start Mo Active

45 Advanced Seftings zﬂ zﬂ ESave xCancel 25

1 Profile Name IPSEC Profile Name

2 Active Status Active / Passive

3 Description Description for IPSEC Profile

4 Select Policy Select Policy for FAZ1 and FAZ2
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5 Add Policy Add New Policy Profile. Click for Details or Example
6 Identity Confimation Shared Key

7 Identity Confimation RSA. Click for Details or Example

8 Shared Key Shared Key Input

9 Show Password Show Shared Key

10 Local WAN IP Select Local WAN Interface

11 Local Networks (Automatic) All Local Networks Route Remote Network
12 Add Local Networks (Manuel) Add Local Networks or IP Address Manuel
13 Edit Local Networks (Manuel) Edit Local Networks or IP Address Manuel
14 Delete Local Networks (Manuel) Delete Local Networks or IP Address Manuel
15 Local IP Local IP Active / Passive

16 Local ID Lacal ID Active / Passive

17 Local IP Select Local IP from List

18 Local ID Local ID Input

19 Select All Remote Networks Select All

20 Add Remote Networks Create a Remote Networks Button Click for Details or Example
21 Edit Remote Networks Edit Remote Networks

22 Delete Remote Networks Delete Remote Networks

23 Filter Filter Remote Networks Input

24 Save Save IPSEC Profile

25 Cancel Cancel IPSEC Profile

26 Advanced Settings Advanced Settings Button

57. ldentity Confirmation RSA;
RSA (Rivest Shamir Adleman)
It is the section where common security key, used in the stage of establishing
connection with the remote network with which IPSEC VPN will be made, is defined.
RSA is an internet encryption and authentication system.

Identity Confirmation Shared Key | '® RSA 1_|

RSA
Create RSAKey ||12]

Lacal ?ﬂ ‘ |
Remote aﬂ ‘ ‘
1 RSA Identity Confirmation for RSA
2 Create RSA Key RSA Key Execute Button
3 Local Local RSA Key Input
4 Remote Remote RSA Key Input

297 Labris Networks



Administration Guide for Labris UTM
Version 3.4.2

58. Add Local Networks (Manuel);

It is the section where local network or IP addresses which can communicate with the remote
network with which IPSEC VPN will be made, are defined.

Add Network »
1] 2]

Select |[\®) MNew
3| 4

Name 5_|| ‘

Metwork Address Iﬂ | |

Netmask 1] ‘!24—[255.255.255.0} v ‘

9

& & save || ¢ cancer

1 Select Select Network or IP Address from Database
2 New Create a New Network or IP Adress

3 IP Create a New IP Address

4 Network Create a New Network

5 Name Network Name

6 Network or IP Address Network or IP Address Input

7 Netmask Netmask for Network

8 Save Save Configuration

9 Cancel Cancel Configuration

59. Add Remote Networks;

It is the section where local network or IP addresses in the remote network with which IPSEC
VPN will be made, are defined.
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EditRemote e tiwonks

1

2 3
J|\/ Auto Start J|

-I V| Active

MAT Traversal

Remaote Mame "U|Ankﬂrﬂ_Lucal_Netwurk |

Remaote Wan IP 5_|| 83112 | |

Route all network traffic from this site | 5_|

10
Remaote IP | | 11
| B

Remote Metworks | Ankara_Met - 192.188.2.0/24 (255.255.255.0)

7) [#]
8) (2]
o) [x]

12
1&]‘ +| Generate Firewall RuIeAutomatically‘
=

15| (=] save || 3¢ cancel
1 Active Remote Network Projile Active/Passive
2 Auto Start Connection Auro Start When Disabled
3 NAT Traversal NAT Traversal Active/Passive
4 Remote Name Name for Remote Network
5 Remote WAN IP Remote Static WAN IP Address
6 Local Networks (Automatic) All Local Networks Route Remote Network
7 Add Local Networks (Manuel) Add Local Networks or IP Address Manuel
8 Edit Local Networks (Manuel) Edit Local Networks or IP Address Manuel
9 Delete Local Networks (Manuel) Delete Local Networks or IP Address Manuel
10 Remote IP Remote IP Active / Passive
11 Remote IP Input Remote IP Input
12 Remote ID Remote ID Active / Passive
13 Remote ID Input Remote ID Input
14 Genarate Firewall Rule Autimatically Add Firewall Rule Automatically for Remote Network Access

60. Policy;

It is the section where IPSEC PHASE1 and PHASE?2 definitions are assigned to created profile.

(252 |[SSL VPN CLIENT | L2TP | Servis Yénetimi
setect All] [ <= ada] [ Edit| | ¢ Detete 2, Filter
Id ZJ Zﬂ Mame 4J 5J Mod Compact PFS Phase 1 Phase 2
1 Default main Mo Mo 3des-md5 3des-md5
. Connection Tracking
1 Policy Manage IPSEC Profile
2 Select All Select All Policy
3 Add Create a New Policy
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4 Edit Edit Selection Policy
5 Delete Delete Selection Policy
Step 2:

61. Add Policy
It is the section where connection method and policy general definitions before IPSEC PHASE1
and PHASE2 are made.

Editi Policy) X
d J
) | Compact Data Transfer | -
1| Policy Mame ‘ Defaut] | | Re-keying Enable|
2| pescription | Defautt_Profile ‘ | Fragmented PaCREtHE”d””g‘ Key tries
7
Mod | . r-p1ain| | Aggressive| | ikev2 | J 9-|| |
?d 4J 5_| 0 = Unlimited
1 Policy Name Policy Name Input
2 Description Description for Policy
3 Main Mod Connection Mod is Main
4 Aggressive Mod Connection Mod is Aggressive
5 lkev2 Mod Connection Mod is lkev2
6 Compact Data Transfer Compact Data Transfer Active / Passive
7 Fragmented Packet Handing Fragmented Packet Handing Active / Passive
8 Re-keying Enable Re-keying Enable / Disable
9 Key Tries Key Tries Value Input

62. Add PHASE-1;
It is the section where settings such as Encryption, Authentication, Connection times, The method to
follow in case of disconnection, are defined. It is required that the configuration made here is mutually
equal with the settings in the second place with which IPSEC VPN connection will be made.
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PHASE 2

EHASEN

Diffie Hellman Groups(DH):

U Encryption 2_|Authentiu:ation md5 hd 1g||
3] Encryplion 4] Authentication 12[ ] 14 or2048)| 3| [ ] 15 0H-3072)
2] Encryption 6] Authentication 14/([ ] 5(DH-1536) | 15)[ [ | 16 (DH-4096)

1oH768)| Y | V] 2DH-1024) |

1E| v'| Dead Peer Detection |

7] Key Life Time ‘28800 Sec| ¥ |
8 ) 1j Action | restart - |
J Rekey Margin |360IJ Sec - |
9_| Randomize Re-keying Margin ‘100 %| 13 Delay | 20 Sn|
13 Timeout | 120 Sec|
21
20 ESave ¢ cancel ‘
1 Encryption Encryption Metod
2 Authentication Authentication Metod
3 Encryption-More Encryption Metod
4 Authentication-More Authentication Metod
5 Encryption-More Encryption Metod
6 Authentication-More Authentication Metod
7 Key Life Time Key Life Time / Sec
8 Rekey Margin Rekey Margin / Sec
9 Randomize Re-keying Margin Randomize Re-keying Margin / %
10 Diffie Hellman Groups-1 Dh Groups -1 / 768 bit
11 Diffie Hellman Groups-2 Dh Groups -2 / 1024 bit
12 Diffie Hellman Groups-14 Dh Groups -14 / 2048 bit
13 Diffie Hellman Groups-15 Dh Groups -15 / 3072 bit
14 Diffie Hellman Groups-5 Dh Groups -5 / 1536 bit
15 Diffie Hellman Groups-16 Dh Groups -16 / 4096 bit
16 Dead Peer Detection Dead Peer Detection Active / Passive
17 Action Action : Restart / Clear / Hold
18 Delay Delay Time / Sec
19 Timeout Connection Timeout / Sec
20 Save Save Configuration
21 Cancel Cancel Configuration

63. Add PHASE-2;

It is the section where the second PHASE settings such as Encryption, Authentication, Connection
times, are defined. It is required that the configuration made here is mutually equal with the settings in
the second place with which IPSEC VPN connection will be made.
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PHASE 1) ¥rli== L

2

L
K

1| Encryption

4| Authentication

UKey Life Time |36|JE| Sec| v |

‘ | PFS Groups (DH): ‘ 8

2 | Authentication md5 A

none hd

Eﬂ Authentication none

I

1(DH-7E8) | v 2(DH-‘1D24—}| |

5 (DH-1535)| |

14(DH-2048}‘ ‘

15 (DH-30?2}| ‘

16 (DH-4096) |

10 11

13 1 il

13

S

E‘ Save

K Cancel |

1 Encryption Encryption Metod

2 Authentication Authentication Metod

3 Encryption-More Encryption Metod

4 Authentication-More Authentication Metod

5 Encryption-More Encryption Metod

6 Authentication-More Authentication Metod

7 Key Life Time Key Life Time / Sec

8 PFS Groups (DH) PFS Groups Active / Passive
9 Diffie Hellman Groups-1 Dh Groups -1/ 768 bit
10 Diffie Hellman Groups-2 Dh Groups -2 / 1024 bit
11 Diffie Hellman Groups-14 Dh Groups -14 / 2048 bit
12 Diffie Hellman Groups-15 Dh Groups -15 / 3072 bit
13 Diffie Hellman Groups-5 Dh Groups -5/ 1536 bit
14 Diffie Hellman Groups-16 Dh Groups -16 / 4096 bit
15 Save Save Configuration

16 Cancel Cancel Configuration
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Step 3:

64. Add Global Policy
For Remote Network access permissions in cases where Generate Firewall Rule
Automatically option is not selected, Step 3 and Step 4 must be applied.

Eila Edit yiew Module gbout Help

= = - | = Policy &) Object © Insert Rule B install Connections IPMAC Matcher

= B sener TR ER L 1
= | labris: 4000 abjects No. Sendce Action | Schedule QoS/Ban... Applicati.. Security.. Options

Usir Management | = Cf Network Objects -
g System » Hosts = pe L Am k
@ nccept D any [ any

] e L an
IPSEC_Other NSIDE_Net | any

= Network Settings = 1Y Networks ] 1
Firewall & @a Standard
VPN = a Usger Defined
a Filter NSIDEZ Met
3 Antispam/Antiin I ¢
= oswPs
& Messaging SSLVPN_Nat
Server WALTH_Nat
Load Balancer * @ Address Ranges
8= License # @) Object Groups

= Lisers
= § user Defined
My_IT_Department_Users
SSIVPN_Users
& [ Services
& [ Dos & DDo%
@ [ QosS/Bandwidth
+ [ Schedule
& @y Application Control
= O Firewall
= B NewFirewallobject Proparta of PSEC_Other {Natmvorkd

@ Global Pokcy .
2 1T oty izl Motes |

Step 4:

65. Add NAT policy

file Edit View Module About e
ﬁ g ! | & Policy @) Object © insert Rule P instal Connections P-MAC Matcher
= B server Configuration Ll LD
= labris: 4000 | Q objects No. Original Src Original Dst Original Srv | Translated Src Translated Dst| Translated Srv Comment
User Management | = ( Network Objects
System & Hosts
) Network Settings 5 @ Networks
% Firewall Standard
VPN - User Defined
é Filter —
Antispam/Antivirus |
& 10SMPS =l
@3 Messaging SSLVPN_Net
@ Server WAUTH_Net
Load Balancer R UL TRl T a—
6 Ucense | # @B Object Groups
| = users

= Q user Defined
My_IT_Department_Users
SSLVPN _Users
# @ Services
# @ DoS & DDeS
. QoS/Bandwidth

# @ Schedule
# @ Application Control
= Q Firewall
= B8 NewFirewallObject Properties of INSIDE_Net (Netword
Global Polic Sl
@ NAT Pa\::; % [TEUIERIN Notes 1

Name

. =(un0

66. Delete Profile
Select Delete profile to delete Connection.
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IxZ2e SSL VPN CLIENT | L2TP | Servis Ydnetimi

<~ Add Profile 7 Edit Profile | #% Delete Profile |

Server Name Remote Wan IP Firewall Rule Status
= s TEST (10.11.12.221/PSK) {57 Profile Administration
test 1.1.1.2 Yes Active 15 Policy

i Connection Tracking

Then a screen appears prompting Are you sure you want to delete connection Test VPN, click
on Yes tab to delete connection.

X

@ Are you sure you want to delete connection TestVPM 7

Yes Mo

Below screen appears stating Changes saved, click on Ok.
EP x

@ Changes saved.

oK

67.Connection Tracking;

IPSEC Connection Monitoring / Status, Send and Recive Bytes/Package, Phase-1/Phase-2
ReAuthentication Status.

IxZZe | SSL VPN CLIENT | L2TP | Servis Ydnetimi
. Connect & Disconnect
Connection Name Phase 1 Reauthentication Received Bytes/iPackage | Send Bytes/Package Remote IP Status
= f TEST (main-10.11.12.221-PSK) ¢ Profile Administration
. test = - = 1112 Pali
= f Merkez_to_Ankara (main-10.11.12.221-PSK)
2 Ankara = = = 88.10.10.12
= f Merkez_to_lzmir (main-10.11.12.221-PSK)
] Ankara = = = 88.1.1.2

SSL VPN Configuration using CLI.

Open CLI using root user

Step 1:
For SSL VPN, sample Configuration file is copied to relevant folder. labris-ssl-vpn.conf file is
edited taking the following sample as base.

# cd /etc/openvpn/
#ls
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samples
# cp -a samples/labris-ssl-vpn/* .

# s -ltr
labris-ssl-vpn labris-ssl-vpn.conf up-down.sh samples

# vim labris-ssl-vpn.conf

And edit labris-ssl-vpn.conf;

#SSL VPN client using ip address (SSLVPN Network)
server 172.16.0.0 255.255.255.0

# Change Maximum online client count
max-clients 100

# access to Local Area Network address (INSIDE Network)
push "route 192.168.2.0 255.255.255.0"

Step 2:

68. Create a new global policy
INSIDE Network access to SSLVPN Network and SSLVPN Network access to INSIDE Network.

[ Labrie Management Coneole - &)
e Edt View Module About Hel|
“m - - ’ > Policy @) Object © Insert Rule P instal Connections 1P-MAC Matcher
= B server Confiquration PN NenfremotObiect - - -
= i - 000 Q objects No. Source Destination | | Senvice Action Schedule QoS/Band... Applications Security P...  Options
tanagemeny | ork Object ; 3 y : nal
o ngggu jects o Diany |Goursoe | [RIsswen [Oaccept DAy DAy  Day  Day =
é @ B INSIDE 1 FPINSIDE_ Net  EPSSLVPN Net [ Any | @ Accept [ Any D any D any D any il
@ BN - =" . \
o P sSUVPN_Net P INSIDE_Net
v 8 N 2 \ = o Any @ Accept Any A Ary Am gL
o Gl Y P SSLVPN Users EF INSIDE2_Net B any B an B any B any B any
® + 8 |
a
A
SSL VPN Port. Exam TCP '"4443" or TCP "x"
Proparties of SSLVPN (TCP)
Sunurdl Flags Notes
Name
SSLVPN
Source port range Destination port range
Stant: = Start: 4443 7
End L= End: 4z g

Step3:
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69. Create a new NAT Policy

JLabriz Managenent Console
File Edit View Module About Help
ﬁ ! ! [ & Policy @) Object © Insert Rule P install Connections IP-MAC Matcher
s Bsever g e
= B slave:4000 Objects No. Original Sr¢ Original Dst Original Srv  Translated Src  Translated Dst  Translated Sv Comment
? User Management | = (§ Network Objects
System = {§ Hosts
2 Network Settings @ B INSIDE
Firawall # [ NewHostsObje
VPN # @ OUTSIDE
i Filter # & WebServer
& Antispam/A Jt w3 Networks
& IDS/PS & [ Standard
%?:5539'”9 = ( User Defined
5o SEIVET
v Load Balancer :ﬁ’&fm
@ License &3 Addeass Ranges.
@ @) Object Groups
¥ [ Users
= { Senvices
¥ @ IovP
8 1
¥ @ P
© @ UoP
@ @ Custom
# @ Senvice Groups
& @ DoS & DDoS
& @ QosfBandwidth Proparties of INSIDE_Net (Network)
© @ Schedule ek
& @ Application Control | | NGZIZEIN Notes
& Q Firewal
= B8 Newrirewaliobjectlt| | 1™
@ Global Policy INSIDE Net
@ NAT Policy
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Step4:

Select a SSL VPN User (Please refer User Management section to add user) and add/Select VPN
user (Please refer SSI VPN Client section for VPN=> User Administration = Add)

abrie Management.Congo
Eile Edit Misw Module About

- 2
= B server

= M slave:4000
& User Management
i System
£ Network Settings

4 Flte
) Antispam/antivirus
o Dsnes
B Messaging
. g JETVET
Load Balancer
&= License

RSARYAYERIETE L2TP

Bl VPN Main 4

select All | 3 Delete || JEdt|| $1add | 7 Settings 2, Filter
= | ‘3¢ Configuration
User Name Name Surname 1P Address Source Domain ) "
salb Salblcoinar 108329 Jabs l'a User Aummustratmnl
A s i A :
administrator 10.8.3.4 ad labtest.local

4 sendce
L] Connection viewer

Save Changes

B4 apply
& Discard

Step5:

70. Add a user on policy.
(Please refer to Users in Object Group section for Create Network Object = Users)

abpb Managemen

L] h Server
= [ slave:4000
B user Management
é System
£ Network Settings
Firewall

T VPN
o Filter
@ Antispam/Antivirus
) 10s/PS
& Messaging
Server
ik Load Balancer
@ Ucense

b g i
Eile Edt View Module About

B X
Helo

l & Policy ) Object

onfiquration Nenf conadObpact

© Insert Rule

P install

Connections IP-MAC Matcher

] Objects
= (3 Network Objects
Hosts
& INSIOE
@ B NewMostsObject
# & OUTSIDE 1
s B WebServer
= [ Networks 2

. Standard
= User Defined

No. Source
8 INSIOE
& OUTSIDE

INSIDE Net

Destination Service

B Ay

SSLVPN Net

Action

Accopt

Schedule QoS/Ban... Applicati.. Security P..
Dany @ accept [ Any

Arny

Optio

Day DBay Day Byl

ns

; INSIDE_Net

SSLVPN_Net

# @) Address Ranges

s (§ users
= Q User Defined
2 My IT_Departmen
N SSLVPNUsers
e Ele

# @ D0S & DDoS

+ @ QoS/Bandwidth
+ @) Schedule 3
Application Control

= Firewall
= B8 NewFirewaliObject
Global Policy
€ NAT Policy
tund
etho
ethl
eth2
ethd 10
eth3
eth4

aths

Name

SSLVPNUsers

FEEEEE

Name

fsso user
salih user
$5310004,.. user

Type

Properties of SSLVPNUsers User Group

Users In Database

A Filter

Domain Source

>

labtest.local ad -
slave
labtest.local

labris

ad <

salih
sam

Name

Users In Current Group
3 Fi
Type

user

user

Domain
slave
slave

Source
labris
labris

71.SSL VPN CLIENT - User Administration
The management part deals with adding user names and passwords to electronic directories
along with the assignment of rights to data and network resources such as files, databases,

printers, Internet. Maintenance includes updating the directories when employees change their
job classifications or departments or leave the company.
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In the right pane under VPN Main, select SSL VPN CLIENT - User Administration.

IPSeCI =S5 LYY T ERIE T L2TP S'M etimi
Se\ec‘tAIII I # Delete I / Edit " oA Add I 7 Settings I 5J 2 Filter
1J ZJ User Name S‘J g Mame Surname IP Address Source Domain
1 Select All Select All Users
2 Delete Delete Selection User/Users
3 Edit Edit Selection User
4 Add Add User
5 Settings Setting SSL VPN CLIENT

SSLVPN Client

SSL VPN (Secure Sockets Layer virtual private network) is a form of VPN that can be used with a
standard Web browser. In contrast to the traditional Internet Protocol Security (IPsec) VPN, an
SSL VPN does not require the installation of specialized client software on the end user's
computer. It is used to give remote users with access to Web applications, client or server
applications and internal network connections.

An SSL VPN consists of one or more VPN devices to which the user connects by using his Web
browser. The traffic between the Web browser and the SSL VPN device is encrypted with the
SSL protocol or its successor, the Transport Layer Security (TLS) protocol. An SSL VPN offers
versatility, ease of use and granular control for a range of users on a variety of computers,
accessing resources from many locations

S5 HN G ENT) I'_ L2TP
Select All & Delete || 7 Edit || 2 Add || 7 Seftings 2 Filter
User Mame Mame Surname IP Address Source Domain
zalih Salih Ucpinar 10832 labris slave
sam sam 10838 labris slave
administrator 10834 ad labtest local

Add
Click on Add tab
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Select All # Delete | | 7 Edit | C=] Addl 7 Settings 2\ Filter
User Name MName Surname IP Address Source Domain
zalih Salih Ucpinar 10832 labriz slave
sam sam 10.8.3.3 labris slave
administrator 10.8.3.4 ad labtestlocal
Below screen appears.
Add Use] x
Selecting Users u» B
All Users Selected Users ZJ
quest 2 Filter 2 Filter
Name Type Source Domain Name Type Source Domain
salihucpinar user ad labtestlocal - 3 | guest user ad | labtestlocal
guest user f ad ' |abtestlocal I [
sm_049f0210624...| user | ad | labtestlocal |
labris user ad labtestlocal
sam user labris slave ﬂ
administrator user ad labtestlocal
sucpinar user ad labtestlocal A
sm_34ac2b83ba0... user ad labtestlocal r
salih.ucpinar user ad labtestlocal
sm_55aedf26845a... user ad labtestlocal -
(oo

These are the inputs adding User to SSLVPN Client

All Users

All the Users are displayed in this field

Selected Users

Selected Users are only displayed in this field

3

>

This symbol helps us to add Users to Selected Users from All Users

4

<

This symbol helps us to remove User from Selected Users list

Click on Ok to add User.

Adding User is in Progress

Apphying changes...

In the below screen we can notice Selected User added to the SSLVPN Client.
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Select All # Delete || 7 Edit || 47 Add || _7 Settings 2 Filter
User Mame Mame Surname IP Address Source Domain
o guest ' ' 10.8.33 ' ad ~ labtestlocal |
=1 salih [ Salih Ucpinar [ 10.8.2.2 ' labris [ slave i
sam sam 10.8.3.8 labris slave
administrator 10834 ad labtestlocal

Edit
Select User and click on Edit tab

= DY PERIETE L2TP

Select Al # Delete | | 7 Edit | $4 Add | | 7 Settings labris 2, Filter
User Name Mame Surname IP Address Source Domain
zalih Salih Ucpinar 108.3.2 labris slave
v sam ! sam ! 10833 ! labris ! slave I

Edit User tab appears, we can only edit IP Address and click on Ok tab.

Edifillse: X
User Mame
Domain
IP Address |10.83.8 | Automatic
Cancel
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Editing User is in Progress.

Apphying changes...

In the below screen, we can notice IP Address has been changed.

| 2SS ERIETE L2TP
Select All # Delete | | 7 Edit | | 42 Add | | 7 Settings Iabris 2 Filter
User Name Mame Surname IP Address Source Domain
salih Salih Ucpinar 10832 labris slave
sam sam 10.8.3.8 | labris slave
Delete

Select User and click on Delete tab.

|FEEEYATERIE T L2TP
Select All | # Delete ] [ 7 Edit | | 2 Add | | 7 Seftings Iabris 2 Filter
UserMame MName Surname IP Address Source Domain
zalih Salih Ucpinar 108.3.2 labris slave
|_"7' f sam sam 10.8.3.8 labris slave

Then below screen appears, Click Ok to delete.
[
Selected records will be deleted. Are you sure ?

| Cancel

Deleting Process is in progress.

Celeting...

Below screen appears displaying information, Selected records have been deleted. Click on Ok
to close the current tab.

311 Labris Networks



Administration Guide for Labris UTM
Version 3.4.2

nfo; b4

@/ Selected records have been deleted.

Settings
Click on Settings tab to view and change the Settings of SSL VPN Client.

=S BN PERIEFIE L2TP

Select All # Delete || 7 Edit || 42 Add || _~ Seftings 2, Filter
User Mame Mame Surname IP Address Source Domain
zalih Salih Ucpinar 10.8.3.2 labris slave
administrator 10834 ad labtest.local
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AD Settings tab appears.

| v Grnup.&uthnrisingl u

IDnmain Mame | 2 I
T 3
Work Group i |
| AD Group | 4 I
2 Filter i

| Please selectthe group from the table |

Mame Type Source Domain
sales aroup ad |abtestlocal -
management qgroup ad labtest.local
pazarlama aroup ad |abtestlocal =
it [ group [ ad '~ labtestlocal |1
domain guests | group [ ad [ |abtestlocal [
domain users qgroup ad labtest.local
accounting aroup ad |abtestlocal
unfiltered qgroup ad labtest.local
winrmremaotewmi... aroup ad |abtestlocal
domain admins qgroup ad labtest.local -

\‘ oK Cancel

1 Group Authorizing We can enable or disable this option

2 Domain Name Domain Name is selected by default

3 Work Group Work Group is selected by default

4 AD Group Select AD Group from the group table.
Click on Ok.
L2TP

L2TP uses packet-switched network connections to make it possible for the endpoints to be
located on different machines. Layer Two Tunneling Protocol (L2TP) is an extension of the
Point-to-Point Tunneling Protocol (PPTP) used by an Internet service provider (ISP) to enable
the operation of a virtual private network (VPN) over the Internet.

The two main components that make up L2TP are the L2TP Access Concentrator (LAC),which is
the device that physically terminates a call and the L2TP Network Server (LNS), which is the
device that terminates and possibly authenticates the PPP stream.
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SSL VPN CLIENT |

Enable L2TP connection

Settings

Users

User IP
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Add

Enable L2TP connection to view and change settings of L2TP and to Add, Edit, Delete Users to
L2TP.

Click on Add tab

SSL VPN CLIENT |i_i 2']’5' |

||_7 Enable L2TP connection |

Settings
Server IP: 182.168.1.120

Pre-shared Key:

IP Range: 192.168.1.128-192.168.1.254
Local IP: 182.168.1.99
Router:
Other:
Users \
User IP Add
Edit
Delete

Add User tab is appeared.

| Name: |Jhon

" Password: eesssssss

2
1P araligindan bir adresi otomatik ata

IP:
3 192.168.1.131|

Ok Cancel

These are the inputs to add an User.
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1 Name Type the name of the User
2 Password Type the Password for the User
3 P We can enable default IP or give an IP within the IP range

Click on Ok to add User.

In the below screen, we can notice new User added to the Users list of LZTP within the IP
Range.

SSL VPN CLIENT | L7ra|

v'| Enable L2TF connection
Settings

Server IP: 192.168.1.120
Pre-shared Key:

IP Range: [192.168.1.128-192.168.1.254
Local IP: 192.168.1.99
Router:
Other:
Users
User P Add
Jhon 192.168.1.131
Edit
Delete

Edit
Select the User and click on Edit tab.

Users
User IP \Add
Williams n |
-Edit
Jhon 192.168.1.131 -
Delete
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Below screen appears.

We can edit Name, Password and the IP of the User.

AddiUpdatelisen X
Mame: |Wiliams

Password: esssses

P TP aralligindan bir adresi otomatik ata
[192.168.1.140]
| cance
Click on Ok.

We can notice the changes made to the User in the below screen.

S5L VPN CLIENT | LuT

v Enable L2TP connection
Settings

Server IP: 182.168.1.120
Pre-shared Key:

IP Range: 192.168.1.128-192.168.1.254
Local IP: 192.168.1.99
Router:
Other:
Users

User IP Add
Williams 192.168.1.140 || Edit
Jhon 192.168.1.121 [

Delete
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Delete
Select the User and click on Delete tab.

Users

User IP Add
|!wmiams 192 168 1140 || —
Jhon 192.168.1.131 I

Delete User tab appears with User name, click on Yes tab to delete the User.

syl 5 X

@/ Are you sure to delete the user?

Yes &[]

We can notice the selected User deleted.

Users
User IP Add
Jhon 192.168.1.131 Edit

Delete

72.Service Management
In the right pane under VPN tab, select Service Management.

IPSec SSL VPN CLIENT L2TPI SIS OTTEHTT] I
IVF'N Badlant Tiri | | | ourLN ] ‘ ‘ | islem |
1) 2] Hl
IPSec VPN v iy Starl @" Stop 7 Restart
L2TP VPN i o Start & stop wr Restart
PPTP VPN v iy Starl &" Stop +7 Restart
SSL VPN i o Start & stop wr Restart
| 1 | VPN Connection Type VPN Connection Type List |
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2 Status Connection Status
3 Action Connection Start / Stop / Restart
FILTER

Filters are rule sets that control the flow of traffic into and out of a device. it consists of a series

of from-then statements

You cannot apply more than one firewall filter per port, VLAN or router interface per direction
input and output. For example, for a given port you can apply at most one filter in the input
direction and one filter in the output direction. You should try to be conservative in the number
of terms that you include in each filter, because a large number of terms require longer
processing time during a commit operation and can make testing and troubleshooting more
difficult.

Lo b Sl Tl O E T TN AU IS L

L=

File Edit View Module Abou

- 2 =

= 8] Server
=M 73 188.50.48:4000

"i"* User Management
E System
] Metwork Settings
B Firewall
%% VPN
& Antispam/Antivirus
D3PS
@E‘j Messaging
Senver
hd Load Balancer
&= License

The purpose of the filter is system can drop packets based on header information, rate-limit
traffic, classify packets into forwarding classes, log and count packets or prevent denial of

service attacks.

319 Labris Networks



Administration Guide for Labris UTM
Version 3.4.2

[ Labris I Jementionsole;
File Edit View Module Abou

- 2 =

=] Server
= M 78 188.50.48:4000
lﬂ‘l Lser Management
E. System
| Metwork Settings
EE Firewall

| E: Filte]_

() Antiz] Connect
! IDS/ pisconnect
Mes
Sen
g Load Balancer
B License

Properties

Right click on Filter and select Connect.

73.Filter Groups
M - O ;’
File Edit View Module About Help
% g % Banned Filters m-ii Exception Filters | /" Configuration M-ii Log Monitoring
=84 Server = Mame: |Defautt
= Q 78.188.50.48:4000
# User Management Default Default Group: hd
& System \WF-Demo Mode: Filtered |
| Netwaork Settings WF-Sales o ;
BY Firewall WF-Accounting Filtering Level: High |+
i Al WF-Marketing Anti-virus Scanning: |+
WF-Management
Antispam/Antivirus WF-Unfitered Time Limit
@”Ej L\?eséflsPaZing Start End Days JL Add Time
08:30  [17:30  |Mon,Tue,ThurWed Fri
Y Server i #2 Delete
Load Balancer
= License
Users
You can manage users of this filtering group.
JL Add User..
2 Add Group..
A Add 1P
3 Delete
URL/Content Filter Service Status:  Running 3__:‘ ==
Iﬂ Lmc server address you are connected tois: 78.188.50.48 Labris Teknoloji J

Add New Filter Policy
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These options will be exposed to the web filter.

T, — © X

Ble Edt Yhes Module About telo

" o= o®

w B server F_
Qbjects

& Pobcy o) Objact © insent Rule | 0T Cennections P MAL Matcher

Nont ¢ oo okl ton

w B vave 2000 Transloted . Yrandated Dst] Transisted Sov  Co

Uter Maragement
System
D Network Settngs

-~
o Fiter
@ 2renpamvintant

» 03 Network Cojects
* @) Serwes

# @) 00S & 000S

& I3 CoBandmath
& B Schedule

& B Appication Control

Oniginal Dt Oniginal Sev
() deyy

Onignal Se¢

S osrs
D mestagng
Server
Load Balancer
8= Ucense

Add/Edit Filter Group
Click on Add icon to add a filter group.

Fm @ Banned Filters | @ Exception Filters | '|‘E‘,‘ Configuration | @ Log Monitoring ‘
B Name:

[Default

Ad

Defaukt Default Group:
VWF-Demo Mode: Filtered ||
WE-Salez

High ||

Anti-virus Scanning:

WF-Accounting Filtering Level:

WWF-Marketing
WF-Management
WF-Unfitered

r Time Limit

A Add Time
# Delete

Start End
08:30 |17:30  |Mon,Tue,Thur,Wed,Fri

Days

E-U‘EEI’E

You can manage users of this filtering group.

A Add User..
£2 Add Group..
L AddIP.

2 Delete

i

URL/Content Filter Service Status: Running E_, EQ

Add Group tab appears, Give the Name of the Group and click on Ok.
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@ Enter group name:
IJusephl I
[ Canel

In the below screen we can notice new Filter Group added in the list.

i.}j Hl e G RO p s '% Banned Filters ﬁ‘-h Exception Filters | '/ Configuration 'ﬁ‘ Log Monitoring

—

Mame: |Joseph

A = :_:r
Default Default Group: Default -
WF-Demo Mode: Filtered |+
WF-Sales
WF-Accounting Filtering Level: High hd
WWF-Marketing Anti~virus Scanning: |+
WF-Management
WF-Unfittered Time Limit
I.IDs-Eph . Start End Days sl Add Time
# Delete
Users
You can manage users of this filtering group.
ClL Add User..

2 Add Group..
= Add IP..

2 Delete

a9

LURL/Content Filter Service Status: Running
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Editing Filter Group

L3 Filide Sronus "? Banned Filters ﬂ Exception Filters | /' Configuration ﬂ Log Monitoring
- 9 [Teme )
90 = - f—_-'| ame: |Joseph
Default | Default Group: [WF-Unfitered [+ 2J
WF-Demo [oge: Filtered |+ 3
WF-Sales | -
WF-Accounting |Fi|tering Level: Medium v|
WF-Harketing | Antivirus Scanning: |||
WF-Management )
VWF-Unfitered UIr
Hoseph | Stat | End Days L Add Time
# Delete

Users
You can manage users of this filtering group.

‘L Add User..
%2 Add Group..
L AddIP..

2 Delete

These are the inputs for Filter Groups

1 Name We can edit name of the filter group

2 Default Group Choose Default Group from the drop down list
3 Mode Choose Mode type from the drop down list

4 Filtering Level Choose Filtering level form the drop down list
5 Anti-virus Scanning | We can Enable/Disable this option
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Click on Save icon to save the Group configuration

ij. Fllig2r Brunus ‘? Banned Filters ‘ﬁ‘ Exception Filters | '/ Configuration ﬂ" Log Monitoring

da = i MName: |loseph

Default Default GrUUp: WE-Unfiltered b
WF-Demo Mode: Filtered |+
WF-Sales

WF-Accounting Filtering Level: Medium| ¥

WWF-Marketing

Anti-virus Scanning: |+
WF-Management

WF-Unfitered VTS L
[Joseph | Stat | End Days . Add Time
# Delete
Users
You can manage users of this filtering group.
‘L Add User.

‘4 Add Group..
L AddIP..

2 Delete

Delete Filter Group
Click on the Remove icon to Delete Group.

L9 Filidr Sroiins ﬁﬁ Banned Filters ﬂ\ Exception Filters | [ Configuration ﬂ\ Log Monitoring

,'_LD i Mame: |loseph

WF-Accounting
WF-Marketing
WF-Management
WF-Unfiltered

I.Iuseph

. =
Default g ormove LT Default Group: WE-Unfiltered hd
WF-Demo Mode: Filtered |+
WF-3ales

Filtering Level: Medium|

Anti-virus Scanning: |«
Time Limit

Stat | End Days

Users

You can manage users of this filtering group.

'L Add Time

#¢ Delete

‘L Add User..
2 Add Group..
= Add IP..

# Delete

Delete Group tab appears, click on Yes to Delete Group.
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In the below screen we can notice Filter Group deleted.

S ETEnGronpE) W)

g =

—

Default
WF-Dremo
WF-Zales
WF-Accounting
WF-Marketing
WF-Management
WF-Unfittered

Time limit

Time limit enables us to set up Starting time and ending time of the Filter Groups.

& R GEronps, % Banned Filters ﬂﬁ Exception Filters | /" Configuration 'ﬁ! Log Monitoring

-_‘I-. (S ) \}
Defaukt

WF-Demo
WF-Sales
WF-Accounting
WF-Marketing

Mame: [WF-Demo

Drefault Group: Default hd
Mode: Filtered |=
Filtering Level: High -

Anti-virus Scanning: |+

WF-Management
WF-Unfittered

Time Limit

Start End Days

Sh Add Time
# Delete

Add Time
Click on Add time tab

325

Labris Networks




Administration Guide for Labris UTM
Version 3.4.2

|':\_3, ElleRiEronps | @ Banned Filters ﬂ‘ Exception Filters | '/ Configuration ﬂ Log Monitoring

f = % Mame: [WF-Demo

Default Default Group: Default i
[ F-Demo | Mode: Filtered |
WF-Sales |

WF-Accounting Filtering Level: High hd

WF-Marketing

Anti-virus Scanning: |+
WF-Management

WF-Unfitered '
Start | End Days /L Add Time

# Delete

Time Limits tab appears.

Time Lin jﬁ_ra._—;[
Edit time limits of this filter group. 1 I
EnrE=l C lod 20
IEndTime: EE=H 2 3::':|
[-Cays

[« Wonday] [v] Tuesday| [+ Wednesday|

[« Thursday [« Friday]

Saturday Sunday ﬁ

AllDays  |[v] Weekdays Weekend

o conei

These are the inputs for adding Time Limit.

1 Start Time Choose the starting time

2 End Time Choose the ending time

3 Days We can enable specific days
Click on Ok.

In the below screen, we can notice Time Limit
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Bl ErRsronps ‘? Banned Filters ‘H" Exception Filters | '/ Configuration ﬂ" Log Monitoring

g = < H Name: |WF-Demo

Defautt Default Group: Crefault -
HF-Demo ) | mode: Filtered |+
WF-Sales

WF-Accounting Filtering Lewvel: High -

WF-Marketing
WF-Management

Anti-virus Scanning. |«

WF-Unfitered Tz Lot
Start End Days ' Add Time
09:30 1430 Mon,Tue Thur,Wed Fri
e | # Delete
Delete Time
Select the Time Limit and click on Delete tab.
|'1Lj. Fllizr E.‘rbup:.l @ Banned Filters “ﬁ‘ Exception Filters | |/ Configuration ﬂ Log Monitoring
= & M Name: |WF-Demo
Default Default Group: Drefault -
[Wr-Demo | woce: Filtered |
WF-Zales
WF-Accounting Filtering Level: High hd
WF-Marketing Anti=virus Scanning: |+
WF-Management
WF-Unfitered VI Lo
Start End Days " Add Time
09:30  14:30 Mon,Tue, ThurWed,Fri I & Delete

In the below screen we can notice Time Limit deleted.

|Z§ EilLer: Grbu,us[ @ Banned Filters H Exception Filters | '/ Configuration ‘ﬁ* Log Monitoring

dp = 4 A Mame: |WF-Demo

Default Default Group: Default -
| I.

g | Mode: Filtered |
WF-Sales

WF-Accounting Filtering Lewvel: High -

WF-Marketing
WF-Management
WF-Unfittered Time Limit

Start End Days " Add Time

Anti-virus Scanning: |+

# Delete
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Add Users
Click on Add Users tab

ﬂﬂ Eilter Grbup:.l ‘% Banned Filters ﬂ‘ Exception Filters | ! Configuration 'ﬁ‘ Log Monitoring

¥ = ¢ A Mame: |WF-Demo

Default Default Group: Default -
Wode: Fitered |~

WF-Sales |

VWF-Accounting Filtering Level: High -

WF-Marksting Anti-virus Scanning: |+

WF-Management

WF-Unfitered WL

Start End Days Ll Add Time
# Delete
r Users

‘You can manage users of this filtering group.

seven@labtest local ,:, Add User.
2 Add Group..
4 AddIP..

# Delete

Add Members tab appears, in which we can choose Members and click on Ok.

Adauembens: ?’]

Search:

Mame

sm_fdccb10bdbad42i98@labtest local B
salihucpinar@labtestlocal
guest@labtestlocal
sm_949f021062dd4c10a@labtest.local
labris@labtestlocal
|v] sam@siave |
;'administrator@lamest.local
sucpinar@labtest.local
sm_34acZb83b806403co@labtest.local
|w! =salih.ucpinar@labtest local rJ
||sm_55ae4i2645a049769@abtestlocal -
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In the below screen, we can notice selected Members added to the Filter Group.

4 Fiiizr Sruups | ) Banned Filters | (5) Exception Filters | '/ Configuration | 2 Log Monitoring

P = & ﬂ Mame: |WF-Demo

Default Default Group: Default hd

Hode: Fitered | v

WF-Sales

WF-Accounting Filtering Level: High -

WF-Warketing Anti~virus Scanning: |v*

WF-Management

WF-Unfitered Time Limit

Start End Days s Add Time
# Delete
=1
You can manage users of this filtering group.
salih.ucpinar@labtest. local s Add User..
sam@slave -
seven@labtest local “ Add Group..
+ AddIP..
# Delete
Add Groups
Click on Add Groups tab.
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|E§ FlrZF Erning ' ﬁ! Banned Filters ﬂ‘ Exception Filters | | Configuration ﬂ'-'- Log Monitoring

da = ¢ B Name: |WF-Deme

Default Default Group: Default hd
S | wode: Filtered |+
WF-Zales

WF-Accounting Filtering Level: High -

WF-Marketing

Anti-virus Scanning: |+
WF-Management

WF-Unfitered VTE L
Start End Days ‘L Add Time
& Delete
You can manage users of this filtering group.
seven(@labtest. local ‘s Add User..

zalih.ucpinar@labtest lecal

sam@slave "2 Add Group..

2 Add IP..

# Delete

Add Members tab appears, select the Groups and click on Ok.

AddiMembess: X
Search:

MName

»

@Management@slave
@3Sales@slave
[@Marketing@slave
[ @loakusers@siave IJ
" |l@sales@labtestlocal
[@management@labtest.local
[@pazarlama@labtestlocal
@it@labtestlocal
[@domain guests@labtest.local
[@domain users@labtest.local
@accounting@labtestlocal

In the below screen, we can notice Group added in the Users list.
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‘? Banned Filters ﬂ' Exception Filters | /" Configuration ‘H" Log Monitoring

dp = & A Mame: |[WF-Demo

Default Default Group: Default hd
g | Mode: Filtered |
WF-Sales |

WF-Accounting Filtering Level: High hd

WF-Marketing

Anti-virus Scanning: |+
WF-Management

WF-Unfitered U= Wt
Start End Days " Add Time
# Delete
Users
Y¥au can manage users of this filtering group.
salih.ucpinar@labtest.local -
sam@slave =3 Add Group..
seven(@labtest local add 1P
# Delete

Add IP/ IP Range
Click on Add IP tab.

|':i FJ'ii':.-r G‘rbup:.l] '? Banned Filters ﬂ" Exception Filters | /' Configuration ﬂ‘ Log Monitoring

dh = e A | Mame: |WF-Demo
Default Default Group: Default -
|
fEDem ] poce: Fittered |+
WF-Sales
WF-Accounting Filtering Level: High R
WF-Marketing Anti-virus Scanning: [+
WF-Management
WF-Unfitered i L
Start End Days ‘5 Add Time
# Delete
Users
You can manage users of this filtering group.
@loakUsers@slave ‘s Add User..
salih.ucpinar@labtest local -
sam@slave 3 Add Group..
seven@labtest local Add IP
# Delete

Add IP tab appears, type valid IP Address within the range mentioned in the below tab and click
on Ok.
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- mTale . ORIt e, ¥
x|

Enter below IP address definitions each on a new line.

You can use any valid [P address (172.16.0.5), network
(192.168.1.0/24) or address range (10.0.0.115-10.0.0.120).

- IP Addresses

10.0.0.118
172.16.0.8

| Cancel Help

In the below screen, we can notice IP Address in the Users tab.

@) Banned Filters (@ Exception Filters '/ Configuration ) Log Monitoring
d o & /) Name: WF-Demo
Default Default Group Default hd
[WF-Demo || hode Filtered |
WF-Sales
WF-Accounting Filtering Level High |«
WF-larketing Anti-virus Scanning: v
WF-llanagement
WF-Unfifered Time Limit
Stat  End Days S Add Time
: 2 Delete
You can manage users of this filtering group
10.0.0:118 L Add User
172 16.0.6 :
<3 Add Group
2 Add IP
& Delete
Delete

Select the IP Address or User or Group and click on Delete tab.
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Iﬁ Fitar E?nu*i‘.l @ Banned Filters %) Exception Filters '/ Configuration (&) Log Monitoring

i

= & A Name: |[WF-Demo
Default Default Group: Default i
IWF—ID“M Mode: Filtered |+
WF-Sales
WF-Accounting Filtering Level High |+
WF-Marketing Anti-virus Scanning: [+
WF-Management
WE-Unfitered Time Limit
Start End Days £, Add Time
# Delete
Users
You can manage users of this filtering group.
10.0.0.118 & Add User
172.16.08

3 Add Group

4 Add IP

#¢ Delete

In the below screen, we can notice selected Group deleted.

IEE Flizar Emup—;l @ Banned Filters @ Exception Filters | Configuration @ Log Monitoring

y

o & [ Name: |WF-Demo
Default Default Group: Default v
Iwmﬂ'—l Mode: Filtered
WF-Sales
WF-Accounting Filtering Level High A
WF-Marketing Anti-virus Scanning: |v*
wF.!.EanagemenE
WE-Unfitered Time Limit
Stat | End Days £ Add Time
& Delete
Usaers
You can manage users of this filtering group.
fio00.118 & Add User

_ &4 Add Group
2 AddIP

: & Delete

333 Labris Networks



Administration Guide for Labris UTM
Version 3.4.2

74.Banned Filters

-4 Filter Groups '@ Eanied =i ers ﬂ Exception Filters | |/ Configuration ﬁ Log Monitoring
Default hd
.5 Domain

o uRL

17 Regex URL

‘_z Phrases

" Extension
€38 Mime

O Cantent

Select the profile from the drop-down menu and below shown settings (Domain, URL, Regex
URL, Phrases, Extensions, Mime, and Content) can be done separately for each profile.

In the below screen we have selected default profile.

-4 Filter Groups '@ BannediEl LErS ﬁ‘ Exception Filters | /Y Configuration ‘H‘ Log Monitoring
Default -
Default
WF-Demao
WF-Sales

WF-Accounting
WE-Marketing
WF-Management
WF-Unfiltered

E_z Phrases

" Extension

€59 mime

Q Content

75.Domain/ Category Filtering
Domain filter is the firewall function to help you block the specified domain. When we click on
Domain tab, all the categories in the Domain are displayed. Exceptional sites from banning are
being selected in the Categories list.
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“4 Filter Groups @ szl Fliizes | &) Exception Filters | |/ Configuration | (&) Log Monitoring
Defaut -
Banned Sites lists. This filters block all of a site.
— I Categories I Custom 5i... 24 Add
L] [ Travel I |
- ~' badboys.c.
P URL Wilitary 5 Add More
Humaor TE
i £ — Delete
A Regex URL || music B
== INEWS F
k 1 Phrases Social Networking
= [[v| lweb-based Email |
M Exension [ Pontal sites |
Search Engines
&:}é‘ Mime ||I__\/I IUnllne»’«ds '.
- Job Search
0 Real Estate
+- Content
J Spam
Miscellaneous
Parked
Custom User Type 1 3
Block all {except for Exception Site list)
Add
Click on Add tab.

-4 Filter Groups @ BannediSliers 'ﬁ‘ Exception Filters

[/ Configuration 'ﬁ‘ Log Monitoring

Banned Site

Default hd

Banned Sites lists. This fitters block all of a site.

Categories
ravel
Wilitary
Humaor
;}:‘ Regex URL v Music
MNews
' 1 Phrases Social Metworking
+'| \Web-based Email
" Extension Portal Sites
Search Engines
t’;-:}é. Mime +| |Online Ads
- Job Search
(') Real Estate
#+. Content
= Spam

Miscellaneous
Parked
Custom User Type 1

Block all (except for Exception Site list)

Custom Si... 54 Add

- v+ badboys.c.
%~ Add More

— Delete

Add site tab appears, type domain name to be banned and click Ok.

X

A TTE

!*x Flease enter an domain name:

f LY =

=2 [jokes.com |
OK Cancel
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Message tab appears stating that This site is already in banned list, Click Ok.

@ jokes.com
This site is already in banned list.

OK

Add More
Click on Add More tab.

-4 Filter Groups 53 'ﬁ‘ Exception Filters | '/ Configuration H Log Monitoring
Default - Banned Site
Banned Sites lists. This fiters bleck all of a site.
{2k Domain - - ;
Categories Custom Si... 7 Add

Tarrent Repository - v badboys.c..

G (F ey
Unreachable m

2 Regex URL \Web Hosting, ISP & Telco

= Web-based Greeting Cards

_1 Phrases Wikis
Image Search

B Extension | |[Community Forums

Femaote Access

,_r::}; Mime Marketing Services

i Motorized Vehicles
Q Content v| |Food & Restaurants
. Legislation, Palitics & Law
v | |Personal Pages & Blogs
Sport Fighting =
Text Messaging & SMS -
Block all (except for Exception Site list)

Add Bulk Site tab appears type name of the domain as one in each line and click Ok.
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Please enter domain names a3 one in each line
Adds.com
Tips.com
Games.com

=l

Message tab appears stating that This site is already in banned list, Click Ok.

Adds.com
This site is already in banned list

OK

Message tab appears stating that This site is already in banned list, Click Ok.

Tips.com
This site is already in banned list

OK

Message tab appears stating that This site is already in banned list, Click Ok.

@ Games.com
This site is already in banned list

OK

Delete
Select the site and click on Delete tab.
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-4 Filter Groups

ErS 'ﬁ‘ Exception Filters | [/ Configuration ﬁ‘ Log Monitoring

Drefault hd

Domain

P URL

'}:’? Regex URL

U Prrases

"9 Extension

538 mime

Q Content

Banned Site

Banned Sites lists. This fiters block all of a site.

Categories
Abortion - Pro Choice
Abortion - Pra Life

4P Add

1 Add More

Architecture & Construction
Arts

Astrology & Horoscopes
Atheism & Agnosticism
Auctions & Marketplaces
Banking
Biotechnology
v| |Botnet
Businesses & Senvices (General)
Cartoons, Anime & Comic Books
Catalogs
v| |Chat
+' | |Child Abuse Images -

Block all (except for Exception Site list)

76.URL/Category Filtering
URL categories help us ensure real-time protection against today's targeted and advanced

threats.
-4 Filter Groups BrS ﬁ_‘ Exception Filters | '[' Configuration ﬂ Log Monitoring
Default — Banned URL
Banned URLs listz fitters only a part of a site.
m Domain _ _ -~
e Categories Custom URL List 54 Add
Compromised - ' members.home.netiuparn
Hate Speech ' Add More
lllegal Drugs = — Delete
7 Regex URL v/ |Phishing/Fraud
= Mudity
_z Phrases Vialence
Weapons
™ Extension Anonymizer
- Translator
£33 mime Alcahol
Pharmacy
€ content Tobacco
: V| |Gambling
V| |Games
v |Dating & Relationships
Travel
Military
Humar
Music
MNews =
Add
Click on Add tab
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-4 Filter Groups |@ Bannei) Fﬂiar:.l 'ﬁ‘ Exception Filters | /' Configuration 'ﬁ‘ Log Monitoring
Default « ||  Banned URL
Banned URLs lists fiters only a part of a site.

m Domain - —
L~ Categories Custom URL List 2 Add
Compromised - +~ members.home.netlupomn
Hate Speech 92 Add More

llegal Drugs —1 Delete
2 Regex URL v/ |Phishing/Fraud
= Nudity
_1 Phrases Vialence
\Weapons
™ Extension Ananymizer
= Translator
£33 mime Alcohol
Pharmacy
() Content Tabacco
- | |cambling
| |Games
+| |Dating & Relationships
Travel
Military
Humaor
Music
News =

Add Site tab appears type domain name to be banned and click Ok.

Add| Site. X
!‘x Flease enter an domain name:
& Y
—_— |Games.u:urn.-’d&fﬂurt.ﬂsp| |

ke Cancel
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In the below screen, we can notice domain name added in the Banned list.

"4 Filter Groups @ Baned il Lers) n Exception Filters [/ Configuration n Log Monitoring

Default + || rBanned URL

Banned URLs lists fiters only a part of a site.

r:‘“‘ Domain = >

Bl Categories Custom URL List 57 Add

Compromised v |yahoo.com/findex

ﬂ e Hate Speech | Games.com/defaultasp l i Add More
Illegal Drugs

v*| |Phishing/Fraud
Nudity

',z Phrases Violence

Weapons

™ Bxtension Anonymizer

»

— Delete
F/ﬂ Regex URL

- Translator

58 mime Alcohol

Pharmacy

O Content Tobacco

: v |(Gambling

Games

~'| \Dating & Relationships
Travel
Military

<

Humor

Music

MNews

Social Networking
Web-based Email
Portal Sites

Saarch Enninas

URL/Content Filter Senvice Status:_Running NS

Add More
Click on Add More tab.

4 Filter Groups @ Banned ke

' ﬁ‘ Exception Filters | [ Configuration ﬂ Log Monitoring

Default — Banned URL

rm_“1 Domain

Banned URLs lists filters onby a part of a site.

Categories Custom URL List 92 Add

Compromised + members.home.netupom -
@ URL Hate Speech - Add More

llegal Drugs
"
/:'T Regex URL +| |Phishing/Fraud

Mudity
¥
_l Phrases Violence

Weapons
" Extension Ananymizer

4

— Delete

- Translator

£33 vime Alconol

Pharmacy

Q Content Tobacco
- | [Gambling

Games

~| |Dating & Relationships
Travel

AY

Wilitary
Humor
Music
Mews

Add Bulk URL tab appears, type name of the domain as one in each line and click Ok.
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- mTale . ORIt e, ¥
Wm

Flease enter domain names as one in each line

Cartoon.comfindex. html
Fashion.comfindex. htmi

Ok Cancel Help

Delete
Select the URL and click on Delete tab.

4 Filter Groups BannediEliers) 'ﬁ‘ Exception Filters | '[! Configuration 'ﬁ‘ Log Monitoring
Default — Banned URL
Banned URLsz lists fiters only a part of a site.
-t Domain

Categories Custom LIRL List 44 Add

Architecture & Construction e ||_"' ‘members. home.netiuparn "
. URL Arts || &2 Add More
Astrology & Horoscopes

I7A Regex URL Atheism & Agnosticism
| |Auctions & Marketplaces
3 .
J Phrases Banking
Biotechnaology
" Extension | |Botnet
Businesses & Senvices (General)
E); Mime Cartoons, Anime & Comic Books
Catalogs
Chat

O Content
z «'| |Child Abuse Images

~| |Command and Control Centers
Content Servers
Contests & Surveys
Coupons
Criminal Skills
Educational Institutions
Educational Materials & Studies
Entartainmeant Meaws B Celahrite Sit

77.Regex URL Filtering
This is completed when parts of the HTTP request are matched with the use of a list of regex

patterns. You can either block specific URL’s or block all URL’s except for a select few particular
URL’s.
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"4 Filter Groups

ﬁ“ Exception Filters | [/ Configuration ‘E‘ Log Monitoring

Default + || Banned URL Regexes

Block URLs with the following URL regexes match.
Domain While adding new element, you can use (+,-) marks in front of words. (default : +)

For example if "+ sex - esex” is specified, it means block urls those include "sex” but not “esex”.
1 p URL

Note that URLs can include dash mark, so "dont match™ mark must be used seperated.

URL Regex o4 Add
(adL 11y ji terfold|cumshot|cyberlust|cybercorelhardcor.. & Add Multiple
| (M-\?+=8&/_])(biglcyberlhardlhuge|megalsmalllsofijsuperftiny)?anallbabe|oharath|boobloreastjousen|bust...

B z Phrases Uie+=8d)(girls|pabes)(\?+=&/5) — Delete
= (M-\7+=8&_])(big|cyber|hard|huge|megalsmall|sofifsuperftiny|bare|naked|nude|analoraltopp?les|sexi1 ;...

™ (M[-\?+=&/ ])(anal|babe|bharath|boob|breast|busen|busty|cliticum|cunt|dicklfetish[fuck|girlhooter|lez|lustina...

Extension (naturis minaturistinudelnudistinudisminekkidinaktinaakt)

= (adlog.phplcnt.cailcount cailcount. dat|count jsp|count.pljcount. php|counter. cailcounter js|counter.pl|countiin

)6‘. (R [M0P+=&1)( *.google\. 17 *safe=offj([\?+=8]I5)

(MI?+=&M( *\ alltheweb.comicustomize\? *copt_offensive=offi[|?+=&|8)
O, Content (yahoo.comvimagev)
(vimg.com\imagey)
(altavista.comVimageV)
(altavista.comvideoV)
| |(cecid.php|nph-proxynph-prolidmirror|cgiproxy)
| |(anonymizer|proxifylmegaproxy)
(proxy)
v*| |(Variants/AVTest)

Add
Click on Add tab

4 Filter Groups Eanned Hiliers 'ﬁ‘ Exception Filters | /! Configuration 'ﬁ‘ Log Monitoring

Default — Banned URL Regexes

Block URLs with the following URL regexes match.

L% Domain While adding new element, you can use (+-) marks in front of words. (default : +)

| For example if "+ sex - ezex” iz specified, it means block urls those include "zex™ but not "esex”™
Mote that URLs can include dash mark, =0 "dont match™ mark must be used seperated.

P URL

URL Regex
7 Regex URL (adultsight|adultsite|adultsonly|adultweb|blowjob|bondage|centerfold|cumshot|cyberlust|cybercore|hardcor... m
i (Y[-\?+=8&/_])big|cyber|lhard|huge|megal|small|soft|superftiny)?{anal|babe|bharath|boob|breast|busen|bust...
[ Praces ([?+=8)(girls|babes)(N?+=&/IS) — Delete
= (M[-?+=&/_])(biglcyber|hardlhuge|megalsmall|softjsuperftiny|bare|nakedinude|analloralitopp?les|sex){1,}.*...

(M[A\7+=&/_])anal|babe|bharath|boob|breast|busen|busty|clitjcum|cunt|dick|fetish|fuck|girllhooter|lez|lustina...

lﬁ .
BRI (naturism|naturistinude|nudistinudism|nekkid|nakijnaakt)
= (adlog.phplcnt.cgilcount.cgilcount. datjcount jsplcount pl|count. php|counter.cgilcounter js|counter.pl|countlin....
3 vime (MN?+=&M)(*\.googlel. */1\? *safe=0M)(?+=&|5)

(07 +=8&0)( *Lalltheweb.com/customize\? *copt_offensive=off)([\?+=8&|5)
O Content (yahoo.comiimageV)
(yimg.com\image\/)
(altavista.comVimageV)
(altavista.comWwideoV)
v| |(cecid.php|nph-proxylnph-prof/dmirror|cgiproxy)
| |[anonymizer|proxify|megaproxy)
(proxy}
v| |(Varignts/AyVTest)

Add URL Regex tab appears, type regex to be banned and click Ok.

u Irediff. u:u:ln" I

| Cancel
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In the below screen, we can notice Regex URL added to list

-4 Filter Groups | B Enned IS ﬂ‘ Exception Filters | [ Configuration ﬂ" Log Monitoring

Default — Banned URL Regexes

Block URLs with the fellowing URL regexes match.

r':"ﬂ Domain While adding new element, you can use (+ -} marks in front of words. (default : +)

e For example if "+ sex - ezex” is specified, it means block urls those include "sex” but not "esex”.
MNote that URL= can include dash mark, =0 "dont mateh™ mark must be used seperated.

FH URL

URL Regex 4P Add
(M +=8&_1)biglcyber/hardlhuge|megalsmall|softlsuperftiny|bare|naked|nudelanal|... | & = -
A Regex URL : —— <5 Add Multiple
(M[-V?+=8/_])anal|pabe|bharath|ooob|oreast|busen|ousty|clitjicum|cunt| dick|fetish|fu. .
v (naturism|naturistinude|nudistinudism|nekkid|naktjnaakt) — Delete
_1 S (adlog.php|cnt.cgi|count.cgijcount. dat|count. jsp[count.pljcount. php|counter.cgilcount..

(NF+=80)( "Lgooglel. M2 *safe=of)(\?+=8/|5)
(M0?+=&0) *Lalltheweb.comi/customize\? *copt_offensive=off)(\?+=8&1]|5)
- (yahoo.comVimageV)
{:':}éf Mime {yimg.comvimage\y)
(altavista.comVimage\V)
Q Content {altavista.comivideol)

| |[cecid.php|nph-proxy|nph-proj/dmirrar|cgiproxy)

| [[anonymizer|proxify|megaproxy)

(proxy)

V| [(Variants/AVTest)

[l = *redif)(?=(-*com)).%) |+

" Extension

Add More
Click on Add Multiple tab.
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-2 Filter Groups @ Banned ki ers 'ﬁ‘ Exception Filters | ' /! Configuration ﬁ" Log Monitoring
Default — Banned URL Regexes

Block URLs with the following URL regexes match.

2+ Domain While adding new element, you can use (+-) marks in front of words.(default : +)

et For example if "+ sex - esex” is specified, it means block urls those include "sex” but not "ezex”.
Mote that URLs can include dash mark, so "dont match”™ mark must be used seperated.

URL Regex 54 Add
E"l[—1.‘?+=B..|'_]}(big|cyber|hard|hugelmegalsmalllsoﬂlsuperltin?-'lbare|naked_|nude.|anall... -
2 (MF\?+=&_])(anal|babe|bharath|boob|breast|busen|busty|clitjcum|cunt|dick{fetishlfu...
- (naturisminaturistinude|nudistinudismnekkidinaktinaakt) — Delete
_1 Dldses (adlog.phplcnt.cgilcount.cgilcount. datjcount jsp|count.pljcount php|counter.cgijcount. .
(MNP +=&)( *Lgoogle\ *1 =2 *safe=off)([\?+=8&/|F)
" Extension (MIP+=8&J) ".alltheweb.com/customize\? *copt_offensive=offi([?+=8&|5)
- (yahoo.comVimagel)
Et}é‘, Iime (yimg.comVimage\)
(altavista.comvimageV)
D Content (altavista.com\videol)

| |(cecid.php|nph-praxy|nph-proj/dmirror|cgiproxy)
| |(anonymizer|proxify|megaproxy)
(proxy)
| |(Variants/&vTest)
((?=(*redif))(?=(*com)).*) -

Add URL Regex tab appears, type regex as one in each line and click Ok.

Add URL Regex. x|

Flease enter 2 regex:

facebook.com
whatza pp|

Cancel Help

In the below screen, we can notice Regex URL added in the list.
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-4 Filter Groups @' Ednned Eliers: ﬂ' Exception Filters | ' [Y Configuration ‘ﬁ" Log Monitoring
Default — Banned URL Regexes

Block URLs with the following URL regexes match.

Tmﬂ Domain While adding new element, yvou can use (+,-) marks in front of words.(default : +}

— For example if "+ sex - ezex” is specified, it means block urls those include "sex” but not "esex".
Note that URLs can include dash mark, so "dont match” mark must be used seperated.

@ URL

A Regex URL

URL Regex 22 Add
(naturism|naturistinude|nudistinudism|nekkidinaktnaakt)

(adlog.phplcnt.cgilcount cgilcount. dat|count jsp|count.pllcount. php|counter.cgilcount...
- (M0F+=&T)( L googlel X 1\7? *safe=off)([\7+=8])|5) — Delete
1 Phrases {"|[?+=&/)( " allthewe b comicustomize\? *copt_offensive=aff)([\7+=81|3)
(yahoo.comVimageV)
(yimg.com\fimageV)
- (altavista.comVimageW)
{:'}é‘_ Mime {altavista.comvideol)
v |(cecid php|nph-proxy|nph-projfdmirrar|cgiprosxy)
Q(Content | [[anonymizer|proxifylmegaproxy)
(proxy)
| |[(Variants/AVTest)
((?=(rediff))(?=(."com))."}
|| ([?=(*facebook))(?=(*com)).*)
[v| l(?=(*whatsapp))®)

£ Add Multiple

" Extension

4

Delete
Select Regex URL and click on Delete tab.

" Filter Groups ™ zuunzd Filizrz | ) Exception Filters | |/ Configuration | ) Log Monitoring
Default - Banned URL Regexes

Block URLs with the following URL regexes match.

%! Domain While adding new element, you can use (+-) marks in frent of words.(default : +)

Rt For example if "+ 2&x - ezex” iz specified, it means block urls those include "sex” but not "szex™.
g ]: URL

Mote that URLs can include dash mark, so "dont match™ mark must be used seperated.
Regex URL <A Add Multiple
FZT = (adlog.php|cnt.cgilcount.cgijcount. dat|count. jsplcount.pljcount. php|counter.cgijcount... = S
- (A[02+=80). "\ google\. * *1?.*safe=0f) ([?+=5|5)
_z Phrases

(MnF+=&0)0 *Lalltheweb.com/customize\? *copt_offensive=off)([\?+=&/]|F)
(yahoo.comVimageV)

URL Regex 14 Add
(naturism|naturistinude|nudistinudism|nekkidinaktinaakt)

" Extension [yimg.comyimagey}
- (altavista.comVimageV)
{'}61 Mime (altavista.com\wideoV)
v | |(cecid.php|nph-proxy|nph-prolfdmirror|cgiproxy)
Q Content | [[anonymizer|proxify|megaproxy) 5
(proxy)

V| ([(Variants/AVTest)
((7=("rediff)(?=(*com}).*)
v |[(?=(*facebook))(?=(*com)).*)
|\»! (?=(*whatsapp)).*) |~

Delete URL Regex tab appears, click on Yes.
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@/ Are you sure?

Yes Mo

In the below screen, we can notice Regex URL deleted.

-4 Filter Groups @ Brinnl Filedes ﬂ Exception Filters | (% Configuration ﬂ Log Monitoring

Default — Banned URL Regexes

Block URLs with the following URL regexes match.

r':"ﬂ Domain While adding new element, you can use (+-) marks in front of words.(default ; +)

L For example if "+ sex - esex” is specified, t means block urls those include "sex” but not "esex”.
Note that URL= can include dash mark, so "dont match™ mark must be used seperated.

FH URL

A Regex URL

URL Regex 4P Add
([ ?+=&/_])anal|babe|bharath|boob|breast|busen|busty|clitjcum|cunt|dicklfetish|fu... | a
(naturism|naturistinude|nudistinudism|nekkidinakilnaakt)
P (adlog.phplent.cgijcount.cgijcount. datjcount jsp|count.pllcount phplcounter.cgijcount. . — Delete
Ll Phrases (NP+=8A)( \ googlel 1A\ *safe=off(17+=&/|5)
(M0?+=&0). ¥ alltheweb.comicustomize\? *copt_offensive=ofii?+=&1|5)

oA Add Multiple

" Bxtension {yahoo.comimage\)
— (yimg.comvimage\)
Ez'l}a'f Mime {altavista.com\imageV)
(altavista.comWideol) |
Q' Content v'| |(cecid.php|nph-proxy|nph-prolfdmirror|cgiproxy) 3

| [([anonymizer|proxifylmegaproxy)
(proxy)
| |[(VariantsiavTest)
((?=("rediff))(?=("com)).”)
V| ((?=(*facebook))(?=(Fcom)).*) -
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78. Phrases

Add
In Banned filters, Select Phrases and Click on Add tab

4 Filter Groups Eanned i ters @ Exception Filters | |/ Configuration @ Log Monitoring

Default - Banned Phrase List

If a site content includes these, site will be banned.

-5t | Domain —
= Phrase Groups at Beqgin End Any Point Only &7 Add

ﬁ URL V| User — Delete
Pornography Sites
llegal Drug Sites
7 Regex URL Gamoling Sites
Google Searches
I Fz Phrases |
™ Extension
% Mime
Content

URL/Content Filter Service Status: Running

(=
]

Add phrase tab appears.

Please enter beginning word{s{Eg. word1, )
Facehnok sies I ]
Please enter ending word(s {Eg. word1,word2) 5
Entertainment Sies|

Please enter a phrase for any position (Eg. word1,w

I Porn I 3
Please enter a phrase for exact match (Eg. v Jword2)
|Pornografr | 4

OK'| | Cancel

N
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These are the inputs to Add Phrase.

1 | Beginning Words Enter the Beginning words of the phrase
2 | Ending Words Enter the Ending words of the phrase
3 | Phrase for any position Enter a phrase
4

Phrase for exact match | Enter a phrase for exact match

Click on OK.

In the below we can notice that Phrase is added to the list.

-4 Filter Groups |'@ Banmed kil iers] | (%) Exception Filters | '/ Configuration | &) Log Monitoring
Default — Banned Phrase List
If a site content includes these, site will be banned.
| Domain : _ ,
— Phrase Groups at Begin End Any Point Only 5 Add
~ User Facebook Sites. Entertainment Sites | porn pornografi
ﬁ URL . — Delete
- Pornography Sites

lllegal Drug Sites
Gambling Sites
Google Searches

A Regex URL

fx Phrases

" Extension

[ty =
“ Mime

(') Content

Delete
Select the Phrase from the list and click on delete tab.

-4 Filter Groups @ HannediEiters) "-“\ Exception Filters | Configuration "-“\ Log Monitoring

Default — Banned Phrase List
If a site content includes these, site will be banned.
'.m‘ Domain ; - .
— Phrase Groups at Begin End Any Paint Only 54 Add
v'| User Facebook Sites | Entertainment Sites porn pornografi
DR -
- Pornography Sites
lllegal Drug Sites

F
77 RegexURL Gambling Sites

Google Searches
| i Phrases

Delete Phrase tab appears stating Are you sure? Click on Yes.
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79.Content Change
In this section, as seen in the places specified words or addresses to the new string to be
replaced with the value entered into the field provided.

Content Filtering generally refers to the filtering of inappropriate content or messages, such as
content containing objectionable materials, personal or sensitive information, in terms of
information security. Content Filtering has different applications like for example, in internet
the browsing, receiving mails accessing database, etc.

-4 Filter Groups | "8 Sai=t] Fllides H Exception Filters /! Configuration ‘ﬁ‘ Log Monitoring
Default - Banned Content
Content modifying regular expressions. The format is:
"4 Domain “extended regular expression™->="replacement straight string”. E.g. "shit"™-="censored” would replace all occcurrences of ghit in any
b case.
Far more complicated matches are possible.
: p URL
Regex Mew String 52 Add
7,.' Regex URL — Delete
=
U Phrases
™ Extension
£38 wime

Add
Click on Add tab
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-4 Filter Groups

Ea e N LTS

I ﬁ-! Exception Filters | |/ Configuration ﬁl Log Monitoring

Default w || r Banned Content

Caontent modifying reqular expressiens. The format is:

" i%| Domain "extended regular expression™->"replacement straight string”. E.g. "shit"->"censored” would replace all
— occurrences of shit in any case.

Far more complicated matches are possible.
: p URL

Regex Mew String

— Delete

ﬁ Regex URL

(3
1 Phrases

o) Extension

32 mime

rO Content

Add New Regular Expression tab appears, type regex and click Ok.

i

h Please enter a regex;

{L] |fﬂ|:et:-uuk.-:l:ln" |

Ok Cancel

New string tab appears, type string and click Ok.

mW_ ve
_;'i‘\‘ Flease enter a string:
LA |an::t:-u:|| |
oK Cancel
350
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In the below screen, we can notice Regex with new string.

-4 Filter Groups @ "% =Zzinnz:l Fllizrs ) Exception Filters
"4 Filter G o Fil @ tion Filt

9 Configuration H‘ Log Monitoring
Default — Banned Content
Content modifying regular expressions. The format is:
% Domain "extended regular expression™="replacement straight string”. E.g. "shit"->"cenzored” would replace all
—= occurrences of shit in any case.
Far more complicated matches are possible.
: p LIRL :
Regex Mew String 52 Add
F facebook.com lacbd
A Regex URL — Delete
B
z Phrases
" Extension
£38 Mime

O Content

Delete

-4 Filter Groups @ ssigisi=el Filizrs | ) Exception Filters

(Y Configuration ‘ﬂ" Log Monitoring
Default — Banned Content
Content modifying regular expressions. The format is:
iz Domain "extended regular expression"-="replacement straight string™. E.g. "shit"™-="cenzored™ would replace all
—_— occurrences of =hit in any caze.
Far more complicated matches are possible.
: ]: URL
Regex Mew String 52 Add
B facebook.com lachd
7 Regex URL | Coees]
B
z Phrases
™ Extension
€32 Mime

'(.._:' Content
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Delete Content tab appear, click on Yes.
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In the below screen, we can notice content is deleted.

Branned Sl ers ﬂ' Exception Filters | /" Configuration ﬂ' Log Monitoring

“A Filter Groups

Default - Banned Content

Content medifying regular exprezsions. The format is:
"% Domain “extended regular expression™>"replacement straight string™. E.g. "shit"->"cenzored” would replace all

occurrences of shit in any case.
Far more complicated matches are possible.
g p URL -
Regex Mew String 27 Add
?‘ Regex URL J — Delete
2
z Phrases

P Extension

38 wime

Q Content

80. Extension Filter

-4 Filter Groups 'ﬂ' Exception Filters | /% Configuration ‘H" Log Monitoring
Default - Banned Extension
Block file extensions that can contain executable codes or which may decrease your network efficiency.
Extension Comment 52 Add
.ade Microsoft Access project extension -
— Delete
.adp Microsoft Access project
.asf this can also exploit a security hole allowing virus infecti... S
72 Regex URL asx Windows Media Audio / Video
= avi Mavie file
_1 Phrases .bas Microsoft Visual Basic class medule
| |.bat Batch file
. Extension .in CD 150 image
- bz2 nix compressed file
E'l}t',‘_ Mime .cab Windows setup file
.cdr Mac disk image
Q Content .chm Compiled HTML Help file
. .cmd Microsoft Windows NT Command script
.com Microsoft M3-DOS program
.cpl Control Panel extension
rrt Sacurite cadificata dl

Add
Click on Add tab.
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-4 Filter Groups Eannedisiiens ﬁ! Exception Filters | [Y Configuration ﬁ! Log Monitoring
Default — Banned Extension
Block file extensions that can contain executable codes or which may decreaze your netwaork efficiency.
E Domain Extension Comment
ﬂ URL .ade Microsoft Access project extension - m
.adp Microsoft Access project
.asf this can also exploit a security hole allowing virus infecti... 3
77 Regex URL asx Windows Media Audio / Video
= avi Mavie file
_l Phrases .bas Microsoft Visual Basic class module
| v |.bat Batch file
.bin CD IS0 image
_—‘ bzZ Unix compressed file
E}; Mime .cab Windows setup file
.cdr Mac diskimage
rO Content .chm Compiled HTML Help file
: .cmd Microsoft Windows NT Command script
.com Microsoft MS-DOS program
.cpl Control Panel extension
rrt Carrity catificata il

Add Extension tab, type extension and click Ok.

i Flease enter an extension:

3
.-"!

EZ |
Cancel

Add Comment tab appears, type comment for the extension and click Ok.

/% Please enter a comment for the extension:

S/

! ,
I n|e|sen| I

Cancel

354 Labris Networks



Administration Guide for Labris UTM
Version 3.4.2

In the below screen, we can notice extension added to list.

-4 Filter Groups @ Eanmned Fifi'r_-rsl ﬁ" Exception Filters | |/ Configuration ﬂ' Log Monitoring
Default — Banned Extensicn
Block file extensions that can contain executable codes or which may decrease your network efficisncy.
2t Domain - -
e Extension Comment 5 Add
gl Fdpe ArsLinve e b
@ LRL 1oz Unix compressed file —J Delete
url Internet shartcut
A Regex URL V| lvbe VBScript Encoded script file
W |vbs WBScCript file
. -
1 Phrases v| \vb WVBScript file
= d Windows system file
. ; -
By Extension wax Windows Media AutoRedirector
wmf Movie file
WY Windows Media Video
£38 mime : -
. WS Windows Script Component
O — wisf Windows Script file
i onten
—% wsh ‘Windows Script Host Settings file
Xls Excel document 3
Zip ‘Windows compressed file
[lv org #nielsen |~

Delete
Select the extension and click on Delete tab.

4 Filter Groups @ Snnngl Flli=rs ﬁ Exception Filters | '/ Configuration ﬁ Log Monitoring
Default - Banned Extension
Block file extensions that can contain executable codes or which may decrease your network efficiency.
1":“71 Domain - -
— Extension Comment 4 Add
gl FdpE ArLive e L
@ URL gz Unix compressed file
url Internet shortcut
'_7_'51 Regex URL v |vbe WBScript Encoded script file
- v| |vbs VBScript file
s 1 Phrasas | \vb WBScript file
= wxd Windows system file
M ciiension wax Windows Media AutoRedirector
wmf Maovie file
(:.‘}; Mime WMy Windows Men_jia Video
. WS Windows Script Compaonent
wisf Windows Script file
Q Content : - ;
" wzh Windows Script Host Settings file
Xls Excel document L
Zip Windows compressed file 1
| |+ .org #nielsen -

Delete Extension tab appears, click on Yes.
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In the below screen, we can notice extension deleted.

-4 Filter Groups |@ E:zmuari rE rii'—_-r-ﬂ'| ﬂ! Exception Filters | [/ Configuration ﬂ! Log Monitoring
Default — Banned Extensicn
Block file extensions that can contain executable codes or which may decrease your network efficiency.
-5t| Domain - .
= Extension Comment Y7 Add
= k=1 WU S DY SlETT e L
@- URL tar Tape ARchive file — Delete
1oz Unix compressed file
'}:ﬂ Regex URL url Internet shortcut
v | wbe WBScript Encoded script file
¥ 1 Phrases v |vbs VBScript file
= v [vb VBScript file
-
. Extension wd Windows system file
wax Windows Media AutoRedirector
7 wmf Maovie file
€38 nime = —
— WMy Windows Media Video
WS Windows Script Component
@ Content ) -
4 wsf Windows Script file
wsh Windows Script Host Settings file 3
Xls Excel document
Zip Windows compressed file -
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81.Application Types Filter (MIME)
~4 Filter Groups _ﬂi Exception Filters | [ Configuration ﬂ! Log Monitoring

Banned Mime Types

Default A

r':’ﬂ Domain

L Mime Types in Banned List 4P Add

applicationfastound 2 :
FH URL LL < Add Multiple
applicationicompress

One may need to block HTTP reguests with the following mime types.

4

applicationfastman 3 Delete
application/gzip
application/fjava-archive

';:'? Regex URL

=
_1 Phrases application/java-serialized-object
applicationfjava-vm
" Extension application/mac-binhex40

application/mbedlet
application/msword
application/octet-stream
Q Content application/oda
. application/pdf
application/postscript
application/pre-encrypted

annlicatinnlstudinm

Add
Click on Add tab.

~4 Filter Groups @ Srinng] Flltsps ‘ﬁﬁ Exception Filters | /" Configuration 'ﬁ! Log Monitoring

Default — Banned Mime Types

One may need to block HTTP reguests with the fellowing mime types.

Mime Types in Banned List

applicationfastound = " -
pp. ) 5~ Add Multiple
applicationicompress

applicationfastman — Delete
‘?ﬂ Regex URL applicationigzip
= application/fjava-archive
_1 Phrases applicationfjava-serialized-object
applicationfjava-vm
™ Extension application/mac-binhexd0
application/mbedlet
[}; Mime application/msword
application/octet-stream
@ Content applicationfoda

application/pdf
application/postscript
application/pre-encrypted

annlicatinnictudinm

Add Mime tab appears, give Mime type and click Ok.

A Please enter a type:

N

|Image.-'snag |

Zancel

In the below screen, we can notice Mime type added in the list.
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4 Filter Groups |@ Limujamir—_-rsl ﬂ Exception Filters | [ Configuration ﬂ Log Monitoring

Default — Banned Mime Types

E Domain

One may need to block HTTP requests with the following mime types.

Mime Types in Banned List 4P Add

VIUEUWIIU e dieunngeys 3

@ URL videoivnd.sealed swf 2 Add Multiple
videoNnd.vivo S Deieie

74 Regex URL videoiwavelgt
videod-flv

[ = .

1 Phrases videofi-la-asf

videak-mpeg2
B Extonsion videoi-ms-asf
videoi-msvideo
videol-ms-wye-plugin
£33 mime ! WPUg
— videoh-sgi-movie
s-conferencefx-cooltalk

O d Content s-worldhe-svr

s-warldhevrml
s-worldhewrt

[Iv] imagelsnag =

Add More
Click on Add Multiple tab.

-4 Filter Groups 'ﬁ‘ Exception Filters | [/ Configuration 'ﬁ‘ Log Monitoring

Default - Banned Mime Types

One may need te block HTTP reguests with the following mime types.
-5 | Domain -
L Mime Types in Banned List % Add

VIDEUIWITU S EdIE U TTIE S

rF
@ URL videohnd. sealed swf - Add Multiple

videohnd.viva

; — Delete
'?;! Regex URL video/wavelet
videoh-flv
F .
l Phrases videof-la-asf

videoh-mpeg2
M Extension videof-ms-asf
videoh-msvideo

{3., : videoh-ms-wa-plugin
a8 Mime - - -
— videof-sgi-maovie
x-conferencef-cooltalk

D Content

. x-worldix-svr
s-worldievrml
w-warldbevrt

+ | imagel/snag -
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When the below screen appears enter the Mime extensions of the applications which you
want to ban and click on Ok.

Flease enter 8 type:

application/pdf
application/png

0K Cancel Help

In the below screen, we can notice Mime types added in the list.

4 Filter Groups @ Banned bl iers) 'ﬁ‘ Exception Filters | /) Configuration 'ﬁ‘ Log Monitoring
Default — Banned Mime Types
One may need to block HTTP requests with the following mime types.
-t Domain
g pURL ; ; : -
Mime Types in Banned List 57 Add
. . r
’2'? Regex URL videolnd.r-realvideo <A Add Multiple
videoind.sealedmedia.softseal. mov
¥ videoknd.sealed. mpeg1 =
z Phrases : :
— videoind.sealed mpeg4
videoind.sealed.swf
" Extension - -
videoind.vivo
‘[,}" - videofwavelet
= M
e Mime videoh-flv
O videof-la-asf
#, Content videoh-mpeg?2
videolx-ms-asf
video-msvideo
videok-ms-wwx-plugin
videol-sgi-movie
x-conferencef-cooltalk
w=worldh-svr
-worldhe-vrml
s-worldievrt
Image/snag |
[v! |applicationipdf r
|\/ application/png -
Delete

Select the Mime type and click on Delete tab.
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“4 Filter Groups @ szl Flliges ﬂ! Exception Filters | ' Configuration ﬂ! Log Monitoring

Default — Banned Mime Types
One may need to block HTTP requests with the following mime types.

-5t Domain : ! - 2

| Mime Types in Banned List ¥4 Add
VIUCUWNTTU S EdISUTTIgEyS b

ﬁ URL videoind.sealed swf oA Add Multiple
videohnd.vivo

'}T'i Regex URL videohwavelet
vide ofx-fiv

Ly x Phrases vide of-la-asf

= videofx-mpeg2

B Extension videofx-ms-asf

videol-msvideo

{}‘ Mime videohb-ms-wyx-plugin
lt! videalx-sgi-mavie
@ ¥-conferencefx-cooltalk
=% Content s-worldix-svr
s=-worldbevrml

s-worldiert

||—' Iimage:‘snag rv

Delete Mine tab appears, Click on Yes.

Delete Mime, X
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In the below screen, we can notice Mime type deleted.

-4 Filter Groups Egnnedbilers 'ﬂ‘ Exception Filters | /Y Configuration 'ﬁ" Log Monitoring
Default — Banned Mime Types
One may need to block HTTP reguests with the following mime types.
1"1"?1 Domain - . - 2
St Mime Types in Banned List 97 Add
VidEunvId. sedie ey 3
@ URL videoind.sealed. mpegd 4~ Add Multiple
videoind.sealed.swf = Dolete
A Regex URL videoind vivo
videofwavelet
E Z Phrases videodhflv
- vide oix-la-asf
M Extension videos-mpeg2
videof-ms-asft
@; Mime videof-msvideo
—_— vide of-ms-ww-plugin
Q — videof-sgi-movie
i, } i-conferencefe-cooltalk
s-worldie-swr
x-worldbevrml E
a=-worldie-wrt -

82.Exception Filters

“4 Filter Groups ﬁﬁ Banned Filters @ Excephion Elters ]_ 4 Configuration 'ﬂ" Log Monitoring

Grey URL

Default b

Domains in grey list. Den't bother with the www. or the hitp:/i.

The 'grey’ lists override the ‘banned’ lists. The "exception’ lists override the 'banned’ lists also. The difference
is that the "exception’ lists completely switch off *all* other fitering for the match. "grey’ lists only stop the
URL fitering and allew the normal fittering to work.

An example of grey list uze iz when in Blanket Block (whitelizt) mode and you want to allow =ome sites but
still fiter as normal on their content.

Another example of grey list use iz when you ban a site but want to allow part of it.

The greyurllist is for partly unblocking PART of a site. The greysitelist is for parthy unblocking ALL of a site.

URL P Add

S Add Multiple

— Delete
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83. Domain
Click on Domain tab

-4 Filter Groups ﬁﬁ Banned Filters ‘@ﬂ Ecczuifug) Filizrz | Y Configuration H Log Monitoring

Default « || [ Site Exception

Sites in exception list. Theze are specifically domains and are not URLs. For example; labrizteknoloji.com .
*'ou can alzo match IPs here too.

List of Domain Mames in Exception List & Add
ﬁ URL [ v windowsupdate.microsoft.com

r. S Add Multiple

=
1 Phrases — Delete

1.,:,.?1 Grey Site

r Grey URL

Add
Click on Add tab.

“4 Filter Groups ‘% Banned Filters @ EXGEpLEOT FJ'fi':rsn_ 4 configuration 'ﬁ' Log Monitoring

Default w || [ Site Excepticn
Sites in exception list. These are specifically domains and are not URLs. For example; labristeknoloji. com .

::\t}. Domain “ou can also match IPs here too.

List of Dlomain Mames in Exception List

— 1 URL +| windowsupdate.microsoft.com mr———
= - 42 Add Multiple

5

_1 Phrases — Delete
-:| Grey Site

@ Grey URL

Add site tab appears type domain name and click Ok.
b}mﬂ.— x

!‘x Please enter an domain name:
i LY

[

[Labriz.com |

Ok Cancel
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In the below screen, we can notice domain name added.

-4 Filter Groups ‘? Banned Filters |_€3 EXGEPLONn FJ'IE':rs[ ' Configuration ‘ﬂ* Log Monitoring

Default — Site Exception
Sites in exception list. These are specifically domains and are not URLs. For example; labristeknoloji.com .
1-{,;&: Domain “ou can alzo match IPs here too.
List of Domain MNames in Exception List 5P Add
' p URL /| |windowsupdate microsoft.com
LD < Add Multiple
||¢ Labris.com |i

i_} FPhrases

r:j Grey Site

Vﬂ Gray URL

— Delete

Add Multiple
Click on Add Multiple tab.

‘4 Filter Groups | 3} Banned Filters

L ExGEpTIon Fffi':.-rsl (Y Cconfiguration H‘ Log Monitoring

Diefault — Site Exception
Sites in exception list. These are specifically domains and are not URL=. For example; labristeknoleji.com .
1 \\ Domain “ou can alzo match IPs here too.
List of Domain Mames in Exception List
3 p LURL | |windowsupdate. microsoft.com
v Labris.com
2
Z Phrases — Delete

-5k Grey Site

FH Grey URL

Add Bulk site tab appears, type domain name one in each line. Click Ok.
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Please enter domain names a5 one in each line

Google.co.in
"ahoo.co

In the below screen, we can notice Multiple domains added.

4 Filter Groups ‘% Banned Filters JEXGEphomBElers

/' configuration (& Log Monitoring

Default - ||  Site Excepticn

Sites in exception list. These are specifically demains and are not URL=. For example; labristeknoloji.com .
fou can alse match IPs here too.

List of Domain Names in Exception List 54 Add
¥'| |windowsupdate. microsoft.com " .
- P 2~ Add Multiple
¥| |Labris.com
v Google.coin — Delete
[v' ‘Yahoo.co

. |
m Grey Site

P Grey URL
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Delete
Select Domain and click on Delete tab.

“4 Filter Groups ‘% Banned Filters |_@5 EXGEp oI GETS I [ Cconfiguration ﬂ Log Monitoring

Default - Site Excepticn
Sites in exception list. These are specifically domains and are not URLs. For example; labristeknoloji.com .
%] Domain “ou can alze match IPs here too.
List of Domain Mames in Exception List YA Add
p URL | (windowsupdate. micrasoft.com
Sl 2 Add Multiple
v |Labris.com
:
AZ Phrases |'v| Google.co.in | | Delete
[v] [Yahoo.co |

-k Grey Site

F Grey URL

Delete Site tab appears, click on Yes.

In the below screen, we can notice selected domain deleted.

.4 Filter Groups ‘% Banned Filters @ Exceptiombiliers, | 'Y configuration ﬂ Log Monitoring

Default - Site Exception
Sites in exception list. These are specificalty domains and are not URLs. For example; labristekneloji.com .
You can also match IPs here too.

List of Domain Mames in Exception List 24 Add
~ | windowsupdate microsoft.com " )
P < Add Muttiple

v Labris.com

v Yahoo.co — Delete

r:nq Grey Site

HjJ Grey URL
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84.URL
Click on URL tab

-4 Filter Groups % Banned Filters Y Configuration ﬂﬁ Log Monitoring

SERGEDLON I LETS

Default - URL Excepticn
URLs in exception list. These are parts of sites that filtering should be switched off for. They should be a
% | Domain domain with a path. For example; labristeknoloji.com/support
List of URLs in Exception List ¥ Add
@ URL generallybadsite tid/partthatsoks

“A Add Multiple

3
1 Phrases = Delete

T‘f‘ﬂ Grey Site

P erey URL

Add
Click on Add tab.

-4 Filter Groups % Banned Filters @’Eﬁcapuun Fff:':.-r-'l‘ /9 Configuration ﬂ! Log Monitoring

Default w || [ URL Exception

URL= in exception list. Theze are parts of sites that fitering should be switched off for. They should be a
"% Domain domain with a path. For example; labristeknoloji.com/support

List of URLs in Exception List '{Fl Add
ﬂ URL ———————

enerallybadsite tld/partthats ok/ " )
L v P 2 Add Muttiple

B 1 Phrases — Delete

E Grey Site
@ Grey URL

Add URL tab appears, type URL and click Ok.
m_ﬁ_ x

/% Please enter an URL:

A

Labristeknoloji. comisu ppurt|

Cancel
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In the below screen, we can notice URL added.

-4 Filter Groups % Banned Filters @ ExGephion Fffiarsh Y configuration 'ﬁ‘ Log Monitoring

Default — URL Excepticn
URLs in exception list. These are parts of sites that fitering should be switched off for. They should be a
:;\;}}. Domain domain with a path. For example; labristeknoloji. com'support
Listof URLs in Exception List &4 Add
' pURL enerallybadsite tidipartthats ok/
R < Add Multiple
| v Labristeknoloji.com/support |
2
z Phrases | —J Delete
-0k Grey Site

@ Grey URL

Delete
Select URL and click on Delete tab.

-4 Filter Groups '% Banned Filters |@ E.ccauilugl Flligrz| Y Configuration ﬂ' Log Monitoring

Default — URL Excepticn
URL= in exception lizst. These are partz of sites that fittering should be switched off for. They =should be a
1~ i+ Domain domain with a path. For example; labristeknoloji.com/support
| List of URLs in Exception List 54 Add
' |j URL generallybadsite tid/parthats ok

4 Add Multiple
||\/' 'Labristeknoloji.com/support

R Prases '

x| Grey Site

FH Grey URL

Delete URL tab appears, click on Yes.

In the below we can notice URL deleted.
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-4 Filter Groups @ Banned Filters M =.c=uiugl Filizrs| (Y Configuration 'ﬁ' Log Monitoring

Diefault — URL Exception
URLs= in exception list. These are parts of sites that fitering should be switched off for. They should be a
1~;\ Domain domain with a path. For example; labrizteknoloji. com/support
List of URELs in Exception List S Add
|
' I-J URL generallybadsite id/partthats ok

54 Add Multiple

F
1 Phrases —1 Delete

E Grey Site
@ Grey URL

85.Phrases

In the exceptions Filters, Select Phrases tab

~4 Filter Groups @ Banned Filters wExceptionElens

' (Y Configuration ﬂ Log Monitoring

Default — Exception Phrase List
If any of the phrazes listed below appear in a web page then the page will be allowed.
52| Domain — - - L
— Phrase Groups Beginning Ending Any Paint Exact Match 9 Add
~ Lser
yﬂ URL — Delete
+| |goodphrases

Add
Click on Add to add the Phrases to the exception phrase list

<4 Filter Groups ﬁﬁ Banned Filters s EXGEpLoN I EErs

' /Y configuration ﬁ“ Log Monitoring

Default - Exception Phrase List

r:j Domain

If any of the phrases listed below appear in a web page then the page will be allowed.

Phrase Groups Beginning Ending Any Point Exact Match
| User

- — Delete
ﬁURL v | |goodphrases
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When the Add phrase screen appears, give the necessary inputs in the boxes

W;’

Please enter beginning word(s}(Eg. word1 word2)
[Gmail

Please enter ending word(s}(Eag. word1 word2)
I.-:um

Please enter a phrase for any position (Eg. word1 word2)

Please enter a phrase for exact match (Eg. word1,ward2)

|guugle mall

T L

.

4

-

OK Cancel

L

Options in Add phrase screen are

In the beginning word box, enter the benning word of the phrase

1 | Beginning word
In the Ending word box , enter the ending word of the phrase

Ending word

3 | Phrase for any In the Phrase for any position box , enter a Phrase for any position
position

4 | Phrase for exact | In the Phrase for exact match box, enter a Phrase whicg matches exactly
match

You can notice that a phrase is added to the list

Y configuration 'ﬁ‘ Log Monitoring

-4 Filter Groups "@ Banned Filters | 7 Zsrzufing Flifzes
Default — Exception Phrase List
If any of the phrazes listed below appear in a web page then the page will be allowed.
52| Domain —— : : i
e Phrase Groups Beginning Ending Any Point Exact Match 52 Add
+ User Gmail |.com | | google mail |
] p URL | — Delete
~| |goodphrases | | | |

Delete
Select the phrase and click on Delete tab to delete the phrase from the list

Y configuration ﬂ Log Monitoring

-4 Filter Groups @ Banned Filters | Er=utiugl Fllizrs

Exception Phrase List

Default hd
If any of the phrases listed below appear in a web page then the page will be allowed.
5| Domain —— : - .
B Phrase Groups Beginning Ending Any Point Exact Match A Add
+  Lser 1Gmail |.com [ 'guugle mail -
- —J Delete
’ﬂ Lol +| |goodphrases -
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Below screen appears stating that Are you sure, click on Yes

86.Grey Site
Select Grey Site tab.

-4 Filter Groups '% Banned Filters @ £.cnzuiugl Flltdrz] Y Configuration ﬂ" Log Monitoring

Defaul.t - ETE}' Site
Domainz in grey list. Don't bother with the www. or the http:/.
1~ i+ Domain The "grey’ lists override the "banned’ lists. The "exception’ lists override the "banned’ lists alzo. The difference

iz that the ‘exception’ liztz completely switch off *al* other fitering for the match. 'grey’ lists onby stop the
URL fittering and allow the normal fittering to work.

@ JRL An example of grey list use iz when in Blanket Block (whitelist) mode and yvou want to allow some sites but
still fiter as normal on their content.

L Another example of grey list use is when you ban a site but want to allow part of it.

_.x Phrases The greyurllist is for parthy unblocking PART of a site. The greysitelist is for parthy unblocking ALL of a site.

1_*“3 Sit Domain &7 Add
o) TEY ST v www bbc.co.uk

44 Add Multiple
E g Grey LIRL Delete

Add
Click on Add tab.

~4 Filter Groups ’% Banned Filters @ E.czuiiun Flligrz] (Y Configuration H‘ Log Monitoring

Default - Grey Site
Domains in grey list. Don't bother with the www. or the hitp:di.
%% Domain The 'grey’ lists override the ‘banned’ lists. The "exception’ lists override the ‘banned’ lists also. The difference

iz that the "exception’ liste completely switch off ®all® other fitering for the match. "grey’ lists only stop the
URL fitering and allow the normal filttering to work.

@ UJRL An example of grey list use is when in Blanket Block (whitelist) mode and you want to allow some sites but
still fitter az normal an their content.

v Another example of grey list use is when you ban a site but want to allow part of it.

_.z Phrases The greyurlist is for partly unblocking PART of a site. The greysitelist is for partly unblocking ALL of a site.

= . Domain <A Add
';“ Grey Site

¥ | www.bbc.co.uk

54 Add Multiple
ﬁ Grey URL — Delete

Add Grey Site tab appears, type domain name and click Ok.
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h;!ﬂ-?ﬂr:!? Sites B

A Please enter a domain name:

AN

x-.-x-.w-.-.guugle.::un"

Ok Cancel

In the below screen we can notice domain added.

4 Filter Groups ‘% Banned Filters |@ ssezuting rili2rs| (Y Configuration ﬁ’! Log Monitoring

Default - Grey Site
Domains in grey list. Don’t bother with the www. or the hitp.d.
"5t Domain The "grey’ lists override the "banned’ lists. The "exception’ lists override the ‘banned’ lists also. The difference

is that the "exception” lists completehy switch off *al* other fitering for the match. "grey’ lists only stop the
URL fitering and allow the normal fittering to work.

@ URL An example of grey list use iz when in Blanket Block (whitelist) mode and vou want to allow some sites but
still fiter as normal on their content.
v Another example of grey list use is when you ban a site but want to allow part of it.
_1 FPhrases The greyurlist iz for parthy unblocking PART of a site. The greysitelist is for parthy unblocking ALL of a site.
ﬁ — Domain 4P Add
Wk Grey Site
— - « | www . bbc.couk " ;
5~ Add Multiple
[ v www.google.com |I
@- Grey URL

— Delete
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Add Multiple
Click on Add Multiple tab.

-4 Filter Groups ’% Banned Filters |@ «ezuiuy rllizes| Y Configuration ﬁ! Log Monitoring

Default — Grey Site
Domaing in grey lizt. Don't bother with the wwow. or the hitp:/.
1~ i+ Domain The 'grey’ listz override the "banned’ ligts. The "exception’ lists override the "banned’ lists also. The difference

iz that the ‘exception’ listz completety switch off *al* other fitering for the match. 'grey’ listz only stop the
URL fitering and allow the normal fittering to work.

@ UJRL An example of grey list use iz when in Blanket Block (whitelist) mode and you want to allow some sites but
=till fitter as normal on their content.
P Another example of grey list use iz when you ban a site but want to allow part of it.
x Phrases The greyurllizt is for parthy unblocking PART of a site. The greveitelist is for parthy unblocking ALL of a site.
m Grev it Domain 4 Add
oF Grey Site
e | www. bbcocouk -
<~ Add Multiple
v wWww.google.com
ﬁ Grey URL — Delete

Add Bulk Site tab appears, type domain name as one in each line and click Ok.

x|

FPlease enter domain names as cne in each line

lv ey gmail.com
m-.-x-.nh-."rtter.u:un"

Ok Cancel Help

In the below screen we can notice multiple domains added.
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-4 Filter Groups @ Banned Filters @ £.ccauilugl Flitzes | Y Configuration ﬁ‘-h Log Monitoring

Default — Grey Site
Domains in grey list. Don't bother weith the www. or the hitp.lV.
it Domain The "grey’ lists override the "banned’ lists. The "exception’ lists override the ‘banned lists also. The difference

iz that the "exception’ lists completety switch off *al® other fitering for the match. "grey’ lists only stop the
URL fittering and allow the normal fittering to work.

@ URL An example of grey list uze iz when in Blanket Block (whitelist) mode and you want to allow =ome sites but
still fitter a= normal on their content.
P Another example of grey list use i= when you ban a site but want to allow part of it.
_.1 Fhrases The greyurlist iz for partly unblocking PART of a site. The greysitelist is for parthy unblocking ALL of a site.
Grev Sit Domain S Add
B re e
- . | www. bbc.co.uk 2 B
— - S Add Multiple
|+ |www.gmail.com I
@GFEY e lv| |www.google.com — Delete
|\/ www.twitter.com
Delete

Select the domain and click on delete tab.

~4 Filter Groups @ Banned Filters @ £.ccauilugl Flitzrs | (Y Configuration ﬁ‘-h Log Monitoring

Default — Grey Site
Domaing in grey list. Don't bother weith the wesw. or the hitp:.
it Domain The 'grey’ lists override the ‘banned’ lists. The "exception’ lists override the "banned’ lists also. The difference

iz that the "exception’ lists completely switch off *all* other fitering for the match. "grey’ lists only stop the
URL fittering and allow the normal fittering to work.

@ URL An example of grey list use iz when in Blanket Block (whitelist) mode and vou want to allow =ome sites but
still fiter as nermal on their centent.

P Another example of grey list use iz when you ban a site but want to allow part of it.

_.1 Fhrases The greyurllist iz for parthy unblocking PART of a site. The greysitelist iz for parthy unblocking ALL of a site.

Domain 4 Add

k| Grey Site

v | www. bbc.couk

||\/' 'www.google.com
FH Grey URL

oA Add Multiple

'| — Delete |
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Delete Grey Site tab appears, Click on Yes.

In the below screen we can notice Domain deleted.

-4 Filter Groups '@ Banned Filters @ E.czuiiul Filizrz | /Y Configuration "r'“ Log Monitoring

Default - Grey Site
Domaing in grey list. Don't bother with the www. or the hitpo.
5% Domain The "grey’ lists override the "banned’ lists. The "exception’ lists override the "banned’ lists alzo. The difference

iz that the "exception’ lizts completely switch off *al® other fitering for the match. "grey’ lists only stop the
URL fittering and allow the normal fitering to work.

@ URL An example of grey list use i= when in Blanket Block (whitelist) mode and yvou want to allow some sites but
still fiter as nermal on their content.

= Another example of grey list use is when you ban a site but want to allow part of it.

_.1 Fhrases The greyurllist iz for partly unblocking PART of a site. The greysitelist is for partly unblocking ALL of a site.

F& Grey Site Bomain ' Add
o= . | www bbc.co.uk

5 Add Multiple
rj_J Grey URL Delete

87.Grey URL
Select Grey URL tab.

-4 Filter Groups ’% Banned Filters |@ E.cduiiug Filizrz| Y Configuration ﬂ Log Monitoring

Default v || [ Grey URL
Domains in grey list. Don't bother with the wwow. or the hitpod.
% | Domain The “grey’ lists override the ‘banned’ lists. The "exception’ lists override the "banned’ lists also. The difference

iz that the "exception’ lists completehy switch off *all* other fitering for the match. "grey’ lists only stop the
URL filtering and allow the normal filtering to work.

@ URL An example of grey list use is when in Blanket Block (whitelist) mode and you want to allow some sites but
still fiter as nermal on their content.

. Another example of grey list use is when you ban a site but want to allow part of it.

1 Phrases The greyurliist is for parthy unblocking PART of a site. The greysitelist is for parthy unblocking ALL of a site.

F&] crey site URL T Add
b y v members.home.netnice

oA Add Multiple

. p GTE}" LRL Delete

Add
Click on Add tab.
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-4 Filter Groups ’% Banned Filters @ Esezufuyg Fllizrs | (Y Configuration 'ﬂ‘ Log Monitoring

Default w || [ Grey URL
Domaing in grey lizt. Don't bother with the ww . or the hitp:.
1~ i+ Domain The "grey’ liste override the ‘banned’ lists. The "exception’ lists override the "banned’ lists alzo. The difference

iz that the ‘exception’ listz completety switch off *al* other fitering for the match. 'grey’ lists only stop the
URL fitering and allow the normal fittering to work.

@ URL An example of grey list use is when in Blanket Block (whitelist) mode and vou want to allow some sites but
still filter as normal on their content.

. Another example of grey list use i= when you ban a site but want to allow part of it.

_.2 Phrases The grevurllizt is for parthy unblocking PART of a site. The greyeitelist is for parthy unblocking ALL of a site.

URL oA Add

-5k Grey Site
— y ' members. home.netnice

S Add Multiple

| ﬂ GTE}" LIREL Delete

Add Grey URL tab appears, type URL and click Ok.

/% Please enter an URL:
i A
_ | labristecknoloji.com/zu ppurﬂ |

QK Cancel

In the below screen we can notice URL added.

-4 Filter Groups ’% Banned Filters @ Z.<c=uijugl Fllizrz| Y Configuration 'ﬂ" Log Monitoring

Default - || [ ey R
Domains in grey list. Don't bother with the www. or the hitpal.
%% Domain The ‘grey’ lists override the "banned’ lists. The ‘exception’ lists override the "banned’ lists also. The difference

| - "1 |

iz that the "exception’ liztz completehy switch off *all® other fitering for the match. “grey’ liste only stop the
URL fitering and allow the normal fittering to work.

@ JRL An example of grey list use is when in Blanket Block (whitelist) mode and you want to allow some sites but
still fitter a= normal on their content.

. Another example of grey list use is when you ban a site but want to allow part of it.

_.1 Phrases The grevurllizt is for parthy unblocking PART of a site. The greysitelist iz for partly unblocking ALL of a site.

r‘“‘q Grev Sit URL 4P Add
x| Grey Site — - =

— . |[~/ labristeknlaji.cpmisupport
@ Grey LIRL

Add More
Click on Add Multiple tab.

'I S Add Multiple

— Delete
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~4 Filter Groups @ Banned Filters |@ Ecczuijull Fllizrs| (Y Configuration 'ﬂ' Log Monitoring

Default w ||[Srev URL
Domains in grey list. Don't bother with the www. or the hitp:/i.
% Domain The "grey” lists override the ‘banned’ lists. The "exception’ lists override the "banned’ lists also. The difference

iz that the "exception’ lists completely switch off *all* other fitering for the match. "grey” lists only stop the
URL fitering and allew the normal fitering to work.

ﬁ URL An example of grey list use is when in Blanket Block (whitelist) mode and you want to allow some sites but
still fiter as normal an their content.

P Another example of grey list use is when you ban a site but want to allow part of it.

_1 Phrases The greyurlist iz for partly unblocking PART of a site. The greysitelist iz for parthy unblocking ALL of a site.

r=-1 ) URL S Add
-0k Grey Site

v | |labristeknloji.cpmisuppart = Add Wultiple
@ Grey URL

— Delete

In the below screen we can notice multiple URL added.

“4 Filter Groups @ Banned Filters @ Exception Fj'fi'r_-rs[L " Configuration 'ﬁ' Log Monitoring

Default w || [ Srey URL
Domains in grey list. Dont bother with the www. or the hitp..
%t Domain The "grey’ listz override the "banned’ lists. The 'exception’ lists override the "banned’ lists alzo. The difference

is that the 'exception’ lists completely switch off *all* other fittering for the match. "grey’ lists only stop the
URL fitering and allew the normal fitering to work.

@ URL An example of grey list use is when in Blanket Block (whitelist) mode and vou want to allow some sites but
still fiter as normal on their content.

v Another example of grey list use is when you ban a site but want to allow part of it.

dx Phrases The greyurllist iz for parthy unblecking PART of a site. The greysitelist is for parthy unblecking ALL of a site.

rmﬂ — LRL ~_,'-l Add

9E rey site ] - =

— v labristeknloji.cpmisupport 1 .
—l . : - 2 L 1~ Add Multiple
[-»/ labristeknoloji.comitest

@ Grey URL —1 Delete
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Add Bulk URL tab appears, type domain name one in each line and click Ok.

FPlease enter domain names as ocne in each line

laristeknoloji. com/support
labristeknoloji.co m.-‘tesﬂ

] Cancel Help

Delete
Select the URL and click on Delete tab.

=4 Filter Groups '% Banned Filters @ S.czuiiuy Filizrs | Y Configuration ﬁ'! Log Monitoring

Default + || [ Grey URL

Domaing in grey list. Don't bother with the www. or the hitp:.
1~ %! Domain The 'grey’ lizts override the "banned’ listz. The "exception’ ists override the "banned’ lists alzo. The difference

is that the "exception’ lists completely switch off *al® other filtering for the match. "grey’ lists onhy stop the
URL fittering and allow the normal fittering to work.

ﬂ URL An example of grey list use is when in Blanket Block (whitelist) mode and you want to allow some sites but
still fiter as normal on their content.

- Another example of grey list use is when vou ban a site but want to allow part of it.

_1 Fhrases The greyurllist iz for parthy unblocking PART of a site. The greysitelist is for parthy unblocking ALL of a site.

o) : URL 43 Add
-5k Grey Site

| v members home.netinice

| S Add Multiple
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Delete Grey URL tab appears, Click on Yes.

In the below screen we can notice Grey URL deleted.

-4 Filter Groups ‘% Banned Filters @ EXGephion FJ‘ft'—_-rsn_ [ configuration H Log Monitoring

Default | [ 5 LS
Domains in grey list. Don't bother with the www. or the hitpi.
‘5t Domain The "grey’ lists override the ‘banned’ lists. The "exception’ lists override the ‘banned’ lists also. The difference

is that the "exception’ lists completely switch off *al® other fittering for the match. ‘grey’ lists only stop the
URL fittering and allow the normal fitering to work.
: p URL

An example of grey list use iz when in Blanket Block (whitelist) mode and you want to allow some sites but
still fitter as normal on their content.

. Another example of grey list use i= when you ban a site but want to allow part of it.
_1 Phrases The greyurllist is for parthy unblocking PART of a site. The greysitelist is for partly unblocking ALL of a site.

T _ URL Y Add
-0k Grey Site
4~ Add Multiple
_1 Grey URL — Delete

88.Settings

Reporting Options
Choose use HTML template file radio button for Web Access Denied Reporting.

"4 Filter Groups ﬁ! Banned Filters ﬂ Exception Filters ':? Cbuﬁgumﬂbnl ﬂ Log Monitoring

Web Access Denied Reporting

log, but do not block - Stealth mode

just say ‘Access Denied’

report why but not what denied phrase
report fully

® use HTIL template file (accessdenied addressignored) - recommended

Customize
Authentication
v| NTLM Authentication | Configure
| Basic Authentication
v| IP Authentication

Legging Options
Log Level

none
just denied
® alltext based

all requests

Log Exception Hits : Log if an exception (user, ip, URL, phrase) is matched and so the page gets letthrough. Can be useful for diagnosing why a site i

:j Save i_‘! Cancel

URL/Content Filter Service Status:  Running

N -]
tad tnis- 78 128 A0 A8 Lahric Taknnlni

In Reporting options click on Customize tab.
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Reporting Options
Web Access Denied Reporting

log, but do not block - Stealth mode
just say ‘Access Denied”
report why but not what denied phrase
report fully
® use HTML template file (accessdenied addressignored) - recommended \

| Customize

Customize tab appears displaying HTML coding. Here we can modify the code if required

@ Customize) - 0 ;[
<p= L
<b=Sayfa adresi</b=&nbsp;-URL-
<lp>

<h3=Baglant detaylariniz:</h3=<'— Subheader H3 —=

=ul class="navigation™=<!- Start Navigation UL —=
<li=<a href="#"=&raguo; <b=Neden:</b=8&nbsp-REASONGIVEN-</a=</l=
<li==a href="#"=&raguo; <b=Kategori=/b=8nbsp;-CATEGOREES-=/a=</li=
<li==a href="#"=&raguo; <b=Kullanic adiniz:</b=&nbsp;-USER-</a=</li=
<li ==a href="#"=&raguo; <b=IP:</b=&nbsp;-IP-</a=</li=

<ful=<!— End Mavigation UL —>

</div=<— End Right Column DIV —=
<br class="clear" />

«div id="footer"=<!-- Start Footer DIV —>
=div id="copyright"=&copy; 2013 Labris Networks. Tam haklan sakhdir </div=<!— Copyright Notice —=
«/div=<— End Footer DIV —=
</div=<'— End Main DN —=
<idiv=<— End Wrapper DIV —=
</body=
</html=

L

@ Help | | & Import J

Authentication
Three types of Authentication are available.

They are NTLM Authentication, Basic Authentication, IP Authentication.

We can enable or disable above mentioned three Authentication types.

Please use arrows to re-order authentication. Do not forget to save configuration to activate selected authentication methods,

gu v NTLM Authentication
v| Basic Authentication
\ 4 IP Authentication

Join AD Domain Leayve AD Domain

Join Active Directory Domain
Enable NTLM Authentication and click on Join AD Domain button.
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Please use arrows to re-order authentication. Do not forget to save configuration to activate selected authentication methods.
i | MTLM Authentication

| Basic Authentication
¥ V| IP Authentication

Join AD Domain Leave AD Domain

NTLM Authentication tab appears.

(N ATTeniEaLon x

1
Domain fLasTEST LOCAL J_|
]

.7 DCHostname  [w2k1Zlabtest local 2 ]
Domain Controller [192.168.20.254 3
Password Server [192 16220 254 N

Try to find the workgroup automatically.
Workgroup [LagTEST 5 1]

0], Cancel Help

These are the inputs for NTLM Authentication.

1 Domain Type domain name

2 DC Hostname Type DC Hosthame

3 Domain Controller Give the Domain Controller IP

4 Password Server Give the Server Password

5 Workgroup Type Workgroup or enable Try to find work group automatically
Click Ok.

LN Bsathentication X

Domain LABTEST LOCAL|
= 7 DC Hostname w2k12 labtest.local
=

Domain Controller 192.168.20.254

Password Senver (192 1588.20.254

Try to find the workgroup automatically.

Workgw.u{‘ L&BTEST
Cancel Help

Join Domain tab appears.

380 Labris Networks



Administration Guide for Labris UTM

Version 3.4.2
Jorn Diamarim ;I

1
Usemame || h
Password | 2 :]

Cancel

_

These are the inputs to join domain.

1 Username Type Username to join Domain

2 Password Type Password

Leave Active Directory Domain
Click Leave AD Domain button.

Please use arrows to re-order authentication. Do not forget to save configuration to activate selected authentication methods.
4= |+ NTLM Authentication

~  [+| Basic Authentication

& IP Authentication

Join AD Domain Leave AD Domain

89.HTTPS Filtering
Introduction and Preliminary Information

What is SSL/TLS and HTTPS?
"SSL" means "Secure Sockets Layer". This was coined by the inventors of the first versions of the
protocol, Netscape

"TLS" means "Transport Layer Security". The name was changed to avoid any legal issues with Netscape
so that the protocol could be "open and free" (and published as a RFC). It also hints at the idea that the
protocol works over any bidirectional stream of bytes, not just Internet-based sockets.

TLS is the new name for SSL. Namely, SSL protocol got to version 3.0; TLS 1.0 is "SSL 3.1". TLS versions
currently defined include TLS 1.1 and 1.2. So it’s generally called SSL/TLS.

HTTPS is a protocol for secure communication over a computer network which is widely used on the
Internet. HTTPS consists of communication over Hypertext Transfer Protocol (HTTP) within a connection
encrypted by Transport Layer Security or its predecessor, Secure Sockets Layer. The main motivation for
HTTPS is authentication of the visited website and protection of the privacy and integrity of the
exchanged data.

Note: Explanation and definitions are borrowed from StackExchange and Wikipedia.
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Certificate Authorities (CA), Chain of Trust and Certificate Chain
A certificate authority (CA) is an entity that issues digital certificates. A digital certificate certifies the
ownership of a public key by the named subject of the certificate. This allows others (relying parties) to
rely upon signatures or on assertions made by the private key that corresponds to the certified public

key. In this model of trust relationships, a CA is a trusted third party—trusted both by the subject
(owner) of the certificate and by the party relying upon the certificate.

Digital certificates are verified using a chain of trust. The trust anchor for the digital certificate is the
root certificate authority.

A certificate chain is a list of certificates (usually starting with an end-entity certificate) followed by one
or more CA certificates (usually the last one being a self-signed certificate), with the following
properties:

1 - The Issuer of each certificate (except the last one) matches the Subject of the next certificate in the
list.

2 - Each certificate (except the last one) is supposed to be signed by the secret key corresponding to the
next certificate in the chain (i.e. the signature of one certificate can be verified using the public key
contained in the following certificate).

3 - The last certificate in the list is a trust anchor: a certificate that you trust because it was delivered to
you by some trustworthy procedure.

Note: Explanations and definitions are borrowed from relevant Wikipedia pages.

Creation of Labris UTM CA

Since HTTPS connection and chain of trust is unbreakable by definition, explicit permission needs to be
granted by clients in order to inspect the content of HTTPS connections. This happens in the form of
Root CA import in client machines.

Importing the Root CA of Labris UTM means that client trusts the UTM and promises to trust certificates
issued by Labris UTM. When a client tries to establish a new HTTPS connection with a web server, Labris
UTM intercepts the connection and redirects it to labris-webcache daemon. Labris-webcache analyses
the connection request, extracts the destination domain and decides if this connection should be
inspected or not. If the connection requires inspection, labris-webcache establishes a new HTTPS
connection with the webserver, verifies its certificate chain and issues a new certificate for domain
signed by Labris UTM CA. This whole process allows labris-webcache to maintain two HTTPS
connections, first one between client and UTM, second one between UTM and webserver. This allows
decryption and re-encryption of HTTPS connection on-the-fly and inspection of its content. This is also
called Man-in-the-Middle (MitM) and makes labris-webcache man in the middle. Doing this on a public
network (like ISP provided) and without explicit permission from clients may be illegal.
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Configuration
This tab allows tuning the configuration options of HTTPS Filtering.

Device File Edit Wiew About Help
% ‘3 Filter Groups | @ Banned Filters | & Exception Filters | /! Configuration @ HITPS Filizriny | @ Log Monitoring
=8 1 DEEWCE List Deep Inspaction Settings
= E‘ngﬂi:gggmem @) Perform Deep Inspection (Content Scanning)
2 System Perform Domain-Only Inspection
) Network Settings 5
£ Firewall Deep Inspection Filtering Exceptions
v Deep inspection will not be performed for these websites
& Filter
& Antispam/Antivirus Domain Names to Bypass Deep Inspection
£ psrPs
B8 Messaging
Senver Ssome websites and applications use Websocket technology to implement instant communication between client and server. Since these connections interfere with Deep Inspection,
*# | ad Balancer Labris UTM can recognize them and add their domain names to exception domain names automatically.
& License Bypass Websocket domain names automatically:
® On
off
Domain Names Requiring Deep Inspaction Exception
Domain Names used by some applications cannot be decrypted because they deviate from TLS encryption standards. Reasons may be using certificate pinning, proprietary encryption.
Known problematic demain names are listed here:
Domain Names Requiring Deep Inspection Exception
Insecure Cipher Suites
Following algorithms are considered insecure and cipher suites using them are disabled by dafault. Allowing those cipher suites may solve connection problems with web servers using
them.
Insecure Algorithms: DSS, 3DES, RC4, MDS, IDEA
Allow Insecure Cipher Suites
®) Block Insecure Cipher Suites (Dafault)
Insecure Protocals
SSLv2 and SSLV3 protocols are considered insecure and disabled by default. Allowing these protocels may sclve connection problems with web servers which doesn't support TLS.
Allow SSLv2 and 55Lv3 protocols
®) Block 55Lv2 and SSLv3 protocals (Default)
:j Save ij Cancel
4 L » | URL/Content Filter Service Status: Running NS
Lmc server address you are connected to is: 10.100.0.3 Labris Teknulu]\J

HTTPS Filtering Settings

Deep Inspection (Default)
Perform man-in-the-middle inspection for HTTPS connection. Requires Labris UTM Root CA import in
client machines.

Domain-only Inspection

Try to extract destination domains and apply domain-based rules if it’s possible. This option doesn’t
require certificate import. On the other hand, labris-webcache can’t perform deep analysis of packets
and in some situations where domain name is not present during HTTPS connection, domain-based
rules may not work.

HTTPS Filtering Exceptions

Domain Names to Bypass Deep Inspection
Some applications and domains used by them can’t be inspected for various reasons including but not
limited to:

- Key pinning
- Deviation from SSL/TLS protocol
- Proprietary algorithms or cipher suites

- Using TCP port 443 for Non-HTTPS protocols.

383 Labris Networks



Administration Guide for Labris UTM

Version 3.4.2

Some of the problems above may be solved by adding relevant domains to exception. If adding an
exception doesn’t solve the problem, not redirecting connections to labris-webcache for known

destination IP addresses should solve the problem.

Certain domains (or all subdomains of a domain) can be added to this list if it causes problem or it’s not

appropriate to decrypt and inspect its content on-the-fly.

-0 x ‘
Device File Edit View About Help
& .
B

= B Device List
=™ 10.100.0.3:4000

]

Labris Management Console

4 Filter Groups @) Banned Filters & Exception Filters | |/ Configuration @ Hetys Filtzring | @ Log Monitoring

Https Fitering Settings
® Perform Deep Inspection (Content Scanning)

ZQ,‘ User Managemen
2 System

) Network Settings
B Firewall

= VPN

& Filter

@ Antispam/antivirug

Perform Domain-Only Inspection

Https Fitering Exceptions

Deep inspection will not be performed for these websites

Domain names to bypass Deep Inspection

- IDS/IPS e
% Me;saging _@ Domain namesito bypassibeep inspection - a ;[
Server Some websites and applications use Websocl il ot be perf A for th b ese connections interfere with HTTPS
%% | =d Balancer Inspection, Labris UTM can recognize them ary|[ ==P inspection wil not be performed for these mebsites
@ License Bypass Websocket domains automatically: w.web. whatsapp. com  Add
w7.web.whatsapp.com
& on demo.kaazing. com & add More
off wss.websocketstest.com -
- — || |wB.web.whatsapp.com J Edt
Domains Requiring HTTPS Exception | | echo.websocket org E
Domains used by some applications cannot bll| |41 web.whatsapp.com g certificate Pinning, proprietary
encryption. Known problematic domains are lisl| |5 wep whatsapp.com = Delete
twitter.com 13
| | dropbox com 4
Save | | Cancel
&4 save u Cancel
4 » | URL/Content Filter Service Status: Running f__: S

| Lmc server address you are connected to is: 10.100.0.3 Labris Teknolaji

Bypass Websocket Domain Names Automatically

Some websites and applications use Websocket connection over HTTPS connections. Websocket
connections start with HTTP handshake and uses 101 Upgrade response to upgrade the connection to
Websocket protocol. Since they are not actually HTTP over TLS they cannot be effectively inspected and
passed. So domains using Websocket needs exception to not break them. Labris UTM may inspection
HTTP headers and recognize Websocket headers on-the-fly. This allows auto-adding Websocket
domains to exception list. User may manage and examine these domains later in the “Domain Names to
Bypass Deep Inspection” list.

Warning: Allowing Websocket domains may allow bypassing filter rules. Make it ‘off’ if you think your
clients may act maliciously.

Domain Names Requiring Deep Inspection Exception

Labris provides a list of known domains which require exception in order to make related applications to
work. You can examine the list and add them directly to “Domain Names to Bypass Deep Inspection”
list.
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| [} Labris Management Console - ox
Device File Edit View About Help
oe L] ‘4 Filter Groups | (@ Banned Filters | (&) Exception Filters ¥ Configuration | # Fitpe Filesrisy | @) Log Monitoring
=8 Device List Hitps Filtering Settings

=9 10.100.0.3:4000

.
# User Managemeni Perform Deep Inspection (Content Scanning)

2 System Perform Domain-Only Inspection
=) Network Settings
B Firewall Htps Filtering Exceptions
%VPN Deep inspection will not be performed for these websites
g& :‘:t?;pamf!-\nt\wruc Domain names to bypass Deep Inspection
= IDS/IPS 7
% Meésaqmg ﬁ DomansHeqamnngHigEsixception - O ;—”
Senver Some websites and applications use Websac B B — ese connections interfere with HTTPS
& [oad Balancer Inspection, Labris UTM can recognize them an|[ &M= Feadring eeption
& License Bypass Websocket domains automatically: faceboak.com 4P Add to exceptions
windowsupdate.com
®) on twitter.com
off snapchat.com

|| | itunes. apple.com
Domains Requiring HTTPS Exception dropbox.com

Domains used by some applications cannot bll | yhatsapp.net g certificate Pinning, proprietary
encryption. Known problematic domains are i | g 40 et

|| instagram.com

Close
£4) save ij Cancel
4 » | URL/Content Filter Service Status: Running f__‘l ==
|Lmc server address you are connected to is: 10.100.0.3 Labris Teknalaji

Insecure Cipher Suites
Some algorithms are considered insecure and cipher suites using them are disabled by default. Allowing
them solve connection problems with web servers using these cipher suites.

Insecure algorithms: DSS, 3DES, RC4, MDS5, IDEA

Cipher suites using them:
TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA
TLS_DHE_DSS_WITH_AES_128 CBC_SHA
TLS_DHE_DSS_WITH_AES_128 CBC_SHA256
TLS_DHE_DSS_WITH_AES_128 GCM_SHA256
TLS_DHE_DSS_WITH_AES_256_CBC_SHA
TLS_DHE_DSS_WITH_AES_256_CBC_SHA256
TLS_DHE_DSS_WITH_AES_256_GCM_SHA384
TLS_DHE_DSS_WITH_CAMELLIA_128 CBC_SHA
TLS_DHE_DSS_WITH_CAMELLIA_256_CBC_SHA
TLS_DHE_DSS_WITH_SEED_CBC_SHA
TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA
TLS_ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA
TLS_ECDH_ECDSA_WITH_RC4_128 SHA
TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA
TLS_ECDHE_ECDSA_WITH_RC4 128 SHA
TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA
TLS_ECDHE_RSA_WITH_RC4_128_SHA
TLS_ECDH_RSA_WITH_3DES_EDE_CBC_SHA
TLS_ECDH_RSA_WITH_RC4 128 SHA
TLS_RSA_WITH_3DES_EDE_CBC_SHA
TLS_RSA_WITH_IDEA_CBC_SHA
TLS_RSA_WITH_RC4_128 MD5
TLS_RSA_WITH_RC4_128 SHA
TLS_RSA_WITH_SEED_CBC_SHA
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Insecure Protocols

SSL version 2 and version 3 are considered insecure and disabled by default. Allowing them may solve
connection problems with web servers which doesn’t support TLS.

Certificate Import (Desktop)

Windows

System-wide Import (Internet Explorer, Chrome)
Importing certificate to system certificate store of windows allows Internet Explorer, Chrome and other
applications trusting system store to work without certificate warning.

Internet Explorer shows certificate warning before import

If root certificate is not imported

(=) & https://www.google.com.r L2~ & || @ Certificate Error: Mavigation...
to the system, browser shows a < [O e | @ conrcat ronavgaton.. [ ]
wa rning about certificate @ There is a problem with this website's security certificate.
A

security.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
& Click here to close this webpage.

& Continue to this website (not recommended).

@ More information
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Double-clicking on the root
certificate opens certificate
details windows. Clicking on
Install Certificate option opens a
new dialog.

Please choose Local Machine
and click Next.

Generdl | Detals | Certification Path

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Labris HTTPS Inspection Module, Certificate
ID: 717662503073

Issued by: Labris HTTPS Inspection Module, Certificate
ID: 717662503673

Valid from 15.12.2015 te 13,12,2025

Install Certificate... || Issuer Statement

o |

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate stare.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
O Current User

To continue, dlick Next.
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Click Yes.

User Account Control

Do you want to allow the following progra
changes to this computer?

J Program name:  Windows host process (RundlI32)
Verified publisher: Microsoft Windows

@ Show details

Change when these notifications appear

E -
Choose “Place all certificates 1 (€) 2 Certificate Import Wizard

in the following store” and

click Browse. Certificate Stare

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

") Automatically select the certificate store based on the type of certificate

Brows

(®) Place all certificates in the following store

Certificate store:

Cancel
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—Ta

. . Select Certificate Store
Choose Trusted Root Certification
Authorities as store Select the certificate store you want to use.

{ | Personal
BB rrust=d Root Certfication Authories]] I
_| Enterprise Trust

| Intermediate Certification Authorities

_| Trusted Publishers

1 1intretad Cartificatae bt

store, or you can spedfy a location for

based on the type of certificate
[ show physical stores

s

Cancel

Browse...

Cancel

. (e) < Certificate Import Wizard
Click Next. ) °

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store
Certificate store:

Trusted Root Certification Authorities Browse...

Cancel

———-
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I (€) # Certificate Import Wizard

Click Finish.
Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

Lo i e e = Ny MBS Trusted Root Certification Authorities

Content Certificate

Cancel
Internet Explorer shows no warning after certificate import.
e G https google.com.tr 8|C || G Google

www.google.com.tr

This connection to the server is encrypted.

Should | trust this site?

View certificates
B

Google'da Ara Kendimi Sansh Hissediyorum
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Firefox

i, Untrusted Connection x4+

Firefox doesn’t use system -

wnw.googlecomtr Tgws_

store instead uses its own
certificate store. Shows a
warning before certificate

A % | This Connection is Untrusted
import. %

You have asked Firefox to connect securely to www.google.com.tr, but we can't confirm that your
connection Is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue,

This site uses HTTP Strict Transpart Security (HSTS) to specify that Firefox anly connect to it securely.
As aresult, it is not possible to add an exception for this certificate.

Get me out of here!

Technical Details

On the right click options. - o

5 Untrusted Connection

c e o4 A S
X Cut Ny Copy Paste
- 100% +

This Connection is Untrusted Cl =/ B

You have asked Firefox to connect securely to www.googl Mew Window  New Private Save Page

connection is secure. Window

Mormally, when you try to connect securely, sites will presi F

are going to the right place. However, this site's identity ca ‘g’
Print Histo Full Screen

What Should | Do? v

If you usually cennect to this site without preblems, this er

impersonate the site, and you shouldn't centinue. p Q *

This site uses HTTP Strict Transport Security (H5TS) to sper Find Options Add-ons
As a result, it is not possible to add an exception for this ce

Get me out of here! ’

Technical Details Developer

Q Sign in to Sync

Customize 9 C’

T
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In Advanced menu, choose i - o IEH|
/1, Untrusted Connection X J 1% Options X\ +

Certificates tab and click View e 7e v+ e =
Certificates. .

Advanced

General Data Choices Network Update Certificates
Requests
When a server requests my personal certificate:
| +' | Query OCSP responder servers to confirm the current validity of certificates
v

= &
{2 Untrusted Certificate Manager H
On Authorities tab, click Your Certficates | People | Servers we O 34 40 =
Vou have certificates on file that identify these certificate authorities: -
Im port' Certificate Name Security Device "
4 A-Trust Ges. f. Sicherheitssysteme im elektr.. A
A-Trust-nQual-03 Builtin Object Token
4AC Camerfirma S.A. =
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token
4AC Camerfirma SA CIF 482743287
Chambers of Commerce Root Builtin Object Token
Global Chambersign Root Builtin Object Token
L hd
View... Edit Trust... Export.. | Delete or Distrust...
ates
View Certificates Security Devices
v
- O
A8 Untrusted Certificate Manager
Ch R UTM CA & Select File containing CA certificate(s) to import “ =
oose Root . ® ~ 1 [ Desktop v & |  SearchDeskiop o ~
Organize »  Mew folder - O @
i Favorites A;
lab This PC
e j& abis | e
&8 Downloads
 Recent places | Libraries Network
=
18 This PC sslfilter2-717662503678
Security Certificate
G Network 28
File name: | ssifilter2- 717662503678 | | Certificate Files v
Cancel
v
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Click “Trust this CA to - "

Untrusted Certificate Manager

identify websites. €) OFreres

Downloading Certificate

-
You have been asked to trust a new Certificate Authority (CA).
Do you want to tru;tl‘Lahns HTTPS Inspection Module, Certificate 1D:67952241 5705"|fnr the
following purposes?
Trust this CA to ides websites.
[] Trust this CA to identify email users. es
[[] Trust this CA to identify software developers.
Befare trusting this CA for any purpose, you should examine its certificate and its palicy and
procedures (if available).
View Examine CA certificate
Cancel
2 -ates
View Certificates Security Devices
v
You can see Labris UTM CA — -°
(L Untrusted Certificate Manager
IS present in Certlflcate € Vour Certificates | People | Servers | Authorities | Others wBe 9 % & O =
Store You have certificates on file that identify these certificate authorities -
Certificate Name Security Device =]
SecureSign RootCATT Builtin Object Token ~
aJzpanese Govemment
ApplicationCA - Japanese Government  Builtin Object Token -
alabris UTM CA, Certificate ID:679522415706 b
Labris HTTPS Inspection Medule, Certific... Software Security Device
4Microsec Ltd.
Micrasec e-5zigno Root CA Builtin Object Token
Micrasec e-Szigno Root CA 2009 Builtin Object Token
ANetl ol Kt hd
View... Edit Trust.. Import.. Export... Delete or Distrust...
rates
View Certificates Security Devices
v
- cEEE
/ G Google X Gk
Ir
FlrefOX ShOWS no Warnlng € E https .google.com.tr/7gws_rd=ss| C || Q se wBe O 3 4 0 =

after certificate import. ‘ H & www.google.com.tr Sy ———

Secure Connection

Verified by: Labris UTM CA, Certificate
ID:679522415706

More Information

Google'da Ara Kendimi $ansli Hissediyorum

Google.com.tr bu dil kullansin: English
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oS X

System-wide Import (Safari, Chrome)
Importing to system allows Safari and Chrome certificate problems.

Open Keychain Access. #® Keychain Access | File Edit View Window
e0e® New Password Item...

i il New Secure Note Item...
On the left sidebar ensure System Ef Gl toock the System (RNRAVIBARARA

keychain and Certificates are selected.

Keychains New Certificate Preference...
g login v , Certif
Click File -> Import Items 3 icloud Import Items...
" Export Items... 07 h 431
= System ngs

System Roots Add Keychain...

Kind

Close certifici
certifici
certifici
Get Info certific

) certifici
Unlock Keychain "System”

Lock All Keychains

Choose UTM Root CA certificate file click Open.

RN RS S E 9 ca < Q
1 MName Date Modified - Size Kind
R ssifilter2-717662503678.crt 22 Dec 2015 14:59 2 KB certificate
|
(
i
1
[l
i
Options Cancel Open
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Double click on the imported certificate. This will open certificate details.

Labris HTTPS Inspection Module, Certificate 1D:717662503678
Root certificate authority
Expires: Saturday 13 December 2025 at 07 h 43 min 51 5 Eastern European Standard Time

(Ciertifoctte

€ This certificate has custom trust settings

Name Kind Expires Keychain
- Apple Worldwide Dewve...ions Certification Authority certificate 14 Feb 2016 20:56:35 System
k= com.apple.kerberos.kdc certificate 02 Feb 2035 21:46:08 System
| com.apple.systemdefault certificate 02 Feb 2035 21:45:07 System

B% Labris HTTPS Inspecti...rtificate ID:717662503678  certificate 13 Dec 2025 07:43:51 System

] VeriSign Class 3 Secure Server CA - G3 certificate 08 Feb 2020 01:59:59 System

Expand the section Trust.
!e [ ] Labris HTTPS Inspection Module, Certificate ID:717662503678
i Labris HTTPS Inspection Module, Certificate ID:717662503678

Certgfoente

4
| »
v

Root certificate authority
Expires: Saturday 13 December 2025 at 07 h 43 min 51 s Eastern European Standard Time

@ This certificate has custom trust settings
Trust

Details

Country TR
State/Province ANK
Locality Ankara
Organization Labris UTM CA, Certificate ID:717662503678
Organizational Unit  Labris HTTPS Inspection Module Unit, Certificate ID:717662503678
Commeon Name Labris HTTPS Inspection Module, Certificate ID:717662503678
Email Address -

Country TR
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Choose Always Trust for Secure Sockets Layer.

‘e @ Labris HTTPS Inspection Module, Certificate ID:717662503678

i ] et | Labris HTTPS Inspection Module, Certificate ID:717662503678
o Root certificate authority

Expires: Saturday 13 December 2025 at 07 h 43 min 51 5 Eastern Eurcpean Standard Time

F © This certificate has custom trust settings

i v Trust

(o]
=

When using this certificate: Use Custom Settings

Secure Sockets Layer (S5L) Always Trust
i Secure Mail (S/MIME) no value specified
Extensible Authentication (EAP) no value specified
IP Security (IPsec) no value specified

iChat Security no value specified
Kerberos Client no value specified
Kerberos Server no value specified
Code Signing no value specified

Time Stamping no value specified

oD oDDDODOOD

X.509 Basic Policy no value specified

Linux

Firefox
Steps are the same as Firefox on Windows.

Chromium
Click Settings on right and click Show advanced settings.
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New tab
New window

New incognito window

History and recent tabs 3
Downloads Ctrl+

Bookmarks »

Zoom | - 100% +

Print...
Find... Ctri+F

More tools 3

Paste

Cut | Copy

Edit

Settings

About Chromium

Exit Ctrl+5

Click Manage certificates.

Chromium Settings

Sign in to Chromium

On startup
I Settings ®) Open the New Tab page
Continue where you left off

Open a specific page or set of pages. Set pages

Appearance
Get themes Use Classic theme
Show Home button
Always show the bookmarks bar

W Use system title bar and borders

Search

Set which search engine is used when searching from the omnibox.
Google ~ || Manage search engines...
People
Person 1 (current)
| Enable Guest browsing

W Let anyone add a person to Chrome

Add person... Remove... Import bookmarks and settings...

Default browser

Make Chromium the default browser

Chromium is not currently your default browser.

Show advanced settings...

/ % Settings

Chromium Settings
Languages
Change how Chromium handles and displays languages. Learn more
. Language and input settings...
I Settings

| Offer to translate pages that aren't in a language you read. Manage languages

Downloads

Download location: | /home/labris/Downloads Change...

Ask where to save each file before downloading

HTTPS/S5L

Manage certificates...

Google Cloud Print

Set up or manage printers in Google Cloud Print. Learn more

Manage

| Show notifications when new printers are detected on the network

Accessibility

Add additional accessibility features

System
¥ Continue running background apps when Chromium is closed

| Use hardware acceleration when available

Reset settings

Restore settings to their original defaults.

Reset settings

Hide advanced settings...
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settings - Certificate manager - Chromium - & x
/% setings- Certificate ma x \__\, laJ
€ 5 & [ chrome:/settings/certificates

Open Authorities tab
and click Import.

Certificate manager

You have certificates on file that identify these certificate authorities:
(F(c) 2005 TURKTRUST Bilgi fletisim ve Bilisim Givenligi Hizmetleri A5
TURKTRUST Elektronik Sertifika Hizmet Saglayicisi
[E= A-Trust Ges. f. Sicherheitssysteme im elektr. Datenverkehr GmbH
ATrust-nQual-03
[EAC Camerfirma S.A.
Chambers of Commerce Root - 2008
Global Chambersign Root - 2008
(EAC Camerfirma S CIF A82743287
Chambers of Commerce Root

Global Chambersign Reot

/ @ settings - Certificate ma x '\,

€ & € [ chrome:/settings/ce

Choose Root UTM B o= %
CA.

0 Recently Used

Places Name

size  Modified & |
Q search

B sffezce . 2iesi |

@ Recently Used

£ labris

Cel

B Desktop
3 File System

VBOXADDITL...

| Base4-encoded ASCIL single certificate + |

| @cancel

—
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/ % Settings - Certificate ma x '\,

Click “Trust this € 3 & [ chrome/settings/cert

B

certificate to identify
websites”.

Certificate authority
Do you want to trust "Labris HTTPS Inspection Module, Certificate 1D:679522415706" as a Certification Authority?

Edit trust settings:

@) Trust this certificate for identifying websites,

Trust this certificate for identifying email users.

Trust this certificate for identifying software makers.

Cancel

Certificate iS Iisted here. - settings - Certificate manager - Chromium = +\é|

/ % Settings - Certficate ma x \__\|

€ 9 ¢ [ chrome://settings/c

Certificate manager
Your Certificates  Servers  Authorities  Others
You have certificates on file that identify these certificate authorities:
([F=Japan Certification Services, Inc.
SecureSign RootCAT1
(E=vJapanese Government

ApplicationCA - Japanese Government

[=7Labris UTM CA, Certificate 1D:673522415706

Labris HTTPS Inspection Module, Certificate ID:679522415706

[EMCSHOLDING
MCSHOLDING TEST
(EMDs Collisions Inc. (http:/fwww.phreedom.org/mds)

[Untrusted] MDS Collisions Inc. (http://www.phreedom. org/mds) -
Import...
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H Hacker News - Chromium -+ %
Chromium shows no B Y -
Warning and certificate is €>C . £ https://news.ycombinator.com . =
S|gned by I_a br‘|s UTM CA Your connection to this site is private. S

Permissions  Connection -

The identity of this website has been
verified by Labris HTTPS Inspection

Module, Certificate ID:679522415706.No | ...,
Certificate Transparency information was

supplied by the server. ‘celerator Program for Startups (develope:
Certificate information

video data (iefinitv. wordpress.com)
E Your connection to
news.ycombinator.com is encrypted
using an obsolete cipher suite. he Brain Can Handle So Much Data (ca

The connection uses TLS 1.2.

The connection is encrypted and bl org)
authenticated using AES_128_GCM and
uses RSA as the key exchange mechanism. |-

in.com

Ideas and Achievements [pe] (=

What do these mean?

15. 4 China Cracks Down on Politically Incorrect Maps (

16. 4 EFF, Access Now, and the White House Sat Down to Talk About ERcryption (<o
e

17. 4 ACT-R: A cognitive architecture (vkipedi.org

1€. 4 Should Al Be Open? (sla: om

19. 4 Intrinsic Motivation Doesn't Exist, Researcher Says (2005) (o

20. Le Tote (YC S13) Is Hiring a Senior DevOps Engineer (ever

214 Plan 9: The Way the Future Was (2003) (uri <du

22. 4 The Long Death of CGI.pm (perlhacks con

23. 4 4spec — Commodore 64 Testing Framework (&

Certificate Import (Mobile)

ios
Certificate can be transported to device via e-mail. Importing is simple. Use the steps below.

Vodafone TR 3G 13:25 7 @ %87 W .

® Vodafone TR 3G 13:26 7 © %87 W)

£ Thread 10f4 v Cancel Install Profile

Labris HTTPS Inspection Modul...

Signed by Labris HTTPS Inspection Module, Certificate ID:
717662503678
Not Verified

Contains Certificate

More Details

=}
id

b2

400 Labris Networks



Administration Guide for Labris UTM
Version 3.4.2

eswee Vodafone TR 3G 13:26 T %ET eeeee Vodafone TR 3G 13:26 7 @ %87 WM
Cancel Warning Install Profile Installed
ROOT CERTIFICATE

Installing the certificate “Labris HTTPS
Inspection Module, Certificate ID:
717662503678" will add it to the list of

Labris HTTPS Inspection Modul...

trusted certificates on your iPhone. Signed by Labris HTTPS Inspection Module, Certificate ID:
717662503678
Verified v/

UMVERIFIED PROFILE tains _Certificate

The authenticity of “Labris HTTPS Inspection More Details

Module, Certificate ID:717662503678" cannot

be verified.

Android

System-wide Import

Certificate should be imported to Android Trusted Credentials. Sending the certificate via mail is the
recommended way. Other possible options would be placing the certificate on a HTTP server or on a FTP
server.
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Download attachment from mail
O 'd @ 13:04

a § =& :

B ssifiter2-717..503678.crt Q

- 1S N »
Reply Reply all Forward

Give a name to certificate
©'d ® 13:05

Name the certificate
Certificate name:

Labris UTM 1|

Credential use:
VPN and apps

contains:

CANCEL OK

£ g0, /(. 15
alwlelrlalvlulalole
4 alslole e lmbolc s
Bz x.c v .8 N M SN
2, e
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Set-up screen lock
If device doesn’t have a screen lock set up already, Android may require this prior to certificate import.

Different vendors and different Android versions have implemented different policies about this issue.
Some of them may enforce PIN lock while some others seems to accept also Pattern screen lock.

L] O "d ® 13:05 LI O 'd ® 13:06

O 'd @ 13:05

Unlock selection Choose your PIN

Touch Continue when done

Attention
Pattern

You need to set a lock screen PIN or
password before you can use
credential storage.

CANCEL OK Password

CANCEL CONTINUE

s~
ommmI

E\me

Certificate import completed
O d @ 13:06

g
g

B ssifiter2717..503678ct & 4

LY =
M Labris UTM 1 is installed.  JifE B
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-l . WO .. W
Network Monitoring Warning
After importing the certificate, Android System shows a warning O "d @ 1307
with the title of ‘Network Monitoring’ even if cellular connection is
used instead of Wi-Fi. Some vendors and some Android versions

allow dismissing this warning while others don’t. If system doesn’t
allow dismissing, there is no way to disable this warning.

A Network monitoring

A third party is capable of
monitoring your network activity,
including emails, apps, and secure
websites.

A trusted credential installed on your
device is making this possible.

CHECK TRUSTED CREDENTIALS

Checking trusted CAs
O W.d® 1308 O W4 1308

Imported certificate can be R —— Q

& Security Q

examined under the Trusted

Credentials menu. SYSTEM

Credential storage

Storage type Labris UTM CA, Certificate ID:
Software only 717662503678

Labris HTTPS Inspection Module, Certificate
ID:717662503678

Trusted credentials
Display trusted CA certificates

Install from SD card
Install certificates from SD card

Clear credentials
Remove all certificates

Miscellaneous
SMS message limit

Apps can send 30 messages in 1 minute before
requiring confirmation

Screen pinning
off
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Testing certificate import

Dolphin Browser
Dolphin respects CAs trusted by B o

system. HTTPS Filtering works with Google X +
G I:lhttps://www.google‘.. O

V41309

no issues after certificate is

imported. Inspection of TOMO  RESIMLER st | owumagn

connection details shows that
Labris UTM analyses the

connection.
Google.com.tr bu dili kullansin: English
G Uygulama ile gok daha iyi
Android igin yeni Google't indir
=~
¢« A O O
Chrome

Chrome respects CAs trusted by
system. HTTPS Filtering works hups www.google.com.tr :
with no issues after certificate

TOMU  RESIMLER HH Oturum agin

is imported. Inspection of

connection details shows that
Labris UTM analyses the
connection.

Google.com.tr bu dili kullansin: English

® Konum kullanilamiyor

© W.d 1300

Security certificate

kd This certificate is valid.

Security certificate
Issued to:

Common name:*.google.com
Organization:Google Inc
Organizational unit:

Issued by:

Common name;Labris HTTPS Inspection
Module, Certificate ID:
717662503678

Organization:Labris UTM CA, Certificate

ID;717662503678

Organizational unit:Labris HTTPS

Inspection Module
Unit, Certificate ID:
717662503678

Validity:
Issued on:12/10/2015
Expires on:3/9/2016

0K

OWd D30

www.google.com.tr

The identity of this website has been verified
by Labris HTTPS Inspection Module,
Certificate 1D:717662503678. No Certificate
Transparency information was supplied by
the server.

Certificate information

Your connection to www.google.com.tr is
encrypted using an obsolete cipher suite

The connection uses TLS 1.2

The connection is encrypted and
authenticated using AES_128_GCM and uses

RSA as the key exchange mechanism,

What do these mean?
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Opera

9
No issues after importing certificate.

-+ www.google.com.tr/ (&

TUMU RESIMLER EES Oturum agin

Google.com.tr bu dili kullansin: English

G Uygulama ile gok daha iyi
Android i¢in yeni Google' indir

HAYIR
- - @ O
Clearing Trusted Credentials and Disabling Screen Lock

Android doesn’t allow disabling screen lock when a third-party CA is imported. To clear the credentials
store and disable screen lock, follow the steps below.

Warning: Clearing credentials will prevent establishing HTTPS connections. Do this only if the device will
not be subject to HTTPS filtering anymore.

QW4 1320 m (OR. 7 ROREF] (OB ROREF]

&<  Choose screen lock Q <  Security Q

redential storage

Storage type
Software only

Trusted credentials
Display trusted CA certificates

Install from SO card .
Pattern Install certificates from SD card Attention

Remove all the contents?

PIN Clear credentials
Remove all certificates

CANCEL
Password
Miscellaneous

SMS message limit

Apps can send 30 messages in 1 minute before
requinng confirmation

Screen pinning
off

Apps with usage access
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Firefox (Not Supported)
Firefox for Android doesn’t use System CA Store for validation and doesn’t provide a way to import

third-party CAs. So it can’t be used with HTTPS filtering.

QOWd® 1313

I:l google.com.tr |—n

This Connection is
Untrusted

You have asked Firefox to connect securely to
www.google.com.tr, but we can't confirm that your
connection is secure.

What Should I Do?

If you usually connect to this site without problems,
this error could mean that someone is trying to
impersonate the site, and you shouldn't continue,

Get me out of here!

v Technical Details

www.google.com.tr uses an invalid security certificate.
The certificate is not trusted because the issuer
certificate is unknown. The server might not be sending
the appropriate intermediate certificates. An additional
root certificate may need to be imported. (Error code:

sec_error_unknown_issuer)

Windows Phone
Windows phone doesn’t recognize PEM encoded “*.crt” certificates. Certificate needs to be converted

to DER format and its extension must be “.cer”. This can be accomplished in a Linux system with the
following command:
openssl x509 -in sslfilter2.crt -outform der -out sslfilter2.cer

Gl H 72 B = 11221 S H7Z B ol H 2 B

Sertifikalariniz yuklendi

Sertifika yiiklensin mi?

Telefonunuz bir veya daha fazla sertifikay
basariyla ekledi.

Sertifika, kimlik dogrulamasidir ve gtvenli
ag baglantilar kurmak veya bu baglantilari
korumak igin kullanilan bilgileri icerir.

Labris HTTPS Inspection Module
- Certificate ID:717662503678

DNONONON
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Certificate Distribution via Active Directory

You can use the steps below to distribute Labris UTM Root CA via Active Directory.

FS Group Policy Management l:_lﬂ-
% File Action View Window Help [-I=
e 2@ o .l Bm
(% Group Policy Management Group Policy Objects in labris.local
4 ) Forest labris.local Cortents | Defegation |
4 [ Domains
4 21 labris.local Name - GPO Status WMI Fiter Modfied Owner
& labris 1=/ Defaut Domain Controllers Policy Enabled None 7/7/2015 9:35:02 AM Domain Admins (LABRIS2012\Dom.
b @ Domain Controllérs -/ Defaut Domain Policy Enabled Nene 12/31/2015 9:34:46 AM Domain Admins (LABRIS2012\Dom.
| Microsoft Exchange Security Groups ||| | 3 /261 Enabled None 12/31/2015 940:03 AM Domain Admins (LABRIS2012\Dom.
b (&1 support
b [ Group Policy Objects
b [ WMIFilters
b (3 Starter GPOs
b [ Sites
4% Group Policy Modeling
%) Group Policy Results
3 Group Policy Object(s)
£ Group Policy Management |;|_-
% File Action View Window Help [-[a]x*
falnd o B =
[ Group Policy Management Group Policy Objects in labris.local
4 £\ Forest: labris.local Cmé@[@@j
4[5 Domains
jabris.local Name - GPO Status WMI Fiter Modfied Owner
Jabris / Defauit Domain Controllers Policy Enabled None 7/7/2015 93502 AM Domain Admins (LABRIS2012\Dom
» & Domain Controllers Defauk Domain Policy Enabled [ 12/31/2015 5:34:46 AM Domain Admins (LABRIS2012\Dom...
» E] Microsoft Exchange Security Groups J1abris Enabled None 12/31/2015 $:40:03 AM Domain Admins (LABRIS2012\Dom...
» B support GPO Status »

b [ Group Policy Objects

Back Up...
b [ WMIFilters
R
» [ Starter GPOS Restore from Backup.
b [ Sites Import Settings...
roup Policy Modeling e
roup Policy Results
Copy
Delete
Rename
Refresh

3 Group Policy Object(s)
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File Action View Help
NGEE]

Lx__:f Default Domain Policy [SERVER:
4 & Computer Configuration
b [ 1 Policies
p [ | Preferences
4 4 User Configuration
b ] Policies
b |1 Preferences

Select an item to view its description. Name
& Computer Configuration

#%, User Configuration

Extended A Standard /

File Action View Help

e 2@mocz Bm

2/ Default Domain Policy [SERVER2012.LABRISLOCAL] Policy (][ Issued o < Issued By Expiration Date _ Intended Purposes _ Friendly Name Status Certficate Te...
figurati
8. Compidc Corifguration There are no items to show in this view.
4 (7] Policies

b ] Software Settings
4[] Windows Settings
b (7] Name Resolution Policy
2 Scripts (Startup/Shutdown)
4 3 Security Settings
b 3 Account Policies
b 3 Local Policies
b 5 Eventlog
b (A Restricted Groups
b (@ System Services
b [ Registry
b [ File System
b 25/ Wired Network (IEEE 802.3) Policies
b [ Windows Firewall with Advanced Security
] Network List Manager Policies
b Zaf Wireless Network (IEEE 802.11) Policies.
4 [ Public Key Policies =
(] Encrypting File System
[ Data Protection
(] BitLocker Drive Encryption
[ BitLocker Drive Encryption Network Unlock Certficate
[ Automatic Certificate Request Settings.
] Trusted Root Certification Authorities.
(] Enterprise Trust | Import..
[ Intermediate Certification Authoriti

| All Tasks »
(] Trusted Publishers e
[Z] Untrusted Certificates |View >
[ Trusted People. [Refrest
b [ Software Restriction Policies Fxport LRty

b [ Network Access Protection
b (] Application Control Policies Help
b &, IP Security Policies on Active Directory (LABRIS.LOCAL)
b (1 Advanced Audit Policy Configuration
b gl Policy-based QoS
b (] Administrative Templates: Policy definitions (ADMX files) retrieved
b (] Preferences
¥ .
<1

" 1 Nv

IAdd 2 certificate to a store
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Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
() Current User

(®) Local Machine

To continue, dick Next.
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File to Import
Specify the file you want to import.

File name:

C:\Users\Administrator, LABRISNETWORKS \Desktop\ssifilter 2.crt

Note: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78B)
Microsoft Serialized Certificate Store (.S5T)
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Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
@®) Place all certificates in the following store:

Certificate store:
| Trusted Root Certification Authorities | | Browse...
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Completing the Certificate Import Wizard

The certificate will be imported after you dlick Finish.

You have specified the following settings:
(o0l et e R RGBT Trusted Root Certification Authorities
Certificate
C:\Users\Administrator, LABRISNETWORKS \Desktopy

o The import was successful.
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Group Policy Management Editor [=T= |

Fle Action View Help

4 o B| 62 HE

Default Domain Policy [SERVER2012.LABRIS.LOCAL] Policy A || 1ssued To - Issued By Expiration Date  Intended Purposes  Friendly Name Status  Certificate Te..
4 % Computer Configuration 55)Labris HTTPS Inspection Module, Certificate ID:897772845753 Labris HTTPS Inspection Module, .. 12/25/2025 <All> <None>

4 (] Policies

b [ Software Settings
4[] Windows Settings
b (] Name Resolution Policy
) Scripts (Startup/Shutdown)
4 Security Settings

5 Account Policies

3 Local Policies

3 Eventlog

3 Restricted Groups

4 System Services

| Registry

e System

75/ Wired Network (EEE 802.3) Policies
Windows Firewall with Advanced Security
Network List Manager Policies

b Zaf Wireless Network (IEEE 802.11) Policies

4 ] Public Key Policies

Encrypting File System

Data Protection

BitLocker Drive Encryption
BitLocker Drive Encryption Network Unlock Certificate
Automatic Certificate Request Settings

Trusted Root Certification Authorities

Enterprise Trust

Intermediate Certification Authorities

Trusted Publishers

Untrusted Certificates

Trusted People

b (] Software Restriction Policies
b (] Network Access Protection
b (1 Application Control Policies

» &, IP Security Policies on Active Directory (LABRIS.LOCAL)
b (] Advanced Audit Policy Configuration
b gl Policy-based QoS
b (] Administrative Templates: Policy definitions (ADMX files) retrieved
b (] Preferences v
0

Trusted Root Certification Authorities store contains 1 certificate.

Administrator: C:\Windows\system32\cmd.exe

icrosoft Windows [Uersion 6.3.96001]
(c)> 2013 Microsoft Corporation. All rights reserved.

\Users\Administrator.LABRISNETWORKS >gpupdate /force_

Customizing Root CA Details

You can use the below command to regenerate the certificate with custom details:

openssl req -new -key /opt/labris/etc/labris-webcache/certs/sslfilter2.key -x509 -days 3650 -out
Jopt/labris/etc/labris-webcache/certs/sslfilter2.crt

Openssl will ask for details. Fields and default values of Labris UTM CA are shown below:

Country Name (2 letter code) [GB]: TR

State or Province Name (full name) [Berkshire]: ANK

Locality Name (eg, city) [Newbury]: Ankara

Organization Name (eg, company) [My Company Ltd]: Labris UTM CA, Certificate ID: <ID>
Organizational Unit Name (eg, section) []: Labris HTTPS Inspection Module Unit, Certificate ID: <ID>
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Common Name (eg, your name or your server's hostname) []: Labris HTTPS Inspection Module,

Certificate ID:<ID>
Email Address []: -

Firewall Configuration
Connections to TCP Port 443 must be intercepted in order to make HTTPS Filtering work.

L abrisiManagement: sole. -n?ll
Device File Edit View About Help
[«
% g ‘ [ Policy ) Object & Insert Rule P install Connections IP-MAC Matcher
=81 Device List L
=5 $‘100‘0-3‘4000 G4 objects No. Name COriginal Sre COriginal Dst Original Srv | Translated Src| Translated Dst Translated Srv Comment
3 i y
g élys;;rnanaqemen # £l Metwork Objects 0 fitering P ichacako_n...[Y Any B hitp [ original & manageme.. | Labris Webf.. {51
bt £ Services
=) Metwork Settings @ 1 filtering  icbacakl_n..[d Any & hetp [ original & manageme.. [ Labris webf.. [E]
EX Firewall =@ DoS & DDoS E
=% VPN @) QoS/Bandwidth icbacako_n.. |
2 O any B https [ original & manageme,, I Labris ssL .. (5]
[} F\Itgr B #- @) Schedule FF icbacakl_n..,
8 Antispam/Antivirus| | @@y Application Control
= IDS/IPS = Firewall
’-?b Messaging 5B U3
Server
2P @ Global Policy
o ::cad Balancer @ NAT Palicy
icense « @ etho
- ethl
& eth2
- eth3
& eth7
=B ethd
&I eths
-l eths
1 i l -
ekl Policy
vl Maker
abris
4 " 3
Lmc server address you are connected to is: 10.100.0.3 Labris Teknclc]\J

NTLM Authentication AD Configuration
90.General View

Active Directory users can be used in areas such as Firewall, Webfilter, VPN, Wauth by integrating Labris
products with Active Directory. Authorization can be made with the user name or rules can be written.

Logon script must be set for all users with Group Policy on Active Directory for using simple
authentication system. Logon script shares user information periodically with Labris. With this method,
the correct settings can be made by making the necessary settings on structures which have more than
one location and using the same active directory.

91.Prerequisite

Active Directory Structure must be set and all computers must be included in Active Directory.
Active Directory integration must be made with Labris.
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92.Scenario

Logon script settings will be made by using Group Policy on active directory integrated with Labris.
How to make settings on structures which have more than one location and using the same active
directory will be explained

This expression was performed on Windows Server 2012.
Although general method is same for Windows Server 2003/2008, the location of the menu on server

can be different.

93. Configuration

Step 1: The attached files are downloaded and are copied to netlogon directory of Active Directory

server.
a. Run opens by using "Windows + R" keys combination and netlogon directory is called as in
the picture.
=] Run -
= Type the narme qf a prograrm, fu:uld.er, docurnent, or Internet
resource, and Windows will open it foryou,
Qpen: | YWocalhosthnetlogon W
B This task will be created with administrative privileges.
(0]34 Cancel Browse.,,
Attached files are copied to this area.
JAN B netlogon -[of x|
Home Share g 0
T | £ v Metwork v localhost » netlogon v & | search netlogon P ‘
F

<l Recentplaces |~ Pame Date madified Type Size
T - —
iy Labiris-user-login-tracker-x86 1.5.201414:28 Application

8 This PC - = - prisE

@ netwarksettings 1.5.2014 1456 Registration Entries

mm Desktop

| Documents

4 Dowwnloads

o Music

= Pictures il | i ?

2 items a==| (=

b. networksettings registry file is edited for the network settings.
Right button + edit are clicked on networksettings file.
Appropriate definitions are made to your network settings in registry file opened.
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If the regedit file is not set, the gateway of computer sends requests to the IP address by
default. If the default gateway is Labris device, it works without any problems.

| LabrisIP - Notepad - o x ]

File Edit Format View Help

Windows Registry Editor Version 5.88 -

#Bu satir degistirilmemelidir.
[ -HKEY_CURRENT_USER\Software\LabrisADAgent]

[HKEY CURRENT USER‘\Software'labrisiDAgent]
#Dagitik wyapilar icin birden fazla eklenebilir.
#"Lokasyon_ADI"="Ag Adresi,flt Ag Maskesi,labrisIPAdresi:9gog”

"Istanbul"="18.8.8.8,255.252.8.0,16.11.12.221:9898"
"Ankara"="192.168.20.8,255.255.255.68,192.168.28.1:9698"
"Izmir"="192.168.25.8,255.255.255.8,192.168.25.1:9898"

[HKEY CURRENT USER‘\Software'labrisADAgenti\sleep]
#Hinimum 68888 milisaniye = 1 dakika

#ntanimli 300808 milisaniye = 5 dakika
"requestSleep”="3000808"

£ m >

Parameter Description

1 Location Name Istanbul The location name to be made network identification.
Network 192.168.20.0 Network address of the Labris device location is written.
Address
3 Subnet Mask 255.255.255.0 | The subnet mask belongs to network address specified is defined.
4 Labris IP 192.168.20.1 Labris device's IP address in location is written.
address
5 Labris Port 9090 The port accepting requests on Labris. TCP 9090
6 requestsleep 3000000 It is set that it will make communicate with Labris device in how many
milliseconds. It is set 5 minutes by default. It can be set so as to at least
1 minute.
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Step 2: Active Directory Group Policy settings are made.

It is entered in the Group Policy Management window.

Server Manager

S DaShboard I r Manage Tools View  Help

Active Directory Administrative Center

Active Directory Domains and Trusts
I Dashboard WELCOME TO SERVER MANAGER . )
ashboar Active Directory Module for Windows PowerShell
Local Server Active Directory Sites and Services
Active Directory Users and Computers

o Configure this 100 | pst i

Component Services

All Servers

AD DS

QUICK START

Computer Management

Add roles and feat

(L)

File and Storage Services P Defragment and Optimize Drives

T A fo = R m
2
=
(%]

s 3 Add other servers| PN
Event Viewer
WHAT'S NEW
iSCSI Initiator

Local Security Policy
LEARN MORE ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)

Perfarmance Monitor

ROLES AND SERVER GROUPS

Roles:4 | Servergroups:1 | Servers total: 1 Resource Monitor

Security Configuration Wizard

Default Domain Policy is set. If desired, settings can also be made here by creating a
different group policy.

[

=L Group Policy Management

=L File  Action  iew  Window  Help
o= 20 X« H

1= Group Policy Managerment Default Domain Policy

“ —ﬁ F?rESt: Iab_test.local Scope | D etails I Settings I D elegation |
4 [ Z4 Dormains

=C= 1L 4| 1 Links

“ 5 . . . . .

=T Default Dormain Policy Dizplay links in this location: IE
I (= Domain Cantrollers l Edit I s are
[ = E;E;;I:TD“C}.I Ohbjects Erforced
[ == ilters )
b [15] Starter GPOS Link Enabled
I- [ Sites Zawe Repart. :
565 Group Policy Maodeling Wi .

| Group Policy Results

Mewe WMfindowe from Here

ply to
Delete
Renarme
Refresh
Help

”| I o T N0%eE

Script Settings section opens.
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=] aroup Policy Management Editor

File  Action  Wiew Help
«s HE =

=/ Default Domain F'l:l|.|l:}-' [W2K12.L.&ETEST.I " Scripts (Logon/Logoff)
4 [ Computer Configuration

Mame

B | Palicies Logon
= =] Lagon
b [l Preferances Display Properties =i F }
4 4%, User Configuration Py =l 030
4 [ Policies Description:
B[] Software Settings Contains user logon scripts.
A | L din e Setting

|=| Scripts (Logon/Logoff)
[ g SECUNTy setfings

[ [ Folder Redirection

t- gl Policy-based Qo

B Administrative Templates: Poli

b Preferences

a. Logon settings open. Add is clicked in the window appeared. regedit file displays, which we
copied under netlogon directory with the Active Directory IP address.

Logon Properties 7| x|

Scripts | PowerShell Scripts |

:%? Logon Scriptz for Default Domain Policy
M arre Parameters
Up
Do
Add...
Edit...

Add a Script -

Script Mame:

|regedit.exe | | Browsze. . |

Script Parameters:

| A2 %1 92.168.20. 2584 netlogontnetwaork zettingz.reg |

OF. | | Cancel

Parameter Description

Registry editing tool in which will run registry
file that we set.

1 Script name regedit.exe
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2 Script /s It will not be displayed while applying registry
Parameters 1 record in user computers.
3 Script \\192.168.20.254\netlogon\networksettings.reg | The path of networksettings.reg file is

displayed, which we copied to netlogon
directory of active directory server.

Parameters 2

Labris User logon tracker settings are made.

Add Again and Browse is clicked on Logon script settings

\\SunuculP\netlogon\ is written to the address line of window appeared and entered.
Labris-user-login-tracker-x86.exe is selected and opened

Browse -
’(_:. ) IR 102, 168.20.25 vl Search netlogon 2 |
Organize =  Mew folder == ]
& Videos - Marme Date modified Type
i Local Disk (C:
= ] () [["]] Labris-user-login-tracker-x86 1.5.2014 1428 Spplicati
8 DVD Drive (D3 IR . o
@ hetworksettings 15241734 Fegistrati
€M Metwork
M 192.168.20.254 | T
M |abtest.local
1M Jacalhost
(M SLANE vl € m ¥
File narne: | Labris-user-login-tracker-xB36 w| |2l Files v
Dpen Carcel

Operation mode and registry record are given as script parameters with path on the server.

Add a Script -

Script Mame:
|14192.168.20. 254 netlogontLabris-userlogintrackerbe| | Browse.. |

Script Parameters:

|Iu:ugu:un Y4192 168 20 254 netlogonhnetwork zettings. reg |

| Ok | | Cancel |

Parameter Description

1 Script name \\192.168.20.254\netlogon\Labris-user-login- File path definition is made for Labris user
tracker-x86.exe logon tracker program.
2 Script logon When the user logs on, the operating mode
Parameters 1 of the logon tracker is set as logon.
3 Script \\192.168.20.254\netlogon\networksettings.reg | In case of failure writing of the registry record
Parameters 2 to the user's computer, logon tracker tries to
perform settings by reading the registry file
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here. It is written with a space after the value
of Script parameters 1.

In the latter case, Logon Script settings should be as follows.

Logon Properties _

Seripts | PowerShell Scripts |

= Logon Scrpts for Default Domain Palicy
M ame Farameters
regedit. exe 42 %192 168,20, 254\n, .

W92 16820254 netla...  logon %4192.1 A,
Crann

&dd

Edit

o

Remove

To view the script files stored in this Group Policy Object, press
the button below.

ShowFiles... |

| 0k, Cancel | | Apply
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b. Logoff settings are clicked and then Add is clicked.
As in the setting of logon, Labris-user-login-tracker-x86.exe is selected and script
parameters are written.

Logoff Properties 2| x

Scripts | PowerShell Soripts |

Logoff Scrpts for Default Domain Policy

| M arne Parameters |

Edit Script

Script Mame:
| Y1921 EE.EEI.254"-.net||:|gl:un'xLaI:uris-user-lngin-tracker-:-i| | Browse...

Script Parameters:

|logaff 44192.168.20.254\netlogontlabris. reg |

0k, | | Cancel
LIRS L=t Y I L= | HLLR | =) LUTEL I A LA TUA T UG UL T
the button below.
Show Files.. |
| ] | | Cancel | | Apply

Parameter Description

1 | Script name \\192.168.20.254\netlogon\Labris-user-login- File path definition is made for Labris
tracker-x86.exe user logon tracker program.

2 | Script logoff When the user logs off, the operating

Parameters 1 mode of the logon tracker is set as logoff.

3 | Script \\192.168.20.254\netlogon\networksettings.reg | In case of failure writing of the registry

Parameters 2 record to the user's computer, logon

tracker tries to perform settings by
reading the registry file here. It is written
with a space after the value of Script
parameters 1.

In the latter case, Logoff Script settings should be as follows.
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Logoff Properties _

Sorptz | PowerShell Seripts |
Logoff Scripts for Default Domain Policy

MHame Parameters

WW192 16820254 netla...  logaff %4192.1 R Up
Drawn

Add...

Edi...

1

Femove

To view the script files stored in this Group Policy Object, press

thie buthaon below,
Apply

Show Files. ..

| Cancel ||

OF.

Group Policy settings are applied.

c.

For the changes to be valid, Group Policy settings will be updated for all users.
Run opens by using "Windows + R" keys.
The settings are applied by giving gpudate / force command to this area.

Run

= Type the name of a program, folder, document, or Internet
resource, and Windows will open it foryou,
Dpen gpupdate force W
'?i' This task will be created with administrative privileges,
(0] 4 | | Cancel | | Browse... |

The user computer is log off and logon again after settings successfully applied. It can be seen

d. Control of the settings is made.
that Labris-user-logon-tacker-x86.exe is running in task manager (ctrl + shift + esc)

application.
Labris Networks

423



Administration Guide for Labris UTM
Version 3.4.2

"% Windows Task Manager = || (=] ||&|
File Options View Help
J—Ap_plicasons Processes lServices l Performance ] Networking lUsers ‘
~
Image Name User Name CPU Memory
dtmng.exe *32 labris3 00 4,54
ctmngui.exe *32 labris3 00 2.90¢
csrss.exe 00 4.26¢
dllhost.exe labris3 00 2.28¢
dwm.exe labris3 00 1.16¢
explorer.exe labris3 00 10.33:
Labris-user-ogin-tracker-x86.exe *32 ] labris3 00 2.22(
SearchProtocolHost.exe labris3 00 1.50¢
taskhost.exe labris3 00 1.97¢
taskmgr.exe labris3 00 1.84
userinit.exe labris3 00 34
vmtoolsd.exe labris3 00 3.20¢
winlogon.exe 00 1.91¢
wuaudt.exe labris3 00 1.45!
< | i _ »
| [#g) Show processes from all users End Process
Processes: 45 CPU Usage: 0% Physical Memory: 27%

To provide control over Labris;
"labrisdb_user_manager.py -getall-ip" command is written on the command line and it is
seen that the IP addresses of users came.

94.Logging Options
Log Level and Log Exception Hills tabs are displayed.

Ichging Options I—

Log Level

none
® just denied
all text based

all requests

Log Exception Hits : Log if an exception (user, ip, URL, phrase)is matched and so the page gets letthrough. Can be useful for diagnosing why a site
gets through the filter.

® Donotlog exceptions
Log exceptions, but do not explicitly mark them as exceptions

Log and mark exceptions

Network Settings
Network settings consists of four fields. They are Filter IP, Filter Port, Proxy IP and Proxy Port.

Give appropriate Filter IP, Filter Port, Proxy IP and Proxy Port.
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Network Settings|

Filter IP - The IP that Labris Web Filter listens on. If left blank filter will listen on all IPs. That would include all MICs, loopback, madem, etc. Normally you
would have your firewall protecting this, but if you want you can limit it to only 1 IP. Yes only one.

| ]
Filter Port: The port that filter listens ta.

fsoo | z_,

Proxy IP . The ip of the proxy. (defaultis the loopback - i.e. this server)
127001 | 3_,

Proxy Port: The port filter connects to proxy on

|312e | 4_|

Weighted Phrase Settings
In the Weighted Phrases Settings we can choose Weighted Phrase Mode.

If it is on then the phrases found that made up the total which exceeds the naughtiness limit
will be logged, if the level is high enough reported.

WeightedPhrase Settings

Ifenabled then the phrases found that made up the total which exceedes the naughtiness limit will be logged and, if the reporting level is high enough,
reported.

® on

off

Weighted Phrase Mode
® | off = do not use the weighted phrase feature

on, normal = normal weighted phrase operation.

on, singular = each weighted phrase found only counts once on a page

Cache Settings
We can view and change Cache Settings.

Positive result caching for text URLs. Caches good pages so they don't need to be scanned again (0 = off (recommended for I5Ps with users with
dissimilar browsing), 1000 = recommended for most users, 5000 = suggested max upper limit)

5000 |

Age before they are stale and should be ignored in seconds. (0 = never, 900 = recommended = 15 mins)

[ls00 |

Fork Pool Settings
We can view and change Fork Pool Settings.
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Fork Pool Settings

Sets the maximum number of processes to sporn to handle the incomming connections. Maxvalue usually 250 depending on O3. On large sites you
might want to try 180.

J120

Sets the minimum number of processes to sporn to handle the incomming connections. On large sites you might want to try 32.

e |

Sets the minimum number of processes to be kept ready to handle connections. On large sites you might want to try &.
4 |

Sets the minimum number of processes to sporn when it runs out On large sites you might want to try.

Sets the maximum number of precesses to have deing nothing. When this many are spare it will cull some of them. On large sites you might want to try
64.

e |

Sets the maximum age of a child process before it croaks it. This is the number of connections they handle before exiting. On large sites you might want
to try 10000.

[s00 |

Click on Save tab to save the changes.

“4 Filter Groups @ Banned Filters @) Exception Filters ‘:]'3 Cunfiyuruiivg | ) Log Monitoring

Reporting Options
Web Access Denied Reporting

log, but do not block - Stealth mode

just say ‘Access Denied’
report why but not what denied phrase
@ report fully

use HTML template file (accessdenied addressignored) - recommended

Customize

Authentication
+| NTLM Authentication | Configure
+| Basic Authentication

v| IF Authentication

Logging Options
Log Level

none
just denied
® alltext based

all requests

Log Exception Hits : Log if an exception (user, ip, URL, phrase) is matched and so the page gets letthrough. Can be useful %osing why a site ol

‘;‘! Cancel

URL/Content Filter Service Status: Running &, i‘?

— =

cted to is: 78.188.50.48 Labris Teknoloji

95.Log Monitoring
When we click on Log Monitoring tab, Live traffic Monitoring tab appears.
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-4 Filter Groups % Banned Filters ﬂi—! Exception Filters | /" Configuration |'§‘_ Log M omitorng,) I

-Live Traffic Monitoring

Click to see curent traffic on Webfiter

Show

96.Show
Click on Show tab to see current traffic on Webfilter.

4 Filter Groups @ Banned Filters ﬂ»! Exception Filters | /' Configuration |§i LogiMomionng| |
Live Traffic Monitoring \
Click to see curent traffic on Webfilter

Filter
Below screen appears.

& - o]

T urL |
Client IP

Client User Name

Start | | Clear
Time User Mame Client Address Url Result Filter Group Name
Start
= - o x|
Filtrele =
1
I_J' URL: 'Iabristeknuluji.cum ,.—I

|¢ ClientIP [10.1.1.0 2

||_7' Client User Name |labris 3 \
Clear

Time User Name Client Address url Result Filter Group Mame

These are the inputs to start
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1 URL Type URL
2 Client IP Give the client IP Address
3 Client User Name Type client User Name.

Click on Start tab.

In the below screen we can notice service has been started.

§= _ O x
Filtrele
v | URL: labristeknoloji.com
| ClientIP 10.1.1.0

v | Client User Mame |labriz

| Clear

Time UserM... Client Add... Url Result Filter Gra..

Clear

When we select the log and click on clear button the logs can be cleared from the list. If there

are too many rows in the table we can select each one of them and Click on the Clear button,
to delete a log.

[ ————————————————_ "

Filtrele
v URL: labristeknoloji.com
v/| ClientIP 10.1.1.0

v/| Client User Name labris
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ANTISPAM/ANTIVIRUS

File Edit View Module About

== B =

=] Server
=M 73 188.50.48:4000
5,‘3‘* ser Management
E System
] Metwork Settings
E: Firewall
= VPN
G Filter
@ AntispamiAntiviru
. ID3NPs onnect
T8 Messaging Disconnect
Senver
hd Load Balancer
B License

s

Properties

97.Spam Mail Box

Search Criterions

I Filgris ) AEMENLEGNEGE) = I:I?[
File Edit View Module About Help
% g SpamMailiBox | Virus Mail Box | AntiSpam-AntiVirus Options
From To Date Mail-1d
= E:] server Search Criterions
= Q 78.188.50.48:4000 .
-Zg\ ;Jserrdanagement ||_7| Sender '
& System
| Network Settings Es*ﬂm
B~ Firewall —
% VPN [v| Recipient EJ‘
g Filter Jjonn —
@& AntispamiAntivirus
f_f IDSIPS [7‘ Date and Time
3 Messaging Start Date | 02/01/201 071
ey Server ==Prey Met== Order ... From [+|  Max listed mail per pa... 20 |-
Load Balancer End Date 08/01/2014
B License 1] |
% 4 A/I/
2, search J—| ’
H Lmc server address you are connected to is: 78.188.50.48 Labris TeknolojiJ

These are the inputs for Spam Mail Box.

1 Sender Enable Sender and type Sender name
Recipient Enable Recipient and type Recipient name
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3 Date and Time Enable Date and Time, choose Start Date and End Date
4 Search Click on Search tab to find out Mail.

Info tab appears stating No Mail, Since No mail has been sent. Click Ok
m_ x

@ Ma mail.

Ok

Virus Mail Box

Search Criterions

== L LTSIV QEMENULONSHE
File Edit View Module About Help
% Spam Mail Box |ii.,:'rrus M ari Li the | AntiSpam-AntiVirus Options
|
E g:] Server Search Criterions
= 73, 185.50.48:4000
A User Management
A +'| Sender
2 system 1 1J
| Network Settings [Jc'h“
B Firewall —
%VF’N P‘ Recipient ﬂ'
& Filter [Bob
@ Annspamjmn»ﬂrus = -
" IDSAPS [v] Date and Time 3
53 essaging StartDate | 06/01/2014 -
ey Server =<Prg Mext==  Order..  [From w|  Maxlisted mail perpa.. |.|¥
Load Balancer End Date 22/01/2014
@ License
2, search ﬂ /
H Lmc server address you are connected to is: 78.188.50.48 Labris TeknolojiJ
These are the inputs for Virus Mail Box

1 Sender Enable Sender and type Sender name

2 Recipient Enable Recipient and type Recipient name

3 Date and Time Enable Date and Time, choose Start Date and End Date

4 Search Click on Search tab to find out Mail.

Info tab appears stating No Mail, Since No mail has been sent. Click Ok
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- mTale . ORIt e, ¥
m_x

@ Ma mail.

oK

98. Antispam-Antivirus Options

Domain Control

Spam Mail Box | Virus Mail Box |'}En:r-_ﬂ-’pﬂm—;’!nzr'ﬂrus Sutuilz|

[P R e lir RETET
Antispam Options I Domain: |kralsensin.com Hostname: |mailkralzensin.com

Whitelist Blacklist
Antivirus Options

Save
Domain Conrtol

Domain Relay IP

/

| = Remove JH Edit

cted tois: 78.188.50.48 Labris TeknolnjiJ

Domain Control tab appears with the fields Domain and Relay IP
Add New Domain tab appears.

Type Domain name and Give Relay ip address. Click Ok

Cromain: |kralsensin.cum '

Relay ip address: ||_192.1EB.1.2521 |

CancelJ

It takes some time to Apply changes.
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Please wait...

In the below screen, we can notice New Domain added in the Domain Control tab.

Spam Mail Box | Virus Mail Box | AufiZvan-AnilYirus Guilups
Uupiin Cuiiirul T
Antispam Options Domain: |kralsensin.com Hostname: mail kralsensin.com
Whitelist Blacklist T
Antivirus Options
Domain Conrtel
Damain Relay IP
kralsensin.com 192 168.1.252 |
|
YP Add | | = Remove | | /% Edit
pcted to is: 78.188.50.48 Labris Teknoloji

Select the Domain and Click on Edit tab.

Spam Mail Box | Virus Mail Box | AufiZusn-AniYirus Uuifvs

Vol Cugiru] Ayarler
Antispam Options Domain: |kralsensin.com Hostname: |mail kralsensin.com
Whitelist Blacklist -
Antivirus Options
Domain Conrtol
Domain Relay IP
kralsensin.com 192.168.1.252 I

N\

S Add || = Remove

Labris TeknolojiJ

Cted to is: 78.188.50.48

Edit tab appears.

We can edit Domain name and Relay IP address. Click Ok.
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Edit x|

Cramain:

kralzensin.com

Relay ip address: [192.168.1.245 |

[ Cann::eIJ

It takes some time to apply changes.

Please wait...

In the below screen, we can notice changes made in the new domain.

Spam Mail Box | Virus Mail Box | Aufi=unn-20miYirus Quiiugis

Honkiin Cunirol BEERET
Antispam Options Domain: |kralzensin.com Hostname: |mail kralzensin.com
Whl-tl'-_‘-hst BlEIC-HISt Save
Antivirus Options

Domain Conrtol

Comain

Relay IP
kralsensin.com 1192.168.1.245

A Add | | = Remove | | ¥ Edit

cted to is: 78.188.50.48

Labris Teknaloji |

Select the Domain and click on Remove tab.
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Spam Mail Box | Virus Mail Box | DifiSusi-20fiirus Suiius

BOmDnEoniro)| YT
Antispam Options Domain: |kralzensin.com Hostname: |mail kralzensin.com
I\.‘«Ifhl.te.lle;t Blac.kllst Save
Antivirus Options

Domain Conrtel

Domain Relay IP
kralsensin.com 192.168.1.245 I

/

Labris Teknolo]iJ

cted to is: 78.188.50.48

It takes some time to apply changes.

Please wait...

In the below screen, we can notice Domain deleted in the Domain Control tab.

Spam Mail Box | Virus Mail Box @ :ufi=uzi-2iYirus Guiuns

Uoulin Cunirol T
Antispam Options Diomain: |kralzensin.com Hostname: mail kralsensin.com
II.'-'hl.te.ll-_»'.t Blac:.kllst ST
Antivirus Options

Domain Conrtol

Domain Relay IP

94 Add | | = Remove | | /§ Edit

Cted tois: 78.188.50.48

Labris Teknoloji

Settings
Add a Global policy.
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No. Source Destination Service Action Schedule QoS/Band... Applications Security P...  Options
smtp o
0 3 any B EXCHANGE : @ Accept [ Any D any O Any 3 any gt
smtps
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99. Antispam Options

Antispam consists of three fields.

They are Bypass spam check, By pass header check, spam mail receivers.

Check Options

It helps us to enable Bypass spam check, By pass header check, spam mail receivers and
perform actions like Add, Delete on check options.

Spam Mail Box | Virus Mail Box | RS A A YIS [inTrJszl‘

Antispam Options

Domain Control /< save
A 1l Uuiivs —
Whitelist Blacklist | Enable "Bypass spam check” list K Cancel
Antivirus Options Bypass spam check Add

Delete

Enable "Bypass header check” list

Bypass header check Add
Delete
Enable "Spam mail receivers” list
Spam mail receivers Add
Delete
Report Options
Modify spam mail subject no |«
Warn spam sender no |«
Spam subjecttag b=t
Spam admin mail adress
Spam mail palicy Discard -

Advanced settings

cted to is: 78.188.50.48

Labris Teknoloji

Enable Bypass spam check list and click on Add tab.

Spam Mail Box | Virus Mail Box | AnufiZuzin-2A0iYirus Guilogs

= Antispam Options
Domain Control

Check Options

AntispamepEonsal | \
Whitelist Blacklist ||| | || Enable "Bypass spam check” list

Antivirus Options

Bypass spam check Add

Delete I

Add Domain Name or Mail Address tab appears.

Type Domain name or e-mail address. Enable No include, check domain part and click on Add
tab.
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Enter a domain name or an e-mail address bmydumain

|7 Mo include
|\/ Check domain part

Add L

Example: ttnet.nettr, alper@itnetnettr or Fmydomain

In the below screen, we can notice domain name added in the spam check list.

Check Opticns

v'| Enable "Bypass spam check” list

Bypass spam check

|L$mydnma‘m

Add
'| Delete

Select domain and click on Delete tab.

Antispam Options
Check Opticns
v'| Enable "Bypass spam check” list

Bypass spam check

l.?‘om}rdnma'ln

Warning tab appears stating Are you sure? Click on Yes

@/ Are you sure?

Enable Bypass header check list and click on Add tab.

||7' Enable "Bypass header check” list |

Bypass header check

\

Add

Delete

Add Domain Name or Mail Address tab appears.

Type Domain name or e-mail address. Enable No include, check domain part and click on Add
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X

Enter a domain name or an e-mail address ISrrryu:Iumﬂin |

Example: tnetnettr, alper@ttinet.nettr or smydomain

| Noinclude
v Check domain part

Add [ Cancel

In the below screen, we can notice domain name added in the header check list.

+'| Enable "Bypass header check” list

Bypass header check Add
[.3mydomain | [ Delate

Select domain and click on Delete tab.

v | Enable "Bypass header check” list
Bypass header check \Add

[ 3mydomain | Delete |

Warning tab appears stating Are you sure? Click on Yes

ARG x

@/ Are you sure?

Yes Mo

Enable Spam mail receivers list and click on Add tab.

| \v| Enable "Spam mail receivers” Iistl \

Spam mail receivers Add

Delete

Add Domain Name or Mail Address tab appears.
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Type Domain name or e-mail address. Enable No include, check domain part and click on Add
tab.

X

Enter a domain name or an e-mail address ISrrryu:Iumﬂin |

Example: tnetnettr, alper@ttinet.nettr or smydomain

| Noinclude
v Check domain part

Add [ Cancel

In the below screen, we can notice domain name added in the Spam mail receivers list.

v | Enable "Spam mail receivers” list

Spam mail receivers Add
L $mydomain |' Delete
|

Select domain and click on Delete tab.
+'| Enable "Spam mail receivers” list

Spam mail receivers \mdd

L Smydomain Delete

Warning tab appears stating Are you sure? Click on Yes

@/ Are you sure?

Yes &[]
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Report Options

Report Opticns

1 |
Modify spam mail subject i —F no |-
2 [—
Warn spam sender 3 r y no |«
Spam subjecttag . r [=opan=

I SEEIrr'I admin mail adress admin@labristeknoloji.com
|Spam mail policy 5 r Pass vl

These are the inputs for the Report options.

1 Modify spam mail subject To modify spam mail subject select yes or else no
2 Warn spam sender To Warn spam sender select yes or else no

3 Spam subject tag Type tag of Spam subject.

4 Spam admin mail address Type spam admin mail address

5 Spam mail policy Select policy from the drop down list.

Click on Save tab to save changes made to the AntiSpam-AntiVirus.

Spam Mail Box | Virus Mail Box | AuiiZusn-Auiirus Suiuis \s-'
Antispam Options

Domain Control

| ) save
= = Check Opticns

AEIS Uil Uuios ———
Whitelist Blacklist Enable "Bypass spam check” list k( Cancel

Antivirus Options

Bypass spam check Add

Delete

Enable "Bypass header check” list

Bypass header check Add
Delete
Enable "Spam mail receivers” list
Spam mail receivers Add
Delete
Report Optiens
Modify spam mail subject no |~
V¥arn spam sender no |~
Spam subjecttag G PAN
Spam admin mail adress admin@labristeknoloji.com
Spam mail palicy Pass ha

Advanced settings

ted to is: 78.188.50.48

Labris Teknolaji

100. Whitelist Blacklist

Enable White List
Enable white list to perform action like Add, Edit, Delete, Delete All Whitelist.
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Spam Mail Box Virus Mail Box |:-‘1r1i1£;pﬂur;\_niﬁﬁru5 Dpimnsl

= WhiteList and BlackList 3
Domain Control L gave

Antispam Options [t}

[Nieanse Bhefize ] |_7 Enable whitelistl 2% Cancel

Antivirus Options ' White list Add

sorun@labristeknoloji.com Edit

Delete
Delete All
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Click on Add tab.

WhiteList
| Enable white list \
White list Add
sorun@labristeknolaji.com . Edit
Delete
Delete All

Add Domain Name or Mail Address tab appears.

Type Domain name or e-mail address, we can enable Check Domain part if necessary and click
on Add tab.

A d o E I ST e o Tl AU eSS X

Enter a domain name ar an mail address |admin@labrist&knuluji.I:I:Im |

Example: ftnet.nettr, alper@ttnet.nettr or 3mydomain

Check domain part

Add | Cancel

In the below screen, we can notice mail address added in the White list.

WhiteList

v Enable white list

White list Add
|admin@labristeknnlnji.cnrn | Edit
sorun@labristeknolaji.com '

Delete
Delete All

Select mail address and click on Edit tab.
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WhiteList

+'| Enable white list
White list \ Add

|admin@labristeknoloji.com I:

sorun@labristeknoloji.com

Delete
Delete All
Edit List tab appears, we can edit URL and click on Save tab.
In the below screen, we can notice changes made to the mail address.
WhiteList
+| Enable white list
White list Add
|admin2@labristeknoloji.com | Edit
sorun@labristeknoloji.com
Delete
Delete All
Select mail address and click on Delete tab.
WhiteList
+| Enable white list
White list Add
I admin2@labristeknaolaoji.com I Edit
sorun@labristeknoloji.com l
o
Delete All

Warning tab appears stating Are you sure? Click on Yes

VARNING X
@/ Are you sure?
Yes Mo

Below screen we can notice selected mail deleted from the white list.

Click on Delete All tab to delete all the mail addresses in White list.
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WhiteList

+'| Enable white list

White list
sorun@labristeknoloji.com

Add
Edit

Delete

Warning tab appears stating Are you sure? Click on Yes

VIFARNING X
@/ Are you sure?
Yes Mo

Enable black List

Enable Black List to perform actions like Add, Delete, Delete All in Black list.

BlackList
[[v] Enable black list |
_ _ Black list Add
Edit
Delete
Delete All
Click on Add tab.
BlackList
+| Enable black list \
Black list Add
Edit
Delete
Delete All

Add Domain Name or Mail Address tab appears.
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Type Domain name or e-mail address, We can enable Check Domain part if necessary and click
on Add tab.

X

Enter a domain name or an mail address |test@_|abristeknuluji.u:un" '|

Example: ttnet.nettr, alper@itnet.nettr or fmydomain

Check domain part

Add L Cancel

In the below screen, we can notice mail address added to the Black list.

BlackList

Enable black list

Black list Add
Bmydomain E dit
hest@labristeknulo]i.com I
Delete
Delete All

Select mail address and click on Edit tab.

BlackList

Enable black list
Black list \\ Add

Smydomain

kest@labristeknolnji.cnm - 1
| Delete

Delete All

Edit List tab appears, we can edit URL and click on Save tab.

Editillist X

URL ItestE@_lﬂ bristeknoloji. com I

Save Cancel

In the below screen, we can notice changes made to the mail address.
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BlackList

Enable black list

Black list Add
Smydomain Edit
||test2@Iabristeknnlnji.cnm
| Delete
Delete All

Select mail address and click on Delete tab.

Blacklist

Enable black list

Black list Add
Amydomain I Edit

|te st2(@labristeknoloji.com I
|| Delete |

Delete All |

Warning tab appears stating Are you sure? Click on Yes
VAR NG X
@/ Are you sure?
Yes [ [s]
In the below screen we can notice selected mail deleted from the Black list.
Click on Delete All tab to delete all the mail addresses in White list.
BlackList
Enable black list
Black list Add
Smydomain Edit
\ Delete

Warning tab appears stating Are you sure? Click on Yes
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101. Antivirus Options
Antivirus consists of two fields.

They are Virus check bypass list and Virus mail receivers list.

Spam Mail Box | Virus Mail Box | SUlfiZ sl 0aYirus Oyions

" Antivirus Options
Domain Control

Antispam Options
‘Whitelist Blacklist Enable "Virus check bypass list®

) save
Antivirus Options

#¢ Cancel

Virus check bypass list Add

Delete

Enable "Virus mail receivers” list

Wirus mail receivers Add

Delete

Repart Options

Warn virus sender no |~

Warn virus recipient no |

Infected mail policy Discard hd

Admin address

K_HEADER_TAG value

¥_HEADER_LIME value by Labris Messaging Suite Mail Security at Smydomain

Advanced Options

Antivirus Options

It helps us to enable Virus check bypass list and Virus mail receivers list and perform actions like
Add, Delete on check options.
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Antivinus Options

Antivirus Options

Enable "Virus ¢heck bypass list”

Virus check bypass list Add
Delate
+' Enable "Virus mail receivers® list
Virus maill recehvers Add
Delete

Enable virus check bypass list and click on Add tab.

Antivirus Options

Antivirus Options

[+!| Enable "Virus check bypass list”

Yirus check bypass list Add

Delete

Add URL or Mail Address tab appears.

Type URL or e-mail address. We can enable No include, check domain part only when we give
domain and click on Add tab.

addURIBoMal Bddress: X

Enter a URL or an e-mail address  [bob@labristeknolojicon |

Example: ftnet.nettr, alper@tnet nettr or smydomain

Mo include

Check domain part

Add Cancel

In the below screen, we can notice mail address added in the Virus check bypass list.
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Antivirus Options

Antivirus Options
v Enable "Wirus check bypass list”

Yirus check bypass list Add
| bob@labristeknoloji.com || Delete

Select mail address and click on Delete tab.

Antivirus Options
Antivirus Options
v Enable "Wirus check bypass list”
Wirus check bypass list d

|hnb@|abristeknnlnji.cnm I

Warning tab appears stating Are you sure? Click on Yes

VIFARNING X
@/ Are you sure?
Yes &[]

Enable Virus mail receivers list and click on Add tab.

v | Enable "Virus mail receivers” list "“-‘_*

Yirus mail receivers Add

Delete '

Add URL or Mail Address tab appears.

Type URL or e-mail address. We can enable No include, check domain part only when we give
domain and click on Add tab.

449 Labris Networks



Administration Guide for Labris UTM
Version 3.4.2

=25

Enter a URL or an e-mail address  [sam@labristeknoloji com| |

Example: ttnet.nettr, alper@ttnet.nettr or Emydomain

Mo include

Check domain part

add || cancel

In the below screen, we can notice mail address added in the Virus mail receivers.

v | Enable “Virus mail receivers” list

Yirus mail receivers Add

|!§am@labﬁsteknnlnﬁ.cnm I] Delete

Select mail address and click on Delete tab.

+'| Enable “Virus mail receivers” list

/

dd

Yirus mail receivers

Fam@labristeknnlnji.cnm

Warning tab appears stating Are you sure? Click on Yes
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Report Options

- Report Options
.1 [
[warn virus sender — no |+ |
| Warn virus recipient 2 r no 'vll
| Infected mail palicy 3 I ~ Discard [w
Admin address 4 |adminabristeknolofi. com '
W_HEADER_TAG value M 5 |
W_HEADER_LIME value - [ |by Labri= Mes=aging Suite Mail Security at Smyl:fumain|
—
These are the inputs for Report Options.
1 Warn virus sender To Warn virus sender select yes or else no
2 Warn virus recipient To Warn virus recipient select yes or else no
3 Infected mail policy Select policy from the drop down list
4 Admin address Type spam admin mail address
5 ‘X_HEADER_TAG’ value Give header tag value
6 ‘X_HEADER_line’ value Give header line value.

Click on Save tab to save changes made to the Antivirus options.

Antivirus Options 1
£~ save
Antivirus Cptions
Enable "Virus check bypass list” x Cancel
Virus check bypass list Add
Delete
~'| Enable "Virus mail receivers” list
Virus mail receivers Add
Delete
Report Opticns
Warn virus sender no |«
Warn virus recipient no |«
Infected mail policy Discard hd
Admin address admin@labristeknoloji.com
¥_HEADER_TAG value
W_HEADER_LIME value by Labris Messaging Suite Mail Security at Smydomain
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IDS/IPS
Right Click on the IDS / IPS tab and click on Connect to get connected to the IDS/IPS tab

File Edit View Module About

- =2 =

=] Server
=™ 73 188.50.48:4000
lﬁ‘ Llser Management
E. System
] Metwork Settings
Bx: Firewall
= VPN

Semner| Disconnect
b Load E

B Licensk

Properties

102. Sensor Settings

Once you get connected you can find two options on the top i.e., Sensor settings and alert
settings.

Click on Sensor settings , in that tab you can find Intrusion detection system

Intrusion Detection System

File Edit View Module About

Siapsnur S2iins | Alert Settings

- 2 =

=] Server Sensar 1w

= QE.'IEE.EUA-E:#UUU Sen
M User Management envice 2 Aol
& System running © D S
) Metwork Settings Intrusion Detection System |
BE Firewall m
= VPN
i Filter

fAntivirus

Messaging
Server
Load Balancer

L8
B License
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103. Settings

Network Settings
Under Intrusion Detection System we find options like Settings > Network settings

Sanzur Zziilngs | Alert Settings

Sensor 1|« Sensor 1 configuration: listening all interfaces

Seni X

RL?::;SQ o 1 Apply Variable Value Control/Status
|HOME_NET 10.1.1.0/24 Disabled |~

=+-{[T] Intrusion Detection System " ? =

HOME_NET Seth0_ADDRESS Disabled
[ Network Sefings HOME_NET 10.1.1.0/24, 192.168.1.0/24 Disabled
Tnierface HOME_NET any Enabled L
#- [ Rulesets EXTERMAL_MET any Enabled
DNS_SERVERS SHOME_NET Enabled
SWTP_SERVERS SHOME_NET Enabled
HTTP_SERVERS SHOME_NET Enabled
S0L_SERVERS SHOME_NET Enabled
TELNET_SERVERS SHOME_NET Enabled
SNIMP_SERVERS SHOME_NET Enabled
HTTP_PORTS 8081 Disabled -

Variable Settings

Variable HOME_NET
Value 10.1.1.0/24

Comment |Must change the following variables to reflect your local network.
Wou can specify it explicitly as:
HOME_NET 10.1.1.0/24
or use global variable S<interfacename=_ADDRESS which wil be always
initialized to IP address and netmask of the network interface.
HOME_MET Seth0_ADDRESS
“ou can specify lists of IP addresses for HOME_NET by separating
the IPs with commas like this:
HOME_MET 10.1.1.0/24, 182.188.1.0/24

[BLN Change

Delete Cancel
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Changing variable

Select one of the variable from the list in the right pane, below you can edit the contents of the
variables in variable settings tab and click on Change.

Variable Value Control/Status

HOME_NET 110.1.1.0/24 'Disabled |~
HDHE:N'ET Zeth0_ADDRESS Disabled "1
HOME_MET 10.1.1.0024, 192 168.1.0/24 Disabled

HOME_MET any Enabled -
EXTERMAL_MET any Enabled

DMS_SERVERS SHOME_MET Enabled

SMTP_SERVERS SHOME_MET Enabled

HTTP_SERVERS SHOME_MET Enabled

S0L_SERVERS SHOME_MET Enabled

TELNET_SERVERS SHOME_MET Enabled

SMMP_SERVERS SHOME_MET Enabled

HITF'_F"DRTS g081 Disabled -

Variable Seftings

Vanable HOME_NET1
Value 10.1.1.1/24

Comment | Must change the folowing variables to reflect your lpcal network
You can specify i explicitly as
HOME_HET 1I:Ii1 1.0/24
of use global variable S<interfacename=_ADDRESS which will be ahways
initiaized o IP address and netmask of the network interface
HOME_NET Seth0_ADDRESS
Wou can specify ists of P addresses for HOME_NET by separating

the IPs with commas ke this:

HOME_NET 10.1.1.0/24, 152.168.1.0524
Change | Sl Delete E Cancel

Labris Teknoloji

Changes are applied to the variables immediately. We can notice in the below screen.

Select the variable and double click on Control/Status to make the Variable Enable.
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Zzzur Saitnns | Alert Settings

Sensor1) - Sensor 1 configuration: listening all interfaces
Rsfr:\:ﬁ]eg 0 0 £ Apply Variable Value Control/Status
= TTT] ntrusion Detection System [HOME_NET :10.1.1.{1&4 :Disabl'ed' :A
5 Setings HOME_NET $eth0_ADDRESS Disabled
HOME_MNET 10.1.1.0/24, 192.168.1.0124 Disabled
Interface HOME_NET any Enabled L
# [ Rulesets EXTERNAL_NET any Enabled
DNS_SERVERS SHOME_NET Enabled
SMTP_SERVERS SHOME_NET Enabled
HTTP_SERVERS SHOME_NET Enabled
SOL_SERVERS SHOME_MNET Enabled
TELMET_SERVERS SHOME_NET Enabled
SNMP_SERVERS SHOME_NET Enabled
HTTP_PORTS 8081 Disabled -

Variable Settings

Variable HOME_MET
Value 10.1.1.0/24

Comment |Must change the following variables to reflect your local network.
“'ou can specify it explicity as:
HOME_NET 10.1.1.0/24
or use global variable S<interfacename=_ADDRESS which wil be always
initialized to IP address and netmask of the network interface.
HOME_NET Seth0_ADDRESS
“f'ou can specify lists of IP addresses for HOME_NET by separating
the IPs with commas like this:
HOME_NET 10.1.1.0424, 182.168.1.0/24

BEN Change

Delete | K¥aN Cancel

Changes are applied to the variables immediately. We can notice in the below screen.

Zzisur Szitigs | Alert Settings

Sensorl|« Sensor 1 configuration: listening all interfaces
F‘{Sfr:\::icneg o 0 £ Apply Variable Value Control/Status
- - | HOME_MET 10.1.1.0124 'Enabled |
= [3] Intrusion Detection System : — ==
S48 settings HOME_NET $eth0_ADDRESS Dizabled
HOME_MET 10.1.1.0/24, 192.168.1.0/24 Disabled
9 Interface HOME_MET any Enabled =
#-[§ Rulesets EXTERNAL_NET any Enabled
DNS_SERVERS SHOME_NET Enabled
SMTP_SERVERS SHOME_NET Enabled
HTTP_SERVERS SHOME_NET Enabled
S0QL_SERVERS SHOME_NET Enabled
TELMNET_SERVERS SHOME_NET Enabled
SNMP_SERVERS SHOME_NET Enabled
HTTP_PORTS 8081 Disabled l

Variable Settings

Variable HOME_MET
WValue 10.1.1.0/24

Comment |Must change the following variables to reflect your local network.
“You can specify it explicitly as:
HOME_NET 10.1.1.0/24
or use global variable S<interfacename=_ADDRESS which will be always
inttialized to IP address and netmask of the network interface.
HOME_NET Seth0_ADDRESS
“f'ou can specify lists of IP addresses for HOME_NET by separating
the IPs with commas like this:
HOME_MET 10.1.1.0/24, 192.168.1.0/24

=LY Change

Delete Cancel
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Deleting variable
Select one of the variables from the list right pane and click on Delete.

Selected variables are deleted from the list immediately.

Sensor 1 configuration: listening all interfaces

Variable Yalue Control/Status

HOME_MET1 10111024 Dizabled -
HOME_MET Seth0_ADDRESS Dizabled

HOME_MET 10.1.1.0/24, 192 168.1.0/24 Dizabled

HOME_MET any Enabled L
EXTERMAL_MET any Enabled

DMNE_SERVERE SHOME_MET Enabled

SMTP_SERVERE SHOME_MET Enabled

HTTP_ZERVERS SHOME_MET Enabled

S0L_SERVERS SHOME_MET Enabled

TELMET_SERVERS SHOME_MET Enabled

SHNMP_SERVERS SHOME_MET ‘Enabled I
HTTP_PORTS 12081 Disabled i

Yariable Settings

Variable  |SNMP_SERWVERS
Value SHOME_NET
Comment |?7?SHNMP_SERVERS??7

BLY Change | §5ull Delete

(78 Cancel

Cancel

Click on Cancel tab to revert back to the same settings as before.
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Sensor 1 configuration: listening all interfaces

Wariable Value Control/Status
HOME_MET1 10.1.1.1/24 Disabled N
HOME_MET $eth0_ADDRESS Disabled
HOME_MET 10.1.1.0/24 192 168.1.0/24 Dizabled
HOME_MET any Enabled
EXTERMAL_NET any Enabled 7
DMS_SERVERS FHOME_MET Enabled
SMTP_SERVERS FHOME_MET Enabled
HTTP_SERVERS FHOME_MET Enabled
S0L_SERVERS FHOME_MET Enabled
TELMET_SERVERS FHOME_MET Enabled
HTTP_FPORTS 8081 Dizabled
HTTP_PORTS a0 Enabled -

Variable Settings

Variable TELMET_SERWERS
Value SHOME_MET

Comment |List of telnet servers on your netwaork.
This allows only lock for attacks to systems that have a service up.
Thesze configurations MUST fellow the same configuration scheme as
defined above for SHOME_MNET.

\

BN Change | Kzgll Delete Cancel

Labris TeknolojiJ

Click on Apply tab to apply the modified settings in Network settings tab

Sensor|« / Sensor 1 configuration: listening all interfaces
gjr:\:icneg o o Variable Walue Control/Status
; ; HOME_META 10.1.1.1/24 Disabled -
= ([ Intrusion Detection System | o g Setn0_ADDRESS Disabled
-8 ?:.?ﬂll":]eghsmork Settings HOME_MET 10.1.1.0/24, 192.168.1.0124 Disabled
& Interface HOME_MET any Enabled 3
+- [ Rulesets EXTERMAL_MNET any Enabled -
DMS_SERVERS SHOME_MET Enabled
SMTP_SERVERS SHOME_MNET Enabled
HTTP_SERVERS SHOME_MNET Enabled
SOL_SERVERS SHOME_MNET Enabled
TELMET_SERVERS SHOME_MNET Enabled
SNMP_SERVERS SHOME_MNET Enabled
HTTF_PORTS 8081 Disabled -

Click Ok to save the changes
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- mTale . ORIt e, ¥
mm—x

@/ Configuration file saved.

oK

Interface
Select Interface tab from the left pane

Sensori1|w Sensor 1 configuration: listening all interfaces
Senice e Sniff packages on this interface:  |any v
Running o o £ Apply
=-{[7] Intrusion Detection System Unblockables List
= @ Settings Hosts's whichs P adresses are in th's table, will not be blocked by IDS in any case.
¥ retwork Settings
A Interface IP Adresleri
+- {8 Rulesets 127.0.01

From the drop down list select any one of the required Ethernet type

Sensor 1 configuration: listening all interfaces

Zniff packages on this interface: Jany |-
_ any -

r Unblockables List ath

Hosts's whichs IP adresses are in th)ath
ethz =

ath3

127.0.0.1 cthd

eth4.10
eths i
Adding IP

Click on Add tab to Add the new IP Address to the unblockable list
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Sensor 1 configuration: listening all interfaces

Sniff packages on this interface:  any hd

r Unblockables List

Hosts's whichs IP adresses are in th's table, wil not be blocked by IDS in any case.

IP Adreslerni
127.0.01

Remove Refresh

Labris Teknolaoji

Enter the IP Address which you wanted to add to the list and click on “EKLE”

IP adresi: [10.01.1.0] |

Ekle |IptaIJ
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Zniff packages on this interface:  |any -

r Unblockables List

Hosts's whichs IP adresses are in th's table, will not be blocked by IDS in any case.
IP Adresleri

127.0.0.1
10.01.1.0

Delete

Select one of the IP Address which you want to remove from the list and click on Remove tab.

Sensor 1 configuration: listening all interfaces

Sniff packages on this interface:  Jany -

r Unblockables List

Hosts's whichs IP adresses are in th's table, will not be blecked by IDS in any case.
IP Adresleri

127.0.0.1
10.01.1.0 |

AN

Add | Refresh

L abris Teknoloji

Selected IP Address is removed from the list immediately, which you can notice from the below
screen.
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Sensor 1 configuration: listening all interfaces

Sniff packages on this interface:  |any -

r Unblockables List

Hosts's whichs IP adresses are in th's table, will not be blocked by IDS in any case.

IP Adresleri
127.0.01

Refresh

Click on Refresh Tab to refresh the entire tab.

Sniff packages on this interface:  |any hd
r Unblockables List

Hosts's whichs IP adresses are in th's table, will not be blocked by IDS in any case.

IP Adresleri
127.0.01
Add Remove
Labris Teknolaji |
Rule sets

Select Rulesets tab from the left pane.
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Sknsur SRtz Alert Settings
Sengor i v Sensor 1 configuration; listening all inenaces
Senice .
Running o0 3 Apply RuleSats
—
= ____-gr;:::l:;eﬁcnan Syslem Ruls Fils ControlStanss
W rebwork Semings localrulas -
fibicface bad-rafic rules Disalbbed
exploitnules Disalbead
scan.rules Disalbbed
fingerules Disabled
fip.rules Dizabled
1elnetrules Disabled
perules Disabled
rSanAcEs rules Disakbed
Click on New File to create a new rule file.
Sznsur Sziiinys | Alert Settings
Sensorl - Sensor 1 configuration: listening all interfaces
Semvice y
Running o o S RuleSets
= [:E;gr;zg:g[;etecﬂon System Rule File Control’Status
@ network Settings localrules Dizabled -
nterface bad-raffic.rules Dizabled
exploitrules Dizabled
scan.fules Disabled |
finger.rules Disabled 3
fip.rules Dizabled
telnet.rules Disabled
rporules Dizabled
rsernvices.rules Disabled
dos.rules Enabled
ddos.rules Enabled
dns.rules Enabled
tiip.rules Dizabled
web-cgirules Disabled
web-coldfusion.rules Disabled
web-is.rules Disabled
web-frontpage.rules Disabled
web-misc.rules Disabled
web-clientrules Disabled
web-php.rules Disabled
sqlrules Disabled
®11rules Disabled \
e oo v ol
_ Delete File
cted to is: 78.188.50.48 Labris Teknoloji

Give the name of the file without any extension and click Ok.
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24 pil= il X

Enter file name without file extension

It&st '
| Cancel

You can notice that the new file with the name test is added to the list.

RuleSets
Rule File Control/Status
rFY
inappropriate.rules Dizabled
bleeding.rules Dizabled
ron.rules Dizabled
deleted.rules Dizabled
cantent-replace.rules Dizabled
compromised-BLOCK rules Dizabled
attack_response.rules Disabled
drop.rules Dizabled
web-activex.rules Dizabled
dshield.rules Dizabled
ron-BLOCK. rules Dizabled
dshield-BLOCK rules Dizabled
malware.rules Enabled
botcc-BLOCK rules Dizabled
web_sqgl_injection.rules Dizabled
botccrules Dizabled
web.rules Dizabled
game.rules Dizabled 3
ddos-BLOCK. rules Disabled 1
geo-BLOCK. rules / Disabled
ciarmy.rules 4 Dizabled
|1e strules Enabled -

Select the required file form the list and click on delete file tab to remove the file form the list.
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RuleSets
Rule File Control/Status
Y
inappropriate.rules Dizabled
bleeding.rules Disabled
ron.rules Disabled
deleted.rules Dizabled
content-replace.rules Dizabled
compromised-BLOCK rules Dizabled
attack_response.rules Disabled
drop.rules Dizabled
web-activex.rules Dizabled
dshield.rules Dizabled
ron-BLOCK rules Disabled
dzhield-BLOCK rules Dizabled
malware.rules Enabled
botcc-BLOCK rules Disabled
web_sql_injection.rules Dizabled
botcc.rules Disabled
web.rules Dizabled
game.rules Dizabled A
ddos-BLOCK rules Disabled 1
geo-BLOCK rules Dizabled
ciarmy.rules Dizabled \
testrules Enabled \ rv
Mew File

Rulesets List
Expand Rulesets from the Leftpane.
We can find different list of Rulesets.

Expand any one of the Rulesets as shown in the below figure.
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| Labris ementonsole,
File Edit View Module About

- 0O X
Help

@ AntispamiAntivirus

‘A Messaging

Server
hd Load Balancer
@m License

G B B B B S B

B : 5 i
% > | Alert Settings
=34 Server Sensor 1| v

= Q 78.188.50.48:4000
# User Management Senvice -
o N = Appl
2 system Running o0 e
) Network Settings [5 18 Rulesets | -
BX Firewall o local
% VPN = d bad-rafic
@ Filter = {cp port 0 traffic

@ udp port 0 traffic
9 data in TCP SYN packe
A loopback traffic
 ip reserved bit set
|t
0 bad frag bits
& Unassigned/iReserved
 syn to multicast addre|-
# IP Proto 53 SWIPE
A IP Proto 55 IP Mobility
@ IP Proto 77 Sun ND
A IP Proto 103 PIM

o exploit

d scan

 finger

a ftp

 telnet

d rpc

d rsenices

d dos

d ddos

d dns

a tip

o web-cgi

o web-coldfusion

a web-is

o web-frontpage -
1l 3

Sensor 1 configuration: listening all interfaces

Rule List Search

SID Message Reference

524  BAD-TRAFFIC tcp port O traffic

525 |BAD-TRAFFIC udp port 0 traffic

bugtraq, cve, nessus

526 |BAD-TRAFFIC data in TCP 3YN packet  |url

528 |BAD-TRAFFIC loopback traffic url

523 |BAD-TRAFFIC ip reserved bit set

1321 |BAD-TRAFFIC 0 ttl url, url

1322 |BAD-TRAFFIC bad frag bits

1627 |BAD-TRAFFIC Unassigned/Reserved IP... |url

1431 |BAD-TRAFFIC syn to multicast address

2186 |BAD-TRAFFIC IP Proto 53 SWIPE bugtraq, cve, nessus

Action

m@.A
m@.v

Select any one of the Rule from the RulelList.

Szisvrsziinys  Alert Settings

Sensar1|«
Senvice
Running o o
| = Rulesets |
 local
=@ badraffic
# tcp port O traffic
A udp port 0 traffic
| j datain TCP YN Eackd
# loopback raffic
A ipreserved bit set
@0t
4 bad frag bits
& UnassignedReserved

# syn to multicast addres

# P Proto 53 SWIPE
T ——

4 Apply

Rule List
A sID

Sensor 1 configuration: listening all interfaces

Search

Message Reference

524 |BAD-TRAFFIC tcp port O traffic

] 525

BAD-TRAFFIC udp port 0 traffic

bugtrag, cve, nessus

26 BAD-TRAFFIC data in TCP SYN packet url

Action

528 |BAD-TRAFFIC loopback traffic url
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Click on m the icon from the Action Tab to Block , UnBlock or cancel the selected
Rule.

Szisur Szitings | Alert Settings

Sensor |« Sensor 1 configuration: listening all interfaces

Service i
Running o o £ Apply Rule List Search

=@ Rulesets - SID Message Reference
4l local
=1 ¢ bad-traffic 524 |BAD-TRAFFIC tcp port O traffic
4 tcp port O traffic
# udp port 0 traffic

A data in TCP SYM packe 525 |BAD-TRAFFIC udp port O traffic bugtrag, cve, nessus \

4 loopback traffic
@ ip reserved bit set
@ot 526 BAD-TRAFFIC data in TCP SYN packet url
@ bad frag bits
@ Unassigned/iReserved
4 syn to multicast addres
4 IP Proto 53 SWIPE
4 IP Proto 55 IP Mobility
4 P Proto 77 Sun ND
4 IP Proto 103 PIM

d exploit

d scan

@ finger 1321 |BAD-TRAFFIC Ot url, url

d fip

d telnet

d rpc 1322 BAD-TRAFFIC bad frag bits

d rsemnices

528 | BAD-TRAFFIC loopback traffic url

523 |BAD-TRAFFIC ip reserved bit set

o dos — - — uf
d ddos

d fitp . Rule apply to src -
d web-cai )

o web-coldfusion TR DL T hd
d web-is Time(day:hrmin:sec) |00:00:00:00

. d web-fortoage E [ © 510k [[ @) unviock || € cancal |

T ] R 0 O O O O O O O B MR

Click on the highlighted icon to Start / Stop the Rule.
Red Light — Stop

Green Light - Start
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Szsur Zzitnngs | Alert Settings

Sensor1|«
Senvice P
Running o o £ Apply
=8 Rulesets -
+-d local

=t d badHraffic
@ tcp port 0 traffic
@ udp port 0 traffic
0 datain TCP SYN packe
4 loopback traffic
A ip reserved bit set
|0t
) bad frag bits
# Unassigned/Resernved
& syn to multicast addres
4 IP Proto 53 SWIPE
4 IP Proto 55 IP Mobility
& IP Proto 77 Sun ND
4 IP Proto 103 PIM

a exploit

d scan

d finger

a fip

d telnet

d rpc

d rsenices

d dos

T e L T T N M e

Sensor 1 configuration: listening all interfaces

Rule List Search
SID Message
524 |BAD-TRAFFIC tcp port O traffic

525

526

528

523

1321

1322

BAD-TRAFFIC udp port 0 traffic

BAD-TRAFFIC data in TCP SYN packet

BAD-TRAFFIC loopback traffic

BAD-TRAFFIC ip reserved bit set

BAD-TRAFFIC 0 il

BAD-TRAFFIC bad frag bits

Reference

bugtrag, cve, nessus

url

url

url, url

Action

Click on the highlighted icon to redirect to the reference URL which is specified in the list.

Sanzur Szitngs | Alert Settings

Sensor 1|«

Senice

Running o m
= Rulesets

+d local
=t d bad-raffic

A tcp port 0 traffic
) udp port 0 traffic
“ datain TCP SYN packe
# loopback traffic
A ip reserved bit set
@0t
4 bad frag bits
4 Unassigned/iReserved
@ syn to multicast addres
4 IP Proto 53 SWIPE
4 IP Proto 55 IP Mobility
@ IP Proto 77 Sun ND
@ P Proto 103 FIM

d exploit

d scan

d finger

a fip

a telnet

a rpc

d rsenices

d dos

T - - R

4 Apply

re

Rule List
SID

524

525

526

528

523

1321

1322

Sensor 1 configuration: listening all interfaces

Search

Message

BAD-TRAFFIC tcp port 0 traffic

BAD-TRAFFIC udp port 0 traffic

BAD-TRAFFIC data in TCP YN packet

BAD-TRAFFIC loopback traffic

BAD-TRAFFIC ip reserved bit set

BAD-TRAFFIC 0 il

BAD-TRAFFIC bad frag bits

Reference

bugtrag, cve, nessus

url

url

url, url

Click on Apply tab to apply the modified settings in Rulesets tab.
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Sensorl = / Sensor 1 configuration: listening all interfaces

Running o o m RuleSets

= m Intrusion Detection System

=4 Seftings S— S — Control/status
i e
E Metwark Settings scada.rules Disabled
Interface - - -
¥ Ruleseis inappropriate.rules Disabled

bleeding.rules Disabled

Click on Ok to save the changes.
m_ x

@ Caonfiguration file saved.

Ok

Click on the Start tab as shown in the screen to start the IDS Service for chosen sensor

Senvice 5
; 4 Apply
RUI"IHIHJE RuleSets
= Intrusion Detection System
%ﬂ@ Sottinge v Rule File Contral/Status
B Network Settings localrules Disabled -
4 Interface bad-traffic.rules Digabled
@ Rulesets exploitrules Disabled
||_scan.ru|es Disabled 'h_
fingerrules |Disabled 13
fip.rules Dizabled

Below screen appears stating that Starting IDS service is in progress.

Starting IDS senvice for chosen sensor.

Click on the Stop tab as shown in the screen to stop the IDS Service for chosen sensor.

Service ./ "
) 1 Appl
Running o =L RuleSets
= Intrusion Detection System
m, Trusto v Rule File Control/Status
=48 Settings
B Network Settings local.rules Disabled -
2 Interface bad-traffic.rules Digabled
B Rulesets exploit.rules Disabled |
scan.rules |Dizabled '_
finger.rules Disabled 1

Below screen appears stating that Stopping IDS service is in progress.
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Stopping ids service for chosen sensaor.

104. Alert Settings

In the Alert tab we can find options like Mail Alert Settings ,Report Mails and Alerts.

Sensor Settings

r Mail Alert Settings

Sender mail address: The mail address that is used to post alerts by the ids mail alert service.
Administrator Mail: Alert mails will be sent to this address.
SMTP server: IP address of the SMTP server in the network.

Sender mail adress id=@labristeknoloji.com
Administrator mail adress  |admin@labrizteknoloji.com

SMTP host smtp.example.com

Mail Alert Service Status: Running

&

Report Mails

To: |admin@labristeknoleji.com

Schedule: Every Day 00:00/ 7

Alerts

IDS alert duration on database (Day) 152

Mail Alert Settings
Give the inputs in the below fields.

-Il'ldail Alert Setti ngsi

Sender mail address: The mail address that is used to post alerts by the ids mail alert zervice.
Administrater Mail: Alert mailz will be sent to this address.
SMTP server: IP address of the SMTP server in the network.

Sender mail adress ||id5@|ﬁbri5teknuluji.cum 1 I f

Administrator mail adress | admini@labristeknoloji.com 2 [ ”
SMTP host |sn'|tp.exan1pl&.cum 3 |
b

Iail Alert Service Status:  Running :‘__: ==
1 | Sender mail In this field give the sender mail address
address
2 | Administrator In this field give the administrator mail address
mail address
3 | SMTP host In this field give the details of the SMTP server
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Report Mails

In the Report mails tab specify the To address and Schedule time to send mails.

Report Mails

To: Iadmin @labristeknoleji.com |

-

Schedule: [EveryDay | Oifoo[3] |

Alerts
In the Alerts tab, we can change the IDS Alert Duration depending on the requirement.

=1

DS alert duration on database (Day)

Click on save tab to save the modified settings

Sensor Settings | :lzrf Szitiigs

r Mail Alert Settings

Sender mail address: The mail address that is used to post alerts by the ids mail alert service.
Administrator Mail: Alert mails will be sent to this address.
SMTP =erver: IP address of the SMTP server in the network.

Sender mail adress ids@labristeknoloji.com
Administrator mail adress  |admin@labrizsteknoloji.com

SMTP host smtp.example.com

Mail Alert Service Status: Running

Report Mails

To: |adming@labristeknoloji.com

Schedule: Every Day p1:00/%

Alerts

DS alert duration on database (Day)

MESSAGING

Right click on Messaging, Select Connect.

470 Labris Networks



Administration Guide for Labris UTM
Version 3.4.2

Ty = FERL QEMENLOn S0 £

File Edit View Module About

= 2 =

=] Server
= E 78.188.50.48:4000

-ﬂ-‘,\ ser Management
E System
] Metwork Settings
E* Firewall
= VPN
g Filter
@ AntispamiAntivirus
L IDsIPS
J5ry Messagingl
o9 SEIVET Connect

Load Balal pisconnect
B License

Properties

105. Domains
When we get connected to Messaging, we can notice Domains in the right pane.

5 £ Mesg?
- =
=l Server
= E 78.188.50.48:4000
3.\ User Management
2 System
| Network Settings
EE Firewall
B VPN
G Filter
@ Antispamiantivirus
) IDSIPS
Fy Messaging,
EEE
w Load Balancer
B License

- Services
5% Configuration

Domain
Click on Add tab to add new Domain to Messaging.
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2 s . Domain . Description . Add
¢ Services Labris.com Testing - m‘
% Configuration kralsensin.com
/' Wodify
Domain Add tab appears.

Type the name of domain and give information regarding Domain in the Description column.

Click on Add tab.

o] e ;I
Mame: ||Iat:-risteknuluji.|:um 1
Sﬂmplel
Description:
Add | Cancel

Below screen appears stating that Adding Domain process is in progress.

Please wait...

In the below screen, we can notice new Domain added.

@_Ej Mesg2 B s 2
Domain Description o2 Add
- Domains - - E =
& Services Labris.com Testing 3% Delete
S Configuration kralsensin.com
labristeknoloji.com |sample | | 7 Wodify
|

Click on Modify tab to make any changes to the Domain.
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@P Mesggma,-ns Domain Description 4P Add
& Services Labris.com Testing \KDelete
#- 5y Configuration kralsensin.com

labristeknoloji.com ‘Sample | | 7 Wodify |

Domain Edit tab appears, we can modify Description of the Domain and click on Add tab.

m_— ;[
Mame:
Itest domain I
Description:
Add | Cancel

In the below screen, we can notice changes made to the Domain.

Domain Description S Add
Labris.com Testing 3% Delete
kralsensin.com
labristeknaolaji.com hestdnmain r -/ Modify
|
Select the Domain and click on Delete tab.
Diomain Description 4 Add
'_abris.cnm Testing I' =
Deleta
kralsensin.com ' l
labristeknaolaji.com test domain -~ Modify

Delete Domain tab appears stating Are you sure to delete the domain? Click on Delete tab.
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I T & e A
el eTe IO ;I

Are you sure to delete the domain?®

Labris.com

Delete | Cancel

Below screen appears stating that Deleting Domain process is in progress.

BT O AN

Please wait...

When we click on Domain in the right pane, details of that particular domain is displayed.

T Mesq2 Domain Mame: labristeknolaji.com
= & Domains Ciomain Description: test domain
[+~ labristeknoloji.com| pran-

£\ kralsensin.com
# Services
54 Configuration

All Users
When we expand domain, we can find options like All Users, Aliases, Groups

@E] Mesg2

= Domains
| = A \abristeknoloji.com |
- | sers
e Aligses
4 Groups
=+ £ kralsensin.com
A All Users
 Aliases
Y Groups
¢ Services
5y Configuration

Select All Users, Click on Add tab to add new User.

When we click on Add tab, Message is displayed stating Please create a group before adding
new users!

Click Ok.

Before adding new user, we must create a Group in the domain.
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T Mesg2 : UserMa.. | ¥ 2\, Search
= | Domaing
= Iabristeknololi.cnm
-2 Al Users Username First Mame Last Mame -4 List

Y Aliases —
" Grois

=h- £, kralsensin.com

% Al Users e
¥ Aliases Message, . B
&L Groups
# Services

@ Pleasze create a group before adding new users!

-4y Configuration

Select Groups and click on Add tab.

GH Mesg2 _ 0 Add
= 54 Domains H—
=t 444 labristeknoloji.com # Delete
23 All Users
¥ Aliase ~ Modify

=4 kralsensin.com
A Al Users
W Aliases
&L L Groups
¢ Services
#- 54 Configuration

Group Add tab appears, Type the name of the Group and give the information regarding Group
in the Description column.

Click on Add tab.
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Group Add
[ Name: |Smith |
Inew group in the doemain labristeknoloji.com
Description:

Add Cancel J

In the below screen, we can notice new Group added to the Domain.

8 Mesg2 Smith R Add
B & Domains I rl —
=2 - Y I_abristeknoloji.com # Delete
-3 All Users
. W Aligse 7 Wodify

Now select All Users and click on Add tab.

T Mesg2 —
serMa.. |« ... Search
= 54 Domains =

=44 labristeknoloji.com
| ‘5 All Users Llsername | Firsthame LastMame ~4 List
Y Aliases
'\ Groups
=45 kralsensin.com
A All Users
W Aligses ;
'\ Groups 7 Modity
¢ Services
Sy Configuration

47 Add

L Delete

Add New User tab appears.
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Add Hewlises ;[
|User Name: |James 1 |
|FirstName: villiam 2 -l |
[ LastName: [James 3B |
|Ti1le: SmnhGruupUser | |
|Grnup: Smlth vl 5J

I Description: |testuser | |
|Employee Mumber: 030 Fi E ]
[Telefon Number:  |sgsssssran |8 |
| Alternative E-mail: 'James.h’-.l’illiam@rediff.u:um 9 |

st [Total Size: S "o+
[Number of emails: |2 11
|Forwarding: ' 12 |
[ Password: [esnsnsas 13 |
[Re-type Password: esessses 14 |
. Ok | | Cancel

These are the inputs to add New User.

1 User Name Type the User Name

2 First Name Type the First Name

3 Last Name Type the Last Name

4 Title Give the Title of the User

5 Group Choose Group from the drop down list
6 Description Give the Description of the User

7 Employee Number Type Employee Number

8 Telephone Number Type the Telephone Number

9 Alternative E-mail Give the Alternate E-mail Address

10 Total Size Choose the required Size

11 Number of emails Type the Number of emails

12 Forwarding Give the Forwarding E-mail Address if necessary
13 Password Give the Password for the User

14 Re-type Password Re-type Password for Confirmation.

Adding User process is in progress.

Please wait...

In the below screen we can notice New User added to All Users.
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@E] Mesg2

= Domains
4+ labristeknalo

Y Aliases

| ;5 All Users |

UserMa.. | =

i.com
Username

First Mame

~l, Search

LastMame

+ Groun

|James

"William James

5

Select the User and click on Modify tab to make any changes to the User.

@ﬁ Mesg2

= Domains
£ labristeknolo

-9 Aliases

Eh L Groups

4 All Users
W Aliases
Groups

| 3 Al Users

UserMa.. | =

i.com
Llsername

2\, Search

First Name Last Name

&3 List

James

William

James

£ kralsensin.com

4 Add
# Delete

Modify User tab appears.

Except User Name all the remaining fields can be modified.

Click Ok.
User Mame:
First Mame: William
Last Mame: James
Title: SmithGroupUser
Group: Smith)
Description: testuser
Employee Mumber; (020
Telefon Number: 5950406730

Alternative E-mail:

James. Wiliam@rediff.com

Re-type Password:

Total Size: 30000 B |-
Quota:
Mumber of emails: |2
I Forwarding: [wiliams. lieo@gamil.com |
Password: ' '

|

Select User and click on Delete tab to delete an User.
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% Mesg2 ™
) UserMa. |« !, Search
= £ Domains =
=44 labristeknaloji.com .
------ Username First Mame Last Mame <3 List
V¥ Allases ames William James :
=LY Groups E o Add
=h- 4% kralsensin.com ¢ Delete
<3 All Users ;
S 7 Modify

Delete User tab appears stating Are you sure to delete the Users below? Click on Delete tab.

=i ;l

Are you sure to delete the users below?:

William James <James@labrizteknoloji. com=

Delete |_ Cancel

Deleting User process is in progress.

Please wait...

Aliases

Select Aliases and click on Add tab.

B Mesg2 . —‘
- @ Domains Address Aliases oA Add
=+ £ labristeknoloji.com 3 Delete
52 All Users
2 wost
BT Groups
_ Smith

Add Aliases tab appears.
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Type the Address and Aliases.
Click on Add tab.

AddAlias: ;l

I Address: |Asmith I@Iahristeknnlo]i.cnm

IASITIi‘th @labristeknoloji.com

Aliases:

Add Cancel

Adding Alias process is in progress.

Please wait...

In the below screen, we can notice New Alias added.

@E}MESQE . Address Aliases
= 24 Domrains — - ~ — - —
=44 labristeknalaji.com Christina@labristeknoloji.com Christina@labristeknoloji.com
22 All Users lﬁsmim@labﬁsteknnlaﬂ.com 'Asmim@labﬁsteknnlaﬁ.com |
|
=13 Groups
Smith

Select the Alias and click on Modify tab to make any changes t the Alias.

%ﬁ Py Address Aliases 41 Add
'E' A labristeknalaji com |Asmith@labristeknolo]i.com I_Asmith@labristeknoloji.com | 2 Delete
3 All Users Christina@labristeknoloji.com 'Chrisﬁna@]abﬁstekno]oﬁ.com |

!\ Groups
# kralsensin.com
& Services
& Configuration
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Modify Alias tab appears, we can modify Aliases column and click on Modify

Address: Asmithi@labristeknoloji.com
A=zmith@labristeknoloji con

Aliases:

Modify [ Cancel

Select the Alias and click on Delete tab to delete an Alias.

@éé ’“‘_?._Sggmms Address Aliases 4 Add
= A |abristeknaloji.com Asmith@labristeknoloji.com Asmith@labristeknalaji.com
3 All Users [Christina@labristeknolaji.com Christina@labristeknolaji.com Il
4 [ 7 Modify

L% Groups
£, kralsensin.com
& Services
54 Configuration

Delete Alias tab appears, click on Delete.

x|

Delete aliases ofthe address: C..

| Cancel

Deleting Alias process is in progress.

Please wait...

In the below screen, we can notice Aliases deleted.
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% esg2 Address Aliases & Add

“| Domains - . " ) . "
=4 labristeknoloji.com asmith@labristeknoloji.com asmith@labristeknoloji.com % Delete

3 All Users
o Aliases 7 Modify
#- | Groups
+h- 4%, kralsensin.com
¢ Services
+- 55 Configuration

Groups
Select Groups and click on Add tab.

=+ 54 Dormains
=4 labristeknoloji.com # Delete

23 All Users
¥ Aligses 7 Modify

) Smith
+- 45 kralsensin.com
¢ Services

-5y Configuration

Group Add tab appears.

Type the Name of the Group and give information regarding Group in the Description column.

Click on Add tab.

Group Add

Name: {iabris |
This iz belong to labris users

Diescription:

Add [ Cancel J

In the below screen, we can notice New Group added.

) Mesg2 _ Smith 4 Add
=} Domarr?s ) labris
=1 44 labristeknoloji.com .[ % Delete
L3 All Users
¥ Aliases _7 Wadify
5 Groups
- 1abris
__ Smith
+- 45 kralsensin.com
# Services
+- %5 Configuration
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Select the Group and click on Modify tab.

% Mesg2 . Smith & Add
=R Domams ) [aors 'I
(= labristeknoloji.com I| 8 Delete
3 Al Users
¥ Alses
=L Groups
__ labris
_ Smith
4\ kralsensin.com
& Services
5y Configuration

Modify Group tab appears ;we can modify Description of the Group and click Ok.

'Mdﬂu? GIOA t— x |

Medify Group

Group: labris

I‘I’his iz belong to labris teknoloji uzers

Description:

OK | Cancel J

Select the Group and click on Delete tab.

@E] Mesg2 . Smith 1‘-_. Add
= 5 Domarr?s ) IEB ||
=44, labristeknoloji.com
‘3 All Users
W Aliases 7 Modify
=LY Groups
_ labris
_ Smith
£, kralsensin.com
¢ Services
%y Configuration

Delete Group tab appears stating Are you sure to delete the group below? Click onDelete tab.

Are you sure to delete the group below?
labris@labristeknalaji.com

Celete [ Cancel
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106. Services
Services help us to know the status of the Messaging. It also enables us to start, stop the

Service.

@Bé rfllfsgsmams mesg2 Service Status: Running [F] &)
(=44, labristeknaoloji.com
23 All Users
¥ Aliases
=L Groups
_ Smith
£ kralsensin.com
=54 Configuration
[ ceneral

Select Services and click on the highlighted icon to the stop Service.

E‘:,_gmjasgﬁmams mesg2 Senvice Status:  Running E}
= # labristeknoloji.com ‘
= All Users
v Aliases
=L Groups
] Smith
+- £\ kralsensin.com
-5 Configuration
L] General

Mesg2 tab appears stating Stopping service, Please wait...

Stopping services process is in progress.

Stopping semvice, please wait...

In the below screen, we can notice mes2 Service Status: Stopped.

% r.'l_:esggma_ﬂ& | mesg2 Senice Status: Stoppedit™

= #4 labristeknolojl.com
53 AN Users

¥ Allasas
=LY Groups
| Srnith
- ) nsin.com
# Services
= 5% Configurabion
[ ] General

Select Services and click on the highlighted icon to the start the Service.
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G Mesg2 _ _
5 @ Domains mesg2 Service Status: E%af_

=k 4% labristeknoloji.com
3 All Users
W Aliases
=S Groups
. Smith
+- 45 kralsensin.com
=58 Configuration
[ ] General

-

Mesg2 tab appears stating Starting service, Please wait...

Starting Services process is in progress.

Starting service, please wait...

In the below screen, we can notice mes2 Service Status: Running.

@E] Mesg2

=t 24 Domains

=k 45 labristeknoloji.com
4 All Users /
W Aligses
=L Groups
_ Smith
+ 20 kralsensin.com
# Bervices
=t 95 Configuration
L] General

mesg?2 Senice Status: Running|  [f == ]

—

Select Services and click on the highlighted icon to the Reload Service.

% Mesg2

=t =4 Domains
=l 4% labristeknoloji.com
54 Al Users
W Aliases
=L Groups
__ Smith
+- 45, kralsensin.com
# Services
=+ S Configuration
L] General

mesge Senvice Status: Running

Mesg?2 tab appears stating Reload settings, please wait...
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Reload settings process is in progress.

Reload settings, please wait...

In the below screen, we can notice mes2 Service Status: Reloaded.

E?J rll'egugjma.-ns [ mesg2 Senvice Status: Reloadea]. [ f &5
= & labristeknoloji.com /
A All Users
¥ Aliases
=1 Groups
| Smith

& & Kralsensin.com

=& Configuration
[ ] General

107. Configuration

[EE] Mesg2

= Domains
¢ Zervices
= Cunﬁguratr'c:n|

When we expand Configuration tab only General is displayed.
Click on General tab, Host Name and Domain Name are appeared.

Click on Save tab.

% Mesg2 ) IHUst Name:  mail kralsensin.com '
= Domains _ :
# Bervices IDUmaln Mame: |kralzenzin.com I

=-S5 Configuration
[ Gerers]
Save

Saving General Configuration process is in progress.
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Please wait...

Below screen appears stating General configuration settings saved, Click Ok.
SV EMEENE T OO HTElio x

@ General configuration settings saved!

| OK
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Load Balancer
Right click on Server Load Balancer, select connect.

e al S a Ma QETTTENLR SO SO ES

File Edit View Module About

= =2 =

=@l Server
== 75.198.50.48:4000
vﬁ‘\ User Management

2 system

| Network Settings

E% Firewall

= VPN

@ Filter

@) Antispam/Antivirus

=1 D5NPS

tr1 Messaging

Server

2
Disconnect |
Properties

When we get connected to Server Load Balancer below screen appears.

Persiste. ..

Internal servers for selected external service

GO Hguraon Global | Monitor
Externally advertised services
Add External Address Port Scheduling Method Protocol
Del 20.20.10.1 80 Weighted least connection TCP
Upd
External |F address Port Connection scheduling method
20.20.10.1 a0 ® \Weighted least connection
Failzack IP address Port

Weighted round robin
Round robin

Least connection

Add Internal address Port Weight Check Timeout Check Port
Del |13.13.1.90 81 2 19 80

Upd
Internal address Port Weight Check Timeout Check Port
13.13.1.80 a1 2z 15 a0

Service

Serverstatus @ O
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108. Configuration

Load balance service open to outside servers, outside-in line with the demands of a specified

weight values is used to send the request packets to servers.
For example, there is a web site, and you experience performance issues on the server because
of the intense traffic. In such cases, you can use the same web resources can come in a second
web server and load balance property between the two servers can share a server densities

according to the packages.

In the below screen, we can notice external source Address.

In the internal servers field we can find two piece of the same source files in the background
using the server providing the same background via request packets on port 443, respectively
one among them, is the intensity of the request packet weight.

192.168.168.11 443

Service

1

15

Y Labrjs ManagementiGonsole, - 0O X
File Edit View Module About Help
% g |Cbrmuuraiwnl_Global Monitor
= B4 Server Externslly advertised services
== 78.188.50.48:4000 Add External Address Port Scheduling Method Pratocol
#h User Management [fo00 e Wearateeet = =
£ system De |0.0.0. eighted least connection
) Network Settings U
pd
B Firewall
=% VPN
@ Filter
& Antispamiantivirus
L IDsIPS
B Messaning
External IP address Port Cennection scheduling methed
Load Balancer 0.0.0.0 443 ® Weighted least connection
@ License Failback IF add Port
= = Weighted round robin
Round robin
Persiste. .
Least connection
Internal servers for selected extemal service
Add Internal address Port ‘Weight Check Timeout Check Port
Del [192.162.168.11 442 " 15 442
192.166.168.12 443 1 15 443
Upd
Internal address Port Weight Check Timeout Check Port

443

semverstatus @ O 18

Externally Advertised Services

It enables us to Add, Delete and Update Externally advertised services
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" Coilguraiuy | Global | Monitor

| Externally advertised services |—

Add External Address Port Scheduling Method Protocol
Del 0.0.0.0 a0 Weighted round robin TCP
Upd
External IP address Port Connection scheduling method
g.0.0.0 80 Weighted least connection
Failback IP add P
sihect T ecerE= ot ® Weighted round robin
) Round robin
FPersiste. ..

Least connection

To add new service.

Mention External IP address and its Port number.

Mention Failback IP address and its Port number.

Choose the type of the Connection scheduling method and enter Persiste value.

After providing all the inputs, click on Add tab.

Configurativg | Global | Monitor

Externally advertised services

M' External Address Port Scheduling Method Protocol
Del lo.0.00 a0 Weighted round robin TCP
Upd
External IP address Port Connecticn scheduling method

. Weighted least connection

[11.11.11.1 [ feo ]

Failback IP add Fort : :
Snem T scoEs = [ Weighted round robin
o [10.10.101 | [so ]
—_— > - Round robin
FPersiste. .

v lf:h Least connection

Connection scheduling methods

These are four types of server load balancing methods which are also known as “scheduling
methods” or “algorithms”.
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Connection scheduling methed

. Weighted least connection
Weighted round rabin

Round robin

Least connection

Round Robin

Round Robin is one of load balancing algorithm. It maintains a list of servers and forwards a
new connection to the next server in the member list. Round robin is simple and effective
method of distribution. This method functions best if all the servers have similar resource
capacity.

Weighted Round Robin

The weighted Round robin algorithm maintains a weighted list of servers and forwards new
connections in proportion to the weight of each server.
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Least connection

Least Connection is one of load balancing algorithm. This Algorithm maintains a record of active
server connections and forwards a new connection to the server with least number of active
connections. Least connection method functions best in environments where the servers have
similar capabilities.

Weighted Least connection

The weighted least connection algorithm maintains a weighted list of application servers with
their number of active connections and forwards a new connection to an application server
based on a combination of its proportion to the weight and number of active connections. Like
the least connections methods, these load balancing methods select pool members or nodes
based on the number of active connections. This method work best in environments where the
servers have different capacities.

In the below screen, we can notice New service added.

Externally advertised services

Add External Address Port Scheduling Method Protocol
Del |0.0.0.0 a0 Weighted round robin TCP
Upd 1111111 a0 Weighted least connection TCP

Select the service and click on Delete tab.

Cusflyursiiivg | Global | Monitor

Externally advertised services

Add External Address Port Scheduling Method Protocol
Del |[0-0.0.0 80 Weighted round robin TCP |
_Upd 111111 a0 Weighted least connection TCP |
External IP address Port Connecticn scheduling method
0.0.0.0 &0 Weighted least connection
Failback IP address Port

® Weighted round robin

. Round robin
Persiste...

Least connection

To Update the service, Select the service.
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We can modify External IP address and its port number, Connection scheduling method type.

After making necessary changes, Click on Update tab.

Configurniivy Global | Monitor

Externally advertised services

External IF address Port Connecticn scheduling methed
20.20.10.1] | 0 ® \Weighted least connection
Failback IP address Port

Add External Address Port Scheduling Method Protocol
Del 1111111 80 Weighted least connection TCP |
Upd |

Weighted round robin

] Round robin
Persiste. .

Least connection

In the below screen, we can notice Updated server.

Externally advertised services

Add External Address FPort Scheduling Method Protocol
Del [20.2090.7 =1 ‘Weighted least connection TCF
Upd

Internal Servers for Selected External Service

Internal Address
It enables us to Add, Delete and Update Inter server for selected external service.

| Internal servers for selected external service I-

Add | Port

Internal address Weight Check Timeout Check Port

1=

el

pd

=

Internal address Port Weight Check Timeout Check Port

To add Internal server.
Mention Internal address, port number, weight, Check timeout and Check port.

After providing all inputs click on Add tab.
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Internal servers for selected external service
Add Internal address Part Weight Check Timeout Check Port
el |
Upd
Internal address Port Weight Check Timeout Check Port
192.168.10.5 [ 20 W E || 2 | EE |

In the below screen, we can notice Internal server added.

Internal servers for selected external service

Add Internal address Part Weight Check Timeout Check Port
Del |192.168.10.5 |20 |22 [12 (20 I
Upd

Select the server and click on Delete tab.

Internal servers for selected external service
Add Internal address Part Weight Check Timeout Check Port
[192.168.10.5 a0 22 12 80
Upd '|1U.‘IU.U.‘I R 1 20 81
Internal address Port Weight Check Timeout Check Port
10.10.0.1 &1 1 20 &1

To Update the server, Select the server.
We can modify internal IP address, Port, Weight, Check Timeout and Check Port.

After making necessary changes, Click on Update tab.
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Internsl servers for selected externsl service

Add Internal address Paort Weight Check Timeout Check Part

Del [192.168.105 20 22 s 20 |
Upd

Internal address Port Weight Check Timeout Check Port
[13.13.1.90 | [&1 | |2 iG] I E |

In the below screen, we can notice Updated server.

Internal servers for selected external service
Add Internal address Port Weight Check Timeout Check Port
De| |13.12.1.90 181 |2 14 a0 I
Upd
Service

Service tab enables us to know the status of the service.

Service

Serverstatus @ [ 15

Click on the highlighted icon to stop the service.

Service

Server status @ >

In the below screen, we can notice Red color status which indicates Server stopped.

Service

Senver status . .| -

Click on the highlighted icon to start the service.

Service

Server status @) -

In the below screen, we can notice Green color status which indicates Server stopped.
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Service
|Sewerstatus .l |

109. Global

Global Settings
Click on Global tab.

ile Edit View Module About

% ! Configuration | &lois 'Monitor

= E:] Server Global Settings
= 73 188.50.48:4000
—"ﬁ‘} Lzer Management
&
System . ) .
-
1 Network Settings Motification Email From |rooti@=erver.com
g
B Firewall SMTP Server mailiiskizel.idealtsknoloji.com
B VPN
& Filter Update
@ Antispamiantivirus
1 IDSIPS
‘7 Messaging
Server
b Load Balancer
B License

Mofification Email admin@server.com

It enables us to view and change the Global Settings.

Configuration | Sluiiil | Monitor
Global Settings
Notification Email [admin@server. con L |
Notification Email From [root@server.com = 2 |
SMTP Server |mailiiskisel.ideateknolgji.com j
Update
These are the inputs for Global.
1 | Notification Email Give the Notification Email address
2 | Notification Email From | Give the From address Notification Email
3 | SMTO Server Give the SMTO Server address

Click on Update tab.
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Configuration Mnnitnr

Global Settings

Notification Email |admin@server.con|
Motification Email From |root@server.com

SMTF Server |mail.iliskisel idealteknoloji.com

110. Monitor

Service Monitor
Select Monitor tab

- o/xI

File Edit View Module About Help

% Configuration | Global |'Mmﬁibr \l

Service Monitor
= @) server | Update
=5 78.188.50.48:4000
-’,’E‘ User Management
2 System
) Metwork Settings
B~ Firewall
B PN
@ Filter
@ AntispamiAntivirus
) IDsNPS

@E] Iessagin
Eerver
b Load Balancer|

@ License

Click on Update tab to update the information

Configuration | Global | &loiitor

Service Monitor
e

You can notice that information is updated in this tab
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Configuration | Global | ity

Service Monitor

IPirtual Server version 1.2.1 (size=1048578) Update
Prot Localaddress:Port Scheduler Flags

-= Remotefddress:Port Forward Weight ActiveConn InActConn
TCP 20.20.10.1:830 wic

IPV'S connection entries
pro expire state S0Urce virtual destination

License
Right click on License and select connect.

=3 5 EImMenLiionsale;
File Edit View Module About

= =2 = (v

=i Server
= 73.188.50.48:4000

rﬁ\ User Management
3 System
| Metwark Settings
Ex Firewall
B VPN
@ Filter
@ AntispamiAntivirus
D3PS
@E} Messaging
P Server

glancer
B Licensel
Connect |

Disconnect

Properties

New License

Click on New License, Information regarding License is being displayed.
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File Edit View

= 2 =

=i Server
= Q 78.188.50.458:4000

# User Management
2 System
| Metwork Settings
B Firewall
B VPN
@ Filter
& AntispamiAntivirus
1 DsIPS
@Iﬁ Messaging
Server
d oad Balancer

‘B License

Module About

4t Install License

L
1

LAl ewnliGens

Click on the "Get Hardware Information™ button.
The hardware information will be gathered from the server.
Copy this information and send it to license@labristeknoloji.com.

= Gt Hardware Information

Hardware Info = Mot known yet

Remaining license time (days): 39
License expire date: 24/02/2014

Update license expire date: 24/02/2014
DB update license expire date: 24/02/2014
Support expire date: 24/02/2014

Click on Get Hardware Information button.

File Edit View

= 2 =

=B Server
= Q 78.188.50.48:4000

53,\ User Management
2 system
1 Metwork Settings
B Firewall
= VPN
@ Filter
@ AntispamiAntivirus
D3PS
@E} Messaging
Server
d Load Balancer

‘B License

Module About

4t Install License

Click on the "Get Hardware Information” button.
The hardware information will be gathered from the server.
Copy this information and send it to license@labristeknoloji.com.

| ® Get Hardware Information |

Hardware Info = Mot known vet

Remaining license time (days): 39
License expire date: 24/02/2014

Update license expire date: 24/02/2014
DB update license expire date: 24/02/2014
Support expire date: 24/02/2014

In the below screen, we can notice Hardware Information gathered from server is displayed.
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[ €127 He2ii52] eb Install License

Click on the “Get Hardware Information® button
The hardware information will be gathered from the server.
Copy this information and send it lo license@labristeknoloji.com

&1 Get Hardware Information

Hardware info = ¢c7c12aa3dabT50d5cf4Sde0ddaldd9aso0afT fed

% Copy in clipboard

Remaining license time (days): 29
License expire date: 24/02/2014

Update license expire date: 24/02/2014
DB update license expire date: 24/02/2014
Support expire date: 24/02/2014

Install License
Enter file name or choose Open file if we have a license file.

Signature of the file should be mentioned or choose Open file if we have a Signature and click
on Send the file to the server.

File Edit View Module About Help

< "
% g 4 New License
= Server
=B %8‘158.5?.148:4000 t Enter the file path and name or choose the file by clicking on “Open” file.
a serManagemen Then click on “Install” button to install the license file on the server.
& System
) Metwork Settings
BE Firewall
= VPN
a Filter = Open File
& Antispamiantivirus File:
- IDSJ’IF’S. [ Open File
#h Messaging Signat
< Server ignature
Load Balancer
LIE Send the file to the server |

For License file, please request from the service provider.

111. Glossary
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DHCP Dynamic Host Configuration Protocol
DNAT Destination Network Address Translation
DNS Domain Name System
DOS Denial of service
DDOS Distributed Denial of service
ICMP Internet Control Message Protocol
IDS Intrusion Detection System
IP Internet Protocol
IPS Intrusion Prevention System
LMC Labris Management Console
L2TP Layer 2 Tunneling Protocol
MIME Multi Purpose Internet Mail Extensions
NAT Network Address Translation
PAT Port Address Translation
QOsS Quality of service
SNAT Secure Network Address Translation
SSL VPN Secure Socket Layer Virtual Private Network
TCP Transmission Control Protocol
uDP User Datagram Protocol
UTMm Unified Threat Management
VPN Virtual Private Network
WAN Wide Area Network
WAUTH Wireless Authentication

112. Labris Firewall Messages

_Ifp_ DROP IN ethN OTHER SRC Blocking occurred because the source address of the packets
incoming from an interface which is defined as external interface
overlaps with either the network address of an internal interface
or the internal networks defined under this internal interface.

_Ifp_ DROP IN ethN 127.x SRC Blocking occurred because the source address of a packet
incoming from external interface belongs to 127.0.0.0/8
network.

_Ifp_ DROP IN ethN BCAST SRC Blocking occurred because the source address of a packet
incoming from external interface belongs to Broadcast type.

_Ifp_ DROP IN ethN BCAST PKT Blocking occurred because the packet type of a packet incoming
from external interface is Broadcast.

_Ifp_ DROP IN MNG FWD The packet forwarding process is blocked because the relevant
interface has been defined as management interface.

_Ifp_ DROP OUT MNG FWD The packet forwarding process is blocked because the relevant
interface has been defined as management interface.

_Ifp_ DROP IN MNG LMCS Access to LMCS service port numbered 4000 from an interface
except Management Interface is blocked.
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_Ifp_ DROP OUT MNG LMCS

_Ifp_ DROP IN MNG WEB

_Ifp_ DROP OUT MNG WEB

_Ifp_ DROP IN MNG SSH

_Ifp_ DROP OUT MNG SSH

_Ifp_ DROP IN MNG IF

_Ifp_ DROP OUT MNG IF

_Ifp_ DROP IN CONSOLE
_Ifp_ DROP OUT CONSOLE

_Ifp_ DROP IN IF BAD SRCIP

_Ifp_ DROP IN ethN OWN SRCIP

_Ifp_ DROP ICMP DoS
_Ifp_ DROP TCP Do$S
_Ifp_ DROP UDP DoS

_Ifp_ DROP TCP Scan

Response access from LMCS service port numbered 4000
towards an interface except Management Interface is blocked.

Access to LRMS service port numbered 81 from an interface
except Management Interface is blocked.

Response access from LRMS service port numbered 81 towards
an interface except Management Interface is blocked.

Access to SSH service port numbered 22 from an interface except
Management Interface is blocked.

Response access from SSH service port numbered 22 towards an
interface except Management Interface is blocked.

A management request connection which does not have
management permission is blocked.

Response to a management request connection which does not
have management permission is blocked.

Access to management ports is blocked.
Access response from management ports is blocked.

Blocking occurred because the source address of the packets
incoming from the relevant internal interface does not overlap
with neither the network address of the internal interface nor
the internal networks defined under this internal interface.

B locking is done because the source address of the packet
incoming from any overlaps with the IP address of one of the
interfaces defined on the device.

ICMP: Blocking occurred due to fragment or invalid session state.
TCP: Blocking occurred due to fragment or invalid session state.
UDP: Blocking occurred due to fragment or invalid session state.

TCP: Packets which are coming with scanning purpose and have
packet flags which are expected to be absent normally, are
blocked.

FIN,URG,PSH / ALL

SYN,RST,ACK,FIN,URG / ALL

NONE / ALL

ALL / ALL

FIN / ALL

SYN,RST / SYN,RST

SYN,RST / SYN,RST

tcp-option 64

tcp-option 128
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_Ifp_ DROP FRAG Scan

_Ifp_ DROP SESSIONLESS PKT

_Ifp_ DROP PKT Too small

_Ifp_ DROP LRMS Abuse

_Ifp_ DROP SSH Abuse

_Ifp_ DROP WAUTH INPUT

_Ifp_ DROP WAUTH FORWARD

_Ifp_ DROP Default

_Ifp_ Default --DENY

_Ifp_ Default_ ethN -- DENY

_Ifp_ Rule NNN -- ACCEPT
_Ifp_Rule NNN -- DROP

_Ifp_ Rule NNN -- REJECT

_Ifp_Rule NNN -- LOG

_Ifp_ USER DEFINED PREFIX:

TCP Fragment Scan: Packets which are coming with scanning
purpose and have packet flags which are expected to be absent
normally, are blocked.

FIN,URG,PSH / ALL

SYN,RST,ACK,FIN,URG / ALL

NONE / ALL

ALL / ALL

FIN / ALL

SYN,RST / SYN,RST

SYN,RST / SYN,RST

tcp-option 64

tcp-option 128

Communication packets coming with a purpose other than
opening session although there’s no session are blocked.

UDP, TCP, ICMP packets which are smaller than they should be
are blocked.

Extremely fast connection request to LRMS management service
port is blocked.

Extremely fast connection request to SSH management service
port is blocked.

Packets belonging to an unauthorized IP although WAUTH is
active are blocked.

Packets belonging to an unauthorized IP although WAUTH is
active are blocked.

Packets are blocked with the predefined blocking rule running
after all the rules added by the user.

Packets are blocked with the predefined blocking rule running
after all the rules added by the user.

Packets are blocked with the predefined blocking rule running
after all the rules added by the user.

Permitted with the rule numbered NNN defined through LMC.
Blocked with the rule numbered NNN defined through LMC.

Actively rejected with the rule numbered NNN defined through
LMC.

Only logged with the rule numbered NNN defined through LMC,
no other process is performed.

Logged with "USER DEFINED PREFIX" name specified by system
administrator in a rule defined through LMC. ACCEPT, DROP state
shall be specified by user.

503

Labris Networks



Administration Guide for Labris UTM
Version 3.4.2

_Ifp_ IPMAC_MAXCONN: Blocking occurred because the maximum number of connections

assigned per IP is exceeded.

_Ifp_ IPMAC_ABUSE Blocking occurred because of contrary situation to IP-MAC

mapping rules.

_Ifp_i PROXYCONNLIMIT_DROP

_Ifp_i FLOODCONTROL_DROP:
_Ifp_ f FLOODCONTROL_DROP

Blocking occurred because number of sessions limit from internal
clients to proxy system on the device is exceeded.

Temporary blocking occurred because an internal client
exceeded the connection limits to a single destination.

_Ifp_i CLIENTFLOOD_DROP:
_Ifp_ f CLIENTFLOOD_DROP:

Temporary blocking occurred because an internal client
exceeded the defined packet speed limits.

_Ifp_ i CONNLIMIT_DROP:
_Ifp_ f CONNLIMIT_DROP:

Temporary blocking occurred because an internal client
exceeded the defined number of sessions limits.

2013.7.31-3:33:12 USER IP URL *EXCEPTION* You_have_
privileged_username. GET0 0 - 2 304 - GRUP - TCP_MISS/304 13
DEFAULT_PARENT/127.0.0.1

URL is permitted.

*SCANNED* POST A sent web POST request is
scanned and permitted.
Blocking occurred because the
source address of a packet
incoming from external
interface belongs to

127.0.0.0/8 network.

CONTENTMOD GET The incoming content is
replaced with regular
expressions.

URLMOD GET The outgoing request URL is

replaced with regular
expressions. For example with
the purpose of forcing to Safe
Search

Access is blocked due to a
banned file extension (exe)

*DENIED* Banned_file_extension:_.exe GET 0 0 Banned extension

Access is blocked due to a
banned site.

*DENIED*Banned_Site:_facebook.com GET

Access is blocked due to a
banned URL.

*DENIED* Banned_URL:_adfarm.mediaplex.com/ad GET
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*DENIED* Banned_MIME_Type:_video/mp4 GET 0 0 Banned MIME Video (mp4) content is blocked
Type due to a banned MIME Type.

*EXCEPTION*You_have_accessed_to_a_priviliged_site. GET Access permission is given to a
site that is added to
exceptions.

*DENIED*Banned_irregular_expression_(URL) Blocking occurred because URL
matched with a blocked
pattern.

*SCANNED**DENIED*Limit_of_blocked_expressions_is_exceeded:_50 | Blocking occurred because web
page content contains blocked
expressions above the limit.

*SCANNED**DENIED*Banned_words_are_found Blocking occurred because
banned words are found in the
web page content.

1. Labris Logview User Guide

1. Introduction

Labris Logview is a project which aims to make monitoring the system wide logs easier to
system admins. User can see all logs for entire:

1 Firewall Firewall Network Logs View

2 Access Access Logs View

3 Operational Operational Logs View

4 Administrative Administrative Logs View

5 Wirelass Authentication Wireless Authentication Logs View
6 IPMAC IPMAC Logs View

7 DHCP DHCP Logs View
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[8 [ Mmail | Mail Logs View |

system sources.

Logview allows user to define different log sources and regarding columns. Users can easily
access new logs via “Live Monitoring” and reach older records for a given date range.

= Labris

AccessLogs | @8 Senvicelogs W Administaiive Logs & Wauth Logs
FIREWALLLOGS  Create Time: 201406030812 ~ Begin: 2014-05-03 D(:00 Q5 x
Date | Time Source Source User SourcePort  Destination Destina Destinatio, Rule Action  Pratacol Application Mac Address
0140603081231 192168.0.165 - 25054 19216801 5 fip_Ruke ACCEFT DR NS DNS 08007750 1eed
201406-0308:1231 192168.0.165 - 2481 19216801 53 o Ruke ACCEPT  UDP DNS_DNS 08002750 1eed
2014.06.03 08:12:31 155158138 B asa17 19216812 £ _ifp_Default DROP Tce MARK=035 100:90:0b:2b:a0:84
2014-06.03 08:12:31 155158138 - 2917 19216812 E3 _itp_Detautt DROP TcP MARK=0K3S 00:90:00:2b:a0:94
2014-06-03 08:12:31 106.160.165.30 - @ 19216812 548867 Itp_Rule DENY Tcp - 00:90:00:20:a0:94
20140603 08:12:31 106.160.165.30 - & 19216812 487 _ifp_ Default DROP Tcp - 100:90:0b:2b:00:94
2014060308120 1921682144 pein@yssyk 17 1921682255 15 p_Rue ACCEFT  UDP MARK=0x43 SCIROGALZI0E
0140603081230 1921682 167 - 58472 19216801 53 _fp_Ruk ACCEFT  UDP DNS_DNS 00156555 T5Th
2014-06.03 08:12:30 192168.2.167 - 2300 19427.4455 13 ifp WAUTH FORWARD  DROP uop NTP_NTP O0ISE5:5aT5 D
0140603081230 19216812 - ok 108.160.166.30 80 _fp_Ruk accEPT TCR - -
0140603081230 192168.0.165 - 53930 19216801 5 _¥p_Rue ACCEFT  UDP DNS_DNS 08002750 1eed
2014060308120 192.168.0.165 - 30453 19216801 53 _tp_Rue ACCEFT  UDP DNS_DNS 060027:50:10
0140603081230 1921682247 - 59078 19216821 an _¥p_Rue ACCEPT  TCP Tep_Tee 001eBcSEbele
201406-0308:1230 19216612 - 60609 5914790 & _ip_Rue ACCEPT TGP - -
2014.06.03 08:12:30 1921682149 B 1752 177U 123 Wp WAUTH FORWARD  DROP uoP TR NTR 00:15:85:52:23:db
201406-0308:1229 19216612 - 33138 108.160.166.30 80 _tp_Rue ACCEPT TGP - -
0140603081229 1921682144 peing@yssyk 17 1921682255 17 _tp_Ruk ACCEFT DR MARK=DxE3 ScTOAEZI0E
2120603081229 BETLES - 34766 121612 5 _tp_Ruk ACCEPT  TCP SWTR_SMTP 00900t 20 94
201406-0308:1229 192.168.0.165 - s 19216801 58 _tp_Rue ACCEFT  UDP DNS_DNS 0600275010
2120603081229 192168.0.165 - 25208 19216801 5 _tp_Ruk ACCEFT  UDP DNS_DNS 02750 1eed
201406-0308:1229 1921682144 pein@yssyk 55280 19216801 =] _tp_Rue ACCEPT  UDP DNS_DNS SCAROTAEZI0
0140603081229 19216812 - 25547 1951753639 53 _fp_Ruk ACCEFT  UDP - .
201406-0308:1229 1921682144 pein@yssyk fic ] 19216821 Az _tp_Rue ACCEPT TGP TCP_TCR SCAROTAEZI0
201406-0308:1229 1521682144 pein@yssyk 1741 19216821 az _fp_Rue ACCEFT  TCP TCP_TCR ScTOd 42308
2120603081229 19216612 - 33086 17319470102 8 _¥p_Rue AcCEPT  TCP - =
20140603 08:12:29 192168.0.039 - 51754 213180.208.124 95 WP WAUTH FORWARD  DROP Tcp IMAP IMAP 0695 chied:36
2140603081226 93161229 - 25572 1m21612 5 _¥p_Rue ACCEPT  TCP SWTR_SMTP 009002l 94
201406-0308:1226 1921680190 - sm2 8883 53 _tp_Rue ACCEPT  UDP DNS_DNS 080027502806
2014060308126 1921682144 peing@yssyk 835 19216801 5 _tp_Ruk ACCEFT DR DNS_DNS ScTOAEZI0E
201406-0308:1226 19216612 - 1314 195.175.39.39 53 _tp_Rue ACCEPT  UDP - -
201406-0308:1226 1921682144 pein@yssyk 173 319470013 43 _tp_Rue ACCEFT  TCP SsLssL SCTON 4208
2140603081226 192168.0.165 - 26489 19216801 5 _tp_Ruk ACCEFT  UDP DNS_DNS 0800278010
201406-0308:1226 192.168.0.165 - 36701 19216801 58 _tp_Rue ACCEFT  UDP DNS_DNS 0600275010
0140603081226 192168.0.165 - 24055 19216801 5 _fp_Ruk ACCEFT DR DNS_DNS 0B00:27:50:1e-e0
201406-0308:1226 192168.0.165 - 3754 19216801 =] _tp_Rue ACCEPT  UDP DNS_DNS 080027 B0 1ee0
2014060308126 192168.0.165 - s4512 19216801 5 _fp_Ruk ACCEFT  UDP DNS_DNS 08002750 1e-ed
201406-0308:1226 192168.0.165 - 3976 19216801 ) _tp_Rue ACCEPT  UDP DNS_DNS 080027 B0 1ee0
201406-0308:1226 192.168.0.165 - 20805 19216801 53 _tp_Rue ACCEFT  UDP DNS_DNS 060027:50:10
2140603081226 192168.0.165 - 25518 19216801 5 _¥p_Rue ACCEFT  UDP DNS_DNS 08002750 1eed .
v WA P 1 oam bW Displaying 110 50 of 21045 items.

Logview Records table while streaming with some sample logs

50 EAccessiogs fSendcelops | WAdmimsiamelogs i waumLogs WPMACLogs| ROHCP Logs
ACCESSLOGS  Creste Time: 201406091127 Begin: 201406021123 End: 20140603 1123 asx
Date Time use Source W Adress Destinatior R Decision HTMSS casgory
2014-06.03 082333 152 1680.166 g9 168 0.1 BShegin *SCANNED® TCP_DENIEDH03
204050306233 1921680166 epTIS2 168101 85t TCP_DENIEDH03
H406.0308:235 5 192 1640165 epriS2 16810.1-650egi TCP.DENIEDI403
2040603002370 1921680166 15216801 S
2014-06.03 08:23.28 152 1680.166 hep192 168 0.1 BShegin
20140603 062328 192.1680.166 GTIS2.168.0,1:85%00
240803082373 5 1921680166 epTIS2 168101 850
M489 062322 152 1680 165 Vo152 1681185
et menT 192168065 216801500
20406030823 1921680166 52.16810.1 BShogin
H0406.0308:2317 5 192 1680165 1680.1:85%gn
40603082317 1921680106 216001 5egi
4053062312 152 1680165 16801 85
2040503062312 1921680165 2 1660.1:85%0m
201408 03082307 5 1921680166 168018500
004060306287 192 1680 165 16801 85
2040503062306 192168065 168015000
20140603 062301 1921680166 16801 85hogin
040603062301 5 192 1640165 1680.1:5%gn
2040503082301 1921680106 108015
2040503062255 192168065 188015500
2040803062256 1921680166 2 16801 85%g0
H0406.0306:225 5 192 1680165 1680.1:85%gn
2040603082251 1921680165 108015
040503062251 152 1680166 21680 1 B5hegn
2040603062246 192168065 1680 185000
2040603062248 5 1921680166 168018500
2014-06.05 082241 180 1680166 g1 52 168 0.1 BSAegin
40503062241 192168065 G192 160,150
040503062236 1921680166 epTIS2 16801 85hcgn
H406.0306:223 5 192 1640.165 16801850
2040503082231 1921680106 100,15
040503062231 152 1680165 21680 1 B5hegn
2040603062226 19216800.65 1680 185000
40803082271 5 1921680166 g 7152 168101 850
2014-06.05 082221 182 1680166 g1 2. 168 0.1 BSAegin TCP_DENIEDM03
0503062216 12168065 T2 1680 15 TCP_DENIEDH03 .
s M g 1 wm bW Dispnying 11050 o 294 ke
k

Figure Logview records table with some historical logs
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2. Parts & Tools

Logview has some easy-to-use parts and useful tools:

Bl Access Logs o Senvce Logs | Mt Adwinissative Logs B Wauth Log
e imors semmisans O ams
Souree User SowcePon  Destinaion Destinato. Fue Astion Appicatior
14060 a2 1921680.166 wms iei0isT om0 oROP 5
P y— wns  aseaseoist o oRoP 5
P p— w0 memsmes a0 oRoP
We06-030553 10168025 e oROP
® RIS w oROP
" 255,055,255 255 w oROP DHCP DCP
™ o oRoP
= o oRoP DHEP_OHeR
st oRoP
on
@ bROP 0P
oROP 1D
oRoP w0
oRoP w0 .
o we DHOP_Ome
I
P TCR
P TCR
P TCR
R TCP
RO TCR
oROP R
oRoP  TER .
oRoP TeP
P TCP
" R TcP
Ifp_ Deefault DROP Tep
n_Detut oRoP  TeP
. Octun oROP  TER
_m_oemax oRop 1O
19216005 Wm0 _m_oot oo ToR c o
121000188 . wns  weasenr . o Detauit oo TeR . WA
121000108 wnn wseasonr 1o Detauit P TCR [
121600188 wns  wsaseour ifs Oetauit oRoP  TCR. . Otecitar
a0a0 - a2 0858 o N_MNG._IF o woe
aoan = 5 225555 BN oROP Lo®
aosn " 5288 o IMNG_IF P woe
40608 084538 0 k‘. 24001 o WG ROy 2
20140000 0042 38 a0d0 " 255285 285 365 Mo IN_MNG_IF DROP e
Sl WA Pme 1 a5 b D e N

Figure Parts & Tools on main display
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1. Records tables

Show / Hide Column Fitering

Select Show or Hide Column Filtering

Export Filtered Records

Select Export Filtered Records

Remove Table

Select Remove Table

i= IPMAC Logs

22 DHCP Logs

hc Address
e:Be:fd:47:11
e:Be:fd:47:11
E:b9:7c:56:11
E:b9:7c:56:11
b :f:0b :69:61
b :Ff:0b:69:61
4 Table Length Select Table Length
5 Backward Pages by 10 Select Backward Pages
6 Previous Page Select Previous Page
7 Go to Page Number Write Go to Page Number
8 Next Page Go to Next Page
9 Forward Pages by 10 Select Forward Pages
10 Refresh The Table Refresh The Table Button
11 Switch on/off Switch on/off Live Monitoring

®

=TT L == = —

2014-06-05 07:29:22
2014-06-05 07:29:17
2014-06-05 07:29:16

v “« 4

©0

Sayfa

1

127 —

T T T X

192.168.0.166
192.168.0.166
192.168.0.166

Streaming: &

@
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2. Live monitoring shortcuts

@ Firewall Logs | #8 Access Logs | € Service Logs | i Administrative Logs = = Wauth Logs [EilEiNSegsy i= [PMAC Logs 8 DHCP Logs

1 Firewall Firewall Network Logs View

2 Access Access Logs View

3 Operational Operational Logs View

4 Administrative Administrative Logs View

5 Wirelass Authentication Wireless Authentication Logs View
6 IPMAC IPMAC Logs View

7 DHCP DHCP Logs View

8 Mail Mail Logs View

3 .Layout options

1 Single View Select Single View

2 Column View Select Column View
3 List View Select List View

4 Grid View Select Grid View

4 . Settings

£ Settings -

iz Change Settings

)
[ Save screen @
®

aQ B =
& Load Screen
M
Change Settings Select Change Settings
Save Screen Save Screen
Load Screen Load Screen
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5. Language selector

™ | snguage

Ek= English
i= IPMAC Logs -

Bl Tirkee
Q x
English Select English Language
2 Turkish Select Turkish Language

6 . Server status & service controller

®  Server Status: @

Restar Services @

a B =

‘ 1 l Restart Services Restart all Services
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7 . Sidebar
Labns

| networks

M |
¥

FIREWALL LOGS

qg

D ate; Time
2014-06-05 06:29:41
2014-06-05 06:29:40
2014-06-05 06:29:40
2014-06-05 06:29:40
2014-06-05 06:29:38
2014-06-05 06:29:38
2014-06-05 06:29:35
2014-06-05 06:29:35
2014-06-05 06:29:33
2014-06-05 06:29:32
2014-06-05 06:29:32
2014-06-05 06:29:30
2014-06-05 06:29:30
2014-06-05 06:29:28

Dashboard Select Dashboard for Dashboard Screen
All Logs Select All Logs

CPU Usage CPU Usage Info

RAM Usage RAM Usage Info

Disk Usage Disk Usage Info

VW N[

3. Instructions

Logview is a web-based application and the only thing you could run it is a Web browser. We
advice you to mostly use Chrome, Safari or Firefox. Logview does not support IE versions before
8.0.

Logview uses Websocket and most of near future Web technologies; therefore the browser you
would use must support all these technologies.
4. Records Table

Records table shows records from your UTM device that is gathers all logs from defined
sources. You can see any log data, which is gathered from given date range and given, source.
You can access column filter feature just by clicking 1.1 Show / Hide column filtering button and
you can make a search by typing any keyword regarding column data.

The picture shows a table that its column filter is not enabled yet:
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Date ! Time User
2014-06-05 13:13:52
2014-06-05 13:13:52
2014-06-05 13:13:52
2014-06-05 13:13:52
2014-06-05 13:13:52
2014-06-05 13:13:52
2014-06-05 13:13:51
2014-06-05 13:13:51
2014-06-05 13:13:50
2014-06-05 13:13:50
2014-06-05 13:13:50
2014-06-05 13:13:50
2014-06-05 13:13:50
2014-06-05 13:13:50
2014-06-05 13:13:50
2014-06-05 13:13:49
2014-06-05 13:13.49
2014-06-05 13:13:48
2014-06-05 13:13:48
2014-06-05 13:13.47
2014-06-05 13:13:47
2014-06-05 13:13.47
2014-06-05 13:13:47
2014-06-05 13:13.46
2014-06-05 13:13:48
2014-06-05 13:13:46
2014-06-05 13:13.46
2014-06-05 13:13:46
2014-06-05 13:13.46
2014-06-05 13:13:46
2014-06-05 13:13.46
2014-06-05 13:13:46
2014-06-05 13:13:46
2014-06-05 13:13:48
2014-06-05 13:13:46
2014-06-05 13:13.46
2014-06-05 13:13:45
2014-06-05 13:13.45

v Hd pae 1 om0 kW D

ACCESSLOGS  Create Time: 2014-08-05 1312 Begin: 2014-06-05.00:00

Source
192.168.2.156
192.168.2.156
192.168.2.156
192.188.0.153
1921682161
192.168.2.156
1921680153
192.168.2.156
192.168.2.156
192.168.2.156
192.188.2.156
1921682156
192.168.2.156
1921680153
192.168.2.156
1921680153
192.168.2.156
192.188.2.161
1921682161
192.168.2.156
1921680153
192.168.2.156
1921682156
192.168.2.156
192.168.2.156
192.168.2.156
192.168.2.156
1921682156
192.168.2.156
1921680153
192.168.2.156
192.168.0.198
192.168.2.156
192.188.2.156
1921680163
192.168.2132
1921682156
192.168.2.156

Seaming: (T

Mac Address

Destination

URL

Decision

*EXCEPTION'Ayricalki_bi_siteye_grdinz.

“SCANNED*

*EXCEPTION"Ayricalii,_bi_siteye._gidiniz
*SCANNED*

*EXCEPTION'Ayricalki_ bi_siteye_gicinz
*SCANNED"
*SCANNED*
*SCANNED*
*SCANNED*
*SCANNED*

“EXCEPTION'Ayricalki_bir_siteye_gicinz
*SCANNED"
“EXCEPTION'Ayricalki_bir_siteye_gicinz

*SCANNED*

*EXCEPTION'Ayricalki_ bi_siteye_gicinz
*SCANNED"
#SCANNED*
*SCANNED"
*SCANNED*
*SCANNED*

*SCANNED*
“EXCEPTION'Ayricalki_bir_siteye_gicinz

*SCANNED*
*SCANNED"

*SCANNED*
*SCANNED*

HITIMISS
TCP_MISS/200
TCP_MISSI200
TCP_MISS/304
TCP_MISS/208.
TCP_MISS/200
TCP_MISS/200
TCP_MISS/206
TCP_MISS/200
TCP_MISSI200
TCP_MISS/200
TCP_MISSI200
TCP_MISS/200
TCP_MISS/200
TCP_MISS/206
TCP_MISS/200
TCP_MISS/206
TCP_MISS/200
TCP_MISSI200
TCP_MISS/200
TCP_MISS/200
TCP_MISS/206
TCP_MISS/200
TCP_MISS/200
TCP_MISS/200
TCP_MISS/200
TCP_MISS/302
TCP_MISS/200
TCP_MISS/200
TCP_MISS/200
TCP_MISS/206
TCP_MISS/200
TCP_MISSI200
TCP_MISS/200
TCP_MISSI200
TCP_MISS/200
TCP_MISS/200
TCP_MISS/200
TCP_MISS/200

Q x |

Category Filier G
ula
ull
ula
ula
ula
ula
ula
ula
ula
ula
ula
ula
ula
ula
ula
ull
ula
ala
ula
ula
ula
ula
ula
ula
ula
ull
ula
ull
ula
ull
ula
ula
ula
ula
ula
ula
ula

aula v
»

Displaying 1t 50 01 49457 tems

And by clicking 1.1 Show / Hide Column Filtering button you will see the filters, even they are

already filtered:

ACCESSLOGS Create Time: 2014-06-05 13:12  Begin: 2014-06-05 00:00
Date | Time - User Source Mac Address Decision

# Set Date Range 1=192.168.0.42
2014-06-05 13:21:.45 192.168.0.155 *SCANNED*
2014-06-05 13:21:44 192.168.6.173 *SCANNED"
2014-06-05 13:21:43 192.168.6.173 *SCANNED*
2014-06-05 13:21:43 182.1686.173 *SCANNED*
2014-06-05 13:21:43 192.168.6.173 *SCANNED"
2014-06-05 132143 192.168.6.173 *SCANNED*
2014-06-05 13:21:43 182.1686.173 *SCANNED*
2014-06-05 13:21:42 192.168.6.173 *SCANNED*
2014-06-05 13:21:.41 192.168.6.173 *SCANNED*
2014-06-05 13:21:41 192.168.6.173 *SCANNED"
2014-06-05 13:21:41 192.168.6.173 *SCANNED*
2014-06-00 132141 1921686173 ] ZSCANNED®

It can be search by using some operators:

e “="yse it for define an equation such as for User column use like “user@domain” or
type “=username@domain”

III

1=" use it for User column use like “user@domain” or type “=username@domain”

o “&&” useit for “and” keywords such as for User column use like “=user@domain &&

I=anotheruser@domain”

e “||” use it for “or” keywords such as for User column use like “=user@domain | |

I=anotheruser@domain”

In records table you can export your filtered data by clicking 1.2 Export filtered records as CSV
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or TXT file formatted.

htto:/ftechlaboratory net'service/notific ation

Export

Export Type: TXT Csv

File Mame:;

http:iftechlaboratory net'service/notification
hito-iirealtime services disous coméapi2ithread/ 82 3337460 hust=4 760

And you can remove the table by clicking 1.3 Remove table button.
Records table also has a footer, which includes:

e record length: use it to set content length of a table by page 10, 15, 20, 30 and 50

e backward- forward buttons: use it to shift pages by 10 forward or backward

e previous- next buttons: use it to shift pages one by one

e reload buttons: use it to reload the page if you think something goes wrong about the

Ca
table =

e streaming on/off button: enable or disable stream, it is better to stop stream when

Streaming: L

filtering data.

Records tables also have nice user-friendly features. You can resize columns by pulling the next
line to the column and leave it when you reach the size you want. Initially records tables have
own predefined size to provide best-fit size for the data inside the column. You can also order
historical records table just by clicking the header of the column you would like to sort by; and
also you can show or hide columns by clicking the down-arrow on the column heading as show
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in figure.

Another feature tables have is “replacing columns”. You can replace columns by drag and drop.

Drag a column you want to move then drop to put where you want.

4.1. Real-time Monitoring

Logview provides a real-time monitoring for streaming logs. You can just click the shortcut
buttons and it fires an event to create real-time logs monitoring tables.

14-06-05 D0:00
Source -
=192.168.0.42 || =152.1¢
152.168.2.176

O 66 O

s Firewall Logs  #2 Access Logs | 4 Service Logs @ Administrative Logs = Wauth Logs

i= IPMAC Logs & DHCP Logs

1 Firewall Log View All Firewall Logs

2 Access Logs Internet Access Logs

3 Service Logs Device Service Logs

4 Administrative Logs Administrative Logs for This Device
5 Wireless Authentication Logs | Wireless Authentication Logs

6 Mail Logs Mail Logs for SMTP, IMAP and POP3
7 IP-MAC Logs IP AND MAC Address Logs

8 DHCP Logs DHCP Logs

Real-time monitoring tables allow you to track real time logs. Even if you want to filter them

then it still keeps streaming

Historical Logs

Historical logs are all logs that are retrieved from older logs. You can create a historical records

table from sidebar.
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After you click the domain name you will see a window like below:

As we see in the figure, there are log sources and regarding fields which will be defined as
columns when the table is created. We can select which column will be shown or hidden. In
date range selection section, there are predefined date ranges 1 day, 3 days, 1 week. In
another case, you can also select date range by manually.

= Table
Select Log Source Firewall Logs &) Access Logs
Service Logs Administrative Logs
‘Wauth Logs Mail Logs
IPMAC Logs DHCP Logs
Select Log Fiekds | Date/ Time V| User | Source
| Mac Address | Destination 4| URL
+ | Decision ¥ | Undefined + | Category
Host Domain | Filter Group
Response Code User Agent Size
Client Host Druration Mime Type
Method
Defauit Ranges: lday 3days 1week

From | 2014-05-29 16:09

Te: | 2014-06-05 16:09

Figure: Create Historical Log Table
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Table

Select Log Source - Firewall Logs _ 2 Access Logs

Administrative Logs

Su Mo Tu We Th Fr Sa Mail Logs
DHCP Logs

4 5 6 7 8 9 10

Select Log Fields BT | Source
11| 12| 13 14 | 15| 16| 17 |gnation 7| URL
18 19 20 21 22 23 24 Hefined | Category
25| 26| 27| 28| 29 30 31 main +| Fitter Group
=r Agent Size
Time 16:09
ation Mime Type
Hour
Minute

Default Ranges:
Done

From: | 2014-05-29 16:09|

Te:  2014-06-05 16:09

Figure: Create Historical Log Table - Pick Date Range
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5. Utilities

5.1. Settings

Settings section lets you change settings along Logview. By clicking 4.1 Change Settings you will
able to set default behavior of columns to be shown or hidden.

If you check any field on this window, it will be shown in records table as shown column. If you
uncheck a field, it will be hidden on the table.

Settings

Source Settings

@«

Please select default columns to be shown in table:

Select Log Source

Y

Choosing Default Log Fields which, are shown as predefined column in the table

Firewall Logs

Acoess Logs

Service Logs

Administrative Logs

Wauth Logs

Mail Logs

IPMAC Logs

DHCP Logs

Date / Time
Source Port
Destination Port
Protocol

Host

Type

Packet ID

Ack Number
Precision

Packet Length

Source
Destination
Rule
Application
Message

Code

Urgent Pointer
Type of Service

Window Size

Source User
Destination User
Action

Mac Address
Sequence Number
TTL

Outbound Interface
Inbound Interface

TCP Flag

E3Ea
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I = Settings I

Source Settings TR EM  Smip Settings

Current server IP: 127.0.0.1

Connect to: #) Local Host Remote Host

Server IP: 127.0.0.1

Settings Data Store to retrieve data from localhost or remote host

5.2. Save Screen

Logview allows you to save different views depending on your needs. You can create different
widgets for different log sources, you can resize columns, set filters, change layouts and then
you can click on “Save Screen” and give it a name. The page automatically saves the view after
some critical events.

= Save Page :
[

View Name: q

[

[

CREATE  SAVE TO DASHBOARD E

q

5.3. Load Screen

Logview stores your saved screen with any parameters and settings you asdf, as mentioned
above. You can make a search then you fill find all saved screens and select which one you
would like to load.
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= FIND A VIEW
MAME:
FROM:
B
TO:
View name Table count
Bl H
ks
FARRE L PRV L FLE RPN R P AN § (R - AN L Y |
= FIND A VIEW
MNAME:
FROM:
B,
TO:
View name Table count
Bi-l i
view 2 4 Load Delete
s dashboard 4 Load Delete
AN4 4 "/E N/E AN E9.Md ASH S04 4 4

5.4. SMTP Settings

It can be set SMTP settings by new version of Logview. You can either provide your own SMTP server
settings or set any other SMTP server provider settings to send email(s) from Labris appliances. As it is
shown in the figure below, there are mandatory fields you have to set and you have a “Test Connection”
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button to correct your settings before save it.

I = Settings |

Smtp Settings

SMTP Server Address” smtp.gmail.com

SMTP Mode: | tls ¥

587

SMTP Username’:

rrrsmrarenrrnnn

SMTP Mail From:

6. Regional Settings

Logview supports multilingual operations. Basically, it comes with English and Turkish. If clients
require it, it is easy to add more languages to be supported.

Labris

NETWORKS

& Firewall Logs | EiAccess Logs &% SenvicsLogs 4 Administrative Logs &S Wauth Logs BilloasMN IEIPMAG Logs X DHCP Logs
FIREWALL LOGS Create Time: 2014-06-06 14:04  Begin: 2014-06-06 00:00 Q ®
Dalc; Time Source Source User Source Port Destination Destination User Destinatio.. Rule Action Protocol
2014-06-06 10:53:07 169.254.11 - 138 169.254.255.255 - 138 fp OUT MNG IF DROP upp
2014-06-06 10:53:06 169.254.1.1 - 137 169.254.255.255 - 137 fp OUT MNG IF DROP upp NTE
2014-06-06 10:53:05 169.254.11 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP upP NTE
2014-06-06 10:53:04 169.254.11 - 137 169.254.255.255 - 137 p OUT MNG IF DROP upP NTE
2014-06-06 10:53:02 169.254.11 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP upP NTE
2014-06-06 10:53:01 169.254.11 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP upp NTE
2014-06-06 10:53:00 169.254.11 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP upP NTE
2014-06-06 10:52:58 168.254.11 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP upP NTE
2014-06-06 10:52:57 168.254.1.1 - 138 169.254.255.255 - 138 Ifp OUT MNG IF DROP upp
2014-06-06 10:52:57 168.254.1.1 - 137 168.254.255.255 - 137 ifp OUT MNG IF DROP upp NTE
2014-06-06 10:52:55 169.254.11 - 138 169.254.255.255 - 138 fp OUT MNG IF DROP upp
2014-06-06 10:52:53 169.254.1.1 - 138 169.254.255.255 - 138 fp OUT MNG IF DROP upp
2014-06-06 10:52:51 169.254.11 - 138 169.254.255.255 - 138 Hp OUT MNG IF DROP upP

2014-06-06 10:

0 169.254.11 - 138 169.254.255.255 - 138 Ifo OUT MNG IF DROP upp

2014-06-06 10:52:39 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upp NTI
2014-06-06 10:52:38 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upp NTI
2014-06-06 10:52:38 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upP NTI
2014-06-06 10:52:38 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP uDP NTI
2014-06-06 10:52:38 169.254.1.1 - 137 169.254.255.255 - 137 Ifp OUT MNG IF DROP UDP NTE
2014-06-06 10:52:38 169.254.1.1 - 137 169.254.255.255 - 137 ifp OUT MNG IF DROP uDP NTE
2014-06-06 10:52:38 169.254.1.1 - 137 169.254.255.255 - 137 fp OUT MNG IF DROP upP NTE
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 - 137 fp OUT MNG IF DROP ubpP NTE
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upp NTI
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upp NTI
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upp NTI
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upp NTI
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upP NTI
2014-06-06 10:52:36 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP uDP NTI
2014-06-06 10:52:36 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP UDP NTE

v 4 4 Page 1 ofi b W 2 Steaming grem | Displaying 1 to 38 of 38 items

Main display in English
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- Labris Veritabani Durumu:@)
| netwonks
& Glvenlik Duvar Kaytlan | Erigim Kayiflan | of Islem Kayitian |4 Yonetim Kayitian & Wauth Kayitian = IPMAC Kayitlan _
GUVENLIK DUVARI KAYITLARI Olusturuima Zamani: 2014-06-06 14:30  Baglangig: 2014-08-08 00:00 Q x
Tarih / Zaman Kaynak Kaynak Kullanici Kaynak Portu Hedef Adresi Hedef Kullanici Hedef Portu Kural Karar Protokol
2014-06-06 10:53:07 169.254.1.1 - 138 169.254.255.255 - 138 Ifp OUT MNG IF DROP UDP
2014-06-06 10:53:06 169.254.1.1 - 137 169.254.255.255 - 137 ifp OUT MNG IF DROP uDP NTE
2014-06-06 10:53:05 169.254.1.1 - 137 169.254.255.255 - 137 fp OUT MNG IF DROP ubpP NTE
2014-06-06 10:53:04 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upp NTI
2014-06-06 10:53:02 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upp NTI
2014-06-06 10:53:01 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upp NTI
2014-06-0610:53:00 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upP NTI
2014-06-06 10:52:59 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP uDP NTI
2014-06-06 10:52:57 169.254.1.1 - 138 169.254.255.255 - 138 Ifp OUT MNG IF DROP UDP
2014-06-06 10:52:57 169.254.1.1 - 137 169.254.255.255 - 137 ifp OUT MNG IF DROP uDP NTE
2014-06-06 10:52:55 169.254.1.1 - 138 169.254.255.255 - 138 fp OUT MNG IF DROP upP
2014-06-06 10:52:53 169.254.1.1 - 138 169.254.255.255 - 138 fp OUT MNG IF DROP ubpP
2014-06-06 10:52:51 169.254.1.1 - 138 169.254.255.255 - 138 Ifo OUT MNG IF DROP upp
2014-06-06 10:52:50 169.254.1.1 - 138 169.254.255.255 - 138 Ifo OUT MNG IF DROP upp
2014-06-06 10:52:39 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upp NTI
2014-06-06 10:52:38 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upP NTI
2014-06-06 10:52:38 169.254.1.1 - 137 169.254.255.255 - 137 Ifp OUT MNG IF DROP upP NTI
2014-06-06 10:52:38 169.254.1.1 - 137 169.254.255.255 - 137 Ifp OUT MNG IF DROP UDP NTE
2014-06-06 10:52:38 169.254.1.1 - 137 169.254.255.255 - 137 fp OUT MNG IF DROP upP NTE
2014-06-06 10:52:38 169.254.1.1 - 137 169.254.255.255 - 137 fp OUT MNG IF DROP ubpP NTE
2014-06-06 10:52:38 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upp NTI
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP uppP NTI
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upp NTI
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upP NTI
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP uDP NTI
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 - 137 Ifp OUT MNG IF DROP UDP NTE
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 - 137 ifp OUT MNG IF DROP uDP NTE
2014-06-06 10:52:36 169.254.1.1 - 137 169.254.255.255 - 137 fp OUT MNG IF DROP upP NTE
2014-06-06 10:52:36 169.254.11 - 137 169.254.255.255 - 137 o OUT MNG IF DROP ubpP NTE
v 4 4 sala 1 11k W S Steaming gl | 38 kayittan 1 ile 38 arasindakiler gésteriliyor

Main display in Turkish

7. Service Monitoring

You can monitor background service’s status of Logview. The status indicator will be green if all
background services work fine, but the indicator will be yellow if some of services are ok but
some have problem. If you see yellow indicator you should see system logs. If the indicator is
red you should talk with the technical support.

® Server Status: ® ® Server Status: @

There is also a service controlling option under the Server Status menu to restart services. If
you see yellow indicator you may go through to try restarting services. If it may keep staying in
the yellow status please contact the technical support.
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8. Layout Options

Logview is a single page application that supports widgetizing the layout. You can monitor 4
different log sources in different records table. There are 4 layout option to placed widgets in

the page:

1 Single Widget View Single Widget View Button
2 Column View Select Column View

3 List View Select List View

4 Grid View Select Grid View

Logview starts with a single widget if there is no dashboard saved and if the dashboard has no
widget on it. So, Logview loads a firewall records table in single widget view. You can change
the widgets, view option, columns, filters and then save the dashboard or save it with a
different name.

8.1. Single Widget View

In single widget view layout you can see only one widget at a time. If you pick a streaming
records table or create a historical records table it will replace the previous widget with itself.
In another case, if you have more than one widget in a different view then you select the single
view, the layout option will remove all widget except the one that added last.

FIREWALL LOGS Creato Time: 2014-06-06 14:58  Begin: 2014-06-06 00:00 a x
Data | Time Source Source User Source Port D i Desti 1 User Destinatio... Rule Action Protocol Application
2014-06-06 10:53:07 169.254.1.4 - 138 169.254.255.255 - 138 Hp OUT MNG IF DROP upDP CIFS CIFS
2014-06-06 10:53:06 169.254.1.4 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP uDP NTBIOSNS NetBIOS Nar
2014-06-06 10:53:05 169.254.1.4 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP uDP NTBIOSNS NetBIOS Nar
2014-06-06 10:53:04. 169.254.1.4 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP uDP NTBIOSNS NetBIOS Nar
2014-06-06 10:53:02 169.254.1.4 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP uDP NTBIOSNS NetBIOS Nar
2014-06-06 10:53:01 169.254.1.4 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP uDP NTBIOSNS NetBIOS Nar
2014-06-06 10:53:00 169.254.1.4 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP uDP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:58 169.254.1.4 - 137 169.254.255.255 - 137 Hp OUT MNG IF DROP uDP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:57 169.254.1.1 - 138 169.254.255.255 - 138 lfo OUT MNG IF DROP upp CIFS CIFS
2014-06-06 10:52:57 169.254.1.1 - 137 169.254.255.255 - 137 o OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:55 169.254.1.1 - 138 169.254.255.255 - 138 o OUT MNG IF DROP upoP CIFS CIFS
2014-06-06 10:52:53 169.254.1.1 - 138 169.254.255.255 - 138 o OUT MNG IF DROP upoP CIFS CIFS
2014-06-06 10:52:51 169.254.1.1 - 138 169.254.255.255 - 138 o OUT MNG IF DROP upoP CIFS CIFS
2014-06-06 10:52:50 169.254.1.1 - 138 169.254.255.255 - 138 o OUT MNG IF DROP upoP CIFS CIFS
2014-06-06 10:52:39 169.254.1.1 - 137 169.254.255.255 - 137 o OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:36 169.254.1.1 - 137 169.254.255.255 - 137 o OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:36 169.254.1.1 - 137 169.254.255.255 - 137 o OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:36 169.254.1.1 - 137 169.254.255.255 - 137 o OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:36 169.254.1.1 - 137 169.254.255.255 - 137 o OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:36 169.254.1.1 - 137 169.254.255.255 - 137 o OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:36 169.254.1.1 - 137 169.254.255.255 - 137 o OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 - 137 o OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 - 137 o OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 - 137 o OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 - 137 o OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 - 137 o OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:37 169.254.1.1 - 137 169.254.255.255 - 137 o OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:36 169.254.1.1 - 137 169.254.255.255 - 137 o OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar
2014-06-06 10:52:36 169.254.1.1 - 137 169.254.255.255 - 137 lfo OUT MNG IF DROP upp NTBIOSNS NetBIOS Nar
W 4 Page 1 of 1 b W 2 Streaming: greem | Displaying 1 to 38 of 38 items
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8.2. Column View

In column view you can put widgets in columns and vertically display them.

FIREWALL LOGS Create Time: 2014-06-06 15:16  Begin: 2014-06-0... (=} x SERVICE LOGS Create Time: 2014-06-06 15:16  Begin: 2014-06-06... (=} x
Date / Time Source Source User Source Port Destination Date / Time Host Message

2014-06-06 10: T 169.254.1.1 - 138 169.254.255.255 2014-06-06 12:16:40 localhest  [2014/06/06 12:16:40.055864. 01 printing/print standard.c:68(std pcap cache reload)

2014-06-06 10:53:06 169.254.1.1 - 137 169.254.255.255 2014-06-D6 12:14:20 localhost  Id “T0" respawning too fast: disabled for 5 minutes
2014-06-06 10:53:05 169.254.1.4 - 137 169.254.255.255 2014-06-06 12:14:15 localhost  ttyS0: not a tty

2014-06-06 10:53:04 169.254.1.4 - 137 169.254.255.255 2014-06-06 12:14:10 localhost  ttyS0: not a tty

2014-06-06 10:53:02 169.254.1.1 - 137 169.254.255.255 2014-06-06 12:14:05 localhest  ttyS0: not a tty

2014-06-06 10:53:01 169.254.1.1 - 137 169.254.255.255 2014-06-06 12:14:00 localhest  ttyS0: not a tty

2014-06-06 10:53:00 169.254.1.4 - 137 169.254.255.255 2014-06-06 12:13:55 localhost  ttyS0: not a tty

2014-06-06 10:52:58 169.254.1.4 - 137 169.254.255.255 2014-06-06 12:13:48 localhost  ttyS0: not a tty

2014-06-06 10: 169.254.1.1 - 138 169.254.255.255 2014-06-06 12:13:44 localhest  1tvS0: not a tty

2014-06-06 10:! 169.254.1.1 - 137 169.254.255.255 2014-06-06 12:13:39 localhest  ttyS0: not a tty

2014-06-06 10: 169.254.1.1 - 138 169.254.255.255 2014-06-D6 12:13:34 localhost  ttyS0: not a tty

2014-06-06 10:! 169.254.1.4 - 138 169.254.255.255 2014-06-06 12:13:28 localhost  ttyS0: not a tty

2014-06-06 10:! 169.254.1.4 - 138 169.254.255.255 2014-06-06 12:08:28 localhost  1d "T0" respawning too fast: disabled for 5 minutes.
2014-06-06 10:! 169.254.1.1 - 138 169.254.255.255 2014-06-06 12:08:23 localhest  ttyS0: not a tty

2014-06-06 10:52:39 169.254.1.1 - 137 169.254.255.255 2014-06-06 12:08:18 localhest  ttyS0: not a tty

2014-06-06 10:! 169.254.1.4 - 137 169.254.255.255 2014-06-06 12:08:13 localhost  ttyS0: not a tty

2014-06-06 10:! 169.254.1.4 - 137 169.254.255.255 2014-06-06 12:08:08 localhost  ttyS0: not a tty

2014.06-06 10:52:38 169.254.1.1 - 137 169.254.255.255 2014-06-06 12:08:02 localhost  ttvS0: nota tty

2014-06-06 10:! 169.254.1.1 - 137 169.254.255.255 2014-06-06 12:07:57 localhest  ttyS0: not a tty

2014-06-06 10:! 169.254.1.1 - 137 169.254.255.255 2014-06-06 12:07:52 localhest  ttyS0: not a tty

2014-06-06 10: 169.254.1.4 - 137 169.254.255.255 2014-06-06 12:07:47 localhost  ttyS0: not a tty

2014-06-06 10:! 169.254.1.4 - 137 169.254.255.255 2014-06-06 12:07:42 localhost  ttyS0: not a tty

2014-06-06 10:! 169.254.1.1 - 137 169.254.255.255 2014-06-06 12:07:37 localhest  ttyS0: not a tty

2014-06-06 10:! 169.254.1.1 - 137 169.254.255.255 2014-06-06 12:03:39 localhest  [2014/06/06 12:03:39.266449. 0] printing/print standard.c:68(std pcap cache reload)
2014-06-06 10:52:37 169.254.1.14 - 137 169.254.255.255 2014-06-06 12:02:36 localhost  1d "T0" respawning too fast: disabled for 5 minutes.
2014-06-06 10:! 169.254.1.4 - 137 169.254.255.255 2014-06-06 12:02:31 localhost  ttyS0: not a tty

2014-06-06 10:! 169.254.1.4 - 137 169.254.255.255 2014-06-06 12:02:26 localhost  ttyS0: not a tty

2014-06-06 10:! 169.254.1.1 - 137 169.254.255.255 2014-06-06 12:02:21 localhest  ttyS0: not a tty

2014-06-06 10:52: 169.254.1.1 - 137 169.254.255.255 2014-06-06 12:02:15 localhost  ttvS0: nota tv
v 4 4 Page 1 of1 k W 2 Streaming grvm | Displaying 1 to 38 of 38 items | 4 4 Page 1 of7 k W 2 Streaming grvm | Displaying 1 to 50 of 321 items

8.3. List View

In list view you can put widgets in an horizontal order.

FIREWALL LOGS Create Time: 2014-06-06 15:16 Begin: 2014-08-08 00:00 Q ®

Date / Time Source Source User Source Port D D User Destinatio... Rule Action Protocol Application

2014-06-06 10:53:07 169.254.1.1 - 138 169.254.255.255 - 138 Ifo OUT MNG IF DROP upoP CIFS CIFS

2014-06-06 10:53:06 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar

2014-06-06 10:53:05 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar

2014-06-06 10:53:04 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar

2014-06-06 10:53:02 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar

2014-06-06 10:53:01 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar

2014-06-06 10:53:00 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar

2014-06-06 10:52:59 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar

2014-06-06 10:52:57 169.254.1.1 - 138 169.254.255.255 - 138 Ifo OUT MNG IF DROP upoP CIFS CIFS

2014-06-06 10:52:57 169.254.1.1 - 137 169.254.255.255 - 137 Ifo OUT MNG IF DROP upoP NTBIOSNS NetBIOS Nar

2014-06-06 10:52:55 - 138 169.254.255.255 - 138 Ifo OUT MNG IF DROP upoP CIFS CIFS

2014-06-06 10:52:53 - 138 169.254.255.255 - 138 Ifo OUT MNG IF DROP upoP CIFS CIFS
- H 4 Page b W 2 Steaming grerm | Displaying 1 to 38 of 38 items

SERVICE LOGS Create Time: 2014-06-06 15:16  Begin: 2014-06-06 00:00 a x

Date / Time Host  Message

2014-06-06 12:16:40 localhost  [2014/06/06 12:16:40.055664, 0] printing/print standard.c:68(std peap cache reload)

2014-06-06 12:14:20 localhost  Id “T0" respawning too fast: disabled for 5 minutas

2014-06-06 12:14:15 localhost  ttyS0: not a tty

2014-06-06 12:14:10 localhost  tyS0: not a tty

2014-06-06 12:14:05 localhost  ttyS0: not a tty

2014-06-06 12:14:00 localhost  tyS0: not a tty

2014-06-06 12:13:55 localhost  ttyS0: not a tty

2014-06-06 12:13:49 localhost  tyS0: not a tty

2014-06-06 12:13:44 localhost  ttyS0: not a tty

2014-06-06 12:13:39 localhost  tyS0: not a tty

2014-06-06 12:13:34 localhost  ttyS0: not a tty

2014-06-06 12:13:29 localhost  ttvS0: not a tty

v H d Page 1 of7 bk W Streaming: g

laying 1 o 50 of 321 ftems

It is easy to track log records while you have two streaming records table to compare some
data. You can select columns and watch logs while the records table streams.

8.4. Grid View

Grid view has a wide gallery-like view and puts widgets in a 4 piece grid layout.
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FIREWALL LOGS Create Time: 2014-06-06 15:17 Begin: 2014-06-0... Q ® ADMINISTRATIVE LOGS Create Time: 2014-06-06 15:17  Begin: 20... Q x
Date / Time Source Source User Source Port Destination Dato / Time Host  Message

2014-06-06 10:53:07 168.254.1.1 138 169.254.255.255 2014-06-06 11:01:37  localhost  Accepted password for root from 10.7.100.102 port 56830 ssh2

2014-06-06 10:53:06 169.254.1.1 137 169.254.255.255 2014-06-06 11:01:37  localnost  pam unix{sshd:session): session opened for user root by (uid=0)

2014-06-06 10:53:05 169.254.1.1 137 169.254.255.255 2014-06-08 10:53:00  localnost  pam unix(login:session): session opened for user root by LOGIN(uig=0)

2014-06-06 10:53:04 168.254.1.1 137 169.254.255.255 2014-06-06 10:53:00  localnost  ROOT LOGIN ON tyd

2014-06-06 10:53:02 169.254.1.1 137 160.254.255.255

2014-06-06 10:53:01 169.254.1.1 137 169.254.255.255

2014-06-06 10:53:00 168.254.1.1 137 169.254.255.255

2014-06-06 10:52:59 168.254.1.1 137 169.254.255.255

2014-06-06 10:52:57 169.254.1.1 138 169.254.255.255

2014-06-06 10:52:57 169.254.1.1 137 169.254.255.255

2014-06-06 10:52:55 168.254.1.1 138 169.254.255.255

2014-06-06 10:52:53 169.254.1.1 138 160.254.255.255

4 4 Page 1 oft k W 2, Streaming: grvm | Displaying 1 to 38 of 38 items M 4 Page 1 of1 b W 2 Steaming grrm | Displaying 1to 4 of 4 items
FIREWALL LOGS Create Time: 2014-06-06 15:16  Begin: 2014-06-0... a x SERVICE LOGS Create Time: 2014-06-06 15:16  Begin: 2014-06-06... Q x
Date / Time Source Source User Source Port Destination Date | Time Host  Message

2014-06-06 10:53:07 169.254.1.1 138 169.254.255.255 2014-06-06 12:16:40 localnest  [2014/06/08 12:16:40.055664. 0] printinalorint standard.c:68(sid peap cache reload)

2014-06-06 10:53:06 168.254.1.1 137 169.254.255.255 2014-06-06 12:14:20 localhost  Id *T0" respawning too fast: disabled for 5 minutes

2014-06-06 10:53:05 168.254.1.1 137 169.254.255.255 2014-06-06 12:14:15 localhost  ttyS0: not a tty

2014-06-06 10:53:04 169.254.1.1 137 169.254.255.255 2014-06-06 12:14:10 localnost  tvS0: not a tty

2014-06-06 10:53:02 169.254.1.1 137 169.254.255.255 2014-06-06 12:14:05 localnost  tvS0: not a tty

2014-06-06 10:53:01 168.254.1.1 137 169.254.255.255 2014-06-06 12:14:00 localnost  ttyS0: not a tty

2014-06-06 10:53:00 168.254.1.1 137 169.254,255.255 2014-06-06 12:13:55 localhost  ttvS0: not a tty

2014-06-06 10:52:59 169.254.1.1 137 169.254.255.255 2014-06-06 12:13:49 localnost  tvS0: not a tty

2014-06-06 10:52:57 168.254.1.1 138 169.254.255.255 2014-06-06 12:13:44 localhost  thySD: not a tty

2014-06-06 10:52:57 168.254.1.1 137 169.254.255.255 2014-06-06 12:13:38 localnost  ttyS0: not a tty

2014-06-06 10:52:55 169.254.1.1 138 169.254.255.255 2014-06-06 12:13:34 localnost  tvS0: not a tty

2014-06-06 10:52:53 169.254.1.1 138 169.254.255.255 2014-06-06 12:13:29 localnost  tvS0: not a tt

“ 4  Page 1 of 1 b W 42 Streaming: grerm | Displaying 1 to 38 of 38 items “ 4  Page 1 of7 F W 9 Streaming: grrm | Displaying 1 to 50 of 321 items.

This view helps you to compare or watch 4 different log sources in tables.

9. Reports

By a new version 1.2.0-84 of Logview, we provide a brand new reporting module. Since, our products
have already reporting module ERM, by this new module we add improving features listed below:

e Enables custom query writing,

e PDF report generation,

e Table and chart(PIE chart only for recent version) displaying in PDF,
e Report template add/edit/remove features,

e Schedule report generation by user,

e Email and FTP upload feature,

e Manually upload or email generated report to given destination,

9.1. Create Template

The figure shown below helps you create a “Report Template” which, defines “Report” fields, data set,
chart set, schedule settings, email settings and FTP settings. In this view you can use All records in a log
table or write your own custom query based on SQL syntax. See details in the figure below:
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I = Create New Report Template

Report Name Firewall Weekly Application Report

LcscHptinn This report contains weekly
application filter regarding provided

query
Output Format PDF
Report Language English v

Data Set Table Settings Chart Settings Schedule Settings Email Settings Upload Settings

Data Source” Firewall hd
Period This Week hd

Report Query All g, Custom

Report Query application = "HTTP_HTTP"

Create Report m

Create New Report Template

Report Name Firewall Weekly Application Report

Descripioa This report contains weekly
1P| application filter regarding provided
query

Output Format PDF
Report Language English v

Data Set Table Settings Chart Settings Schedule Settings Email Settings Upload Settings

Data Source” Firewall hd
Period This Week v

Report Query All 5, Custom

Report Query

o source
source_user
source_port
destination
destination_user Save Report m
destination_port
ule
action

protocol

Write custom SQL query and Logview suggest column names and basic SQL keywords.
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| = Create New Report Template

Report Name Firewall Weekly Application Report

Descripton This report contains weekly
application filter regarding provided
ue
query y
Output Format PDF
Report Language English v
Data Set able Settings Chart Settings Schedule Settings Email Settings Upload Settings
Table Columns + | Date | Time | Source Source User
Source Port Destination Destination User
Destination Port | Rule + | Action
Protocol 7| Application ¥ Mac Address
Host Message Sequence Number
Type Code ™
Packet ID Urgent Pointer Outbound Interface
Ack Number Inbound Interface Precision
Window Size TCP Flag Packet Length
Show in Table Top 30 L

Select columns which, are will be shown in the report table.

I = Create New Report Template

HepartName Firewall Weekly Application Report

Description This report contains weekly
application filter regarding provided
ue
query y
Output Format PDF
Report Language English v
Data Set Table Settings Chart Settings Schedule Settings Email Settings Upload Settings
Chart Type Pig Chart v
Chart Field Source L
Show in Chart Tops v

e

Select chart field to be shown in Pie chart
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Create New Report Template

REporName Firewall Weekly Application Report
Description This report contains weekly
application filter regarding provided
que
juery 4
Qutput Format PDF
Report Language English -

Data Set Table Settings Chart Settings Schedule Settings Email Settings Upload Settings

Enable "
Generate Report Every 1 Weeks v
Schedule Start 2015-12-14 09:44

Schedule End

create report [ et |

Schedule settings tab
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Create New Report Template

BEPCHLNoN e Firewall Weekly Application Report

Description This report contains weekly
application filter regarding provided
que
juery A
Qutput Format PDF
Report Language English v
Data Set Table Settings Chart Settings Schedule Settings Email Settings Upload Settings
Enable 7
Subject Firewall Weekly Application Repc
Recipients bul@|abri
cem.yapalak@labrisnetworks.co
m
4
Message This report contains weekly

application filter regarding
provided query

e |

Email Settings Tab

I = Create New Report Template

Report Name Firewall Weekly Application Report

Description This report contains weekly
application filter regarding provided
que
juery y
Qutput Format PDF
Report Language English v
Data Set Table Settings Chart Settings Schedule Settings Email Settings Upload Settings
Enable 7
Server ftp.myserver.com
User anonymous
Password
Directory home/reports/firewall

e

FTP Settings Tab
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Report Templates
Name Description Period Created Date Reports Manage

1 Firewall Weekly Application Report This report contains weekly application filter regarding provi This Week Monday, 14 December 2015, 09:47 =k i |

W« Page of 1 g B W Recomsperpage | 20 v | &  Displaying 1tolof 1 items.

The figure above, contains all report templates which, are created by user or pre-defined by Labris
regarding most required report enquiries. Some buttons and details can be seen in a template row:
name, description, period, created date, show reports grid and generate a new report, edit and remove
template.

Reports Manage

= & A i

There are helper tooltips on every single buttons placed in a row. It helps you about what its click event.
Show Report Table: Open a popup and show reports listed in a table that belong to the template.

Generate New: Generates a new report depending provided details such as data set, table settings,
chart settings, schedule settings, emails settings and FTP settings.

Edit: Helps you edit the template details.

Remove: Delete the template and all reports generated previously by the template details.
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1
I = Report List |
Reports
Name Hostname Output Created Date Manage
1 Firewall Weekly Application Report - 2... localhost 2 & = Monday, 14 December 2015, 09:55 ﬁ
n H
H # Page of 1 1 » M Records per page: 0 v o Displaying 1 to 1 of 1 items.

Reports Grid shows all generated reports

1
I = Report List

Reports

Name Hostname Cutput Created Date Manage

1 Firewall Weekly Application Report - 2... localhost 2 &4 = Monday, 14 December 2015, 09:55 ﬁ

In reports table you can download, upload or send email manually. You can leave FTP and email settings
as given previously or write new settings to deliver the report seperately to different email addresses or
FTP destinations.

530 Labris Networks



Administration Guide for Labris UTM
Version 3.4.2

Server ftp.myserver.com
User anonymaous
Password =~ seessssssses
Directory home/reports/firewall

FigureFTP Upload popup

i Subject Firewall Weekly Application Repc
Recipients murat.bulbul@labrisnetworks.co
m,
cem.yapalak@Ilabrisnetworks.co
\ m
P 1a between email a
Message This report contains weekly

application filter regarding
provided query

Send email popup

Top 5 Results for Firewall Weekly Application Report - pie

O sMTe_SMTP (80005 )
[ 1 d e

B TCPTCR G 3%

O NTP_NTP{3.3%)

[ DNS_DNS 3. 3%

Pie Chart result which, is shown in the report
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